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Abst r act
Thi s docunent describes MM Attachnents.
Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsoleted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 8 January 2026
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction
Attachnents are known fromenmil, where they are used to attach files
to an enmmil nmessage. Attachments are also used in instant nessaging,
where they are used to attach files, images, videos, etc.
The main difference between attachnments and ot her nessages is that
attachnents are bigger in size and their content is typically saved
in files on the client side. Since downloading attachnents can be
expensive for instant nessaging clients, it is comon to downl oad
attachnents only on denand, e.g. when the user clicks on the
attachnent .
draft-m m -content defines various nessage content fornmats that can
be used in either M.S application nessages or attachnments. This
docunent describes how attachnents are used in MM.

1.1. Change Log
draft-01
* Version bunp to prevent expiration
draft-02
* Version bunp to prevent expiration
draft-03
* Version bunp to prevent expiration

draft-04

* Version bunp to prevent expiration
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2. Access control & quotas

Attachnments are bound to a specific M.S group. Only nenbers of the
group can access the attachnent. The Delivery Service enforces this
access control

The Delivery Service can keep track of the size of attachnents for
each group, its total nunber, who uploaded them etc. This

i nformati on can be used to enforce quotas on the size of attachnents,
t he number of attachnents, etc.

3. Distribution

Since attachnents are not directly distributed as nmessages, they are
distributed over the MM Delivery Service.

3.1. Uploading attachnents

When a client wants to send an attachnent, it first upl oads the
attachnent to the Delivery Service. The Delivery Service returns a
token that can be used to downl oad the attachnent. The client then
sends a nessage that contains the URL and cryptographic key materia
to the intended recipients.

TODO. This probably becone part of _draft-robert-mini-delivery-
service_.

The client first encrypts the attachment as descibed in Section 3.6
and then uploads it to the DS using the follow ng nessage:

struct {
opaque group_i d<V>;
opaque cont ent <V>,

} Upl oadAt t achment Request ;

Upon succes, the Delivery Service returns the foll owi ng nessage:
struct {
opaque t oken<V>;
} Upl oadAt t achnment Response;
3.2. Sending attachnents
Once clients have upl oaded an attachnent to the Delivery Service,

they can send nessages that contain a reference to the attachnent.
The client sets the contentType of the body as foll ows:
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body. cont ent Type = "nessage/ ext ernal - body; access-type=token;" +
"t oken=<t oken>; nonce=<nonce>; hash=<hash>";

The token is the token that was received fromthe Delivery Service as
part of the Upl oadAttachnent Response nessage. The nonce is a random
byte sequence that is used in the key derivation descibed in

Section 3.6. The hash is the hash of the plaintext attachnent
content, as defined in Section 3.6. The hash acts as a conm t nent
hash for the attachment content.

TODO. This needs to be better aligned with draft-ietf-mmni-content.
3.3. Receiving attachnents

VWhen a client receives a message that contains a reference to an
attachnent, it first downl oads the attachment fromthe Delivery
Service using the foll owi ng nessage:

struct {
opaque group_i d<V>;
opaque t oken<V>;
} Downl oadAtt achnent Request ;

Upon succes, the Delivery Service returns the foll owi ng nessage:

struct {
opaque cont ent <V>,
} Downl oadAtt achnent Response;

The client then decrypts the attachnent using the nonce for the key
derivation described in Section 3.6.

3.4. Deleting attachnents

Attachnents can either be deleted by nenbers of the group (according
to a predefined policy), or by the Delivery Service after a
predefined time.

3.5. Access contro

Attachnents are bound to a specific M.S group. Only nenbers of the
group can access the attachnent. The Delivery Service enforces this
access control

Attachments can however be shared between groups by either re-

upl oading the attachnent to the Delivery Service or by asking the
Delivery Service to copy an attachnent to another group. Copying an
attachnent to another group is only possible if both groups are
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| ocated on the sane Delivery Service, and the user has access to both
groups. It is an optim zation to avoid re-uploadi ng the sane
attachnment nultiple tines, but otherwi se follows the sane rul es as
upl oadi ng a new attachnent.

3.6. Encryption

Attachnments are encrypted using a nonce/ key pair that is exported
fromthe M.S group exporter and conbined with a randonly generated
byt e sequence on the sender’s side, and context data.

struct {
opaque attachnent hash;
ui nt 64 sender _i ndex;

} Attachnent Cont ext ;

Since attachnents are specific to an M.S group, we reuse conponents
the cipher suite of the group

*  KDF
*  Hash
*  AEAD

*  ExpandW t hLabel

The sender encrypts the attachnent as foll ows:

*  Conpute the hash of the attachnment data:

attachnent _hash = Hash(pl ai nt ext)

* Cenerate a random byte sequence nonce of |ength KDF. Nh bytes.

* Set the context to the follow ng val ues: Attachnent Context.hash to
the previously computed attachment _hash and
Att achnent Cont ext . sender _index to the |l eaf index of the sender in
the group.

* Conpute a secret attachnent _exporter_secret fromthe M.S group

exporter using the previously conputed context and extracts
attachnent _secret fromit and the nonce:
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attachnment _exporter_secret =
M.S- Exporter ("M M attachnment", context, KDF.Nh)

attachnent _secret =
KDF. Extract (attachnent _exporter_secret, nonce)

* Conpute the nonce/ key pair:

attachnent _nonce =
ExpandWt hLabel (attachnment _secret, "nonce", "", AEAD. Nn)

attachnent _key =
ExpandWt hLabel (attachnment _secret, "key", "", AEAD. Nk)

* Encrypt the attachnent using the key/nonce pair.
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