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Abst ract

Thi s docunent describes a potential protocol extension involving the
addition of four new attributes to be used by servers to provide
support for POSI X ACLs. The term POSI X ACLs refers to the ACL
conmponent of the Portable Operating SystemInterface (POSIX) 1003. 1e
draft 17 docunent for which sponsorship was w thdrawn in January
1998. Although the draft POSI X standard that describes these ACLs
was never ratified, several POSI X-based operating systens, such as

Li nux, Solaris and FreeBSD include support for them The NFS Version
4 (NFSv4) ACLs described in Network File System (NFS) Version 4 M nor
Version 1 henceforth referred to as NFSv4 ACLs, use a different nodel
and attenpts to map between the ACLs of these two nodel s have not
been conpletely successful. |n order to adequately support POSI X
ACLs, this docunment proposes four new attributes that may optionally
be used by an NFS Version 4, mnor version 2 (NFSv4.2) server to
support ACLs that conformto the aforenmentioned POSI X 1003. 1le draft
17.

Not e
This note is to be renoved before publishing as an RFC

Di scussion of this draft occurs on the NFSv4 working group mailing
list (nfsvd@etf.org), archived at

https://mail archive.ietf.org/arch/browse/nfsv4/. Wrking G oup
information is available at https://datatracker.ietf.org/wy/ nfsva4/
about /.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

In response to the very different over-the-wire formats, attenpts
have been nade to nmap between these two sorts of ACLs. However,
because of the | arge nunber of senmantic differences, inplenmentation
experience with mappi ng between NFSv4 and PCSI X ACLs has not been
conpl etely successful. For exanple, if a NFSv4 ACL is applied to a
server file via SETATTR on a server that stores POSI X ACLs and then
retrieved via CETATTR READDI R, the ACL will often not be the sane,
since the mapping al gorithm cannot do an exact mapping between them
The expired | ETF draft [Eriksen] explains the mapping algorithms. A
server has the option of choosing to use these mapping al gorithns
and/ or support the new attributes proposed by this docunent to set/
get the POSI X ACLs.

In order to provide better support for POSI X ACLs, this docunent
proposes four new attributes as an extension of NFSv4.2 which can be
used by SETATTR/ OPEN CREATE and GETATTR/ READDI R to handl e PCSI X ACLs.
If a server chooses to support either the acl _trueform or

acl _trueformscope attributes, it MJST support both of themfor al
file objects on the server. |If a server chooses to support either
the posix_default_acl or posix_access_acl attributes for a file
system it MUST support both of these attributes for the file system
and the acl _trueformand acl _trueformscope for all file objects on
the server. |If the server chooses to support posix _default_acl and
posi x_access_acl for a file system it MJST support the node/
nmode_urmask attributes for the file system

If this extension is inplenented, the VERI FY/ NVERI FY operati ons
SHOULD be able to conpare the acl _trueform and acl _trueform scope
attributes. However, the VERIFY/ NVERI FY operations MAY return
NFSA4ERR | NVAL when conpari son of the posix_default _acl and/or

posi x_access are requested.

If the NFSv4 server does support comnparison of the posix_default_ac
or posix_access_acl attributes for VER FY/NVER FY, the follow ng
rul es SHOULD be applied to the conparison

* |f possible, the conparison should be done using the uid/gid that
maps fromthe who field.

* For two ACLs with the sane set of ACEs but in different order, the
ACLs SHOULD be consi dered the sane.
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The semantics relevant to the inplenentation of POSI X ACLs by the
server are described in [ G diinbacher]. [RFC8275] describes a new
attribute that is an extension to NFSv4.2 related to POSI X ACLs

call ed node _umask. A server that chooses to support the new
attributes described in this docunment MJST al so support the
nmode_urask attribute as described in [RFC8275]. In addition, issues
related to the over-the-wire format of POSI X ACLs and the

i nteractions anong the various new attributes and with existing
attributes as dealt with in this docunent.

For the purpose of this extension, NFSv4 AUDI T/ ALARM ACEs are
considered to be logically separate from ALLOVN DENY ACEs. These
AUDI T/ ALARM ACEs are unaffected by this extension. Deletion of a
dacl does not imply any changes to the AUDI T/ ALARM ACES. For a
server that supports AUDI T/ ALARM ACEs for a file system the server
SHOULD support the sacl attribute to set/acquire them

2. Requirenents Language
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here.

3. Protocol Extension Considerations

Thi s docunent presents an extension to minor version 2 of the NFSv4

protocol as described in [ RFC8178]. It describes new OPTI ONAL
features. NFSv4.2 servers and clients inplenmented wthout know edge
of this extension will continue to interoperate with clients and

servers that are aware of the extension (whether or not they support
it).

Not e that [ RFC7862] does not define NFSv4.2 as non-extensible, so
[ RFC8178] treats it as an extensible mnor version. This Standards
Track RFC extends NFSv4.2 but does not update [ RFC7862] or [RFC8178].

4., XDR definitions for new attri butes

Thi s docunent contains the External Data Representation (XDR)

[ RFC4506] description of the new OPTIONAL ACL related attributes.
The XDR description is enbedded in this docunent in a way that makes
it sinple for the reader to extract into a ready-to-conpile form
The reader can feed this docunment into the followi ng shell script to
produce the machi ne-readabl e XDR description of the flexible file

| ayout type:
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<CCDE BEG NS>

#!/ bi n/ sh
grep "M *[/]" $* | sed 's? *[[] ?? | sed 's?N */[]/$??
<CCDE ENDS>

That is, if the above script is stored in a file called "extract.sh"
and this docunent is in a file called "spec.txt", then the reader can
do:

sh extract.sh < spec.txt > flex_files_prot.x

The effect of the script is to remove | eading white space from each
line, plus a sentinel sequence of "///".

The enbedded XDR fil e header foll ows.
Note that the XDR code contained in this docunment depends on types
fromthe NFSv4.1 an the nfs4 prot.x file [RFC5662]. This includes

both nfs type utf8str_m xed, as well as the nore generic type
uint32 t.
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<CCDE BEG NS>

111
111
111
11
111
111
111
111
111
11
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111
111

enum acl nodel 4 {
ACL_MODEL _NFS4
ACL_MODEL_POCSI X_DRAFT
ACL_MODEL _NONE

b

enum acl scope4d {
ACL_SCOPE_FI LE_OBJECT
ACL_SCOPE_FI LE_SYSTEM
ACL_SCOPE_SERVER

b

enum posi xacet ag4 {
POSI XACE4_TAG_USER_0OBJ
POSI XACE4_TAG_USER
POSI XACE4_TAG_GROUP_0OBJ
POSI XACE4_TAG_GROUP
POSI XACE4_TAG_NMASK
PCSI XACE4_TAG _OTHER

s
typedef uint32_t

PCSI X Draft ACL support for

oOUuhrWNE

NFSv4. 2 June 2025

posi xaceper mi;

/[* Bit definitions for posixacepermi. */

const POS| XACE4_PERM EXECUTE
const POS| XACE4_PERM WRI TE
const POS| XACE4_PERM_READ

struct posixaced {
posi xacet ag4
posi xaceper md
ut f 8str_m xed

tag;
per m
who;
b

%*
% * New for
% */
const
const
const
const

PCSI X ACL ext ension

FATTR4_ACL_TRUEFORM
FATTR4_ACL_TRUEFORM SCOPE
FATTR4_POSI X_DEFAULT_ACL
FATTR4_POSI X_ACCESS_ACL

<CODE ENDS>

Mackl em

Expi res 14 Decenber

0x00000001,
0x00000002;
0x00000004;

89;
90;
91;
92;
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5

PGSl X ACL Consi der ati ons

A PCSI X ACL al ways has one ACE for each of POSI XACE4 TAG USER OBJ,
POSI XACE4_TAG_GROUP_OBJ and POsSI XACE4_TAG OTHER. A setting of a
PCOSI X ACL that does not have these three ACEs is invalid. |If the ACL
consists only of these three ACEs, it is referred to as a mninal
POSI X ACL. A POSI X ACL may al so have one or nore POSI XACE4_TAG USER
and/ or POSI XACE4_TAG CGROUP ACE(s). Such a PCSIX ACL is referred to
as an extended PCSI X ACL and nust have one POSI XACE4 _TAG MASK ACE as
well. A POSI X access ACL defines pernmissions for a file object. A
PCSI X default ACL can only be associated with directory objects and
is used for inheritance. The POSI X default ACL has no effect on
access.

In the who value within the posixace4 structure that appear in these
new attributes, the field is interpreted as foll ows:

* For ACEs whose tag field is POSI XACE4_TAG USER or
POSI XACE4_TAG _GROUP the who value is a UTF8-encoded Uni code
string, that has the same format as a user or group as represented
wi thin other NFSv4 operations and designates the same entity. In
these cases, the distinction between users and groups derives from
the tag rather than a flag bit, as is done in NFSv4 ACLs. This is
in contrast to how the corresponding structures are described in
[ G ¥ nbacher], where nuneric uids and gids are specified.

* For ACEs whose tag field has other values, the who field is
ignored by the receiver and there is no reason for the sender to
set it to any particular value. As such, a zero |l ength who string
i s appropriate.

For PCSI X ACLs, setting of the | ow order nine bits of nobde can change
the ACL and setting of the POSI X access ACL can change the | ow order
nine bits of node. As such, the ordering of setting the attributes
related to node and PCSI X ACLs is inportant. Therefore, in a manner
simlar to [ RFC8881] Section 6.4.1.3, if the |loworder nine bits of
nmode i s being set via the node/ node_set masked attributes in the sane
SETATTR as posi x_access_acl and/or posix_default_acl attributes, the
setting of node/ node_set _nmasked MJUST be done before setting the POSI X
ACL.

For [I EEE], when a new object is created in a directory that has a
POSI X default ACL on it, the inherited ACL includes the intersection
bet ween the node specified by the POSI X systemcall and the

posi xacepermd fields of the POSI X default ACL. Therefore, to

mai ntain conpatible semantics with the POSI X draft, for NFSv4
operations that create new file objects (OPEN OPENA_CREATE, CREATE)
in adirectory that has a POSI X default ACL, the |loworder nine bits
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of the nmode MUST be specified by node umask in the setable attributes
for the operation. (See [RFC8275] for details on how node_unask is
used.) If the posix_access_acl and/or posix_default_acl are also
specified in the setable attributes for the operation, the setting of
these attributes MJST be done after setting node _unask and perform ng
any POSI X ACL inheritance.

6. PCSI X ACL vs NFSv4 ACL Consi derations

The nodel for the ACL(s) stored on a file object and used to
determne file access is referred to as the true form

For servers that support the posix_access_acl and posi x_default_acl
attributes for a file system each file object will have ACL(s) of
one true format any given tinme. For servers that return a

acl _trueformscope attribute value other than ACL_SCOPE FI LE OBJECT,
the true form MUST remain uniformfor all file objects in the file
system (or file server for a scope of ACL _SCOPE SERVER). However,
for servers that return a acl _trueformscope attribute val ue of
ACL_SCOPE_FI LE_OBJECT, the value of acl_trueform can change, due to a
SETATTR operation that sets any of the acl/dacl/posix_access_acl/
posi x_default _acl attributes. For servers that return a

acl _trueformscope attribute value of ACL_SCOPE FILE OBJECT, there
m ght be different acl _trueformvalues for different file objects in
the file system

The | oworder nine bits of node SHOULD be synchronized with the true
formACL for the file object. |If the true formis ACL_MODEL_ NF$4,
synchroni zation is described in [RFC8881]. |If the true formis
ACL_MODEL_POSI X_DRAFT, synchronization is described in [G ¥inbacher].
If the true formis ACL_MODEL _NONE, there is no ACL to synchronize
with and the loworder nine bhits of node are used to control access
to the file object.

For servers configured to return a acl _trueformscope attribute val ue
of ACL_SCOPE_FI LE_OBJECT and not for any others, the follow ng apply:

*  The server MJST return a value of ACL_MODEL NONE for acl _trueform
if there is no true formACL(s) associated with the file object.

* The server MUST return a zero | ength posixaced4 array for

posi x_default _acl and posix_access_acl if the val ue of
acl _trueformfor the file object is not ACL_MODEL_PGSI X_DRAFT.
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* Using SETATTR to set a zero |length posixace4 array for
posi x_access_acl (for a file object with a true form ACL of
ACL_MODEL_POCsSI X DRAFT) will delete the true form ACL(s) fromthe
file object and revert it to ACL_ MODEL NONE. |f a server cannot
do this, it MJIST reply NFS4ERR | NVAL for the SETATTR

* Using SETATTR to set the dacl or acl attribute to any value wll
result in the object’s true formbeing set to ACL_MODEL _NFS4. In
addition, if the object’s acl nodel had been
ACL_MODEL POCsSI X DRAFT, any existing PCSI X default and access true
form ACL(s) are deleted. |If a server cannot do this, it MJST
reply NFS4ERR | NVAL for the SETATTR For a client to set ALARM
AUDI T ACEs wi thout causing any change in a file object’s true
form it will need to performa SETATTR of the sacl attribute and
not the acl attribute.

* Using SETATTR to set a posix_default _acl or posix_access_acl of
non-zero | ength posixaced4 array (for a file object with a true
form ACL not ACL_MODEL_POSI X DRAFT) will result in the object’s
acl nodel being set to ACL_MODEL_POSI X DRAFT. |In addition, if the
object’s acl nodel had been ACL_MODEL_NFS4, any dacl (all ALLOW
DENY ACEs) will be deleted fromthe stored ACL. If a server
cannot do this, it MJST reply NFS4ERR | NVAL for the SETATTR As
not ed above, any AUDI T/ ALARM ACEs stored for the file object are
not affected.

For all other configurations of acl_trueformscope and a acl _trueform
of ACL_MODEL POCsSI X DRAFT, the server MJST always return at |east a

m ni mal POSI X ACL for posix_access _acl, if that attribute is
supported for the file object’s file system A server that is
configured for a acl _trueform scope other than ACL_SCOPE_FI LE_OBJECT
MUST NOT support the posix_default_acl and posix_access_acl unless
the true formfor the file systemis ACL_MODEL_POSI X DRAFT. If a
client does a SETATTR of a zero |ength posi xaced4 array for

posi x_access_acl and the acl _trueform scope is anything other than
ACL_SCOPE_FI LE_OBJECT, the server MJST reply NFSAERR_| NVAL.

For all acl _trueform scope configurations, if the acl/dacl
attribute(s) are specified in the same setable attributes bitmp as
the posi x_default _acl/posi x_access_acl attribute(s), the server MJST
reply NFS4ERR | NVAL.

7. ACL Related Attribute Atomicity
For servers that choose to inplement the extensions described in this

docunent, the followi ng semantics with respect to ACL rel ated
attributes SHOULD be i npl enent ed.
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To ensure a reply to operations that return attributes (GETATTR/
READDI R) provi de coherent results when nultiple ACL rel ated
attributes

(acl /dacl / posi x_access_acl / posi x_default _acl /acl _trueform node/
node_set masked) are acquired, the server SHOULD acquire the reply
val ues for these attributes atomically with respect to any SETATTR of
any of these attributes. For this purpose, atomically nmeans that no
SETATTR of any of the above ACL related attributes can be perforned
during acquisition of the attribute values for a given file object.

8. OPTIONAL New Attributes - List and Definition References

The list of New OPTIONAL attributes appears in Table 1. The neaning
of the columms of the table are:

Nanme: The name of the attribute.
Id: The nunber assigned to the attribute.
Data Type: The XDR data type of the attribute.

Acc: Access allowed to the attribute. R neans read-only. RWneans
read/write.

Defined in: The section of this specification that describes the

attribute.
[} bbbty e pet Tl j—p—j——_— _ju gty b poj o pj—pj——_—
| Nare | Id | Data Type | Acc | Defined in: |
[ ey et e e e el s bt e e g
| acl _trueform | 89 | aclnodel 4 | R | Section 9.1 |
o e e e e e i e o Fom e e e e e oo - +----- o e e e e oo o +
| acl _trueformscope | 90 | acl scope4 | R | Section 9.2 |
o e e e o - oo e o o - +- - - - - S +
| posix_default _acl | 91 | posixaced4<> | RW | Section 9.3 |
Fom oo oo e S S +
| posix_access_acl | 92 | posixaced4<> | RW | Section 9.4 |
o e e e e e i e o Fom e e e e e oo - +----- o e e e e oo o +
Table 1

9. Definitions of new optional attributes
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9.1. Attribute 89: acl _trueform

This attribute is a read-only attribute that describes which ACL
nmodel (NFSv4 vs POSIX) is used for ACL(s) stored on the file object
(its true form on the NFSv4.2 server. The value of this attribute
can also be ACL_ MODEL _NONE to indicate that no true formACL is
stored for this file object.

It is a per-file systemobject attribute.
9.1.1. Rationale

For a server that returns ACL_SCOPE FILE OBJECT for

acl _trueformscope, this attribute can be acquired in the sane
GETATTR as other ACL related attributes (acl/dacl/posix_access_acl/
posi x_default _acl), so that the client knows which ACL attribute(s)
are for the true form For a server that returns a value other than
ACL_SCOPE_FI LE_OBJECT for acl _trueformscope, this attribute need
only be acquired once per file system (or for the entire nount). The
reply value can then be used by the client to determ ne whether to
GETATTR/ READDI R of the acl/dacl attribute(s) or the

posi x_default _acl/posi x_access_acl attribute(s) to avoid the server
doi ng mappi ng between the true formand the requested formfor the
attribute.

9.2. Attribute 90: acl _trueform scope

Al though the acl trueformattribute is defined as a per-file system
object attribute, some servers will be configured to provide the sane
acl _trueformreply for all file objects on either a file systemor

all file objects that share the sane server owner (ie. per server).
This attribute is a read-only attribute that describes what the
actual scope of the acl _trueformattribute is for the file server.

It MJUST be the narrowest scope of all the file systens exported by
the file server. Note that ACL_SCOPE FILE OBJECT is narrower than
ACL_SCOPE_FI LE_SYSTEM and ACL_SCOPE_FI LE SYSTEM i s narrower than
ACL_SCOPE_FI LE_SERVER

It is a per server attribute.
9.2.1. Rationale

For a value of ACL_SCOPE_FILE OBJECT, the acl trueformattribute can
be acquired in the same GETATTR as other ACL related attributes

(acl /dacl / posi x_access_acl / posi x_default _acl), so that the client
knows which ACL attribute(s) are for the true form For a val ue
other than ACL_SCOPE FI LE OBJECT, the acl trueformattribute allows
the client to choose whether to use the acl/dacl attribute or the

Mackl em Expi res 14 Decenber 2025 [ Page 11]



I nternet-Draft PCSI X Draft ACL support for NFSv4.2 June 2025

posi x_access_acl / posi x_default _acl attributes when doi ng
GETATTR/ SETATTR/ READDI R/ OPEN/ CREATE for servers that choose to
support both the acl/dacl and posix_default_acl/posix_access_acl
attributes for a file system

9.3. Attribute 91: posix_default _acl
This attribute specifies the POSI X default ACL for a directory.

For the posi xacetag4 val ues of PCSI XACE4_ TAG USER OBJ,

POSI XACE4_TAG_GROUP_0OBJ, POSI XACE4_TAG MASK and POSI XACE4_TAG _OTHER
the who field SHOULD be of zero I ength and MJST be ignored by the
receiver. For the posxiacetag4 val ues of POSI XACE4_TAG USER and
POSI XACE4 _TAG GROUP, the who field nmust be in the sane format as
woul d be used for the owner or owner_group attribute, respectively.
If the server cannot translate the who string into a valid user or
group, the server MJST reply NFS4AERR BADOMNER. There MJST only be
one POSI XACE4_TAG USER ACE in the ACL for each user as represented by
the who value. Simlarily, there MIUST be only one

POSI XACE4_TAG GROUP in the ACL for each group as represented by the
who val ue.

Since a POSI X default ACL only applies to directories, a

SETATTR/ OPEN CREATE of the posix_default_acl for a non-directory

obj ect MUST reply NFS4ERR | NVAL. [|f SETATTR of a POSI X ACL for a
non-zero | ength posi xaced4 array does not have one ACE for each of

POSI XACE4_TAG _USER _OBJ, POSI XACE4_TAG_GROUP_OBJ and

POSI XACE4_TAG OTHER, the SETATTR of the ACL MUST reply NFS4ERR | NVAL.
I f SETATTR of a POSI X extended ACL does not have a PCSI XACE4_TAG MASK
ACE, the SETATTR of the ACL MJST reply NFSAERR | NVAL.

For file servers that reply ACL_SCOPE_FI LE_OBJECT for the

acl _trueformscope attribute, a successful setting of this attribute
sets the value of acl _trueformto ACL_MODEL POSI X DRAFT. In
addition, if the object’s acl nbdel had been ACL_MODEL NFS4, any dacl
(all ALLOWDENY ACEs) will be deleted fromthe stored ACL. As noted
above, any AUDI T/ ALARM ACEs stored for the file object are not

af f ect ed.

Doi ng a SETATTR for a posix_default_acl of a zero |ength posixace4
array deletes the POSI X default ACL, if one exists. For file servers
that reply ACL_SCOPE_FI LE_OBJECT for the acl _trueformattribute and
no POSI X access ACL exists for the directory, this SETATTR m ght set
the file object’s acl _trueformto ACL_MODEL NONE.

If a directory does not have a PCOSI X default ACL, a GETATTR/ READDI R

for the posix_default_acl attribute will reply with a posi xaced4 array
of zero |l ength.
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This attribute is a per-file systemobject attribute.
9.3.1. Rationale

Wthout this optional attribute, for a file object whose true formis
ACL_MODEL PCsI X DRAFT, the server nust map a NFSv4 ACL into a PCSI X
default ACL. It also nust sonmehow conbine the PCSI X default ACL used
for inheritance with the POSI X access ACL used for access control to
the directory itself during the nmapping, since a directory file

obj ect can only have, at nobst, one NFSv4 ACL.

9.4. Attribute 92: posix_access_ac
This attribute specifies the POSI X access ACL for a file object.

For a GETATTR/READDIR, if the acl _trueformis ACL_MODEL NONE, the
server MJST return a zero |l ength posixace4 array.

For the posixacetag4 val ues of POSI XACE4_TAG USER CBJ,

POSI XACE4_TAG_GROUP_0OBJ, PCSI XACE4_TAG MASK and POSI XACE4_TAG OTHER
the who field SHOULD be of zero | ength and MJST be ignored by the
receiver. For the posxiacetag4 val ues of POSI XACE4 TAG USER and
PCSI XACE4 _TAG GROUP, the who field nust be in the sane format as
woul d be used for the owner or owner_group attribute, respectively.
If the server cannot translate the who string into a valid user or
group, the server MJST reply NFSAERR BADONNER. There MJST only be
one POSI XACE4_TAG USER ACE in the ACL for each user as represented by
the who value. Simlarily, there MUST be only one

PCSI XACE4_TAG GROUP in the ACL for each group as represented by the
who val ue.

For file servers that reply ACL_SCOPE_FI LE_OBJECT for the

acl _trueformscope attribute, a successful setting of this attribute
sets the value of acl _trueformto ACL_MODEL POSI X DRAFT. In
addition, if the object’s acl nodel had been ACL_MODEL NFS4, any dac
(all ALLOWDENY ACEs) will be deleted fromthe stored ACL. As noted
above, any AUDI T/ ALARM ACEs stored for the file object are not

af f ect ed.

For file servers that reply ACL_SCOPE FI LE OBJECT for the

acl _trueformscope attribute, a successful SETATTR of a

posi x_access_acl with a posixaced4 array of zero |length del etes any
PCSI X access ACL stored on the file object. The deletion results in
the file object having a acl _trueformvalue of ACL_MODEL NONE. It

al so del etes any POSI X default ACL stored for the object, if it is a
directory.
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10.

11.

12.

12.

| f SETATTR of a POSI X ACL does not have one ACE for each of

POSI XACE4_TAG USER (OBJ, POSI XACE4 TAG GROUP_OBJ and

POSI XACE4_TAG OTHER, the SETATTR of the ACL MJUST reply NFS4ERR | NVAL.
I f SETATTR of a POSI X extended ACL does not have a PCSI XACE4_TAG MASK
ACE, the SETATTR of the ACL MUST reply NFS4ERR | NVAL.

This attribute is a per-file systemobject attribute.

4. 1. Rati onal e

Wthout this optional attribute, for a file object whose true formis
ACL_MODEL PCsI X DRAFT, the server nust map a NFSv4 ACL into a PCSI X
access ACL.

Security Considerations

ACLs are used to provide finer grained access control for file

obj ects, which can be used to inprove file systemsecurity. |If the
acl _trueformfor a file object is ACL_MODEL_ POCSI X DRAFT, these new
attributes allow a client to set ACLs accurately, which should
improve file system security when ACLs are used

I ANA Consi derati ons
Thi s document has no | ANA acti ons.
I mpl enent ati on Status
This section is to be renoved before publishing as an RFC

This section records the status of known inplenmentations of the
protocol defined by this specification at the time of posting of this
Internet-Draft. The description of inplenentations in this section
is intended to assist the IETF in its decision processes in
progressing drafts to RFCs.

Pl ease note that the listing of any individual inplenentation here
does not inmply endorsenent by the |ETF. Furthernore, no effort has
been spent to verify the information presented here that was supplied
by I ETF contributors. This is not intended as, and nust not be
construed to be, a catal og of available inplenentations or their
features. Readers are advised to note that other inplenentations may
exi st.

1. FreeBSD NFS server and client

This section is to be renoved before publishing as an RFC
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12.

13.

13.

Organi zation: FreeBSD Project

URL: https://ww. freebsd. org

Maturity: Experinental software based on the current docunent.

Coverage: The posix_default_acl and posi x_access_acl attributes
described in this docunent were inplenmented for a UFS file
system configured to store POSI X ACLs as its true form
Thi s experinental inplenentation does not explore the case
of ACL_SCOPE_FI LE_OBJECT.

Li censi ng: BSD

I mpl enent ati on experience: The setfacl and getfacl commands appeared
to function correctly.

2. Linux kernel patch for the NFSv4 client and server

This section is to be renmoved before publishing as an RFC

URL: htt ps:// peopl e. freebsd. or g/ ~r mackl enf | i nux- posi xacl . patch
Maturity: Experinmental software based on the current docunent.

Coverage: The patch provides the Linux internal inode operations for

get _acl and set_acl. This allows the getfacl (1) and
setfacl (1) commmands to work agai nst a server that
i npl ements these extensions. It also provides the

internal nodifications that allow the knfsd to handl e the
attributes described in this extension.

Li censing: GPL

I npl enent ati on experience: The setfacl and getfacl comands appeared
to function correctly, when tested against the
experinental FreeBSD server noted above. The sane tests
al so wor ked agai nst a patched Linux knfsd. ACLs with many
ACEs have been tested and worKk.
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