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Abst ract
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val i dati on schenme based on AS rel ationshi ps named AS Rel ati onship
Based Inter-domain Filtering (ARBIF). It primarily describes this
met hod from seven aspects: a brief introduction to the schene, an
overview of the AS relationship classification and acquisition

met hods, the architecture of the ARBIF system inplenmentation based
on BGP extension, typical use cases, experinents of ARBIF, and
consi derations for deployability.
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1. Introduction

Various attacks continue to pose significant security threats to the
Internet, and I P spoofing is critical. Attackers frequently enpl oy
I P spoofing to | aunch DDoS attacks and di sguise their actua
identities. Source address validation (SAV) can greatly relieve IP
spoofing and mtigate DDoS attacks.

The Source Address Validation Architecture (short for SAVA) proposed
by [RFC5210] divides its SAV architecture into three levels: the
access network, intra-domain, and inter-domain. In SAV at the access
network | evel, many researchers have nmade consi derabl e progress and
est abl i shed several standards through di scussion and col | aboration

Researchers al so proposed al gorithns for inter-donmain SAV.

[ RFC2827], [RFC3704], and [ RFC8704] proposed uRPF al gorithmns that
reverse routers’ forwarding tables as their SAV rules. They further
proposed several variants based on this core idea to fit different
scenarios. URPF algorithns exhibit high convergence speed and | ow
cost. The SAVNET working group is devoted to inproving the inter-
domai n SAV mechani sm [ i nt er-donmai n-sav-ps] and desi gning an SAV
architecture using various information [inter-domain-sav-archt].
Their scheme exhi bits high accuracy. The BAR-SAV al gorithm

[ sidrops-bar-sav] in the SIDRops working group generates a

perm ssible prefix list as SAV rul es usi ng BGP UPDATE nessages, ASPA,
and ROA objects in the RPKI. It has nmedi um accuracy.

Though al |l existing nethods have advantages, they have yet to becone
an effective and depl oyabl e standard. Aimng to fix this gap, we
propose a schene with noderate accuracy, convergence speed, and cost.
To inplerment it, we use AS relationships to abstract the inter-donain
routing information.
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At the AS level, each AS owns sone | P address prefixes and adverti ses
themto nei ghbor ASes. Through its advertisenent, nei ghbor ASes know
they can route traffic to these prefixes through it. Wat’'s nore,

nei ghbor ASes al so deternine whether to propagate the received routes
to their neighbor ASes according to AS relationships. Thus, we can
estimate each prefix's propagation, and infer approxinmate inter-
domai n routes using AS relationships and | P address prefixes.

Thi s schene’s inaccuracy cones fromignoring fine-grained routing
i nformati on, such as BGP path attributes. |Ignoring them nay cause
routes to propagate beyond the intended scope, |leading to nore

i mproper permts. Even one dropped legitimte packet nmay lead to
serious Internet interruption, but a few passed spoofed packets
cannot cause | arge-scale attacks. As our scheme does not cause
addi tional inproper blocks, it does not violate requirenments for

i nter-domain SAV.

This draft introduces a distributed inter-domain SAV schene based on
AS rel ationships, and we nane it AS Rel ationship Based |nter-domain
Filtering (ARBIF). Receiving comrents from other researchers about
depl oynent upgrade costs, the ARBIF schene adopts a distributed SAV
architecture without a centralized server in each AS or a newy

desi gned protocol. Instead, we extend the current BGP protocol and
directly inplenent the ARBIF on existing AS border routers. These
are ARBIF' s main nodifications conpared to the original scheme in

[ RFC5210]. ARBIF also covers nore AS rel ationshi ps and di scusses
more scenarios. We will explain its details in the follow ng
sections.

1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy

SAV Rul e:
The rule that indicates the validity of a specific source AS or
source | P prefix.

ASN SAV Rul e:
The rule that indicates the validity of specific source ASes and
is usually in the formof an AS nunber (ASN) set.

IP Prefix SAV Rul e:
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The rule that indicates the validity of specific source IP
prefixes and is usually in the formof an IP prefix set.

Val i dation Router (VR):
The border router of a specific ASin the ARBIF systemthat takes
responsibility for exchangi ng and generating ASN SAV rul es,
generating I P Prefix SAV rul es using the mappi ng from AS nunbers
to I P prefixes, and validating packets.

AS-1 P Prefix Mapping Server (Al M)
The only centralized server in the ARBIF systemthat takes
responsibility for maintaining the mapping fromASN to I P prefixes
and providing this mapping for VRs to generate |P Prefix SAV rul es
according to ASN SAV rul es.

Nei ghbor SAV Rul e Tabl e:
The table in a specific VR that records SAV Rules at all its
i nterfaces facing nei ghbor ASes, including ASN SAV rules and IP
Prefix SAV rul es.

| mpr oper Bl ock:
The situation in which packets with |l egitimte source addresses
are bl ocked, causing SAV fal se positives.

| mproper Permit:
The situation in which packets with spoofed source addresses are
al | oned, causing SAV fal se negati ves.

3. Introduction to AS Rel ati onshi ps
AS rel ationships are essentially business rel ationshi ps between
aut ononous systems. Some major relationshi ps occupy the maxi mal
proportion of all AS relationships, while other conplex relationships
exist in particular situations.

To formally describe AS relationships, we define sone synbols in
Table 1.
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3. 1.

Synbol | Synbol Meani ng |
[§ plemesfommsbomsbesoefsesoefsesefsese esesesssespsespsosespssespseseepses espsessfsessfsespssespsesespeesfespeesfspe o}
Cus(AS_u) | Customer AS of AS u |
--------------- .
Pro( AS_u) | Provider AS of AS u |
--------------- "
Peer (AS u) | Peer AS of AS u |
--------------- S
Si b( AS_u) | Sibling AS of AS_u |
--------------- .
Hybri d(AS u) | AS connected to AS u in hybrid relationship
--------------- I,
Part Cus(AS u) | Customer AS of AS u in Partial Transit |
| rel ati onship |
--------------- T
Part Pro( AS u) | Provider AS of AS uin Partial Transit |
| rel ationship |
--------------- e
AS _UuA | Position A of AS u |
--------------- S
Rl (AS _u) | Routing Information of AS u |
--------------- .
EXRI (AS_1, | Routing Information exported fromAS_ 1 to |
AS_2) | AS 2 |
--------------- e

Table 1. Synbol definitions of formal descriptions

Maj or AS rel ationshi ps

The maj or AS rel ationships include three different types: Provider-
to-custoner, Peer-to-peer, and Sibling-to-sibling relationships. The
definitions and descriptions of themare as follows.

Ren,

Provi der-to-custonmer Relationship (Transit Rel ationship, P2C
Rel ati onshi p)

The provider and custoner ASes usually do not belong to the same
organi zation. A custoner AS pays its provider AS for
connectivity to the rest of the Internet. Therefore, a provider
AS does transit traffic for its custoner ASes [infer-relatsh].
The provider AS exports all its routes to its customer because
its custoner pays for all traffic, while the customer AS only
exports its routes, its custonmer routes, and its sibling routes
to its provider. The fornmal description of the P2C rel ationship
is as follows.
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EXRI (AS, Pro(AS)) = RI(AS) U RI(Cus(AS)) U RI(Sib(AS))

EXRI (AS, Cus(AS)) = RI(AS) URI(Cus(AS)) URI(Sib(AS)) U
Rl (Peer (AS)) U RI(Pro(AS))

Peer-to-peer Relationship (P2P Rel ati onshi p)

A pair of peer ASes usually do not belong to the same

organi zation but agree to exchange traffic between their
custoners free of charge [infer-relatsh]. Each peer AS only
exports its routes, its customer routes, and its sibling routes
to the other AS. The formal description of the P2P rel ationship
is as follows.

EXRI (AS, Peer(AS)) = RI(AS) U R (Cus(AS)) U RI(Sib(AS))
Si bling-to-sibling Relationship (S2S Rel ati onshi p)

Two sibling ASes are operated by the sanme institution. The nost
comon anomalies stemfromrecent acquisitions and nergers,
suggesting that some AS pairs may have a sibling relationship.
Each AS exports all its routes to its sibling ASes
[charact-inet]. The formal description of the S2S rel ationship
is as follows.

EXRI (AS, Sib(AS)) = RI(AS) UR(Cus(AS)) URI(Sib(AS)) U
Rl (Peer (AS)) U RI(Pro(AS))

Based on the above descriptions of the three major AS relationships,
we sumari ze their export rules in Table 2

o= s o s s ===+
| Peer | Provider | Custonmer | Sibling | Self |

[ R el ety ety ety Lty Ll
to Peer | | | + | + | + |
————————————— I T s I T R e o
to Provider | | | + | + |+
------------- B R e e i e A e e &
to Custoner | + | + | + | + |+ |
————————————— B e ae e S e i
to Sibling | + | + | + | + |+
————————————— I T s I T R e o

Table 2: Export Rule Table of Major AS Rel ationships
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3.2. Conplex AS Rel ationshi ps

The major AS rel ationships introduced in Section 3.1 cannot cover al
practical scenarios, and researchers have di scovered ot her conplex AS
relationships. This draft illustrates only two relatively comon
ones, hybrid and partial transit relationships, as representatives.
However, it is significant to note that nore conplex AS relationships
may appear with the further devel opment of Internet applications.

I Hybrid Rel ati onship

Two ASes with the hybrid rel ationship have different

rel ationships at different interconnection points (e.g., P2Cin
one |l ocation and P2P el sewhere) [inferring-conplex]. According
to the definition, the AS relationship between a pair of

i nterconnection points decides their export rules.

To explain it clearly, we take the hybrid of P2C and P2P

rel ati onships as an exanple. W assunme that AS 1 and AS 2 are in
a hybrid relationship, and AS 1 is AS 2's provider at point A
while they are peers at point B, as shown in Figure 1.

. +
| AS 1 |
+--+/ A +----+/ B\ +- -+
|
(C2P) I I (P2P)
. +
| AS 2 |
o e e e e o oo +

Figure 1: An exanple of Hybrid Rel ationships

The formal descriptions of the hybrid relationship at points A
and B are as foll ows.

EXRI (AS_1A, Hybrid(AS 1A)) = RI(AS 1A) U RI(Cus(AS 1A)) U
R (Sib(AS_1A)) U Rl (Peer (AS 1A)) U RI(Pro(AS_1A))

EXRI (AS_1B, Hybrid(AS 1B)) = RI(AS_1B) U RI(Cus(AS_1B)) U
Rl (Si b(AS_1B))

Thi s exanpl e uses formal descriptions to display the route export

rul es between ASes in a hybrid relationship. The key ideais to
deal with routes at different interconnection points separately.
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Il Partial Transit Relationship

The Partial Transit relationship restricts the scope of a typica
P2C relationship to the provider AS' s peer ASes and custoner ASes
(but not provider ASes) [inferring-conplex]. According to the
definition, the formal descriptions of this relationship for the
AS providing partial connection services and the AS using parti al
connection services are as follows. And Table 3 shows export
rules of partial transit relationship.

EXRI (AS, Part Cus(AS))
Rl (Peer (AS))

RI(AS) U RI(Cus(AS)) U RI(Sib(AS)) U

EXRI (AS, PartPro(AS)) = RI(AS) U RI(Cus(AS)) U RI(Sib(AS))

B ety Lty el el gy ety o
| | Peer| Provider | Custoner | Sibling | Self |
[ ety g Lty e ——— s pety e o
| to Partial - | + | | + | + |+ |
I Cust omer I I I I I I
R i I I F--- - - F---- - - - +------ +
| to Partial- | | | + | + |+ |
| Provi der | | | | | |
R I I I I i R R +------ +

Table 3: Export Rule Table of Partial Transit Rel ationship
3.3. AS relationship acquisition nmethods

Several nethods can obtain AS relationships with existing data, such
as BGP route information, |IXP information, |IRR database, and ASPA
objects in RPKI et al. Researchers divide these methods into two
categories. One is to infer relationshi ps between ASes using
specific network data, and the other is to query data directly to
obtain AS rel ati onshi ps.

3.3.1. Inference Al gorithns

Previ ous researchers have proposed various AS relationship inference
al gorithms using different strategies.

The earliest AS relationship inferring algorithmwas proposed by Gao,
whi ch specul ates on AS rel ati onshi ps based on the Valley Free

principl e and observati on of network phenonena [infer-relatsh]. Gao
al gorithm believes that the scale of provider AS is usually nore
i mmense than that of customer AS. It al so supposes that the scal e of

one AS is generally proportional to its degree in the AS topol ogy
graph. Therefore, the Gao algorithmsorts all ASes according to
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their degrees and assigns each AS connection a relationship based on
the sorting results. Overall, the Gao algorithmis easy to inplenent
and has low tine conplexity, but its accuracy is also low Threshold
paraneters used in the algorithmw Il affect the inference results of
AS rel ationships. Therefore, manual paraneter selection requires
much experience. Many subsequent AS relationship inferring
algorithnms are also based on Gao’s Valley Free principle.

The AS Rank al gorithm [as-rank] proposed by Luckie et al. does not
rely on Gao’s Valley Free principle but proposes three hypotheses as
the algorithm foundation: firstly, nmultiple |large provider ASes form
peer-to-peer networks to provide gl obal connectivity, building a set
of ASes at the top of the hierarchy; Secondly, provider ASes will
export its client ASes’ routes to its provider ASes, and ASes outside
the peer-to-peer network conposed of |arge provider ASes need to
connect with provider ASes to obtain global connectivity; Thirdly,
the topol ogi cal connections of AS can be represented using directed
acyclic graphs. Based on the three assunptions, the AS Rank

al gorithm can infer P2C and P2P rel ati onshi ps but cannot handl e ot her
compl ex AS rel ationships. The AS Rank al gorithm exhibits high
accuracy and recall and can correctly infer 99.6% of P2C

rel ati onshi ps and 98. 7% of P2P rel ationships in validation
experinents. The AS relationships inferred with the AS Rank
algorithmare still continuously updated on CAI DA

As the AS Rank al gorithm has shown excessively high inferring
accuracy on public datasets, the probabilistic algorithm Problink
proposed by Jin et al. ains to inprove the inferring accuracy in sone
conpl ex situations [problink]. The Problink algorithmis based on a
nai ve Bayesian framework and reveal s crucial AS connection features
derived fromstochastically informative signals. Problink exhibits a
| ower error rate than the AS Rank al gorithm on the whol e dat aset,
especially in conplex AS rel ationship inferring situations.

Wth the devel opnent and progress of Al technol ogy, sone researchers
al so attenpted to apply advanced Al technologies to AS rel ationship
inferring. Varghese et al. use machine learning algorithns to train
one AdaBoost nodel for inferring AS relationships [nml-pred]. The
BGP2Vec al gorithm enbeds ASes in a vector space for relationship
classification, referring to the NLP word enbeddi ng net hod Wer d2Vec
[ bgp2vec]. However, these nethods have relatively | ow accuracy and
interpretability, so they do not receive nuch attention
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3.

4.

4.

3.2. Querying approach

Apart fromthe inference algorithnms in Section 3.3.1, we can al so
directly obtain AS rel ationshi ps by querying ASPA objects in RPKI

An ASPA object is a cryptographically verifiable attestation by a
Customer AS (CAS) containing a list of its authorized provider ASes
[sidrops-aspa]. Therefore, we can directly get an AS s provi der ASes
and custoner ASes from ASPA objects. Sone researchers proposed the

[ sidrops-asra] (Autononmous System Rel ati onshi p Authorization) object
based on ASPA. ASRA objects can record nore information about nore
conpl ex AS relationships and may help us directly obtain accurate AS
relati onships in the future.

In this draft, as ASes in the ARBIF system make an appoi ntnent to

i mpl ement i nter-domai n SAV toget her, we suppose they agree on and
know their AS relationships with each other. However, even if they
do not know, they can attain these AS rel ationshi ps using above

al gorithns.

Architecture of AS Rel ationship Based Inter-domain Filtering (ARBIF)
1. Overall Architecture

This section describes the architecture of ARBIF. The ARBIF system
mai nl'y consists of two conponents with different functions: the
Validation Router (VR) and the AS-IP Prefix Mapping Server (Al M)
Border routers in an AS act as its VRs, while AIMS is a gl oba
infrastructure working for all ASes in the system An exanple of the
ARBI F systemis shown in Figure 2.

e +
| AS 1 |
S Y A N S - +/\ +--+
/ \
/ e + 0\
(C2P) |/ | AN | \ (C2P)
F-- - - - + \
/ \
Fommm e - + Fommm e - +
| AS 2 | | AS 3 |
R + R +

Figure 2: An exanple of the ARBIF system

Ren, et al. Expi res 3 Septenber 2026 [ Page 11]



Internet-Draft I nter-domai n SAV March 2026

We adopt the ASN SAV rul es from nei ghboring ASes to facilitate the
updat e, propagation, and conputation of these rules with BG UPDATE
messages. We also utilize the authorized address mappi ng provi ded by
the centralized server AIMS to conpute the required IP prefix SAV

rul es.

4.2. Validation Router (VR
4.2.1. VR Role in the ARBIF system

Exi sting AS border routers act as Validation Routers (VR) in the
ARBI F system VRs SHOULD actively advertise their ASN SAV rul e
updates to nei ghbors according to their AS rel ationshi ps and export
rul es when the rul es change. When receiving nei ghbors’ ASN SAV rul e
updat es, they SHOULD deci de whether to update their ASN SAV rul es
accordingly. VRs SHOULD al so communicate with AIMS regularly to
fetch I P prefixes owned by certain ASes. After severa
advertisenments and updates, ASN SAV rules in these VRs gradually
converge. VRs translate theminto IP prefix SAV rules using fetched
IP prefixes. Finally, VRs filter incom ng packets with IP prefix SAV
rul es.

Each VR records its ASN SAV rules and I P prefix SAV rul es, which
indicate the validity of source ASes and |IP prefixes. It stores
these rules in the Neighbor SAV Rule Table to inplenment ARBIF,
because VRs use themto filter spoofed packets at the AS and prefix
| evel

The Nei ghbor SAV Rule Table in a VR al so stores other rel ated
informati on of its nei ghbor ASes. Table 4 shows one specific exanple
of the Neighbor SAV Rule Table. Specifically, the table records AS
nunbers, relationships, connected interfaces, correspondi ng ASN SAV
rules, and I P prefix SAV rul es.

=+t —-————+—————————————————+t—-———————————————+t———————————+
| Interface | ASN | AS Relationship | ASN SAV rules | I P prefix

| | | | | SAV rul es

[ bl oo ol e oo sl sl ool
| Int 1 | ASN | P2P | ASN 4 | P4, P5 |
I 1 I I I
I +----- I I i I +
| Int 2 | ASN | P2C | ASN 5 | P6 |
I |2 | I I I
R +----- I I I i R +

Tabl e 4: An exanpl e of Nei ghbor SAV Rul e Tabl e

Ren, et al. Expi res 3 Septenber 2026 [ Page 12]



Internet-Draft I nter-domai n SAV March 2026

4.2.2. VR Inplenmentation

To inplenment the VR functions in Section 4.2.1, a key issue is how an
AS obtains its relationships with neighbor ASes. In the current
network, we refer to [ RFC9234] and use BGP Roles to agree on AS

rel ati onshi ps when establishing a BGP session. The goal of BGP Rol es
is to sinmplify BGP configuration and prevent route |eaks. This
design also clarifies AS rel ati onshi ps and provi des essential data
for our system Considering conplex AS relationships, it is
necessary to extend rel ationships and roles in BGP Rol es.

However, considering the deploynent rates of BGP Rol es and RPKI, our
solution can be inplenmented with ASPA, obtaining authenticated AS
rel ati onshi ps by querying ASPA objects in RPKI. ASPA is an object
recording an AS and its certified provider AS. Its main content is
shown in Table 5. [sidrops-aspa] recomends using one ASPA object to
record all AS providers of an AS. This indicates that ASPA objects
can provide necessary AS rel ationships to our ARBIF system CQur AIMS
i mpl ementation relies on RPKI, which provides a feasible

i mpl ement ati on for obtaining ASPA objects. The method for VRs to
obt ai n ASPA objects fromRPKI is simlar to that of obtaining ROA
obj ects, which will be enphasized in the next section.

f bty el ey sty Ll o
| ... | ASN | Provider ASN 1 (Provider ASN 2) |

Table 5: Main Content of an ASPA Ohj ect
4.3. AS-IP Prefix Mapping Server (Al M)
4.3.1. AIMS5 Role in the ARBIF system

The AS-1P Prefix Mapping Server (AIMS) is one centralized server in
an ARBIF system Al M5 SHOULD record the mapping fromASNs to IP
address prefixes owned by ASes. Al M5 SHOULD al so respond to VRS’
queries for ASNs' correspondi ng prefixes, hel ping them generate their
IP prefix SAV rules. The mapping fromASN to | P address prefixes
that AIMS should maintain is now avail able fromthe Resource Public
Key Infrastructure (RPKI).
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4.3.2. AIM |Inplenmentation based on RPK

In current networks, we choose to use RPKI as the trust anchor in our
system and use Relying Party (RP) to obtain RPKI objects. Each AS
deploys RP in different ways, but they all can provi de ROA objects to
AS border routers. Therefore, RPKI can provide the necessary
information for VRs in the ARBIF system Figure 3 shows an exanpl e
of the ARBIF system based on RPKI

. +
| AS 1 | RP| |
Iy I N - +/\ +--+

/ \
/ +------ + \
(C2P) |/ | RPKI | \ (C2P)
S SR +
/ \

S R + S R +

| AS 2 |RP | | AS 3 |RP |

O + O +

Figure 3: An exanple of ARBIF system based on RPK

RP can synchronize the data in RPKI repositories to |ocal caches at
regul ar intervals and provide objects, such as ROAs, to border
routers through the RTR protocol. According to [RFCO9582], an RQOA is
a digitally signed object that records which AS is authorized to
originate one or nore particular |IP address prefixes. The main
contents recorded in ROA are shown in Table 6. Al though one ROA

obj ect can record nore than one IP prefix, IP prefixes that an ASis
aut horized to originate may be recorded in nultiple ROA objects in
many cases.

| | Prefix 2)

Table 6: Main Content of a ROA (hject

By combining all ROAs, we can obtain a full view of the IP prefixes
that each AS is authorized to originate, which is the mapping

i nformati on required by our ARBIF system (as shown in Figure 4).
ROAs can provide authorized relations of ASNs and I P prefixes.
However, to apply themto our ARBIF system it is necessary to query
further and integrate ROA objects, which reflects the necessity of

Al V5
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AS Nunber 1
|-- 1P Prefix
|-- 1P Prefix
|-- 1P Prefix

AS Nunmber 2
|-- 1P Prefix
|-- 1P Prefix

WN P

o b

Figure 4: Mapping from ASNs to I P Prefixes which ARBI F needs

To neet corresponding requirenents, the ARBIF system SHOULD i ntegrate
the obtai ned ROA objects, generate a mapping fromASNs to I P prefix
sets, and provide it to VRs. This process can be inplemented in RPs.
RPs regularly synchroni ze ROA objects fromthe RPKI repository,
integrate them and transfer the data to VRs for themto generate IP
Prefix SAV rules. In a possible design, AIMS is inplenented based on
the RPKI with an additional integration function in RPs. Its
schematic process is shown in Figure 5.

A + A + Gener ate Mappi ng
| RPKI | RRDP | Relying | with ROA
| Repository |------ > Party | R +
| (Renmote) | rsync | (Local) |----- >| AlMS |
R + R + | function |
| Fomm e e e oo +
via RTR |
| RTR/ ot her
\/ |
e + |
| Validation Routers |<-------
Fom e e e e oo o +

Figure 5: A schematic process of Al M based on RPKI

4.3.3. Lightweight Al M5 | npl enentation without RPKI

In addition to inplenmentations based on RPKI, in some scenarios, AlNM
can also be directly inplenented as |ightweight servers maintaining
the mapping fromASNs to IP prefixes. |If the traffic and connection

conditions of several neighbor ASes are stable and not conpl ex, when
they deploy inter-domain SAV together but have not yet deployed RPKI,
a |lightweight A MS server can be deployed first. This AIMS can

mai nt ai n address mappi ngs of these nei ghbor ASes, and obtain those of
other related ASes using sone public services.
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5. BGP Extension for |Inter-domain SAV

[inter-domai n-sav-archt] nentions that the SAV-specific comrunication
i nformati on nmechani sm can be inplenmented by a new protocol or an

extension to an existing protocol. Following its ideas, we propose
an inplenmentation for our ARBIF schenme by an extension to BGP in this
secti on.

5.1. Feasibility of BGP Extension

As [ RFC4271] states, the primary function of a BGP speaking systemis
to exchange network reachability information with other BGP systens.
Each router advertises route paths to networks it can reach. After
further propagation, each router establishes a routing table with BGP
routes to its reachabl e networks. The ARBIF system uses BGP
forwarding routes to approximate the reverse routes. Those VRs can
deploy it to cal culate networks that can reach them

Routers do not regularly announce their routing tables but
incremental ly advertise them usi ng BGP UPDATE nessages when they are
updated. ARBIF cal cul ates and updates SAV rules at the AS | evel,
taking AS rel ationships as the abstract of inter-donmain routing
informati on. After convergence, only when increases, decreases, or
changes occur to their AS relationships with neighbor VRs do they
update their ASN SAV rul es and advertise the updates to nei ghbor VRs.
At this time, changes also occur to their routing tables, and they

wi |l send BGP UPDATE nessages to nei ghbor VRs. Therefore, VRs can
adverti se ASN SAV rul e updates with BGP UPDATE nessages.

Al'l these allow us to inplenment the ARBIF systemwi th the existing
route mechani sm and adverti se ASN SAV rul e updat es usi ng BGP UPDATE
nmessages.

5.2. Inplenentation of BGP Extension

To achieve the goal, we can slightly nodify BGP UPDATE nessages,
enabling it to conplete the advertisenment of ASN SAV rul es when
adverti sing updated routes.

Every BGP UPDATE nessage contains withdrawn routes, path attributes,
and Network Layer Reachability Information. The path attribute part
is a sequence of BGP path attributes and can carry nmany attributes in
one nessage. FEach path attribute is recorded as a variable-length
triple <Type, Length, Value>, allow ng for various information
transfers. Wiat’'s nore, new path attributes can be registered after

| ANA al |l ocates new type codes to them
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Al'l these above allow us to design a new BGP path attribute to
exchange ASN SAV rul es between AS border routers. Wth this
attribute, an AS border router deploying ARBIF can use BGP UPDATE
nmessages to advertise correspondi ng ASN SAV rul e updates while
updating routing information. W nane it SAV_INFO for now.

SAV INFOis a triple <attribute type, attribute length, attribute
value> referring to the format proposed in [RFC4271]. The attribute
type is a two-octet field containing some flags and an allocated type
code. The value field records ASN SAV rul es containing one or nore
AS nunbers, each encoded as a 2-octet length field. The length field
is the length of the value field in octets, occupying one or two
octets.

The later section will use a concrete exanple to denonstrate the BGP
extension for the ARBIF schenme. Qur followup drafts will discuss
the detailed inplenentation of this design.

5.3. An example of BGP Extension

Figure 6 shows a sinple exanple network. After the VRs of AS 1 and
AS 2 establish a BGP connection, AS 1's VR advertises its route for
prefixes Pl with BGP UPDATE nessages. |f AS 1 deploys our ARBIF
system its VRw Il also announce its ASN SAV rules to AS 2's VR in
these BGP UPDATE nmessages. AS 2's VR al so advertises its information
to AS 1's VR

| AS 1 (P1) |<--P2C--| AS 2 (P2) |

Figure 6: The initial exanple network

Figure 7 shows updates on this network. AS 3 is a new AS connected
to AS 1 as a custoner AS. Through its connection with AS 1, its VR
advertises its routes for P3 to AS 1. AS 1's VR thus | earns new
routes for P3 through AS 3 and new SAV rul es

o e e s + o e e s +
| AS 1 (P1) |<--P2C--| AS 2 (P2) |
e e + e e +
| (P20
Y
o e e s +
| AS 3 (P3) |
e e +
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6
6

6

Figure 7: The updated exanpl e network

Consi deri ng BGP and SAV nechani snms, AS 1 shoul d propagate routes and
ASN SAV rules fromAS 3 further to its neighbors. Since AS 3 is AS
1's custonmer and AS 1 is AS 2's custoner, according to the export
rules in Table 2, AS 1 should advertise the routes and ASN SAV rul es
|l earned fromAS 3 to AS 2.

AS 1's VR propagates its newy | earned routes using BGP UPDATE
messages. The nessage’s NLRI field carries the prefix P3, and the
Path Attributes field adds our SAV_ INFO field. |Its AS PATH attribute
records the path to AS 3 through AS 1. |Its SAV INFO attribute
carries the AS 3's AS nunber as AS 1's updated SAV rul es. Receiving
this BGP UPDATE nessage, AS 2's VR can learn the routes for AS 3 and
updat ed ASN SAV rul es.

Thi s exanpl e shows that the ARBIF systemcan utilize BGP UPDATE
messages to conplete the ASN SAV rul e adverti senent while propagating
the inter-donain routes.

Scenari os

1. Milti-hom ng Scenarios

In this section, we utilize some use cases as exanples to show that

our inter-domain SAV system ARBIF, performs well in nulti-hom ng
scenarios. Qur SAV schene performs a |ower fal se positive rate than
exi sting nechanisns, filling the research gap proposed in

[i nter-donai n-sav-ps].
1.1. Miltipoint Interconnection Scenario

In other particular multi-hom ng scenarios, ARBIF can conplete inter-
domain SAV at the AS level. Figure 8 presents a scenario of
mul ti point interconnection between ASes. |n this exanple, AS 1
connects with AS 2 through two pairs of VRs. AS 1 and AS 2 are in a
hybrid relationship, and AS 2 is the custoner of AS 2 at point 1
while they are peers at point 2

o e eeea oo +
| AS 1 |
oot A\ A - - +/ 2\ +-- -+
I I Hoo--- - +
(Cc2P) | (P2P) | | AIM |
| | Ho---- +
oo eeeao oo +
| AS 2
o e eeea oo +
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Fi gure 8: An exanple of nultipoint interconnection

If AS 1 has deployed the ARBIF system VRs at points 1 and 2 wll

allow AS 2 as a source AS at the AS |l evel. Meanwhile, according to
AS 2's | P address prefixes recorded in AIMS, they will allow all
these prefixes as source |IP prefixes at the prefix level. At their

interfaces facing AS 2, VRs at points 1 and 2 use allowed I P prefixes
to filter inconmi ng packets.

6.1.2. Milti-homng Scenario

In multi-hom ng scenarios, the ARBIF systeminproves the validation
accuracy in custonmer interfaces, filling the gap of false positives
proposed in [inter-domain-sav-ps].

We take Figure 9 as an exanple to anal yze how ARBI F sol ves the
limted propagation of prefixes. This figure presents a nulti-hom ng
scenari o where uRPF nmechanisns may lead to the problem In this
scenario, AS 2 and AS 1 are providers of AS 3, and AS 1 is the
provider of AS 2. AS 3 adds the NO EXPORT comunity attribute to al
BGP advertisenents to AS 2, preventing AS 2 from further propagating
its prefixes.

T T u ey +
| AS 1 |
-+ \F-mm o m - - +/\ +--+
/ |
(cp) |/ I
S S + | S RS +
AS 2 | | | AIM |
E - +/\ +--+ | +o-o - - +
\ I
(C2P) \ | (C2P)
NO_EXPORT \ |
e eeaeaaaa +
| AS 3 |
R L +

Figure 9: An exanple of nulti-hom ng scenario

When depl oyi ng uRPF nechani snms, the VR facing AS 2 in AS 1 may

i nproperly bl ock packets originating fromAS 3. |If it deploys the
ARBI F system it will generate SAV rules using ASN SAV rul es
transmtted between VRs. \When determ ni ng whet her ASN SAV rul es
shoul d be further propagated, BGP attributes have no effect.

However, ASN SAV rul e propagati on depends on BGP UPDATE nessages and
is affected by their limtations. Since we hope that ASN SAV rul es
advertisement can ignore fine-grained factors, we tend to use
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addi ti onal BGP UPDATE nessages as a supplement to advertise SAV rul es
in special cases. Therefore, the VR will allow those packets
originating fromAS 3 to pass, avoiding fal se positives

As for the problem of hidden prefixes, we solve it by specially
setting the initial SAV ASN rul es advertised by each AS. Under sone
ci rcunstances, one AS nay have particular settings and send packets
Wi th source addresses that it does not advertise, |ike direct server
return (DSR). |If deploying ARBIF, its VRs initially advertise the
origin ASNs of all possible legitimte packets it can send.
Therefore, these VRs will allow packets that match the specific
configurations to pass, effectively avoiding fal se positives.

Besi des fal se positives, [inter-domain-sav-ps] also points out false
negatives within AS custoner cones. The ARBIF schene does not
propose a targeted solution for this gap but does propose sone ideas.
A systemon the data plane for traffic nonitoring and nmanagenment may
help with limting attacks within custoner cones. What's nore, in
the SAVA architecture proposed in [ RFC5210], access network and

i ntra-domai n SAV can prevent source address spoofing within AS and
hel p to reduce attacks wi thin customer cones.

6.2. Dynamic Scenario

This section utilizes sone designhed use cases to show how our ARBIF
systemperfornms in different dynam c scenarios. This ARBIF system
handl es updates at the AS | evel and ignores nore fine-grained route
updates. It reduces rule update frequency at the cost of tiny false
negatives, cutting down the SAV systenis update overhead.

W take the network shown in Figure 10 as an exanpl e before al
changes happen. In this example, AS 1 is AS 2 and AS 3's provider,
and all ASes have deployed the ARBIF system \Wen di verse changes
occur to this network, we show the network after changes and di scuss
the updates of the ARBIF system

oo +
| AS 1(P1) |
SRy A\ +/\ +--+
/ \ oo +
(C2P) |/ \ (C2P) | AIMS |
/ \ e +
Fomm e e + Fomm e e +
| AS 2(P2) | | AS 3(P3) |
O + O +

Figure 10: An exanpl e network before changes happen
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6.2.1. AS Rel ationshi ps Change

Figure 11 displays the exanple network after AS relationships change.
If the AS rel ationship between AS 1 and AS 2 changes from C2P to P2P
the VRin AS 1 facing AS 2 and the VRin AS 2 facing AS 1 will nodify
the AS relationships in their Neighbor SAV Rule Tabl es and renove
previous SAV rules. These VRs will actively advertise their new ASN
SAV rul es to neighbors. VRs further propagate these rules through VR
connections until they cone to a new convergence in the changed

net wor K.

Fem e e e +
| AS 1(P1) |
B A N +/\ +--+
/ \ Fommmm - +
(P2P) | \ (C2P) | AIMS |
/ \ tomom- +
Fem e e e + Fem e e e +
| AS 2(P2) | | AS 3(P3) |
o e e e oo - + o e e e oo - +

Figure 11: The exanple network after AS rel ationships change
6.2.2. AS Prefixes Change

Figure 12 displays the exanple network after AS prefixes change. |If
AS 3's | P address prefixes change fromP3 to P4, VRs will nodify the
SAV information about AS 3 in their Neighbor SAV Rul e Tabl es. Under
this circunmstance, VRS’ ASN SAV rul es renai n unchanged, but they wll
adjust | P prefix SAV rul es according to the new mapping recorded in
Al MS.

In our ARBIF system VRs use ASN SAV rul es as advertised SAV rul es.
VRs translate ASN SAV rules into I P prefix SAV rules with the mapping
provi ded by AIMS and do not further propagate prefix ones.

Therefore, AS prefixes change won't break achi eved convergence. In
this exanple, the change of AS 3's prefixes does cause VRs to update
their SAV information about AS 3. However, all ASN SAV rul es remain
unchanged, and VRs only update IP prefix SAV rul es about AS 3.
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Fem e e e +
| AS 1(P1) |
B A N +/\ +--+
/ \ Fommmm - +
(C2P) |/ \ (C2P) | AIMS |
S R +
Fem e e e + Fem e e e +
| AS 2(P2) | | AS 3(P4) |
o e e e oo - + o e e e oo - +

Figure 12: The exanple network after AS prefixes change
6.2.3. AS Network Topol ogi es Change

Figure 13 displays the exanple network after the AS network topol ogy
changes. |f the AS connections change and AS 3 becones AS 2's peer
fromAS 1's custoner, AS 2 will add one new VR, and AS 3 will adjust
its original VR After reconfigurations, added VR in AS 2 and
adjusted VRin AS 3 will fill in their Neighbor SAV Rule Tables
according to the latest network situation. These VRs will actively
advertise their new ASN SAV rul es to nei ghbor ASes. VRs further
propagate ASN SAV rul es through VR connections until they come to a
new convergence in the changed networKk.

o e e oo +
| AS 1(P1)
TR B +
/ S RS +
(cp) |/ | AIM |
/ +o-o - - +
o m e e oo + o m e e oo +
| AS 2(P2) [----------- | AS 3(P3) |
R I + (P2P) R I +

Figure 13: The exanple network after AS network topol ogi es change
6.2.4. BGP Attributes Change

Figure 14 displays the exanple network after BGP attributes change.

If the BGP attributes between AS 1 and AS 2 change whil e other

i nformati on does not, all VRs in the network needn't update their SAV
information. |In this exanple, AS 2 adds the NO _EXPORT conmunity
attribute to all BGP advertisenents fromit to AS 1, preventing AS 1
fromfurther propagating its prefixes. Routing information
propagated fromAS 1 to AS 3 changes and no | onger contains routes to
AS 2.
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However, our ARBIF system does not consider BGP attributes when
determ ni ng whether to further propagate ASN SAV rules. In this
case, when route updates are propagated with BG® UPDATE nessages, ASN
SAV rules will not be nodified. Therefore, AS 3's ASN and I P prefix
SAV rul es remai n unchanged, as do ot her ASes’

The results indicate that our SAV schene ignores fine-grained routing
i nformati on changes because it handl es AS connections rather than BGP
routes. As such processing neglects restrictions on BGP route
advertisenent, it nmay cause sone additional inproper pernts but not
addi tional inproper blocks, which neets SAV requirenents. Such
processing al so i nproves the ARBIF systenmis stability and lessens its
updat e over head.

S +
| AS 1(P1) |
I AN e +/\ +--+
/ \ temmm - +
(cp) |/ \' (C2P) | AIM |
NO EXPORT / \ S +
O + O +
| AS 2(P2) | | AS 3(P3)
. + . +

Figure 14: The exanple network after BGP attributes change
6.3. | XP Scenario

I XP, which is Internet eXchange Point, is a Layer 2 LAN in the CSl
network nmodel. |XPs are built with one or nmany Ethernet switches
i nt erconnected together across one or nore physica

buil dings.[learn-ixp] Some ASes pay for traffic transit by other
networks. Sometines ASes may choose to connect via | XPs to reduce
costs and latency. |In actual networks, | XPs are critical and
distinct infrastructures. Therefore, following the comments we
recei ved, we investigated how ARBI F handl es typical |XP scenarios
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We first discuss howtraffic is routed in common | XPs. Many | XPs use
Route Servers to reduce the nunber of needed BGP sessions in the | XP.
RS-Clients use eBGP to advertise network reachability information to
the RS, which then forwards the information to its connected RS-
Clients based on its configuration, establishing routes anong all its
connected RS-Cients. The RS exclusively uses BGP to exchange
reachability information with its RS-Cients w thout forwarding
traffic itself. Its function is simlar to a Route Reflector in an

i ntra-domain i BGP scenario. ASes connected to one | XP generally
adopt free peering when exchanging traffic. Therefore, regardl ess of
whet her one I XP is inplenented using RS, the | XP scenario is
essentially sone peering ASes connected to each other.

Wth this clarified, our ARBIF just treats typical |XP scenarios as
several fully-connected peering ASes. W take a sinple connection
scenario of an I XP in Figure 15 as an exanpl e.

oo e eeeeaaooo- +
| IXP 1 |
e e e e +

I I I

I I I
O + O + O +
| AS 1 | | AS 2 | | AS 3 |
T + T + T +

Figure 15: An exanple of |XP scenario

AS 1, AS 2, and AS 3 in Figure 15 are three ASes connected to | XP1.
When cal culating SAV rules for AS 1 in the ARBIF, we treat AS 2 and
AS 3 as two nei ghboring peers of AS 1.

7. Experinment of ARBIF |Inplementation
7.1. Environment

We conducted simul ati on experinments using the GNS3 software with the
foll owi ng software versions shown in Figure 16. W used a G\S3
Ubuntu image in GNS3 Docker as sinmulated hardware devices. In this
i mge, we installed the open-source BIRD 2 and Routinator for our

i mpl ement ati ons.

VMnar e- wor kst ati on: 17.5.2
GNS3/ GNS3 VM 2.2.54
Ubuntu: 24.04.2 LTS
Routinator: 0.14.2

BIRD: 2.14
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Fi gure 16: Experiment Environment
7.2. Inplenmentation Method

Based on the test environment, we perfornmed experinments follow ng the
i mpl ement ations described in Section 4. A sinple topology, as shown
in Figure 17, is used in our sinulation experinents. First, we use
BIRD as the inplenmentation base of VR and do sone configurations and
extensions to inmplenent ARBIF on this basis. At the sane tine,
according to the descriptions of VRin Section 4.2.2, we used BGP

Rol es based on BIRD to enable VRs to obtain AS rel ati onshi ps between
nei ghbor ASes.

oo + S +
| VR1 (in AS1) |<----- | RP 1 |
oo oo + +o- - - - +
I
| S R +
| (P2C) | RPKI |
| F-- - - - +
V
oo oo + +o- - - - +
| VR2 (in AS 2) |<----- | RP 2 |
R + S R +

Figure 17: A Sinple Network used in the Experinent

Furthernore, we selected Routinator, a third-party RP software
witten in Rust, as the RP, and RTRIib with BIRD as the

i npl ementation for receiving RTR packets in VRs. Routinator

regul arly synchroni zes necessary objects fromRPKI repositories to

| ocal caches, integrates them and sends themto VRs through the RTR
protocol. Therefore, VRs can obtain ROA objects through the process
metioned in Section 4.3.2. Through a simlar process, it is also
feasible for VRs to obtain ASPA objects.

Judgi ng fromcurrent inplenentations, we have avoi ded hi gh update
costs brought by new devices or new protocols. Instead, we extended
exi sting nechani sns, namely BGP Roles, RPKI, and the BGP protocol, as
the ARBIF system i npl enent ati on.

7.3. Simulation Experinent Result
We have conpleted the ARBIF inplenmentation in these simulation
experinents. In sinple sinmulation scenarios, the ARBIF

i mpl ement ati on has achi eved our goal in inter-domain source address
val i dati on.
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8. Considerations on Deployability
8.1. Uilize existing informati on as nuch as possible

Using i nformati on beyond existing will inevitably incur additiona
costs due to its need for upgrades. At the sanme tine, it wll

i nprove the deploynent requirenents, which prevent SAV schenes’

| arge-scal e pronotion. Therefore, an easily depl oyable SAV schene in
real networks always utilizes existing information as nuch as
possible. Simlarly, when existing facilities can provide certain
servi ces, deployable solutions always prefer to use themrather than
establ i sh new ones.

For SAV schemnes, existing information includes routing information,
busi ness rel ati onshi ps between different ASes, and the mapping from
ASNs to | P address prefixes provided. Existing facilities include
RPKI and AS border routers. The ARBIF schene establishes the SAV
systemwith the existing informati on and devi ces.

8.2. Prefer to use and exchange nore abstract information

Unli ke fine-grained concrete information, abstract information |acks
details but fundanentally sinplifies problens. However, it can
reduce conputational costs and inprove efficiency, which is nore
conduci ve to pronoting SAV deployment. Wen multiple SAV nodes

col | aborate, they can exchange abstract rules and generate fine-

grai ned ones when setting prefix filters.

As di scussed above, AS relationships determ ne the routing

i nformati on between ASes and are nore abstract than that. Therefore,
our inter-domain SAV schene uses AS rel ationships instead of routing
information to calculate SAV rules at the AS level. It transnmits ASN
SAV rul es between ASes instead of IP prefix SAV rules and only
generates I P prefix SAV rules in VRs using ASN SAV rul es.

8.3. Bal ance accuracy, tinme and cost

When the network remains stable, directly generating the nost
accurate filtering rules during forwarding tabl e establishnent is the
best idea. However, the Internet often changes at different |evels,
which triggers validation rule fluctuations until they reconverge.

W have discussed sone changes and their inmpacts in Section 6. 2.

Long convergence tine is not conducive to providing validation
support in a constantly changi ng network. Therefore, an easily

depl oyabl e validation schenme in the dynam c network shoul d bal ance
convergence tinme and accuracy.
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10.

11.

12.

12.

When rul e cal cul ati on and depl oynent do not bring additional costs,
usi ng the nost accurate algorithms is the nost effective. However,
SAV schemes that need nore data and cal cul ati ons often have hi gher
costs in real networks. Tradi ng excessive expenses for a slight
accuracy inprovenent is an inappropriate choice. Therefore, an
easi |y depl oyabl e SAV schene in practical situations should bal ance
comput ati onal cost and accuracy.

The above anal yses of two exanples indicate that different eval uation
metrics may have hidden contradictions in practical networks, naking
it difficult to optim ze them simultaneously. The ARBIF schene tries
to bal ance accuracy, tinme, and cost.

Next Step

The current discussion and design do not cover all details. For
exanpl e, we discuss the major and conplex AS relationships in

Section 3, but do not consider other conplex and m nor ones. In
future research, we hope to obtain nore conplex AS rel ationships and
connection scenarios. W will apply current system design and

i mpl ementations to nore AS rel ationships and practical scenarios. By
anal yzing the results, we can further optim ze our ARBIF system and
suppl enent it for special cases. W will also further refine our
ARBI F i npl enent ati ons, enhance their security and efficiency, and
reduce their overhead.

Security Considerations

The security considerations of our ARBIF schene are sinilar to those
of [inter-domain-sav-archt].

| ANA Consi der ati ons

This draft proposes using a new BGP attribute to carry ASN SAV rul es.
The new BGP attribute needs an attribute type code assigned by | ANA
We will put forward specific | ANA considerations in a further draft
about the BGP attribute inplenmentation.
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