Secure Evidence and Attestation Transport N Rtz
I nternet-Draft I ndependent
I ntended status: Standards Track 1 March 2026
Expires: 2 Septenber 2026

Fact or-based Attestati on and Credential Transport Scheme (FACTS) over
TLS 1.3
draft-ritz-seat-facts-00

Abst ract

Thi s docunent descri bes FACTS (Factor-based Attestati on and
Credential Transport Schene) over TLS 1.3. Conceptually acting as
"multi-factor authentication"” for machine identities, factor-based
attestation derives session trust fromnultiple i ndependent
cryptographic inputs rather than a single point of failure.
Specifically, it utilizes a dual-key schene that binds identity to
attestation evidence through the use of key encapsul ati on nateri al
keys (KEM and traditional identity signing keys (1K), establishing
per - sessi on freshness.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docunment may be found at
https://datatracker.ietf.org/doc/draft-ritz-seat-facts/.

Di scussion of this docunent takes place on the Secure Evi dence and
Attestation Transport Working Group mailing list
(mailto:seat@etf.org), which is archived at

https://mail archive.ietf.org/arch/browse/seat. Subscribe at
https://ww.ietf.org/ mailman/listinfo/seat/.

Source for this draft and an issue tracker can be found at
https://github. com nat hanaelritz/facts-tls.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Renote attestation enables an entity to denonstrate the integrity of
its runtinme environment to a renote peer. \Wien conbined with TLS
[I-Dietf-tls-rfc8446bis], attestation allows a relying party to
verify that the TLS endpoi nt operates within a Trusted Execution
Envi ronment (TEE) w th known-good software before exchangi ng
appl i cation dat a.

Thi s docunent conbines the | atency properties of intra-handshake
attestation with the security binding of post-handshake attestation
t hrough a dual - key authentication architecture that introduces four
targeted architectural changes that preserve the standard TLS 1.3
state machi ne and key schedul e:

1. _LTK and KEM Keys: _Introduction of a dedicated encapsul ati on key
(pubKEM), al ongside the usual long-termsigning or identity key
(publ K / LTK).

2. _Early authentication: _ Accessing signed identity docunents (e.qg.
si gned JWI/ CAI) just before starting the TLS handshake enabl es
crypt ographi ¢ bi nding of pubKEMto the server identity and publ K
jointly, closing the identity/key confusion gap that diversion
attacks exploit.
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3. _Dual - Nonce Encapsul ation: _ Encapsul ati on of mutual ’'chall enge’
and 'counter-chall enge’ nonces (CN1, CN2) to the Server’s pubKEM
and the Cient’s per-session pubKEM respectively.

4. _Session-Specific Quote Encryption: Encrypting the attestation
quot e under psk _attest (derived fromboth challenge nonces), with
the rdata commtting to the full suite of parameters (publK_ S,
CN1, CN2, pubKEM C).

The pre-handshake lIdentity Docunent is formatted as a JSON Web Token
[ RFC7519] carrying keys in a JVWKS cnf claim[RFC7800]. No novel
cryptographic structures are introduced by this docunment. JWI

provi des a sel f-contai ned, channel -i ndependent integrity guarantee
suitable for distribution over untrusted transports such as DNS.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB8174] when, and only when, they appear in all
capitals, as shown here.

The reader is assuned to be faniliar with the vocabulary and concepts
defined in [RFCO9334], [I-D.ietf-tls-rfc8446bis], and [ RFC9180].

FACTS relies on the RATS Conceptual Message Wapper (CWMN
[I-Dietf-rats-nsg-wap] for encapsulating attestati on payl oads and
supports both the background-check and passport topol ogies defined in
[ RFCO334] .

TLS Identity Key (privliK / publK aka LTK): A long-term signing key
pair used by a TLS peer for authentication during the handshake
via CertificateVerify. 1In the threat nodel of this docunent,
priviK is assunmed to be potentially conprom sable by an adversary
with sufficient access to the software | ayer.

Encapsul ati on Key (pri vKEM/ pubKEM: A key pair used for
Aut henti cated Hybrid Public Key Encryption (Aut hHPKE, node 2 of
[ RFC9180]). In the threat nmodel of this document, privKEMis
assuned to be potentially conprom sabl e i ndependently of privlK

Attestation Key (privAK / pubAK): A hardware-bound key pair rooted
in the TEE' s hardware root of trust (e.g., a TPM endorsenent key,
an Intel TDX report signing key, or an Arm CCA platform
attestation key). The private conponent (privAK) MJIST NOT be
extractable fromthe hardware security boundary. This key pair is
the trust anchor for the protocol’s Evidence integrity.

Ritz Expi res 2 Septenber 2026 [ Page 4]



Internet-Draft FACTS- TLS March 2026

3.

Chal | enge Nonce (CN1, CN2): Epheneral random val ues exchanged
between client and server during the handshake using Aut hHPKE.
CNl is generated by the client and sealed to the server’s pubKEM
CN2 is generated by the server and sealed to the client’s pubKEM
Toget her they provide nutual freshness and formthe basis for
attestation key derivation.

Session Binding Commitnent (rdata / eat_nonce): The 32-byte SHA-256
di gest SHA-256(publ K. S || CNL || CN2 || pubKEM C) that binds the
attester’s identity key, both challenge nonces, and the client’s
epheneral KEM key into a single conmpound nonce. No single party
controls all four inputs. This value is conveyed in the platform
specific report data field of the TEE attestation report (where it
is referred to as rdata) and as the eat_nonce cl ai m when
serialized as an EAT. Both carry the identical digest; the
distinction is purely one of serialization |ayer.

Attestation Key Material (psk_ attest): A symetric key derived from
bot h chal |l enge nonces. psk_attest is used to encrypt Evidence
during the handshake and is subsequently injected into the
Ext ended Key Update to rotate session traffic keys.

Trust Authority (TA/ CA): Atrusted third party that signs the
Identity Docunent, establishing a verifiable chain of trust. This
docunment uses "CA" for sinplicity.

Pl at f orm Measurenments (quote): The set of cryptographic neasurenents
characterizing the Trusted Conputing Base (TCB) of the platform
reduced to a 32-byte SHA-256 commitnent (the Evi dence Conmm tnent)
for use as input to key derivation.

Prot ocol Architecture
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Figure 1. FACTS Architectural Topol ogy

FACTS proceeds in three phases, preceded by an enroll ment step that

executes once per server instance. The protocol’s trust nodel rests
on two i ndependently operating dimensions: the attestation ordering

(which peer attests first) and the apprai sal topol ogy (how evi dence

is evaluated). These dinensions conbine freely.

Ritz Expi res 2 Septenber 2026 [ Page 6]



Internet-Draft FACTS- TLS

. +
| Device Boots TEE |
Fomm oo S R +
I
%
/ Valid AR? \
. +
I I
(Yes) (No) --->+
I
| <--(AR I ssued)----+
v
S RIS +
| dient Fetches AR |
S R S R +
I
%
R +

| TLS Handshake |
| (FACTS Phase 2) |

S R S R +
I
%
[/ Server Policy: \
| Attest Now? |
\ /
I
(Yes) (No)
I I
v v
. I TR TeII e +
| Standard Fl ow | | Cond. nilLS |
| Server Attests | | dient Attests]|
S SRR AR, + +o-m - - S SRR +
I I
v v
T T +
| Phase 3: EKU & PSK I njection
o e e e oo o e e e oo +
I
%
/| Server Attest \
| Pendi ng? |
\ /
I I
(Yes) (No)
I I
v v
Ritz Expi res 2 Septenber 2026

March 2026

Enrol | ment/ CA |

[ Page 7]



Internet-Draft FACTS- TLS March 2026

e + (Miutual Attest Done)
| Post-Handshake
| (SEAT Expat) |
S SRR R +
I
v

(Mutual Attest Done)
Figure 2: FACTS Deci sion Fl ow

*Enrollment.* A device with no valid AR generates its identity and
encapsul ati on key pairs and produces an EAT [RFC9711] signed by its
har dwar e- bound attestation key. The Verifier appraises the platform
measurenents and, if accepted, issues an AR carrying the dual - key

bi ndi ng: cnf [RFC7800] for publK (_signing_ ) and attested_kem for
pubKEM (_encapsulation_). This AR is distributed via DNS, HITPS, or
any untrusted channel; the Verifier’'s signature protects integrity.
See Section 9 for the enrollnent protocol and Section 10 for the AR
and EAT cl ai m structures.

*Phase 1 -- ldentity Lookup.* The client fetches and verifies the AR
extracting publ K S and pubKEM S. It generates an epheneral pubKEM C
uni que to this session and never reused.

*Phase 2 -- Attested TLS Handshake.* The client seals a chall enge
nonce (CNl1) to pubKEM S; the server proves possession of privkKEM S by
unsealing it, then seals its counter-challenge (CN2) to the client’s
epheneral pubKEM C. Both peers derive psk_attest.

The handshake then branches on server policy. |In the standard fl ow,
the server includes its encrypted evidence in the Certificate
message. In the conditional _nTLS flow, the server withholds its

evi dence and issues a facts_attest_req, requiring the client to
attest first.

The choi ce between Passport and Background Check topol ogi es [ RFC9334]
is orthogonal to this ordering and applies independently to either
flow.

*Phase 3 -- EKU with PSK I njection.* After evidence appraisal, an
Ext ended Key Update [I-D.ietf-tls-extended-key-update] nixes

psk _attest into the traffic keys. Any adversary |acking privKEMC
cannot derive the rotated keys and is evicted.

*Post - Handshake. * |f the server deferred attestation, it delivers

evi dence via Exported Authenticators [I-D.fossati-seat-expat] over
the rotated channel. Periodic reattestation is available to any flow
via the sanme mechani sm
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4. Protocol Flow
The followi ng diagramillustrates the 3 phase flow

dient Server

I I
| [1] Pre-fetch identity doc (e.g. signed jw/x.509) |

| during I P resolution, service discovery, etc |

oo e e e e e e e e e e e e e e e e e e e e e oo + |

| in(untrusted_dns_txt, (identity_doc, sig)) | |

IS + | \

| o |

| [2] Internal Validation | [Phase 1]

o + | |

| verify(pubCA, identity_doc, sig) | | /

| extract (ID_S, pubKEM S, publK_S) | |

. + |

I I

| - ------ - - TLS 1.3 Handshake - - - - - - - -]

I I

| [3] dientHello |

| + key_share |

| + facts_hello |

| + facts_chal | enge( pubKEM C, |

| + HPKE{CN1}_{pubKEM S}) |

| + psk_binder |

T |

| [4] Decapsulate + Verify |

| S +

| | hpkeQpen(ct, aad_ct, privkKEMYS) |

| | verify psk_bi nder; new CN2 |

| o e e e e e e e e e e e oo oo +

I I

| [5] ServerHello |

| + key_share |

| ST |

| [ 6] {Encrypt edExt ensi ons} |

| + facts_chal | enge( HPKE{ CN2} _{ pubKEM C}) |

| |

| [7] Decapsul ate CN2 | \

e + | |

| hpkeQpen(cn2_ct, aad_ee, privKEM Q) | | [Phase 2]

| ‘psk_attest’ = derive(CNl, CN2) | | |

I + | /
I
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| [8] {Certificate} |
| + facts_attestation |
| + (publ K, selfsign, |
| + AEAD{quote} {psk_attest}) |
I
I
I

I
|
| verify(pubCA, identity _doc, siQg) | |
| attest_open(encQuote, ‘psk_attest') | |
| verify(pubAK, dataSign, sig) | |
| check hash(publ K, CN1, CN2, pubKEM C) | |
I
I
|

- - - - - - - - - Post Handshake - - - - - - - - -

I
|
I
I I
I I
I I
| [1-D.ietf-tls-extended-key-update, |
| (requires EKU PSK extension) |
I I
I I

I

I

I

|

[13] Derive post-rotation key for PFS \
el key = (elcdh_shared | " psk_attest’) | (Phase
| 114] {EKU Request) | emeoollllllIIIIII j

[15] {EKU Response} <========================= |

e e e e e e e e Y S

|
I
|
| [16] Application Data
I
| [e.g., |-D.fossati-seat-expat]
I
I

I
|
[17] Periodic re-Attestation health checks |
|
I
I

Fi gure 3: The 3 phase flow of FACTS-TLS
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4.1. Split-Session Aternative

An alternative design uses a sacrificial bootstrap handshake foll owed
by PSK-DHE resunption on a new TCP connection, rather than EKU within
a single connection.

dient MTM Attester/ TEE
I I I
|- - - Session 0.5: Bootstrap (sacrificial) - -|
| CH + facts_chall enge | |
|- S| >|
| SH + EE + CRT + |
| facts_attestation |
Cemmmmmeceecce e aaaaa I |

I
i |
Derive psk_attest |
Exporter + CNI1, CN2 |
I
I

I

I

I

l . .

| Verify Evidence
I

| Expe

| Finished NOT sent
I
I

I
I
I
I
I
- - ABORT Session 0.5 |

- - - Session 1.0: PSK-DHE Resune - - - - - -
(new TCP connecti on)

+ 0-RTT Earl yData

I
|
CH2 + PSK bi nder |
I
I

Figure 4: Split-Session Alternative: Bootstrap + PSK-DHE Resume

The EKU-based design is the practical extension of this concept: it
repl aces the connection tear-down and PSK-DHE resunption with an in-
band EKU exchange, saving one TCP round-trip (SYN SYN-ACK) plus the
second ClientHello flight. Both produce equival ent post-rotation
security. The split-session variant is useful for |egacy stacks

wi t hout EKU support.

5. Key Schedul e Integration
FACTS integrates with the TLS 1.3 key schedule at two points: the

Early Secret (for PSK binder validation) and the Extended Key Update
(for traffic key rotation).
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5.1. Early Secret Binding

CNl is used to derive a PSK that feeds into the Early Secret
conput ation, enabling PSK binder validation in the CientHello.

PSK = HKDF- Extract (sal t =0, | KM=CN1)

Early Secret = HKDF-Extract(salt=0, |KM=PSK)

bi nder _key = Derive-Secret(Early Secret, "res binder", ""

bi nder = HVAC( bi nder _key, Transcript(CdientHello_truncated))

5.2. psk_attest Derivation

Both peers derive the attestation key material fromthe concatenation
of both chal | enge nonces:

psk_attest = HKDF- Expand- Label (
HKDF- Extract (salt=0, I KM=CNL || CN2),
"facts:vl:psk", "", Hash.|ength)

psk_attest serves two purposes: it encrypts Evidence during the
handshake (via AEAD), and it is injected into the EKU key schedul e
after Evi dence apprai sal

5.3.  AAD Construction
Two distinct AAD val ues are used, one per HPKE operation. Both MJST
be computed as specified here; deviations invalidate the session-
bi ndi ng properties of the protocol.
*aad_ct* — used when sealing CN1 in facts_challenge (CdientHello):
aad_ct = Hash(pubKEM S || dientHello.random || NegotiationOfer)
This binds the CN1 ciphertext to the target server’s KEM key, the
client’s fresh random and the negotiated paranmeters. An adversary
cannot replay the ciphertext to a different server or across
sessi ons.

*aad_ee* — used when sealing CN2 in facts_chall enge
(Encr ypt edExt ensi ons) :

aad _ee = Hash(dientHello || ServerHello)
This binds the CN2 ciphertext to the full handshake transcript up to

that point (log _SH). The CN2 ciphertext is therefore specific to the
handshake in flight and cannot be transferred to any other session
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| mpl enent ati ons MJST use the negoti ated handshake hash al gorithm for
bot h conputations. The NegotiationOfer in aad _ct is the offer val ue
fromthe key exchange negotiation as carried in the dientHello.

6. Evidence Binding

The attester binds the TEE Evidence to the TLS session by including
session-specific data in the TEE-signed attestation report.

6.1. Report Data Construction
rdata = SHA-256(publ K_S || CN1 || CN2 || pubKEM O
The report data (rdata) binds the Evidence to both the attester’s
identity key, the nmutually exchanged nonces and the Client’s own
epheneral per-sessi on pubKEM KEM

7. Extended Key Update with PSK Injection
After Evidence appraisal succeeds, the client initiates an Extended
Key Update [I-D.ietf-tls-extended-key-update] that injects psk_attest
into the key schedule, rotating the traffic keys to val ues that
incorporate attestation-derived keying materi al

7.1. Procedure

1. The client generates an ephemeral key pair for the EKU exchange:
(eku_x, g”eku_x).

2. The client sends an EKU request containing g*eku_x.
3. The server generates its epheneral key pair: (eku_y, g*eku_y).

4. Both peers conpute the EKU Diffie-Hellman shared secret: eku_dh =
DH( greku_x, eku_y) (equivalently, DH(g*eku_ y, eku x)).

5. Both peers construct the conbi ned input keying materi al
combi ned_i km = eku_dh || psk_attest

6. Both peers derive new traffic keys:

conbi ned_i km eku_dh_shared || psk_attest

stored_secret
mai n_secret N+1

= Derive(main_secret_N, "derived", "")

= HKDF- Extract (stored_secret, conbined_ikm
eku_cts
eku_sts

Derive(main_secret N+1, "c_app_traffic_N+1", eku_l og)
Derive(main_secret N+1, "s app_traffic N+1", eku_l og)
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7

8.

8.

Figure 5: FACTS Key Schedul e for Extended Key Update

mai n_secret N
I
Derive(mai n_secret _N, "derived", "")
I
stored_secret
| (eku_dh || psk_attest)
I

AR > HKDF- Extract (stored, conbined_ikm
I
mai n_secret N+1
/ \
Derive Derive
"c_app_traffic_ N+1" "s app_traffic_ N+1"
I I
eku_cts eku_sts

Figure 6: EKU Key Schedul e with PSK Injection

Because conbi ned_i kmincludes psk_attest, which requires know edge of
CN2, any entity that cannot derive CN2 (because it |acks privkEM C to
unseal the server’s Ctx2) cannot conpute main_secret_N+1 or any
traffic keys derived fromit.

2. Interaction with draft-ietf-tls-extended-key-update

The PSK injection nmechanismdefined in this section extends the EKU
key schedul e specified in [I-D.ietf-tls-extended-key-update]. The
standard EKU derivation uses only the DH shared secret as |KM FACTS
concat enates psk_attest to the DH shared secret before extraction
Al'l other aspects of the EKU exchange (nmessage formats, transcript
construction, key switch timng) renmain as specified in
[1-D.ietf-tls-extended-key-update].

Ext ensi on Definitions
1. The facts_hell o Extension

The facts_hello extension is carried in the CientHello and serves as
the capability signal for FACTS. |Its presence indicates that the
client supports the FACTS protocol and is prepared to send
facts_challenge. It optionally carries a hw.id hint that identifies
the hardware platform enabling the CA or Verifier to select the
correct endorsenment key bundl e, manufacturer reference val ues, and
apprai sal policy before the attestation quote arrives.
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enum {
facts_hello_vi1(1),
(255)
} Fact sHel | oVersi on;
enum {
no_hw_ i d(0),
hw i d_present (1),
(255)
} Fact sHel | oFl ags;
struct {
Fact sHel | oVer si on versi on; /* MJST be facts_hello_vl */

Fact sHel | oFl ags fl ags;
sel ect (FactsHello.flags) {
case hw.id present:
opaque hw_ id<1..2"16-1>; /* opaque platformidentifier */
case no_hw_i d:
[* empty */
}
} FactsHel |l o;

versi on MUST be facts_hello_vl. Servers that do not recognize the
versi on MUST ignore the extension

hw id is an opaque val ue whose encoding is platformspecific. It is
not a credential and is not secret. It is transmitted in the clear
in CientHello. Deploynents with elevated privacy requirenents
SHOULD use no_hw.id and rely on the facts_attest req context for
platformidentification, or deliver platformidentity inside the
encrypted facts_attestati on payl oad i nstead.

8.2. The facts_chal |l enge Extension

The facts_chal | enge extension carries HPKE-seal ed chal | enge nonces.
It appears in two nessages with distinct structures and HPKE nodes.

8.2.1. dientHello Variant

struct {
opaque initiator_id<0..2716-1>; [/* ID C connecting peer identity */
opaque pubKEM C<1..2"16-1>; /* epheneral per-session KEM public key */
opaque ct<l1..2"16-1>; /[* sealed CN1 */

} FactsChal |l enged i ent;

The ci phertext ct MJST be conputed as:
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/* Runtime flow — HPKE Mbde 0 (RFC 9180 §5.1) */
ct = HPKE- Seal (pl ai nt ext =CN1, aad=aad_ct, pkR=pubKEM S)

/* Enrollment flow — Auth HPKE Mode 2 (RFC 9180 §5.2.1) */
ct = Aut hHPKE- Seal (pl ai nt ext =CN1, aad=aad _ct, pkR=pubKEM S, skS=pri VvLTK C)

where aad_ct is conmputed per Section 5.3.

The server MJST verify that pubKEM Cis a valid public key for the
negoti at ed KEM group before proceeding.

8.2.2. EncryptedExtensions Variant

struct {
opaque ct<l..2"16-1>; /* sealed CN2 */
} Fact sChal | engeSer ver;

The ci phertext ct MJST be conputed as:

/* Runtinme flow — HPKE Mbde 0 */
ct = HPKE- Seal (pl ai nt ext =CN2, aad=aad_ee, pkR=pubKEM C)

/* Enrollnment flow — Auth HPKE Mdde 2 */
ct = Aut hHPKE- Seal (pl ai nt ext =CN2, aad=aad_ee, pkR=pubKEM C, skS=privlIK_ S)

where aad_ee is computed per Section 5.3.

The facts_chal | enge extension in EncryptedExt ensi ons MIUST NOT appear
unl ess the correspondi ng facts _chall enge was present in the
ClientHello. Servers that receive facts_challenge in CientHello
without a facts_hello extension MJST abort w th m ssing_extension.

8.3. The facts_attestation Extension

The facts_attestation extension is carried in the Certificate nessage
and delivers the encrypted TEE Evi dence along with the self-signed
key binding. It is the sole extension defined by this docunent that
is permitted in the Certificate message.

struct {
opaque publ K<1..2716-1>; [* attester’s identity public key */
opaque sel fsign<l..2"16-1>; [* sign(privlK (publK || encEvidence)) */

opaque encEvi dence<l..2716-1>; [ * AEAD{ CMM wr apped quote} {psk_attest} */
} FactsAttestation;

publ K MUST match the public key in the Certificate's leaf entry. The
client MJUST abort with illegal paraneter if they differ.
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selfsign is a signature over the concatenation of publK and

encEvi dence, produced by priviK It binds the identity key to the
encrypted Evidence payload within the sane Certificate nessage,
preventing substitution of one attester’s Evidence under another
attester’s certificate.

encEvidence is the attestation quote encrypted under psk_attest using
AEAD (ChaCha20-Pol y1305 per [RFC8439]). The plaintext is a RATS CWV¥
wr apped Evi dence payl oad per [I-D.ietf-rats-nmsg-wap].

9. Enroll nent

Certificate enroll ment has a foundational chicken-and-egg problemin
TEE environnents: a client needs credentials to authenticate to a CA,
but obtaining credentials is the reason it is connecting to the CAin
the first place. FACTS uses the nifLS handshake wire format to
deliver the client’s X. 509 certificate over a channel that is
cryptographically proven to ternminate at the verified hardware
boundary: the CA' s challenge nonce (CN2) is sealed to the client’s
epheneral pubKEM C, the client’s TEE evi dence binds that nonce and
the client’s fresh pubLTK C in the hardware-signed quote, and the
resulting certificate arrives over traffic keys that only a party
hol di ng pri vKEM C coul d have derived.

dient Server
[ Pre- handshake ...]

I
I
- - - - - - - - - - -nMLS13----------/
I
I

[1] {CertificateRequest}

\

I
| hpkeQpen(cn2 ct, aad_ee, privKkKEM O | [ MTLS Attestation]

|
I
|
| ‘psk_attest’ = derive(CNL, CN2) | | |
e + | /
|
I
I
I
I

[3] {Certificate}
+ facts_attestation

I

|

I + (publ K, sel fsign

I + AEAD{ quot e} {psk_attest})
I
I
I

| verify(pubCA, identity doc, siQg)
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| attest_open(encQuote, ‘psk_attest') |
| verify(pubAK, dataSign, sig) |
| check hash(publ K, CN1, CN2, pubKEM C) |

I
[7] {Certificate} |
+ facts_attestation |
+ (publ K, selfsign, |
+ AEAD{client_quote} {psk_attest}) |
I
I
I

I

|

| | attest_open(client_encQuote, |
| | psk_attest) |
| | verify(pubAK, dataSign, sig) |
| | check hash(publ K S, CN1, |
| | CN2, pubKEM C) |
I
I
|

[I-D.ietf-tls-extended-key-update,
(requi res EKU PSK ext ensi on)

|

|

|

|

| [ ]_]_] { EKU Request} ————=—=—=—=—=—=—=———=—=—=—=—=—=—======>

| [12] {EKU Response} <======—=====—=—=—=—=—=—=—======—== |

} <=—==—=—=—=—=—=—=—=—=—=——————————-——=-——=-——-——=-——=-——=——=—=—=—=—=—=======> }

| [13] Application Data | \

| + issued AR (I D C, publK C, pubKEM C) | |

| [14] Periodic re-Attestation health checks | [Attestation
| | Resul t]
| [e.g., |-D.fossati-seat-expat] | |

| <=—==—=—=—=—=—=—=—=—=—=——————————-——=-——=-——-——=-——=-——=——=—=—=—=—=—=======> | /

| |
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Figure 7: Attestation over niLS supplying RATS AR
9.1. The facts_attest_req Extension

The facts_attest req extension is carried in the CertificateRequest
message. It signals that the server requires client attestation
before it will release its own Evidence, and conmunicates the

Evi dence format requirenents the client must satisfy. CA enroll nment
is one application of this signal; privacy-gated disclosure to

unaut henticated clients is another.

9.1.1. Extension Structure

struct {
Ext ensi onType extension_type = facts_attest_req; /* OxTBDl1 */
opaque extension_data<0..2"16-1>;

} Extension;

struct {
Fact sAt t est Request Ver si on versi on;
Fact sEvi denceFor mat supported_formats<1..2”"8-1>;
opaque responder identity<0..2716-1>;, /* responder’s ID S, for rdata binding */
opaque request_cont ext<0..2"8-1>; /* opaque, echoed in client response */
} Fact sAttest Request Par ans;

enum {
facts_attest _req_vi1(1),
(255)
} Fact sAttest Request Ver si on;
enum {
eat _cbhor (1), /* EAT CBOR per RFC 9711 */
eat _json(2), [ * EAT JSON */
cm 3), /* RATS CMW per |-D.ietf-rats-nsg-wap */
csr_attestation(4),/* I-D.ietf-lanps-csr-attestation attribute format */
(255)

} Fact sEvi denceFor mat ;

version identifies the facts_attest_req protocol version. Cdients
that do not recognize the version MJST abort with handshake fail ure.

supported formats is an ordered list of Evidence formats the
responder is willing to accept, in descending preference. The client
MJST select the first format it supports. |f no comon format
exists, the client MJST abort w th handshake fail ure.
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9

9

responder _identity carries the responder’s ID S value as it appears
inits Identity Docunent. The client MJUST verify this matches the
ID S bound in the pre-fetched Identity Document. This closes the
identity confirmation |oop: the responder explicitly asserts its
identity inline rather than relying solely on the certificate chain.

request _context is an opaque val ue chosen by the responder. The

client MUST echo it verbatimin its response. It serves as a
i ghtwei ght correl ation handl e and MAY encode responder-interna
state such as a request identifier or policy selector. It MJST NOT

be used as a freshness nechani sm freshness is provided by CN1 and
CN2.

1.2. Server Behavior

A server sending facts attest req in CertificateRequest:

1. MJIST include facts_chall enge in EncryptedExtensions. A
facts_attest _req without a corresponding facts_challenge in
Encrypt edExtensions is a protocol error; the client MJST abort

wi th m ssing_extension.

2. MJST deliver a valid X. 509 certificate in its own Certificate
message

3. MIST onmit facts_attestation fromits own Certificate message.
Server Evidence delivery is deferred to post-handshake Exported
Aut henticators [I-D.fossati-seat-expat] once the client has been
verified. See Section 12.4.

1.3. dient Behavior

Upon receiving a CertificateRequest containing facts_attest_req, the
client:

1. Verifies version is supported.
2. Selects an Evidence format from supported_formats.

3. Verifies responder _identity matches the pre-fetched Identity
Document .

4. Derives psk_attest from CN1L and CN2 per Section 5.
5. Produces TEE Evidence bound to the session paraneters, encrypts

it under psk_attest, and delivers it in facts attestation within
its Certificate nessage per Section 8. 3.
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The enrol |l nent-specific client steps (key pair generation, CRTEnroll
construction, rdata binding), defined earlier in this section, are a
specific application of this general nechanism

A client that is unable or unwilling to attest MJST send an enpty
Certificate nessage and MJUST NOT send facts_attestation. The server
MUST then abort with certificate_required.

9.1.4. Relationship to cert_reqg_context

10.

10.

The standard TLS 1.3 CertificateRequest carries a

certificate request context field that the client echoes inits
Certificate nessage to prevent replay across connections. The
request _context in facts_attest _req is distinct fromand

suppl enentary to this field. Both MJST be echoed. |Inplenentations
MUST NOT conflate them

EAT/ AR Cl ains as ldentity Docunents

FACTS uses two identity documents to convey device identity and
verifier appraisal: an Entity Attestati on Token (EAT) [RFC9711]
produced by the attesting device, and an Attestation Result (AR
produced by the verifier. The EAT is signed by the device
attestation key (privAK). The AR is signed by the verifier under a
separate trust anchor.

Bot h docunments MAY be serialized in any format supported by the
negoti at ed Fact sEvi denceFormat; JWI serialization is one valid
option. The clains and key binding structures defined in this
section apply regardl ess of serialization fornmat.

The AR s cnf-based key binding follows the sane proof-of-possessi on
pattern established for QAuth token binding via nutual TLS [ RFC8705]
and DPoP [ RFC9449], extended with an attested _kem claimthat provides
a second, independent proof-of-possession channel through HPKE nonce
encapsul ati on.

1. EAT Structure

The EAT payl oad MUST include the foll owi ng FACTS-specific clains:
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struct {
string sub; /1 Stable device identifier bound to publ K and pubKEM
ui nt 64 i at;
uint64  nbf;

ui nt 64 exp;

byt es eat _nonce; /1 SHA-256(publ K_.S || CN1 || CN2 || pubKEM O
/1 base64ur| - unpadded,;

array keys; [l JWKS array carrying exactly two JWK entries

string eat _profile; // EAT profile identifier per RFC 9711

} Eat d ai ns;

10.

Al'l other claim MJST conformto [ RFCO711].

eat _nonce carries the session binding commtment defined in

Section 6. Its value MIST be the base64url -unpadded encodi ng of SHA-
256(publ K_S || CN1 || CN2 || pubKEM C). Inplenentations MJUST NOT

pl ace a verbatimverifier challenge in this field. Howthis value is
conveyed to the underlying platformattestation prinmtive is defined
i n per-platform conpani on docunments.

The keys nenber is a JVWKS array [ RFC7517] carrying exactly two JWK
entries:

keys: [
{ "kty": "OKP", "crv": "Ed25519", "use": "sig",
"kid": "publ K S", "x": "<publK key material>" },
{ "kty": "OKP", "crv": "X25519", “use": "enc",

"kid": "pubKEM S', "x": "<pubKEM key material >" }
]

The first entry carries publ K_S with "use": "sig" and the second
carries pubKEM S with "use": "enc". Both MJST use the OKP key type
per [ RFC8037]. The EAT presents these keys as part of the device’'s
attested evidence; they are bound to the platform neasurenents by the
TEE s signature over the conplete EAT

Pl atf orm specific EAT clains (ueid, oemd, hwrodel, hwersion,
swnane, swersion, secboot, dbgstat, and clains defined by the
applicable attestation profile such as PSA 10T) MAY be included and
are interpreted per the applicable platformprofile.

2. AR Structure

The AR is issued by the verifier during enroll nment alongside the
X.509 certificate. 1t enables the passport nodel [RFC9334] for
subsequent FACTS handshakes, permtting the device to present a
cached attestation result without a |ive background-check round-trip
to the verifier.
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11.

11.

The AR payl oad MJST i ncl ude:

struct {
string i ss; /1 Verifier identity
string sub; /1 MUST match sub fromthe apprai sed EAT
string aud; /1 Intended relying party audience
obj ect cnf; /1 Confirmation claimper RFC 7800

obj ect attested_kem // Attested encapsul ati on key
} Ard ains;

The cnf claim[RFC7800] MJUST contain a jwk nenber carrying a single
JWK entry [RFC7517] with "use": "sig" carrying publ K S:

"jwk": { "kty": "OKP", "crv": "Ed25519", "use": "sig",
"kid": "publ K_S", "x": "<publ K key material >" }

A relying party that receives an AR MJST verify that the cnf.jwk key
mat ches the public key presented in the TLS Certificate message.
This is the standard proof-of-possession confirmation
CertificateVerify proves the server holds the private key
corresponding to the confirned public key.

The attested_kemclaimecarries the encapsul ati on key as a standal one
JWK with "use": "enc"

"attested kenmt: {
"kty": "OKP", "crv": "X25519", "use": "enc",
"kid": "pubKEM S', "x": "<pubKEM key nateri al >"

}

This key is the target for the client’s HPKE-seal ed chal | enge nonce
(CN1) in the facts_chall enge extension. Successful unsealing by the
server constitutes proof-of-possession of the attested encapsul ation
key. Additional appraisal clains are inplenentation-specific and out
of scope for this docunent.

Security Considerations

1. ldealized depl oynent topol ogy assunptions
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| Machine 1 (1D HW) | | | D_HV2 ]
| priviK 1 | privliK 2 | |
I | | |
| +------ + +------ + | +------ + | |
[ [ vw | | vw | | | | VMn | | |
[ [priK | [priK | | | [priK | | |
| |prKEM | |prKEM | | | |prKEM | | |
| +------ + +------ + | +------ + | |
I [ ||
Y e e e e e - o B 1 Y e e e e e - o oo oo oo - !l

I Manuf acturer/ CSP A |
pri vAK_A |

Machine n (1D HWM) privliKn

|priK | |priK | |[prlK |

I I
| |
I | v | | VvW2 | | Wn | ... I
| |prKEM | |prKEM | | prKEM | |
I I

Figure 8: Infrastructure Topol ogy
11.2. Threat Model

FACTS is designed to nitigate conprom se under adversari al
condi tions:

* The adversary is an active MtM they can intercept, inject,
nmodi fy, and replay protocol nessages on the network.
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11.

11.

11.

* The distribution channel for AR is untrusted and may serve
attacker-controll ed content (such as DNS wi t hout DNSSEC) .

* Various states of conprom se are tested including conbinations
where privAK i s conprom sed while privlK and pri vKEM are secur ed,
or when privlK and privkKEM are conproni sed but privAK hol ds.

2.1. ProVerif nodel (Work in Progress)

A conprehensive ProVerif nodel, adapted fromthe open-source rel ease
of the [IDCrisis] fornmal analysis of [I-D.fossati-tls-attestation]
has been extended to evaluate the security properties of FACTS over
TLS 1.3 [FACTS-ProVerif].

3. Key Separation

The attacks denonstrated in [ID Crisis] arise fromusing a single key
for both TLS authentication and attestation binding, enabling an
adversary to relay evidence across sessions. FACTS separates these
rol es:

* The IK signs the TLS transcript (CertificateVerify) and the
sel fsign binding. Conpronise of privlK enables TLS i npersonation
but does not yield a valid quote.

* The EK decapsul ates chal | enge nonces and enabl es psk_attest
derivation. Comprom se of privKEM enabl es decryption of the quote
but does not enable transcript forgery.

* The AK signs the TEE quote. Conpronise requires breaching the
har dwar e security boundary.

An adversary hol ding privkeEM and pri vl K sinultaneously can

i npersonate the TLS | ayer but cannot produce a quote with valid rdata
for a session they did not participate in, because rdata binds

(publ K, CN1, CN2, pubKEM C) and CN2 is sealed to the client’s
epheneral pubKEM C which the adversary does not control.

4. Conpound Aut henti cation

The FACTS ProVerif nodel [FACTS-ProVerif] indicates conpound

i njective-agreenent between the Cient and Server Pre-Finish
("Property G C2") holds even when the private Attestation Key (AK)
has been | eaked. This suggests that the compound authentication
property - both for the TLS session and the attestation evidence -
refer to the sane endpoint even under privAK conprom se.
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11.

12.

12.

12.

12.

12.

5.  Pre-Handshake Identity Binding

The ldentity Docunent distributed via DNS closes the identity/key
separation gap identified in [ID-Crisis]. By binding pubKEM and
publ K to the server identity under a CA signature before the
handshake begins, the client can verify that the keys used in the
handshake correspond to the expected server identity. An adversary
presenting keys not bound in a valid ldentity Document will fai
client verification.

Privacy Consi derations
1. DNS Lookup Exposure

Pre-fetching the Identity Docunment via DNS reveals the client’s
intent to connect to the target server to any observer with
visibility into DNS traffic. This is equivalent to the exposure
present in any DNS resolution prior to TLS establishnent.

Depl oynments with el evated privacy requirenents SHOULD use encrypted
DNS (DoH or DoT).

2. Evidence Disclosure

The TEE quote is encrypted under psk attest, which is derived from
the chal | enge nonces exchanged between the two peers. The quote is
therefore not visible to passive network observers. The client
obtai ns the decrypted quote after step [9] and appraises it directly
(background-check nodel per [RFC9334]) or forwards it to a Verifier
In the latter case, the Verifier learns the server’s platform

measur enents and aut hentication timng.

3. ldentity Docunent Opacity

The ldentity Docunent carries only public key values and standard JWI
metadata. |t does not contain platformnmeasurenents, hardware
identifiers, or personally identifiable information. Distribution
via DNS does not create a correlation surface beyond the server’s
domai n nane.

4. Conditional Evidence Disclosure

[1-D. fossati-seat-expat] observes that when the server acts as
Attester, it can require client authentication before rel easing

Evi dence, limting exposure of hardware-level clains to authorized
clients. This docunent adopts that principle within the handshake.
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13.

13.

14.

14.

In the standard FACTS flow, any client that conpletes the HPKE
exchange obtains the server’s decrypted TEE Evi dence. The
facts_attest _req extension (Section 9.1) allows the server to
withhold its own Evidence and require client attestation first.
Server Evidence is subsequently delivered via Exported Authenticators
[1-D. fossati-seat-expat] post-handshake.

Depl oyments where the server’s platform nmeasurenents are sensitive
SHOULD use facts_attest_req for connections from unauthenticated or
untrusted clients. The decision to require client-first attestation
is a server-local policy choice.

I ANA Consi derations
1. TLS ExtensionType Registry

I ANA is requested to register the following entries in the "TLS
Ext ensi onType Val ues" registry [ RFC8447]:

[ b oo oo s sl e el sl
| Value | Extension Name | TLS 1.3 | DILS-Only | Recomended

B Sl e el sl el s ety
| TBDL | facts_hello | CH | N | Y |
+------- I I IR R R I I +
| TBD2 | facts_chall enge | CH EE | N | Y |
+------- F- - e m - - - I R I +
| TBD3 | facts_attestation | CT | N | Y |
+------- i I I S +---- - - - F-- - - - i i +
| TBD4 | facts_ attest req | CR | N | Y |
+------- I I IR R R I I +

Table 1

The facts_chal |l enge extension is pernmitted in both ClientHello (CH)
and EncryptedExtensions (EE). |Its structure and HPKE node differ per
message as specified in Section 8.2. The presence of facts_chall enge
in EncryptedExtensions is conditional on its presence in the
corresponding CientHello, per [RFC3446].

The facts_attestation extension is pernitted only in the Certificate
message (CT). It carries an encrypted CMMw apped Evi dence payl oad
and a sel f-signed key binding as specified in Section 8. 3.
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