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Abst r act

Thi s docunent describes | DPoP, an extension to DPoP [ RFC9449] t hat
uses a key derivation scheme to separate access control from

identity. It mtigates credential exfiltration risks by requiring
fresh hardware attestation to unseal identity keys via an interactive
chal | enge

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 5 August 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunment. Code Conponents
extracted fromthis docunent nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
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1. Introduction
St andard DPoP bi nds tokens to keys but recent events have increased
risks to exfiltration attacks where autonomous systens (such as
agentic Al) leak valid credentials via pronpt injection. Likew se,
when mal ware conproni ses a device filesystem attackers stea
credentials and inpersonate users until explicit revocation
This proposal introduces a derivation schene separating *access
control * (encapsul at e/ decapsul ate) from *identity* (signing).
2. Three-Factor Interface Mde
*Factors: *
* *PE (Provisioning Factor):* Represents authorization intent
(client_id + scope + audi ence).
* *EF (Evidence Factor):* Confidential attestation proof (TPM quote,
Yubi Key HMAC-secret, bionetric), never transmtted.
* *VF (Vault Factor):* H gh-entropy secret, encapsul ated by Evi dence
derived key.
*Two- St age Derivation:*
1. Access gating: K kem = HKDF(salt=PF, ikmeEF, info="seal")
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2. ldentity derivation: K attest = HKDF(salt=PF, ikm=VF,
i nf o="dpop")

AS-A (Verifier) 2. AS-A (RATS Verifier)

I I
| RATS Notary as | Appr ai ses Evi dence
| QAuth AS | Derive K kem K dpop
B R ' Seal id seed — VF_sealed
AN
|
1. Evidence | | 3. Attestation Result (AR
conveyed | | as JWI QAuth grant with:
(as comm tment) | - requested_cnf {jkt, K kem pub}
| | - VF_seal ed
| %
L SR . B T .
| I >| AS- B (QAut h) |
| Cient | 4. Present | Token | ssuer |
| (Attester) | AR grant ' ---+4------ R '
I | <1 I A
LS, Fom e e - - o m e e e oo - +
| 5. Validate AR
| 6. Present token | ssue access token
| + DPoP pr oof |
| (signed with K_dpop_priv) |
v
L Fo-em- - . 7. Validate token cnf
| RS-B R > DPoP si gnature
| (Resource | with K dpop_pub
| Server) |

Figure 1: QAuth ldentity Chaining Flow with RATS Verifier as AS-A and
"| DPoP"-aware QAuth AS-B as del egated notary

_NOTE: K kem controls access to VF (identity key seed nmaterial).
K attest *is* the identity. Conpronise of the identity key alone is
i nsufficient—attacker needs to denmponstrate access to notorized
Evi dence (EF) to derive K kem and unseal . _
3. Algorithns
3.1. Algorithm21: DeriveKEM (dient)

I nput: PF, EF
Qut put: (K _kem priv, K kem pub)

K kem priv
K_kem pub

HKDF( sal t =PF, i kmrEF, info="seal ")
X25519. Publ i c(K_kem priv)
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3.1.1. A gorithm2: Encapsul ateSecret (AS-A)

Input: PF, K kempub (fromclient attestation)
Qut put: (VF_seal ed, K dpop_pub)

VF = Random( 32)
VF_seal ed = HPKE. Seal (reci pi ent _pk=K_kem pub, info=PF, plaintext=VF)

K dpop_priv
K_dpop_pub

= HKDF(sal t =PF, i km=VF, info="dpop")
= Ed25519. Publ i c(K _dpop_priv)

3.1.2. Agorithm3: Deriveldentity (dient)

Input: PF, K kempriv, VF_sealed
Qut put: K dpop_priv

VF = HPKE. Unseal (reci pi ent_sk=K kem priv, info=PF, ciphertext=VF_seal ed)
K _dpop_priv = HKDF(sal t =PF, ikmrVF, info="dpop")

*Convergence: * Cient derives K dpop_priv from(PF, VF) only after
unseal i ng the encapsul ated VF secret.

4. QAuth ldentity Chaining Flow
*Setup (dient — AS-A):*
1. dient generates attestation evidence (EF)
2. dient: Kkempriv = DeriveKEM PF, EF)
3. Cdient sends attestation to AS-A with K kem pub
*Not ari zation (RATS Verifier as AS-A):*
1. AS-A Appraises attestation Evidence
2. AS-A (VF_seal ed, K dpop_pub) = Encapsul at eSeed(PF, K _kem pub)

3. AS-Acreates JW grant to AS-B:
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"iss": "https://as-a.exanple",
"sub": "client_id",
"aud": "https://as-b.exanple",
"iat": 1706745600,
"exp": 1706745660,
"jti": "grant-7f3a9c",
"requested_cnf": {
"jkt": "0ZcOCORZNYy- DWqQq30j ZyJGHTNOd2Hgl BV3ui guAdl ",
"K_kem pub": {
"kty": "OKP",
"crv": "X25519",
"x": "18tFrhx-34t V3hRI CRDY9zCkDl pBhF42UQUf WAWBFs"

}
}
}

*Token | ssuance (AS-B):*

1. AS-B validates grant, issues DPoP-bound access token

{
"access_token": "eyJ...(JWr with cnf.jkt inside)...",
"token_type": "DPoP",
"expires_in": 3600
}
The access token JW cont ai ns:
{

"iss": "https://as-b.exanple",
"sub": "client_id",
"aud": "https://rs-b. exanple",
"iat": 1706745600,
"exp": 1706749200,
"cnf":
"jkt": "0ZcOCORZNYy- DWqqg30j ZyJGHTNOd2Hg! BV3ui guAdl ™, // Validates the DPoP sig
nat ure (Standard)
"K_kem pub”: { // Enables the Liveness Chall enge (IDPoP Extension)

"kty": "OKP",
"crv": "X25519",
"x": "8t Frhx-34t V3hRI CRDY9z CkDl pBhF42UQUf VWAWBFs"
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5. Interactive Challenge & Proofs
*Interactive Challenge (AS-B — dient):*
1. dient sends request with DPoP proof (no nonce or cached nonce)
2. AS-B decides: "I need hardware |iveness proof"
3. AS-B — 401 Unauthori zed

WAV Aut henti cat e: DPoP error="use_dpop_nonce"
DPoP- Nonce: <Base64Ur| ( HPKE. Aut hSeal (nonce, K _kem pub, AS B privkey))>

*Client Proof:*
1. VF = HPKE. Unseal (K kem priv, VF sealed) [proves fresh EF]
2. Cdient extracts seal ed nonce from header

3. dient: nonce = HPKE. Aut hUnseal (nonce_seal ed, K kem priv,
AS B pubkey)

4. dient: Kdpop priv = HKDF(PF, VF, "dpop")

5. dient creates new DPoP proof with unseal ed nonce and retries:

{
"typ": "idpop+tjw", // Proposed new type
"al g": "EdDSA",
"fwk": { // The Public ldentity Key (K dpop)
"kty": "OKP",
"crv": "Ed25519",
"x": "11gYAYKXCr f VS _7TyWHOg7hcvPapi M rw aaPcHURo"
}
}
{
"jti": "elj 3V_bKi c8- LAEB",
"htnm': "POST",
"htu": "https://rs-b.exanple/api",
"iat": 1706745600,
"ath": "fUHyQ2r 2Z3DZ53EsNr WBbOxWKoaNy 591 i KCAgksmQEo"
"nonce": "kH8W3xYnE2f 7d9pQLVR5) LAnT60U0aC8bN3gZ7y XsA"
}

*Verification (AS-B or RS-B):*

1. Verify DPoP signature with K dpop_pub (fromtoken's cnf.jkt)
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2. Verify proof.nonce == SHA256( expect ed_nonce)
3. Accept request

_Note: The interactive challenge (Steps 8-10) introduces a round-
trip. To mitigate latency, this chall enge MAY be performed once per
session or upon detecting high-risk context. The resulting nonce
acts as a session binding signal for subsequent DPoP proofs, reducing
over head for high-frequency APl calls. _

6. Security Properties

1. *No durable secrets at AS-A * Post-issuance conprom se of AS-A
yields no client key material. RATS Verifier (AS-A) conputes
K dpop_priv transiently, extracts K dpop_pub, discards both
K dpop_priv and secret seed material (VF).

2. *Sealed grant confidentiality.* Interception without K kempriv
yields nothing. VF _sealed is HPKE-encrypted to K_kem pub.

3. *Attestation-bound unsealing.* Stolen VF_seal ed without device
access is unusable. K kempriv = HKDF(PF, EF). Unsealing VF
requires fresh hardware attestation

4. *Key separation.* K kemcontrols access. K dpop asserts
identity. Comprom se of signing key doesn’'t grant unsealing;
conmprom se of unsealing requires |live EF.

5. *Convergent derivation.* No key transport. Cient derives K dpop
from (PF, VF) independently.

7. Security Considerations

7.1. Authorization Server as Root of Trust
The architecture described in this docunent |everages the
Aut hori zation Server (AS-A in the RATS flow, or the QAuth AS) as a
Trusted Third Party (TTP). This aligns with the standard QAuth 2.0

threat nodel [RFC6819], where the AS is already trusted to generate
access tokens, sign ID tokens, and nanage client credentials.
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Wil e | DPoP introduces the generation and sealing of the Identity Key
seed (VF) by the AS, this does not introduce a new root of trust. An
AS capabl e of issuing a valid access_token can al ready inpersonate
the user to the Resource Server. Therefore, entrusting the AS with
the transient generation of the VF seed is consistent with its
existing role. The security goal of IDPoP is not to protect the
client from the AS, but to protect the client’s credentials from
exfiltration _after_ issuance.

7.2. Encapsul ated Secret Transport

This specification utilizes a Key Transport pattern where the
ldentity Key material (VF) is generated by the server and transnitted
to the client in an HPKE-seal ed envel ope (VF_sealed). While Key
Transport is sometines disfavored in conparison to Key Agreenent, it
is necessary here to bind the identity to the specific hardware
attestation presented by the client.

The security of this transport relies on *Hardware Bi ndi ng*: The VF
is sealed to K kem pub, which is derived fromthe client’s hardware-
bound Evi dence Factor (EF). Even if VF _sealed is intercepted, it
remains "inert" (unusable) wi thout the correspondi ng hardware-bound
private key K kem priv.

7.3. "Harvest Now, Decrypt Later" and Forward Secrecy

A prom nent concern with any encrypted transport of secrets is the
"Harvest Now, Decrypt Later" (HNDL) strategy, where an adversary
records encrypted traffic today to decrypt it in the future once
quant um conputing breaks current asymmetric primtives (e.qg.
X25519) .

In the context of IDPoP, the inpact of HNDL is significantly
mtigated by the *epheneral nature of the ldentity Key*:

* *Short-Lived Credential Uility:* The VF seed is used solely to
derive the DPoP signing key (K_dpop). This key is only useful for
si gni ng DPoP proofs for the validity period of the associated
access token (defined by exp).

* *(Chsol escence upon Decryption:* If an adversary successfully
breaks the KEM al gorithmyears in the future and recovers a
hi storical VF, the associated access token will have | ong since
expired. Unlike confidentiality keys used to encrypt persistent
data (where future decryption is catastrophic), recovering an
aut hentication key after the session wi ndow has cl osed yields no
advant age, provided the AS enforces standard expiration (exp) and
replay protection (jti).
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7. 3.

1.

Post - Quantum Agility

To further mtigate HNDL risks and ensure | ong-termresistance,
i mpl ement ati ons SHOULD support cryptographic agility in the HPKE
configuration.

*

7. 4.

*Hybrid KEMs: * | npl ementations can adopt hybrid KEMs such as
*X-W ng* (combi ni ng X25519 and M.- KEM 768) to provi de post-quantum
resi stance while maintaining classical security guarantees.

*Al gorithm Negotiation:* The alg paraneter in the attestation
request or netadata allows the client and AS to negotiate Quantum
Resi stant KEMs (e.g., M.-KEM as they becone standardi zed,
ensuring the VF_seal ed remains secure agai nst future quantum
crypt anal ysi s.

DPoP Proof Replay and Pre-Conputation

To prevent an attacker with tenporary access to the signing key (or
the ability to predict nonces) from pre-conputing proofs, this
speci ficati on mandates the use of HPKE-seal ed nonces.

*

*Li veness Requirenent:* By sealing the nonce to the client’s

K_kem pub, the AS ensures that only a client with active access to
t he hardware-bound K kem priv can recover the nonce and sign the
pr oof .

*Mtigation of Malware:* Ml ware capabl e of stealing a cached
K dpop from nmenory cannot pre-generate valid proofs for future
requests because it cannot decrypt the future nonces without

i nvoki ng the hardware anchor.
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