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Abst r act

Thi s docunent specifies the Epheneral Conpute Attestation (ECA)

prot ocol, which enabl es epheneral conpute instances to prove their
identity without pre-shared operational credentials. ECA uses a

t hr ee- phase cerenony that cryptographically combines a public Boot
Factor (a high-entropy provisioning value), a secret |Instance Factor,
and a dynamically rel eased Validator Factor to establish attestation
evi dence. The protocol is transport-agnostic and produces Entity
Attestation Tokens (EAT) for consunption by Relying Parties, such as
within automated certificate i ssuance protocol s.

Status of This Meno
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Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 1 April 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
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extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are
provi ded wi thout warranty as described in the Revised BSD License.
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1. Scope, Problem Statenment and Motivation

ECA profiles the RATS [ RFC9334] "passport nodel". |t assunes
famliarity with the roles defined in the RATS architecture.

Modern software architecture increasingly relies on epheneral conpute
i nstances, which require a secure and reliable method to bootstrap
their identity upon creation. While solutions exist for this
problem they are often tied to a specific vendor’s ecosystem or |ack
the robustness required for certain environments. This creates
significant challenges for portability, security, and operationa
consi stency across diverse conputing | andscapes.

1.1. The Provider-Native ldentity Dil enma

Hyperscal e cl oud providers (e.g., AW5 GCP, Azure) offer Instance
Met adata Services (I MDS) that can provide a cryptographically signed
token attesting to an instance’'s identity. This is a mature node
for applications developed to run within a single provider’s
environment. However, IMDS typically relies on HTTP-based access
within the instance’s network, which can introduce |atency in high-
t hr oughput scenarios and requires instances to trust the provider’s
met adat a endpoi nt.

1.2. Limtations of the Current Landscape

Despite the success of provider-native solutions, their approach
creates a new set of challenges in a world that is increasingly
mul ti-cloud and security-conscious.

1.2.1. Vendor Lock-In and Portability

Wor kl oads are now frequently designed to be portable across different
providers, but their identity bootstrappi ng nmechani snms are not. An
application architected to use the AWS I nstance Identity Docunent
cannot be noved to GCP, a private cloud, or a bare-netal server

wi thout significant re-engineering of its security and trust
establishnent logic. This friction couples a workload's identity to
its location, underm ning the core goal of portability.
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1.2.2. The Trust Gap in High-Assurance Environnments

Provider-native identity mechani sns fundanentally require that the
cloud provider itself is a trusted entity. The identity token is

i ssued by the provider’s infrastructure and its validity rests on
that trust. However, in Confidential Conputing and other zero-trust
scenarios, the threat nodel must include a potentially malicious or
comprom sed provider. AMD SEV or Intel TDX, for instance, offer
menory encryption and renote attestation, but their reports are tied
to specific hardware generations, conplicating mgration across
diverse fleets. 1In these cases, an identity token issued by the
infrastructure is insufficient; trust nust be anchored in a separate,
verifiable source, such as a hardware root of trust (HRoT). TPM
based systens, such as those in TCG specifications, provide measured
boot integrity but often require platformspecific endorsenent keys,
limting interoperability in hybrid setups.

1.2.3. Inconsistency in "Alt-C oud" and On-Prem se Environnments

For the vast ecosystem of smaller cloud providers, private clouds,
and on-prem se data centers, a standardized | MDS-1ike service does
not exist. This forces operators into | ess secure or bespoke

boot strappi ng patterns, such as injecting pre-shared secrets via
user-data. Wile a practical starting point, this approach re-

i ntroduces TOFU risks and creates a broad exposure surface for
secrets in logs, state files, and metadata services, conmpoundi ng
operational conplexity at scale. Traditional TOFU, as seen in SSH
key exchanges, assunes initial connections are secure but can fail in
aut onat ed depl oynents where instances are spun up frequently wi thout
human oversight. For exanple, in systens |ike Kubernetes or

OpenSt ack, user-data injection requires careful configuration
managenment to prevent accidental exposure during cluster scaling or
mgrations. For concrete patterns addressing these risks, see [I-
D.eca-inpl] Section 2.1

1.3. ECA: An Alternative Approach
The Epherneral Conpute Attestation (ECA) protocol is designed to
address these limtations directly. It provides a single, open
standard t hat:
* *Decouples Identity fromlInfrastructure:* ECA establishes instance

identity through a transport-agnostic protocol, facilitating
portability of workl oads across environments.
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* *Supports Trust Anchoring:* ECA's design, allows trust to be
anchored by a hardware root of trust (HRoT), providing
crypt ographi c proof of identity that remains effective even if the
under | ying provider is untrusted.

* *Provides a Standard for Various Environnents:* ECA offers a
st andar di zed boot strappi ng nechani sm for on-preni se, bare-netal
and "alt-cloud" deploynents that |ack a native identity service

ECA approaches the bootstrappi ng probl emas a cryptographic challenge
based on verifiable proof of factor possession, independent of
| ocati on.

| *Integration with Existing Frameworks:* ECA design focus was to
| conplenment, not replace, existing identity and attestation

| frameworks. For detail ed exploration of how ECA integrates with
| ACME, BRSKI, SPIFFE/ SPIRE, and other systens, see [|-D.eca-inpl]
| Section 4 "Integration with Existing Frameworks".

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capital s, as shown here

*Boot Factor (BF)* An exposure-tolerant, high-entropy value (% - 128
bits) provisioned during instance creation. The BF value acts as
a public challenge token; the protocol security is naintained even
if BF may be exposed in | ogs or metadata.

*]l nstance Factor (IF)* A per-instance secret value, known only to
the Attester and the Verifier, that is never transnmtted over the
public channel. The Attester nust prove possession of the IF in
conjunction with the BF to authenticate. |t may be hardware-
derived, orchestrator-provided, or artifact-based. For concrete
patterns and inpl enmentati on gui dance, see [|-D.eca-inpl]

Section 2.

*Val i dator Factor (VF)* A confidential value generated and rel eased
by the Verifier only after successful initial authentication of
BF+l F possession. *The VF MUST be bound to the IF* (e.g., VF =
SHA- 256(seed || IF)). This binding ensures VF secrecy agai nst
network attackers, as noted in the formal nodel (see
Appendi x A 1).

*Joi nt Possession* The cryptographic property where security derives
fromproving know edge of nultiple factors (BF+VF) rather than
secrecy of individual conponents.

*Integrity Hash Beacon (IHB)* A SHA-256 binding of BF to |IF that
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enabl es exposure-tol erant authentication while preventing pre-
comput ati on attacks.

*I nstance Factor Pattern (IFP)* The set of defined methods for
sourcing the secret value for Instance Factor (IF). Three
patterns are defined: hardware-rooted (Pattern A), orchestrator-
provi sioned (Pattern B), and artifact-based (Pattern C). For
detail ed specifications, see [I-D.eca-inpl] Section 2.

*Entity Attestation Token (EAT)* A standardized token fornmat
[ RFC9711] used to convey attestation evidence in a
cryptographically verifiable form

*Exchange ldentifier (eca_uuid)* A unique identifier for each
attestation lifecycle instance, used to construct artifact
repository paths and prevent replay attacks.

*Artifact Repository* A sinple, addressable store (e.g., a web
server, an object store) where peers can publish and retrieve
cryptographic artifacts.

*Attestation Cerenpny ("cerenony")* The RATS architecture [ RFC9334]
refers to the exchange between participants as "attestation
procedures." This docunent uses "Attestation Cerenony" (or
"cerenony") synonynously to describe the conplete, multi-phase
sequence of cryptographi c exchanges required for an attestation
The term "cerenony” is used conventionally throughout this
speci fication.

3. Core Design Principles

*Exposure Tol erance*: Protocol security is maintained even if the
Boot Factor beconmes public. This reduces the operational burden of
protecting bootstrap secrets in |ogs, configuration systens, or
during provisioning.

*Deternministic ldentity*: Al cryptographic keys are derived
determnistically from high-entropy factors, ensuring repeatable
identity generation w thout dependence on potentially weak runtine
entropy sources.

*Transport Agnostic*: The protocol’s security is derived fromthe
crypt ographi ¢ content of exchanged artifacts, not the properties of
the transport layer. This allows flexible depl oynment over any sinple
retrieval mechani sm

*Rel ationship to Static Artifact Exchange (SAE):* Wiile ECAis a
transport-agnostic protocol, the Static Artifact Exchange (SAE) |-

D. sae-protocol is the reconmended transport nechanism SAE s static,
pull -only nodel is intentionally mnimal to reduce the overall attack
surface. This approach reduci ng comopn attack surfaces |ike
injection and parser vulnerabilities. By relying on SAE, it re-

i nforces ECA's proof-driven design that relies solely fromthe
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crypt ographi c content of the exchanged artifacts to achieve its
security goals, while nmitigating risks particularly regarding
freshness guarantees (see Appendix A 2.2.).

*Privileged Credential Vacuum * The Attester begins its lifecycle
with no privileged operational credentials (e.g., APl keys, service
tokens, or passwords). This operationalizes a "verify-then-trust”
nmodel , ensuring that trust is never assumed but nust be

crypt ographically proven through successful attestation. Operationa
credentials are only delivered after a Relying Party (RP) appraises
the Attestation Result (AR) fromthe Verifier and deens it
acceptable. For post-attestation patterns including re-attestation
and hierarchical trust, see [I-D.eca-inpl] Section 3.

3.1. Protocol Requirenents (Normative)

This section defines abstract properties that MJST hold for any
conform ng inplenmentation. Concrete algorithms and encodi ngs are
defined by profiles (see Section 8 "Profiles").

1. *Accept-Once Cerenony*

* Each attestation cerenony is identified by a globally unique
eca_uui d.

* A Verifier MIST accept each eca uuid at nost once and MJST
treat re-observations as replay and abort. Verifiers SHOULD
use a persistent store (e.g., a database or file) to track
accepted eca_uuid values for at |east the expected lifetine of
an Attestation Result to prevent replay.

2. *Dual - Channel Bi ndi ng*
* The protocol maintains two |ogically independent channel s:

- an *Attester channel* (artifacts the Attester serves), and
- a *Verifier channel* (artifacts the Verifier serves).

* I mpl enentati ons MIUST bind these channel s cryptographically so
that artifacts fromone channel authenticate critical inputs
fromthe other (i.e., no single channel can unilaterally
conpl ete the cerenony).

3. *Privileged Credential Vacuunt

* Any privileged credential or capability MJST NOT be rel eased
to the Attester prior to successful appraisal by the Verifier
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* Success is signaled only by a profile-defined positive
termnal artifact; failure is signaled by a profile-defined
authenticated failure artifact.

4. *Authenticated Artifacts*

* Each phase artifact that influences appraisal MJST be
integrity-protected under a key bound to cerenony inputs
defined by the active profile.

* Integrity protection MJST cover at mninmum eca uuid, channe
role (Attester/Verifier), and a profile-defined set of clains
sufficient for appraisal

5. *Replay & Freshness*

* | nplenmentati ons MIUST enforce replay resistance for phase
artifacts within the cerenony lifetine.

* Freshness semantics (e.g., tinestanps or nonces) MJST be
provided by the active profile and included in the
aut henti cat ed dat a.

6. *Term nation & State*

* The Verifier MJST publish a terminal status (success or
aut henticated failure).

* After terminalization, subsequent artifacts for the sanme
eca_uuid MJST be ignored.

7. *No Attester-Supplied Trust Pinning*

* Verifiers MIUST NOT establish trust for appraisal by pinning
any CA or key material supplied by the Attester.

| Note: The security properties of cerenopny isolation depend

| significantly on the transport nechanism See Section 6.5 for
| transport-specific security considerations regarding Verifier
| key managenent.

8. *Transport M ninmalisnt
* The protocol MJIST be realizable over a static artifact

repository (poll/pull). Profiles MAY specify additiona
transports but MJUST NOT weaken the requirenents above.
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4. Protocol Overview

The ECA protocol follows a three-phase cerenony, as illustrated in
the figure below. The cerenpbny begins with the Attester in a

privil eged credential vacuum possessing only its initial factors.
It concludes with the Verifier producing a signed Attestation Result
(AR) upon successful validation, which can then be delivered to the
Attester for presentation to Relying Parties (RP).

Attester Verifier
(possesses BF, |F) (expects BF, |F)
I I
| Phase 1: Prove Possession of BF+lF |
| (publishes IHB, kem pub, HMAC) |

(Vval i dat es proof
at Gates 1-4)

I

I

I

I I
| Phase 2: Receive Validator Factor |
| (retrieves Encrypted {VF, nonce} + Signature) |
I
I
I
I

Qo m ot o e o o e e e e e e e e e e e e e e e e e e e e e |
. . I
Phase 3: Prove Joint Possession of BF+VF |
(publi shes signed Evi dence EAT) |
------------------------------------------------- >
| |
| (Apprai ses EAT
| at Gates 5-11)
I I
| S ( SUCCESS)
Attestation
(receives AR for RP) Result (AR)

4.1. Validation Gates
The Verifier enforces a sequence of fail-closed validation gates in a
specific order derived fromthe protocol’s formal nodel. Each gate
represents a critical check that nust pass before proceeding.

1. *MAC Verification*: Verifies the integrity of the Phase-1
payl oad using an HVAC tag derived fromBF and | F

* Failure Action: |Inmediate term nation. Publ i sh error status
MAC | NVALI D.

2. *I nstance Aut horization*: Checks if the Attester’s identity
(e.g., derived fromeca uuid or IF) is authorized to proceed.
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* Failure Action: Imediate term nation. Publish error status
| D M SMATCH

*IHB Validation*: Confirms that the received Integrity Hash
Beacon (1 HB) natches the expected value for the authorized
i nstance.

* Failure Action: |Inmediate term nation. Publ i sh error status
| HB_M SIVATCH

*KEM Publ i c Key Match*: Ensures the epheneral encryption public
key in the payl oad matches the expected key for the session

* Failure Action: |Inmmediate term nation. Publ i sh error status
KEM M SIVATCH

*Evi dence Tinme Wndow: Validates that the iat, nbf, and exp
clains in the final EAT are within an acceptable tinme skew
(e.g., Y 760 seconds).

* Failure Action: |Inmrediate term nation. Publ i sh error status
TI ME_EXPI RED.

*EAT Schena Conpliance*: Checks that the EAT contains al
required clainms with the correct types and encodi ngs.

* Failure Action: |Inmrediate term nation. Publ i sh error status
SCHENMVA ERROR

*EAT Signature*: Verifies the Ed25519 signature on the EAT using
the public key derived fromBF and VF.

* Failure Action: Inmrediate term nation. Publ i sh error status
SI G_I NVALI D

*Nonce Match*: Ensures the nonce in the EAT natches the nonce
the Verifier issued in Phase 2, proving freshness.

* Failure Action: |Inmrediate term nation. Publ i sh error status
NONCE_M SMVATCH

*JP Validation*: Verifies the Joint Possession proof, ensuring
the final identity key is bound to the cerenony context.

* Failure Action: |Inmrediate term nation. Publ i sh error status
KEY_BI NDI NG_| NVALI D.
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4.

4. 3.

10. *PoP Validation*: Verifies the final Proof-of-Possession tag,
confirmng the Attester’s know edge of both BF and VF.

* Failure Action: Immedi ate term nation. Publish error status
POP_I NVALI D

11. *ldentity Uni queness (Replay)*: Persists the termnal state for
the eca_uuid and rejects any future attenpts to use it.

* Failure Action: Immedi ate term nation. Publish error status
| DENTI TY_REUSE.

These gates align with the fornmal nodel’s events (see Appendix A 1):
- Gate 8 Nonce Match (per AttesterUsesNonce event). - Gate 9 JP
Validation (per VerifierValidatesWthKey event). - Gate 10 PoP

Val idation (See Section 8) (per VerifierAccepts event).

Phase 1: Authenticated Channel Setup

* *Attester* generates an epheneral X25519 keypair determnistically
fromBF + I F.

* Conputes the Integrity Hash Beacon (I HB): IHB = SHA-256(BF || IF).

* Publishes a CBOR payl oad containing {kem pub, ihb} and an
associ ated HVAC tag to the repository.

* *Verifier* retrieves the published artifacts and validates them
agai nst Gates 1-4.

Phase 2: Chal |l enge and Validator Factor Rel ease

* *Verifier* generates a fresh VF (¥ - 128 bits) and a 16-byte nonce.

* Encrypts {VF, nonce} using HPKE to the Attester’s epheneral public
key.

* Signs the encrypted payload with its EJd25519 key and publishes it
to the repository.

* *Attester* retrieves the published payload, verifies its
authenticity, and decrypts the VF.

Phase 3: Joint Possession Proof

* *Attester* derives a final Ed25519 signing keypair
determnistically from BF+VF.

* Creates a signed EAT containing identity clains, the Verifier’'s
nonce, and a final Proof-of-Possessi on HVAC

* Publishes the signed EAT to the repository.

* *V\erifier* retrieves the final EAT and validates it against Gates
5-11, yielding an Attestation Result (AR) upon success.
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4.5. Key Lifecycle

When using SAE transport |-D.sae-protocol: - |Inplenentations MAY use
| ong-term or epheneral Verifier keys - Epheneral per-cerenony keys
are RECOMMENDED for operational best practice

When using other transports: - Inplenmentations MJST use epheneral
per-ceremony Verifier keys (see Security Considerations Section 6.5.2
for rational e)

5. Protocol States

| State | Description |

[} g —p———_——————(——_ s pp—r

| INIT | New attestation lifecycle initiated. |

e . +

| AWAI TI NG ATTESTER PROOF | Awaiting Phase 1 artifacts. |

oo meemeeeeeeecciaeaaaas e +

| PROVI NG_TO ATTESTER | Publishing Phase 2 artifacts. |

o e e e e e e oo o e e e e e e e e e e e e e e me oo +

| AWAI TI NG_EVI DENCE | Awaiting Phase 3 artifacts. |

e . +

| VALI DATI NG | Appraisal of evidence. |

o mmemeeeeeeaccaeaaaas T T +

| SUCCESS | Term nal success state. |

o e e e e e e oo o e e e e e e e e e e e e e e me oo +

| FAIL | Terminal failure state. |

e . +

Table 1
5.1 State Transitions

[ ety ey et o}
| State | Event | Next State |
| INT | New | AWAI TI NG_ATTESTER PROCF |
| | attestation | |
| | lifecycle. | |
e S I e +
| AWAI TI NG ATTESTER PROOF | Phase 1 | PROVI NG TO ATTESTER |
| | artifacts | |
| | retrieved | |
| | and | |
| | vali dat ed. | |
e S I e +
| PROVI NG TO ATTESTER | Phase 2 | AWAI TI NG_EVI DENCE |
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| | artifacts | |
| | published. | |

| AWAI TI NG_EVI DENCE | Phase 3 | VALI DATI NG |
| | artifacts | |
| | retrieved. | |

| VALI DATI NG | Apprai sal | SUCCESS |
| | results | |
I | pass. I I

| Any I
| validation |
| check fails |
| or tinmeout. |

Table 2
6. Security Considerations

*Trust Boundaries*: Wthout hardware roots of trust, the security
scope is limted to passive network observers rather than conproni sed
infrastructure providers. Hardware-rooted |Instance Factor Pattern A
addresses this lintation. For detailed pattern specifications, see
[1-D.eca-inpl] Section 2. This hardware-based protection is critica
for mtigating State Reveal attacks; a formal analysis confirmed that
a conprom se of the Attester’s software environnment can expose the
epheneral decryption keys used in Phase 2, thereby conprom sing the
cerenobny’s core secrets (see Appendix A 2.3).

*Exposure tol erance:* The protocol is designed to tolerate incidenta
exposure of the unique per-use Boot Factor token (BF) (e.g., in
control -plane | ogs), however this tol erance does not replace the need
for sound operational hygi ene. Operators SHOULD avoi d unnecessary
public dissem nation of BF to mninize attracting targeted attacks.
Security is layered; cryptographic strength conplenments, but does not
repl ace, good operational practices.

*Secrets Handling:* Derived keys are sensitive cryptographic

material. |nplenentations MJST handle them securely in nenory (e.g.,
using | ocked nmenory pages) and explicitly zeroize themafter use.
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*Exposure Tol erance:* A core design principle of this protocol is
that the Boot Factor (BF) is considered *public information* and its
security does not depend on the BF s confidentiality. This exposure
tolerance is a deliberate architectural choice that enabl es powerful,
flexible provisioning patterns, such as using a public key from an
ACME certificate as a verifiable Boot Factor

Thi s design places the entire security burden for the initial

aut hentication on the confidentiality of the *Instance Factor (IF)*.
The protocol’s security is anchored on the Attester proving its
know edge of the secret IF in conjunction with the public BF.

The operational risk is therefore focused on preventing the
concurrent exposure of both BF and IF. This risk is tightly time-
bounded by two key factors:

1. *The Accept-Once Policy:* The wi ndow of vulnerability is
extrenmely short. Once a Verifier consumes an eca_uuid and
successfully compl etes the cerenony, the "accept-once" rule
renders any stolen factors for that specific cerenpbny useless for
future inpersonation attacks.

2. *Transport Security (SAE):* Whien using a transport |ike SAE, an
attacker cannot mount a neani ngful inpersonation attack wi thout
gaining wite access to the secure artifact repository, which
represents a significant and i ndependent security boundary.

Theref ore, operational hygi ene should focus on protecting the end-to-
end provisioning process to ensure the secrecy of the IF until the
cerenony is conplete, rather than on attenpting to hide the public
BF.

6.1. Security Properties (Formal Model)

The protocol’s security properties have been anal yzed using an
exploratory ProVerif nodel. The nodel positively identifies key
security goals such as authentication, freshness, key binding, and
confidentiality against a network attacker, assum ng a public Boot
Factor (BF). For a detailed summary of the fornmal nodel, its
queries, and the proven properties within the nodels, see Appendix A

6.2. |Inpersonation Risk

The security properties described in Section 6.1 depend on the
secrecy of the joint factors. These properties will be conproni sed
if both the Boot Factor (BF) and Instance Factor (IF) are exposed
concurrently before a successful cerenony conpletes. Therefore, BF
and | F MJUST NOT be transmitted together over an unsecured channe
prior to the conclusion of the cerenony. Such exposure would all ow
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6.

6.

an adversary to intercept the Validator Factor (VF) and perfectly
i npersonate the intended Attester.

To reduce this risk, operators SHOULD minimze the tinme w ndow
bet ween when an Attester becones operational with its BF and when a
Verifier is available to appraise the Attester’s evi dence.

3. Threat Models

ECA is designed to address two key threat nodels: the *Network
Attacker* (a Dol ev-Yao-style M TM who control s comuni cati on but not
participant state) and the *Malicious Provider* (a privileged insider
with control -plane access). The analysis froman exploratory
ProVerif nodel suggests that the protocol, as nodelled, defeats the
Net wor k Attacker through its Phase 1 MAC and joint possession proofs.

The choice of Instance Factor Pattern directly maps to the desired
security goals:

* *|FP Patterns B and C* are sufficient to achi eve *workl oad
portability and standardization*. They protect agai nst Network
Attackers but assune the underlying infrastructure provider is
trust ed.

* *|FP Pattern A* is designed for *high-assurance and zero-trust
envi ronments*. By anchoring the IF in a hardware root of trust
(HRoT), it enables strong isolation and is sufficient to nitigate
the Malicious Provider threat nodel

For detailed pattern specifications and i nplenmentation gui dance, see
[1-D.eca-inpl] Section 2.

4. Attester State Conprom se

The formal nodel confirns that the protocol cannot maintain secrecy
of the Validator Factor (VF) if the Attester’'s runtine state is
conprom sed and the epheneral decryption key is extracted. The
confidentiality of VF is critically dependent on the secrecy of the
Attester’s epheneral private decryption key. A formal "State Reveal”
anal ysi s was conducted, where the Attester’s epheneral private key
was deliberately | eaked to an attacker (see Appendix A 2.3). The
nmodel confirned that this conprom se all ows a passive network
attacker to intercept the Phase 2 ciphertext fromthe Verifier and
successfully decrypt it, thereby revealing the VF.
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This result establishes the protocol’s security boundary regarding
the Attester’s runtinme state. The only viable mitigation for this
threat is the use of IFP Pattern A (hardware-rooted), where the

I nstance Factor (IF), and by extension all keys derived fromit, are
protected by a hardware root of trust, making themresilient to

sof tware-| evel conprom se

6.5. Verifier Key Conprom se |Inpact Analysis

Formal anal ysis (Appendix A 2.2) identified that |ong-term Verifier
keys enabl e freshness attacks in theory. However, the protocol’s

crypt ographi ¢ bi ndi ng desi gn *ensures* these attacks cannot produce
valid authentication, Iimting inpact to denial of service at worst.

VWhen using SAE transport |-D.sae-protocol, conprom se of Verifier
si gni ng keys has negligible security inpact:

* *Authentication remai ns secure*: Attackers cannot forge acceptable
evi dence

* *Protocol integrity maintained*: Al validation gates (8-10) wll
reject evidence derived from attacker-injected val ues

*  *Maxi mum i npact*: Denial of service only

This resilience results fromtwo factors: 1. SAE' s pull-only
architecture prevents nessage injection wi thout repository access 2.
ECA' s cryptographi c bindi ng ensures evidence from corrupted
cerenoni es fails appraisa

G ven these mtigations, inplenentations using SAE MAY use |ong-term
Verifier keys with acceptable security properties, though epheneral
keys remain RECOMMENDED for operational hygi ene and cerenony

i sol ati on.

Not e: | nplenmentations using push-capable or direct-comunication
transports MJST use epheneral per-cerenony keys, as these transports
enabl e active injection attacks that conprom se freshness.

6.5.1. Wth SAE Transport (Pull-Only Mbdel)
When using the Static Artifact Exchange (SAE) protoco

*  Conpronise of Verifier signing keys is linmted to denial -of -
servi ce inpact

* Attackers cannot inject forged Phase 2 artifacts without
repository wite access

* Evidence produced under attacker-controlled inputs will fail
appraisal at legitimte Verifiers (Gates 8-10 will reject the
mal f or med evi dence)
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This mitigation arises from SAE' s architectural properties: - Pull-
only commruni cati on (no push channel to Attester) - Repository-based
artifact exchange with access control - Immutability requirements

preventing artifact replacenent
6.5.2. Wth Direct Communi cation Transports

For inplenmentations using direct peer-to-peer comunication or push-
capabl e transports, the formal nodel (Appendix A 2.2) denonstrates
t hat :

Long-term Verifier keys enable injection of (VF, nonce’) pairs.
This breaks the formal Freshness property.

* VWile authentication still fails (corrupted Evidence is rejected),
the DoS potential justifies mandatory epheneral keys.

Theref ore, epheneral per-cerenony keys are normatively mandated
(MJUST) when not using SAE |-D. sae-protocol or equival ent pull-only,
reposi tory-based transports.

6.5. 3. Recomendati on Rati onal e

While SAE mitigates the i mmedi ate security inmpact of key conprom se,
epheneral keys remai n RECOVWENDED for all inplenmentations because
they provi de:

Cerenony isolation (conprom se affects only single attestation)
Qper ational hygi ene through regular key rotation

Clear security boundaries for audit and anal ysis

Fut ure-proofing agai nst transport nechani sm changes

* ok X F

7. Non- Goal s

ECA explicitly does not attenpt to address several related but
di stinct problens:

*Sof t war e- Based M tigation of Hypervisor Threats:* ECA supports ful
integration with hardware roots of trust (HRoT) where avail able, and
such integration is RECOWENDED. ECA does not replace the need for
HRoTs where the threat nodel nust assume a conprom sed service

provi der, hypervisor or related platform including protections

agai nst Attester state conprom se (see Section 6.4).

*Repl acenent for Single-Coud IMDS:* ECA is not intended to repl ace
provi der-native I MDS for sinple workloads operating within a single,
trusted cloud environnent. For such use cases, |MS provides a
sinmpl er, adequate solution. ECA s value is realized in nmulti-cloud,
hi gh-assurance, or non-IMDS environnments.
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*Infrastructure Trust Bootstrappi ng*: ECA assumes operationa
mechani sms exi st for manifest distribution, verifier discovery, and
PKI infrastructure. |1t integrates with existing trust foundations
rat her than replacing them

*|dentity Framewor k Repl acenent*: ECA conpl enents rather than
competes with systens |ike SPIFFE/ SPI RE, potentially serving as a
hi gh- assurance node attestor for existing identity franmeworks. For
detailed integration patterns, see [I-D.eca-inpl] Section 4.

*Manuf act urer Provenance*: ECA does not provide supply-chain
attestation or manufacturer-anchored trust. ECA handles runtine
attestation for transient instances at the software |ayer.

*Real -time Performance Optim zation*: The asynchronous design
prioritizes security and reliability over mnimal |atency.
Prelimnary efforts suggest total latency of |ess than 2 seconds
using SAE for VM attestation, which is mninal conpared to standard
cloud VM startup time. Sub-second attestation is not a primary goal
however feedback for secure optimzations are wel cormed

8. Profiles (Nornative)

Thi s docunent defines the protocol abstractly. Concrete

crypt ographi ¢ nechani sns are supplied by profiles. A conformng

i mpl ement ati on MUST inpl enent at | east one profile, and any chosen
profile MJST preserve all requirenents in Section 3.1

| Note: No MIl Algorithnms in this Revision. This -00 revision does
| not define mandatory-to-inplenent (MIl) prinmitives. A reference
| profile ("ECA-VMv1") is specified in [I-D.eca-inpl] Section 6 as
| a candidate to enable experinentation and interop with the

| prototype

Key Separation (Architecture requirenent): Regardless of profile,

i mpl ementations MJUST maintain strict separation between: - Phase 2
encryption keys (used by the Verifier to release VF to the Attester),
and - Phase 3 identity/signing keys (used by the Attester to sign

Evi dence/ EAT) .

Profiles typically achieve separation via donai n-separated KDF

i nvocations; however, any nmechani smthat guarantees conputationa
unlinkability between Phase 2 and Phase 3 key nmaterial is acceptable,
provi ded Section 3 invariants remain intact.
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8.1. Proof-of-Possession (PoP) Construction

A profile MIST provide a PoP nechani smthat proves joint-possession
of both factors used across the cerenony and binds the result to the
session context. At mininum the PoP' s authenticated input MJST

cover:
* eca_uuid,

* the Integrity Hash Beacon (1 HB) or an equival ent BF+I F bi ndi ng,
* the Attester’s Phase-3 signing public key, and

*

the Verifier's freshness input (e.g., vnonce).
The PoP out put MJST be verifiable by the Verifier wi thout additiona
round trips and MJST be integrity-protected under a key that is
i nfeasible to compute without both factors required by the active
profile.

9. EAT profiles

9.1. Evi dence d ai ns

| | Jattestation lifecycle. The value |
| | |of this claimMJST be the eca_uuid.

B Sl el ey Sty s el
|daim | EAT Key| Val ue| M | Descri ption |
I I | Type | O | I
E bl e pes et oo pufenp e oo oo o}
| *ECA UUI D* |2 (sub)|tstr | M| The unique eca_uuid for the

I

I

| *Expiration* |4 (exp)|int |M|NumericDate (epoch seconds). MJST |
| | | | |be encoded as a 64-bit unsigned |
| | | | |integer. |

| *Not Before* |5 (nbf)|int |M|NunericDate (epoch seconds). MJST |
| | | | | be encoded as a 64-bit unsigned |
| | | | |]integer. |

| *I ssued At* |6 (iat)]int | M| NunmericbDate (epoch seconds). MJST
| | | | | be encoded as a 64-bit unsigned |

| | | | |integer. |
oo s Fomm o - +--m o= T +
| *Verifier | 10 |tstr |M| Verifier-issued vnonce

| Nonce* | (nonce) | | | (*base64url*, unpadded)

|
| | | | |representing exactly 16 bytes of |
| | | | Jentropy (typically 22 chars). |

| *ECA I dentity*| 256 |tstr |M|eca_attester _id = hex SHA-256 of |
| | (EUI D) | | |the Ed25519 public key used to sign|
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| | | | |Jthis EAT. |
S N Fomm - - L +
| *EAT Profile* | 265 |tstr |M]urn:ietf:parans:eat:profile:eca-vl.|
R AR, +----- Fom o e e e e e e e e e e e i ao- - +
| *Measurenent s*| 273 |[tstr |M|Integrity Hash Beacon (I HB) |
| | | | ] (*I owercase hex*). |
o e e o - S +--- - - oo e e e e e e e e e e e aaa oo +
| * PoP* | 274 |[tstr | M| Final Proof of Possession tag |
| | (PoP) | | | (*base64url*, unpadded) conputed as|
| | | | |defined by the active profile. |
oo s Fomm o - +--m o= T +
| *JP Proof* | 276 |tstr | M| Joint Possession proof (*I|owercase |

| | | | |hex*), binding the final identity |
| | | | |to the cerenony. |

o e e - R, +--m - - o e e e e e e e e e e e e m e mem o +

| *I ntended Use*| 275 |[tstr | M| The intended use of the EAT (e.g., |

| | | | Jattestation, enrollnent credential |

I I I | | binding). I

o e e o - S +--- - - oo e e e e e e e e e e e aaa oo +
Table 3

Val ues marked "tstr" that carry binary material (e.g., nonces, tags)
MUST specify their encoding. |In the ECA-VM vl profile (see [I-D.eca-
impl] Section 6), nonce and PoP are base64url (unpadded); EU D,
Measurenents, and JP Proof are | owercase hex.

9.2. Attestation Results

B e oo e s el oo s oo
|daim | Key | Val ue| Description |
I I | Type | I
[ bbbl el e e s e s e s s s, °Y
| *I ssuer* | 1 |[tstr | An identifier for the Verifier that |
| | | | produced the result. |
o e e oo oo S Fo-o-- oo e e e e eee——eaao--- +
| *Subj ect * | 2 |tstr | The eca_attester _id identity of the |
| | | | instance that was successfully |
| | | | attested. |
R AR, +----- o e e e e e e e e e e m e ao- - +

| *Expiration*|4 (exp)|int | OPTIONAL. NunericDate defining the |
| | | | AR's validity period. |

| *Not Before*|5 (nbf)|int | OPTIONAL. NunericDate defining the |
| | | | AR s validity period. |

| *I ssued At* |6 |int | NunericDate (epoch seconds) of the |
| | | | successful validation. |
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10.

11.

12.

T S +--- - - o +
| *IWI | D* | 7 |tstr | The unique eca_uuid of the |
| | | | attestation lifecycle to prevent |
I I I | replay. I
Fom ek Fomm o - +--m o= T +
| *Key | D* |-1 | bstr | OPTIONAL. The hash of the |
| | (kid) | | Verifier's public key used to sign |
| | | | the AR |
R S +- - - - - o e e e e e e e e e e e e e e e e a oo - +
| *Status* | -262148|tstr | The outcome of the attestation. |
| | | | MUST be |
| | | | urn:ietf:parans:rats:status:success. |
T S +--- - - o +
Tabl e 4

For failures, the AR payl oad SHOULD fol | ow the sane structure but
with a status of urn:ietf:paranms:rats:status:failure and an
additional error_code claim(e.g., -262149 as a tstr) containing the
authenticated error. Relying Parties consum ng the AR MJST validate
the nbf and exp clainms to ensure the ARis within its validity

peri od.

Transport Consi derations

The ECA protocol is transport-agnostic. It requires only that peers
have a mechanismto publish and retrieve immutable cryptographic
artifacts froma pre-defined Artifact Repository. The Static
Artifact Exchange (SAE) protocol |-D. sae-protocol is specified as the
recomended pattern to fulfill this requirenent. SAE s static,
"publish-then-poll" nmodel is intentionally chosen to mninize the
attack surface associated with traditional, dynamic APIs. By

avoi ding direct request processing, it elimnates entire classes of
vulnerabilities like injection and parser flaws, ensuring that
protocol security is derived fromthe cryptographic content of the
artifacts al one.

Oper ational Considerations
For detail ed operational guidance including scalability, tinme
synchroni zati on, addressing conplexity, and provisioning patterns,
see [I-D. eca-inpl] Section 5.

I ANA Consi derati ons

I ANA is requested to register:
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12.1. EAT Profile
* *Profile*: urn:ietf:parans:eat:profile:eca-vl

* *ECA Attestation Result Cains:* |ANA is requested to establish a
registry for ECA Attestation Result Clainms as outlined in
Section 9.2. This registry defines the clains used within the
si gned CBOR object that constitutes an Attestation Result.

12.2. Registries
12.2.1. ECA Error Codes Registry

This registry defines application-specific error codes that are used
in addition to the base error codes defined in |I-D.sae-protocol. The
Canoni cal Content string defined here MIST be used as the input to

t he HVAC- SHA256 function when generating an error signal, as
specified by the SAE protocol.

Provi ded MAC |
was invalid. |

| Provided |
| instance |
| identity was |
| invalid. |

| Recomputed |
| I'HB did not |
| match |
| expected |
| val ue. |
| KEM_M SMATCH | Did not get |
| | expected KEM |
| | key for the |
| | session. |
TI ME_EXPI RED | Evidence |
| timestanp was |
| outside valid |
| tinme window |

| SCHEMA ERROR | SCHEMA ERROR | 6 | Attestation |

Ritz Expires 1 April 2026 [ Page 22]



Internet-Draft

KEY_BI NDI NG_I NVALI D

PUBLI SHER | NVALI D

TI MEQUT_PHASE1

TI MEQUT_PHASE2

ECA

KEY_BI NDI NG_I NVALI D

PUBLI SHER | NVALI D

TI MEQUT_PHASE1

Expires 1 Apri

2026

Sept enber 2025

token fail ed
schemn
val i dati on.

Attestation
t oken
signature
failed.

Nonce in the
EAT di d not
mat ch t he

i ssued nonce.

The key used
for
validation is
not bound to
the session’'s
Boot Factor.

The PoP tag
was invalid.

Attenpt to
reassi gn an
exi sting
identity.

Attester
artifacts
wer e observed
at a
repository
not hosted by
the Attester.

Attester
failed to
publ i sh Phase
1 artifacts
within

ti meout

Attester
failed to
publ i sh Phase
2 artifacts

[ Page 23]



I nternet-Draft ECA Sept enber 2025

13.

14.

| | | | within |
| | | | timeout |

| Underl ying |
| transport |
| protocol |
| error |

Acknowl edgnent s

The design of this protocol was heavily influenced by the sinmplicity
and security goals of the AGE [AGE] file encryption tool. The
protocol’s core cryptographi c nechanisns would not be as sinple or
robust without the prior work of the | ETF community in standardizing
nmodern prinitives, particularly Hybrid Public Key Encryption (HPKE)
in [RFC 9180]. The author wishes to thank the contributors of these
foundati onal standards for making this work possible.

Ref er ences

| -D.sae-protocol Ritz, N, "Static Artifact Exchange (SAE)

Protocol ", Work in Progress, Internet-Draft, draft-ritz-sae-00, 28
Sept enber 2025.

[I-D.eca-inpl] Ritz, N, "Epheneral Conpute Attestation (ECA) -

I mpl enentati on GQuide", Wirk in Progress, Internet-Draft, draft-
ritz-eca-inpl-00, 28 Septenber 2025.

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119, DO 10.17487/ RFC2119, March
1997, https://ww.rfc-editor.org/info/rfc2119 (https://ww. rfc-
editor.org/info/rfc2119).

[ RFC4648] Josefsson, S., "The Basel6, Base32, and Base64 Data
Encodi ngs", RFC 4648, DO 10. 17487/ RFC4648, Cctober 2006,
https://ww.rfc-editor.org/info/rfc4648 (https://ww.rfc-
editor.org/infol/rfc4648).

[ RFC5869] Krawczyk, H and P. Eronen, "HMAGC based Extract-and-
Expand Key Derivation Function (HKDF)", RFC 5869, DO 10.17487/
RFC5869, May 2010, https://ww. rfc-editor.org/info/rfc5869
(https://www. rfc-editor.org/info/rfc5869).

[ RFC6234] Eastlake 3rd, D. and T. Hansen, "US Secure Hash
Al gorithms (SHA and SHA-based HVAC and HKDF)", RFC 6234, DO
10. 17487/ RFC6234, May 2011, https://ww.rfc-editor.org/info/
rfc6234 (https://ww.rfc-editor.org/info/rfc6234).

[ RFC7519] Jones, M, Bradley, J., and N. Sakinura, "JSON Wb Token
(Jwn", RFC 7519, DO 10.17487/ RFC7519, May 2015, https://ww.rfc-
editor.org/info/rfc7519 (https://ww.rfc-editor.org/info/rfc7519).

Ritz Expires 1 April 2026 [ Page 24]



I nternet-Draft ECA Sept enber 2025

[ RFC7748] Langley, A, Hanburg, M, and S. Turner, "Elliptic Curves
for Security", RFC 7748, DA 10.17487/ RFC7748, January 2016,
https://ww. rfc-editor.org/info/rfc7748 (https://ww.rfc-
editor.org/infol/rfc7748).

[ RFC8032] Josefsson, S. and |I. Liusvaara, "Edwards-Curve Digital
Signature Al gorithm (EdDSA)", RFC 8032, DO 10.17487/ RFC8032,
January 2017, https://ww. rfc-editor.org/info/rfc8032
(https://www. rfc-editor.org/info/rfc8032).

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174, May 2017,
https://ww.rfc-editor.org/info/rfc8174 (https://ww.rfc-
editor.org/info/rfc8174).

[ RFC8392] Jones, M, Wihlstroem E., Erdtman, S., and H
Tschofeni g, "CBOR Wb Token (CW)", RFC 8392, DA 10.17487/
RFC3392, May 2018, https://ww. rfc-editor.org/info/rfc8392
(https://www. rfc-editor.org/info/rfc8392).

[ RFC8949] Bormann, C. and P. Hoffman, "Concise Binary hject
Representation (CBOR)", STD 94, RFC 8949, DO 10.17487/ RFC8949,
Decenber 2020, https://ww. rfc-editor.org/info/rfc8949
(https://www. rfc-editor.org/info/rfc8949).

[ RFC8995] Pritikin, M, Richardson, M, Eckert, T., Behringer, M,
and K. Watsen, "Bootstrapping Renbte Secure Key Infrastructure
(BRSKI )", RFC 8995, DO 10.17487/RFC8995, My 2021,
https://ww.rfc-editor.org/info/rfc8995 (https://ww.rfc-
editor.org/info/rfc8995).

[ RFC9180] Barnes, R, Bhargavan, K, Lipp, B., and C Wod, "Hybrid
Public Key Encryption", RFC 9180, DO 10.17487/ RFC9180, February
2022, https://ww.rfc-editor.org/info/rfc9180 (https://ww.rfc-
editor.org/info/rfc9180).

[ RFC9334] Birkholz, H, Thaler, D., Richardson, M, Smth, N, and
W Pan, "Renpte ATtestation procedureS (RATS) Architecture", RFC
9334, DA 10.17487/ RFC9334, January 2023, https://ww.rfc-
editor.org/info/rfc9334 (https://ww.rfc-editor.org/info/rfc9334).

[ RFC9711] Mandyam G, Lundblade, L., Ballesteros, M, and J.

O Donoghue, "The Entity Attestation Token (EAT)", RFC 9711, DO
10. 17487/ RFC9711, August 2025, https://ww. rfc-editor.org/info/
rfco711 (https://ww. rfc-editor.org/info/rfc9711).

[AGE] Valsorda, F. and Cartwight-Cox, B., "The age encryption
speci fication", February 2022, https://age-encryption.org/vl
(https://age-encryption.org/vl).

[ ECA- PV-BL- MODEL] title: "ECA ProVerif: Baseline Happy Path (nodel)"
target: https://github.conf eca-sae/internet-drafts-eca-
sae/ bl ob/ pv0. 3. 0/ f or mal - nodel / eca- pv. basel i ne. happy- pat h. nodel . t xt
(https://github. conf eca-sael/internet-drafts-eca-sae/bl ob/pv0. 3.0/
f or mal - nodel / eca- pv. basel i ne. happy- pat h. nodel .t xt) date:

2025- 09- 26
[ ECA- PV-BL- PROOF] title: "ECA ProVerif: Baseline Happy Path (proof)"

Ritz Expires 1 April 2026 [ Page 25]



I nternet-Draft ECA Sept enber 2025

target: https://github.con eca-sae/internet-drafts-eca-
sael/ bl ob/ pv0. 3. 0/ f or mal - nodel / eca- pv. basel i ne. happy- pat h. proof . t xt
(https://github. conf eca-sael/internet-drafts-eca-sae/bl ob/pv0. 3.0/
f or mal - nodel / eca- pv. basel i ne. happy- pat h. proof . txt) date:
2025- 09- 26

[ ECA- PV- AT-FS-MODEL] title: "ECA ProVerif: Advanced Threats Forward Secrecy (

nmodel )" target: https://github.conl eca-sae/

i nternet-drafts-eca-sae/bl ob/pv0. 3. 0/ f or mal - nndel / eca- pv. advanced-
threat.forward-secrecy. nodel .txt (https://github.conl eca-sae/
i nternet-drafts-eca-sae/bl ob/pv0. 3. 0/ f or mal - nodel / eca- pv. advanced-
threat.forward-secrecy. nodel .txt) date: 2025-09-26

[ ECA- PV- AT- SR-MCODEL] title: "ECA ProVerif: Advanced Threats State
Reveal (nodel)" target: https://github.com eca-sae/internet-
drafts-eca-sae/ bl ob/ pv0. 3. 0/ f or mal - nodel / eca- pv. advanced-
threat.state-reveal . nodel .txt (https://github.conl eca-sae/
i nternet-drafts-eca-sae/bl ob/pv0. 3. 0/ f or mal - nodel / eca- pv. advanced-
threat.state-reveal . nodel .txt) date: 2025-09-26

15. Informati ve References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi renment Level s", BCP 14, RFC 2119,
DO 10.17487/ RFC2119, March 1997,
<https://ww. rfc-editor.org/info/rfc2119>.

[ RFC4648] Josefsson, S., "The Basel6, Base32, and Base64 Data
Encodi ngs", RFC 4648, DO 10.17487/ RFC4648, Cctober 2006,
<https://ww.rfc-editor.org/info/rfc4648>.

[ RFC5869] Krawczyk, H. and P. Eronen, "HVAC based Extract-and- Expand
Key Derivation Function (HKDF)", RFC 5869,
DA 10.17487/ RFC5869, May 2010,
<https://www. rfc-editor.org/info/rfc5869>.

[ RFC6234] Eastlake 3rd, D. and T. Hansen, "US Secure Hash Al gorithns
(SHA and SHA-based HMAC and HKDF)", RFC 6234,
DO 10.17487/ RFC6234, May 2011,
<https://ww.rfc-editor.org/info/rfc6234>.

[ RFC7519] Jones, M, Bradley, J., and N. Sakinmura, "JSON Wb Token
(JWn", RFC 7519, DO 10.17487/RFC7519, My 2015,
<https://www. rfc-editor.org/info/rfc7519>.

[ RFC7748] Langley, A, Hanburg, M, and S. Turner, "Elliptic Curves

for Security", RFC 7748, DO 10.17487/ RFC7748, January
2016, <https://ww.rfc-editor.org/info/rfc7748>.

Ritz Expires 1 April 2026 [ Page 26]



I nternet-Draft ECA Sept enber 2025

[ RFC8032] Josefsson, S. and |. Liusvaara, "Edwards-Curve Digital
Signature Algorithm (EJDSA)", RFC 8032,
DO 10.17487/ RFC8032, January 2017,
<https://ww.rfc-editor.org/info/rfc8032>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8392] Jones, M, Wahlstroem E., Erdtman, S., and H Tschofenig,
"CBOR Wb Token (CWIN)", RFC 8392, DO 10.17487/ RFC8392,
May 2018, <https://ww.rfc-editor.org/info/rfc8392>.

[ RFC8949] Bormann, C. and P. Hoffnman, "Concise Binary Object
Representation (CBOR)", STD 94, RFC 8949,
DO 10.17487/ RFC8949, Decenber 2020,
<https://www. rfc-editor.org/info/rfc8949>.

[ RFC8995] Pritikin, M, Richardson, M, Eckert, T., Behringer, M,
and K. Watsen, "Bootstrappi ng Renote Secure Key
Infrastructure (BRSKI)", RFC 8995, DO 10.17487/ RFC8995,
May 2021, <https://ww.rfc-editor.org/info/rfc8995>.

[ RFC9180] Barnes, R, Bhargavan, K., Lipp, B., and C Wod, "Hybrid
Public Key Encryption", RFC 9180, DO 10.17487/ RFC9180,
February 2022, <https://ww.rfc-editor.org/info/rfc9180>.

[ RFC9334] Birkholz, H, Thaler, D., Richardson, M, Smth, N, and
W Pan, "Renpte ATtestation procedureS (RATS)
Architecture", RFC 9334, DA 10.17487/ RFC9334, January
2023, <https://ww. rfc-editor.org/info/rfc9334>.

[ RFC9711] Lundbl ade, L., Mandyam G, O Donoghue, J., and C.
Wal | ace, "The Entity Attestation Token (EAT)", RFC 9711,
DO 10.17487/ RFC9711, April 2025,
<https://ww. rfc-editor.org/info/rfc9711>.

Appendi x A, Formal Modelling (Informative)

The protocol’s security properties were anal yzed using an exploratory
formal nodel in ProVerif [ECA-PV-BL-MODEL]. The nodel assunes a
power ful Dol ev-Yao network attacker who can intercept, nodify, and

i nject nessages. It also correctly nodels the Boot Factor (BF) as
public know edge fromthe start, as per the protocol’s "exposure

tol erance" principle (Section 3).
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The anal ysis was conducted in two parts: verification of the core
security properties against a network attacker, and an anal ysis of
the protocol’s behavi or under specific key conprom se scenarios to
define its security boundaries.

A. 1. Core Security Properties (Baseline Mdel)

In the baseline nodel, all core security goals were successfully
shown to hol d against a network attacker [ECA-PV-BL-PROCF].

[ sl e ey Ll ety o}
| Property | ProVerif Query | Result|Interpretation |
| *Aut hentication* |inj-event(VerifierAccepts(...)) ==>|*True*| The Verifier |
| |inj-event(Attesterlnitiates(...)) | | only accepts an|
| | | |attestation if |
I I I | a unique I
| | | | Attester |
| | | |legitimately |
| | | |[initiated it. |
| | | | This prevents |
| | | | an attacker |
I I I | from I
| | | | i npersonating |
| | | |the Attester. |
| *Freshness* | event (Att est er UsesNonce(n)) ==> | *True*| The Attester |
| event (VerifierGeneratesNonce(n)) | [will only use al
| | | nonce that was |
| | genui nel y |
| | gener at ed by |
| | the Verifier |
| | for that |
| | ceremony.  Thi s|
| | property is the|
| | basis for *Gate|
| | 8 (Nonce |
| | Mat ch) * and |
| | prevents repl ay|
| | att acks.

| *Key Bi ndi ng* | event (VerifierValidatesWthKey(pk))|*True*| The final |
| | ==> event (Att esterPresent skey(pk)) | |identity key |
| | | | that the |
| | | | Verifier checks]|
I I I |is I
| | | | unambi guously |
| | | | bound to the |
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| | | | Attester that |
| | | | participated in|
| | | | the cerenony, |
| | | | val i dati ng |
| | | | *Gate 9 (JP |
I I | | Validation)*. |

| *Confidentiality*| not (event(VFRel eased(vf)) && | *True*| The secret |
| att acker (vf)) | | Val i dat or Fact or |
| | | (VF) is never |
| |revealed to a |
| | net wor k |
| | att acker, |
| | satisfying a |
| | f undament al |
| | security goal |
| | of the |
| | protocol . |

Table 6
A. 2. Boundary Anal ysis (Advanced Threat Mbdel s)

Additional tests were performed to formally define the protocol’s
security boundaries under specific conprom se scenari o0s.

A.2.1. Key Conprom se |npersonation (KCl)

A test was conducted where an attacker conproni ses an | nstanceFact or
(I'F) fromone cerenmony and attenpts to inpersonate a Verifier in a

di fferent cerenony [ ECA-PV-BL-MODEL]. The nodel indicated this
attack is not possible [ECA-PV-BL-PROOF]. The KCl security query
passed, confirm ng that conprom sing a secondary factor (IF) does not
all ow an attacker to forge nessages froma prinary party (the
Verifier), as they still lack the Verifier’s private signing key.

A 2.2. Verifier Key Conprom se

A test was conducted nodeling a conprom sed |long-term Verifier
si gni ng key [ ECA- PV- AT- FS- MODEL] :

* *Result*: The npdel denonstrated that an attacker can inject
arbitrary (VF, nonce’) pairs, breaking the Freshness property
(event (AttesterUsesNonce(n)) ==> event(VerifierGeneratesNonce(n))
was *Fal se*).
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* *Interpretation*: VWiile the formal nodel identifies a freshness
viol ation, the protocol’s cryptographic design ensures this only
enabl es deni al of service, not authentication bypass:

* The attacker can cause the Attester to derive keys from (BF, VF)
* However, the resulting Evidence will contain:

- Wong nonce (fails Gate 8)

- Wong JP proof (fails Gate 9)

- Wong PoP tag (fails Gate 10)

- No correctly inplenmented Verifier should accept this Evidence

Furt hermore, when using SAE transport |-D.sae-protocol, even this DoS
attack becones infeasible without repository wite access, as noted
in Section 6.5.1.

* *Mtigation*: This analysis provides the fornmal rationale for:
- Section 6.5.2"s requirenent for ephemeral keys with push-
capabl e transports
- Section 6.5.1's rel axed gui dance when using SAE transport

A 2.3. Attester State Reveal

A test was conducted nodeling a conpromnised Attester whose epheneral
private decryption key is | eaked [ ECA- PV- AT- SR- MODEL] .

* *Result*: The nodel denonstrated that this allows a passive
attacker to decrypt the Phase 2 ciphertext and steal the
Val i dat or Factor (VF) (not (event(VFRel eased(vf)) && attacker(vf))
was *Fal se*).

* *|Interpretation*: This result formally establishes the security
boundary discussed in Section 6.4

* *Mtigation*: This analysis provides the formal rationale for
har dwar e-root ed I nstance Factor Pattern A when the threat nodel
must assunme conproni se of the underlying provisioning platform
For pattern specifications, see [I-D.eca-inpl] Section 2.
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