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Abst r act

WebTransport [ OVERVIEW, a protocol franmework within the Wb security
nmodel , enmpowers Web clients to initiate secure multiplexed transport
for lowlevel client-server interactions with remote servers. This
docunent outlines a protocol, based on WebSocket [WEBSOCKET],

of fering WebTransport capabilities simlar to the HITP/ 2 vari ant

[ WEBTRANSPORT-H2]. It serves as an alternative when UDP-based
protocol s are inaccessible, and the client environment exclusively
supports WebSocket [WEBSOCKET] .

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Source for this draft and an issue tracker can be found at
https://github.commartenrichter/draft-ietf-webtransport-websocket.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 25 Novenber 2025.

Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunment authors. All rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . . 2
2. Conventions and Eeflnltlons . 3
3. Protocol Overview. 3
3.1. Connection, version negotlatlon and appllcatlon Ieve
pr ot ocol e e e e 3
3.2. Data framng 4
3.3. Capsule franes . . 4
3.4. Replacenent for SETTINGS 5
4. Inplenentation Status . . 5
5. Security Considerations . 6
6. | ANA Consi derations . . . 6
6.1. WebSocket Subprotocol hene Reglstry . 6
6.2. WebTransport WbSocket Protocol Version Reglstry 6
7. References e e e e 7
7.1. Nornmative References 7
7.2. Informative References 8
Acknowl edgnents . 8
Aut hor’ s Addr ess 8

1. Introduction

WebTransport [OVERVIEW is designed to facilitate comruni cation for
Web clients over HITP/3 [HTTP3], leveraging QU C [QU C] senantics
with streams or datagrams [ DATAGRAM . In cases where UDP-based
traffic is restricted, HTTP/ 2 protocol [WEBTRANSPORT-H2] serves as an
alternative built solely on HITP senanti cs.

Bot h [ WEBTRANSPORT- H2] and [ WEBTRANSPORT-H3] variants require a
native WebClient inplenentation due to the usual unavailability of
plain UDP and TCP/ I P socket access for scripts within WbC ients

Thi s docunent defines a protocol that can be inplenented on the
WebC i ent using avail able scripting | anguages without altering the
WebClient’s native code. It uses the w despread WebSocket protocol
as the base without nodification. However, a direct inplenentation
in a Wbd ient is possible.
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The protocol utilizes capsule semantics derived from

[ WEBTRANSPORT- H2] and translates theminto WbSocket frames. By
relying on WebSockets, also internediates such as proxies unaware of
WebTransports can apply application-layer processing.

An i mpl enent ati on shoul d support both WebSocket over http/1 and
http/2. The server should incorporate WbTransport flow contro
constraints and capsul e processing into its WbSocket parser code
Therefore, using unnodified existing WbSocket code is not

r ecommended.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

The document follows the term nol ogy defined in Section 1.2 of
[ OVERVI EW .

3. Protocol Overview

WebTransport servers are identified by an HTTPS URI per Section 4.2.2
of [HTTP].

The protocol uses [WEBTRANSPORT-H2] senmantics with the follow ng
nmodi fi cati ons.

3.1. Connection, version negotiation and application |evel protoco

The WebSocket connection is established according to Section 4 of
[ WEBSOCKET] or [ WEBSOCKET- H2] .

When a WebSocket connection is established, both the client and
server select the WebTransport-Wbsocket protocol by setting | Sec-
WebSocket - Protocol | Section 1.9 of [WEBSOCKET] to the supported
versions. The protocol nanes follow the schene

"webt ransport VERSI ONNAME" or additionally

"webt ransport VERSI ONNAME_APPLI CATI ONLEVELPROTOCOL, wher e VERSI ONNAVE
identifies the particular protocol version and

APPLI CATI ONLEVELPROTOCOL an application-1evel protocol. For this
prot ocol version, VERSI ONNAME woul d be "kDraft3" and the | Sec-
WebSocket - Protocol | field would include "webtransport_kDraft2" or
additionally "webtransport _kDraft2 application_|level protocol" for an
application-level protocol "application_ |evel protocol". The
application | evel protocol is the sanme avail able handl ed via W-
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Avai | abl e- Protocol s and WI- Prot ocol described in Section 3.4 of

[ WEBTRANSPORT- H2] and Section 3.4 of [WEBTRANSPORT-H3]. The protoco
negotiation follows the procedures as described in Section 4.1 of

[ WEBSOCKET] and Section 4.2.2 of [WEBSOCKET]. No protocol extensions
MUST BE negoti at ed.

3.2. Data fram ng

The protocol uses the data frames as defined in Section 5 of
[ WEBSOCKET]. PING and PONG franme handling is not changed Section 5.5
of [ WEBSOCKET] .

For closing a session, a CLOSE WEBTRANSPORT_SESSI ON capsul e fol | owed
by the CLOSE frame Section 5.5.1 of [WEBSOCKET] is sent.

Data Franmes containing Text are reserved for future use and MUST NOT
be sent. Binary Data Franes transport CAPSULE content defined in

[ WVEBTRANSPORT- H2] and [ DATAGRAM . For details, refer to the next
section Section 3.3. Their length is linited by WbTransport fl ow
control, and a violation SHOULD | ead to connection term nation.

CONTI NUATI ON frames are processed per [ VWEBSOCKET] specifications.

G ven the stream ng nature of the content, partial DATA franes or
CONTI NUATI ON franmes should be pronptly forwarded to correspondi ng
streans reducing | atency.

3.3. Capsule franes

This protocol adopts the mechanisns and intrinsic el enents outlined
i n [ WEBTRANSPORT- H2], which itself is constructed upon the CAPSULE
protocol originating from [ DATAGRAM .

A CAPSULE has the formin [ DATAGRAM :

Capsul e {
Capsul e Type (i),
Capsul e Length (i),
Capsul e Value (..),
}

where Capsul e Type and Length are variable-length integers. The
Capsul e Val ue represents the payl oad of the capsule, and its
semantics are determ ned by the payl oad type

In the context of WebTransport over WebSockets, CAPSULEs are

substituted by binary DATA FRAMES of WebSockets, follow ng the
format:
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WebSocket Dat aFr ameCapsul e {
FrameHeader (..),
Payl oadData (..)

}

FrameHeader contains the first two bytes of the FRAME, and if present
the extended payl oad | ength and nasking key as defined in Section 5.2
of [WEBSOCKET]. Payl oadData is defined as:

Payl oadDat a {
Capsul e Type (i),
Capsul e Val ue (..)

}

with the variable length integer Capsule Type and Capsule Value as in
t he CAPSULE pr ot ocol

Capsul e I ength can be cal culated fromthe Payl oad Length as set in
Section 5.2 of [WVEBSOCKET]:

Capsul e Length = Payl oad Length - sizeof (Capsul e Type),
as no Extension Data is all owed.
3.4. Replacenent for SETTINGS

Section 3.2 of [WEBTRANSPORT-H2] requires sending an

SETTI NGS_WEBTRANSPORT _MAX SESSI ONS settings paraneter. This is not
required here, as the protocol type is negotiated using the

subprot ocol nechani sm of WebSockets and

SETTI NGS_WEBTRANSPORT _MAX_SESSI ONS equal to 1 is assumed per
WebSocket connecti on(HTTP1)/stream( HTTP2). Subsecti ons of

Section 4.3 of [WEBTRANSPORT-H2] require sending initial SETTINGS for
flow control. As SETTINGS are not accessible for the WebSocket
protocol using the existing WbSocket interfaces, a replacenent is
required.

Therefore client and server MJST send the initial flow control val ues
usi ng CAPSULES i medi ately before ANY ot her capsul es such as
WI_STREAM or DATAGRAM capsul es have been sent.

4. Inplenentation Status

The protocol is inplemented in a node.js package (https://github. con
fail s-conponent s/ webtransport).
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5. Security Considerations

The security considerations of Section 10 of [ WEBSOCKET] al so apply
here. The | ast paragraph of Section 8 of [ WEBTRANSPORT-H2] is
equal ly applicable to this protocol

6. | ANA Consi derations
6.1. WebSocket Subprotocol Nane Registry

Al'l possi bl e subprotocol nanmes follow ng the format

"webt ransport VERSI ON' and "webtransport_ VERSI ON SUBPROTOCCL, " where
VERSI ON i s an al phanuneric string denoting the subprotocol version of
this protocol and SUBPROTOCCOL can be any application-Ilevel string,
are added to the registry as domains for this protocol and its
sSuccessors.

6.2. \WebTransport WebSocket Protocol Version Registry

Thi s specification establishes a new | ANA registry for WbTransport
Prot ocol Version names, intended for use with the WbSocket
WebTransport Protocol, in alignment with the principles outlined in
[ RFC5226] .

As part of this registry, | ANA manages the follow ng information
(simlar to [ WEBSOCKET] versions):

Version String The version string nanme as part of the subprotoco
defined in Section 6.1 and Section 3.1. The value nust only include
al phanumeri c characters

Ref erence The RFC requesting a new version nunber or a draft nane
wi th version nunber (see bel ow).

Status Either "Interin or "Standard". See below for a description
A version string can be either "Interinm or "Standard".

A "Standard" version string is part of an RFC and identifies a major,
stabl e version of the WebTransport-WbSocket protocol. The "IETF
Revi ew' | ANA registration policy [RFC5226] applies to "Standard"
version string.

An Internet-Draft documents an "Interim version string. Internet-
Drafts helps inplenentors to identify and interoperate with the
WebTr ansport - WebSocket protocol, as this current draft. The "Expert
Revi ew' | ANA registration policy [ RFC5226] applies to the "Interint
versi on nanmes. The initial Designated Experts need to be deternined.
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