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Abst ract

This specification provides a way for an epheneral or transactional
QAuth 2.0 client to signal to the AS that the client does not need or
expect to have an identified state outside the existence of any

i ssued access and refresh tokens. The specification also enables a

client to push its registration information to the AS during a pushed
aut hori zati on request.

About Thi s Document

This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://exanpl e. conf LATEST. Status information for this document may
be found at https://datatracker.ietf.org/doc/draft-richer-oauth-
pushed-client-registration/.

Di scussion of this docunent takes place on the WG Worki ng G oup

mailing list (mailto: Wa@xanpl e.con), which is archived at
https://exanpl e. com WG

Source for this draft and an issue tracker can be found at
https://github. com USER/ REPQO.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups nmay also distribute
wor ki ng docunments as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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Internet-Drafts are draft documents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 24 Cctober 2025.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roduction

The QAuth protocol family was originally designed around a nodel of
two relatively stable web sites connecting to each other’s APlIs on
behal f of a user. This design, coupled with the need to begin
transacti ons through an in-browser redirect in the authorization code
and inplicit grant types, leads naturally to an identifier for the
client that can be presented in the front channel and referenced in
the back channel along with client authentication. The client
identifier could uniquely identify the client at the AS and be used
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to set policy and track its requests over tine.

Not all clients are sufficiently stable or nmonolithic to fit this
nmodel well. To conpensate, QAuth 2.0 introduced the concept of
"public clients", whereby many instances of a client (such as a
native application or single-page browser application) would share a
single identifier. QAuth Dynamic Cient Registration [ RFC7591]
enabled client software that did not get a client identifier at
configuration time to obtain an identifier at runtine through a
separate request to the AS. This enables dynam c configuration, but
conmes at a cost of needing to securely nmanage issuing and tracking
these additional identifiers.

Sone forms of client software in open ecosystem patterns, such as the
Model Context Protocol or many | egacy software authentication systens
like IMAP, are built around a different nodel whereby any conpliant

pi ece of client software should be able to connect to a conpliant
server, without a nmanaged preregistration. For these clients, this
specification defines a nechanismto indicate to the AS that a client
does not need a longstanding identifier but instead desires

aut horization within a single del egation transaction.

By using QAuth Pushed Authorizati on Requests [RFC9126], a Pushed
Client Registration can enable open world protocols to use the QAuth
famly of protocols as their security |ayer

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent contains non-nornative exanples of partial and conplete
HTTP nessages. Sone exanples use a single trailing backslash () to
i ndicate line wapping for long values, as per [RFC8792]. The \
character and | eadi ng spaces on wapped |lines are not part of the
val ue.

3. Protocol Flow
Use of this specification consists of the foll owi ng steps:

* The client nakes a pushed authorization request using a defined
static client_id val ue
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* The AS returns a request_uri which the AS can associate to the
speci fic request

* The client nakes an authorization request using the request _uri

* The AS processes the authorization request based on the paraneters
pushed during the pushed authorization request

* The AS creates and returns an authorization code to the client

* The client subnits the authorization code to the AS, again using
the static client_id val ue

3.1. Pushed Authorizati on Request and Response

The client MJUST start the transaction using a pushed authorization
request per [RFC9126]. The request MJST include a client_id val ue of
urn:ietf:oauth: paraneters:dynam c. The request MJST include a state
val ue and consi st of a random nunber. The request MJST include a
redirect _urivalue. The request MJST include an QAut h PKCE request
per [ RFC7636] .

The request MAY include a client _registration field, which consists
of a formencoded serialization of the JSON client netadata docunent
defined in [ RFC7591].

NOTE: "\’ |ine wapping per RFC 8792

PCST /par HTTP/ 1.1
Host: as. exanpl e.com
DPoP: eyj -

DPoP- Key: ejy::

client_id=urn:ietf:oauth:paraneters:dynam c\
& esponse_t ype=code\
& edirect _uri=https¥BAYRFY2Fcl i ent. exanpl e. or g¥2Fchb\
&st at e=superrandon¥789\
&code_chal | enge=E9Mel hoa20Omw Fr EMITJguCHaoeK1t 8URWUGISst w- cM
&code_chal | enge_net hod=S256\
&client _registrati on=0aB%2client _name%22%8A%R22C audeDeskt op%22%2 CYOA\
%209%22| ogo_uri %R2298DY22ht t ps¥BA¥RFY@2Fant hr opi ¢c. con?2F| ogo. png%22% D

Where the value of ‘client_registration_is the formencoded JSON
val ue:
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{

"client_name":"d audeDeskt op"”,
"l ogo_uri"="https://anthropic.conllogo. png”
}

If the client intends to use a sender-contstrai ned QAuth access
token, such as via DPoP [ RFC9449] or nTLS [ RFC8705], the client MJST
send the bound aut hentication parameters appropriate to the method to
the PAR endpoint, as in the above exanpl e.

The AS creates a pending authorization request and associates it with
an internal identifier, which it returns as a URN to the client:

HTTP 200 K

{
"request _uri": "urn:exanpl e: g012h340- 4j 138f ha",
"expires_in": 90

}

3.2. Authorization Request and Response

The client takes the result of the pushed authorization request and
uses it to create an authorization request to the AS. The client
MUST NOT include any paraneters other than the syntactically required
client _id, which is set to the static value in Section 4.

NOTE: '\’ |ine wapping per RFC 8792

GET /aut horize?client _id=urn:ietf:oauth: paraneters: dynani c\
& equest _uri =ur n%BAexanpl e¥8Ag012h340- 4j 138f ha HTTP/ 1.1
Host: as. exanpl e.com

The AS parses the value of the request _uri paraneter and associ ates
the incom ng request with the val ues saved during the call to the PAR
endpoi nt .

When the AS has received appropriate authorization fromthe RO the
details of which are out of scope of this specification, the AS
returns an authorization code to the client, along with its initial
state val ue.

NOTE: "\’ line wapping per RFC 8792
HTTP 301 Found
Location: https://client.exanple.org/ch?\

code=98765cd- oe\
&st at e=superrandond789
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When the client receives this request, the client conpares the val ue
of state to the stored state value to ensure they are equal to the
one the client is expecting.

3.3. Toi ken Request and Response

The client takes the authorization code and sends it to the ASin
exchange for a token. In this exanple, the client is requesting a
DPoP bound access token

NOTE: '\’ |ine wapping per RFC 8792

POST /token HTTP/ 1.1

Host: as. exanpl e.com

Content-type: application/ww-formurl encoded
DPoP: eyj -

DPoP- Key: ejy:

client_id=urn:ietf:oauth:paraneters: dynam c\
&code=98765cd- oe\
&gr ant _t ype=aut hori zati on_code\
&code_verifier=dBjftJeZ4CVP- nBO2K27uhbUJUlplr wWWLgFWFOE] Xk

The AS processes the authorization code and issues an access token to
the client.

NOTE: "\’ |ine wapping per RFC 8792

HTTP 200 K
Cont ent - Type: application/json

"access_token": "654edf gh-jkoi u789. Opl kj hg34k",
"token_type": "DPoP"

}

The client can then use this token to call the RS

3.4. Token Expiration and Refresh
The AS MAY issue a refresh token to the client, which can be used to
get a new access token with the exact access rights of the origina
request.
VWhen the access token expires and the client has no valid refresh

token, the client MJST create a new pushed authorization request to
get a new token.
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4.

Client ldentifier

The client MJST use a client_id val ue of
urn:ietf:oauth: paraneters:dynamic in all requests.

When receiving a client_id val ue of

urn:ietf:oauth: paranmeters:dynam c, the AS MJST process it according
to this specification. An AS MJST NOT assign the val ue
urn:ietf:oauth: paranmeters:dynamc to any single client registration

Di scoverabl e Support

An AS supporting this extension that publishes its metadata using
[ RFC8414] MUST indicate its support by including the key:

"pushed client _registration_supported": A boolean value indicating
that this specification is supported and accepted by the AS

Security Considerations

Support for this specification does not inply that it is supported
for all possible access requests. 1In fact, an AS woul d be expected
to determ ne through policy and configuration whether the request
being made is suitable for a pushed client.

| ANA Consi derati ons
* Register the "dynamic" value in the | ETF QAuth URN nanespace
* register the "client registration" authorization paraneter

* extend the paraneters table to indicate that a parameter can only
be used inside a PAR request?

* register the AS netadata key
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