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Abst r act

Many wor kl oads have linmitati ons on what geography they are allowed to
operate in. This is often due to a regulation that requires that the
comput ation occur in a particular jurisdiction.

There are many nechani sns by whi ch Evi dence of |ocation may be
created and then evaluated by a Verifier. No matter which nmechani sm
is appropriate for a given situation, the result of the Verification
can be expressed in a simliarly defined EAT Attestati on Result.

Thi s docunent is therefore about encoding a variety of geographica
conclusions in an Attestation Result. |In addition, one nmechani sm of
directly creating a geographic result in the formof an Endorsenent
i s described in an appendi x.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
Status information for this docunment rmay be found at

https://datatracker.ietf.org/doc/draft-richardson-rats-geographic-
results/.

Di scussi on of this docunent takes place on the RATS Wirking G oup
mailing list (mailto:rats@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/rats/. Subscribe at
https://ww ietf.org/mailman/listinfo/rats/.

Source for this draft and an issue tracker can be found at
https://github. com ncr/ geographicresult.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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1. Introduction

Resol vi ng the question of where certain conputations are done can be
critical to assessing how rmuch trust to put into the result.

MORE USE CASES HERE

[I-D.ietf-rats-ear] provides a framework that allows an [ RFC9334]
Verifier to return a conclusion as to geographic region for an Target
Envi ronment .

Wil e [ RFC9711], Section 4.2.10 provides a very good WES84 based
| ocation claim often very suitable as Evidence, it is not ideal for
the use by Relying Parties.

There are a few reasons:

* the latitude and | ongitude describe a location on the Earth. The
Relying Party is seldominterested in that |evel of detail. It
needs to know if it's in the correct place.

* the geographic position |eaks significant amount of private
information that is not necessary for the Relying Party to know.

* for many activities, it is the Legal Jurisdiction that matters,
not the actual location. Jurisdictions often do not have well
defined concentric boundaries. For instance, the South Korean
Consultate in Los Angelos is often for Legal purposes, in Korea.
Yet, only a few neters away, possibly below the | evel of WGS84
accuracy, the jurisdiction wuuld be different.

* there are nmany other situations involving exclaves, and even
excl aves inside other exclaves where the boundaries are quite
compl ex.

This docunent offers a new set of structured abstract clains that
provi des an eval uated view of where a Target Environment is.
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The nechanismto do this appraisal nay depend upon a number of
factors which may be related to physical geographic position, but
al so include other considerations.

The nost obvious way is through various d obal Navitation Satellite
Systens (GNSS): the United States d obal Positioning System (GPS)
Russia’s G obal Navigation Satellite System (GLONASS), China’'s Bei Dou
Navi gation Satellite System (BDS) and the European Union’s Galil eo.
These signal s can be spoofed, nanipul ated and suppressed. There are
many environnents, such as inside a (Faraday) cage in a Data Center,
where GNSS signals do not reach. Wether or not they are a good
measure of location is not the subject of this docunent. Rather, if
a Verifier believes that information trustworthy for the purpose
intended, then it may use the format described here to docunent it’s
concl usi on.

There are al so other radi o nethods, such as tine of trave
calculations froma nobile (LTE) tower.

An exanpl e of mechanically deternination of |location w thout radio
could be a claimthat a Target Environnent is less than 1ns (as |ight
travels in a fiber optic cable) away from anot her Target Environent
whose location is known. A typical fiber optic cable has a speed of
200, 000 kil oneters per second (slower than light in a vacuumto the

i ndex of refraction of the glass involved). So if the round trip
time between environments is 1ns, then the distance between Target
Envi ronments can be appraised to be within 1m of each other. O her
work contenplates clains like this one

Finally, one method to find out where a device is for a trusted human
to go and look at it. Performan audit. The result is not an
Attestation Result according to [RFC9334], but instead it is an
Endorsenent. Appendi x A describes a protocol that could be used for
a human auditor to make such an eval uation

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

3. Cdaimdefinition

This claimdefinition goes into the EAR subnbds map.

Geographi ¢ Results can contain one or nore of the follow ng clains.
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4.

1. jurisdiction-country = | SO3361 country code.

2. jurisdiction-country-exclave = bool eann

3. jurisdiction-subdivision = country-specific |ist

4. jurisdiction-subdivision-exclave = country-specific-Ilist
5. jurisdiction-city = subdivision-specific |ist

6. jurisdiction-city-exclave = subdivision-specific-1list

7. encl osi ng- excl ave-country = |1 SG3361 country code

8. near-to = anot her entity+distance

9. rack- U-nunber = ordinal, nunbered frombottom RU as 1.

10. cabinet-nunber = ordinal, DC specific ordering, mght ignore
hal | way, room and fl oor

11. hal I way- nunber = ordina

12. roomnunbr = string

13. floor-nunber = string, usually representing an integer.

14. Data Center

There are sone additional things which may be received as Evi dence,
but which is sonetines inportant to convert to Results, having
verified sone aspects. (TBD) 1. range-to-tower = designation of
tower, distance-readi ngs 2.

(NOTE: There are apparently exclaves that ar inside other countries
excl aves, |ike Nahwa. Unclear if exclave information is even

relevant, or if second order matters at all)

CDDL Definition
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; # inport rfc9711 as eat

; # inport rfcXXXX as corim

$$ear - apprai sal -extension //= (

ear . geographi c-resul t-1 abel => geographic-result-clains
)

geogr aphi c-resul t-cl ai n8 = non-enpt y<{
? grc.jurisdiction-country-|abel => iso-3361-al pha-2-country-code

? grc.jurisdiction-country-exclave-|abel => boo

? grc.jurisdiction-subdivision-label => tstr .size (2..16)

? grc.jurisdiction-subdivision-exclave-Iabel => boo

? grc.jurisdiction-city-label => tstr .size(2..16)

? grc.jurisdiction-city-exclave-|abel => boo

? grc. encl osi ng- excl ave-country-1| abel => iso-3361-al pha-2-country-code

? grc.near-to-label => corimuuid-type

? grc.rack-U nunber-label =>uint .gt O

? grc. cabinet-nunber => uint .gt O

? grc. hal l way- nunber => uint

? grc.roomnunber => tstr .size (2..64)

? grc.floor-nunber => int

? grc.data-center-name => tstr .size (2..64)
1>
ear . geographic-result-1abel = eat.JC<"TBD02", TBDO1>
grc.jurisdiction-country-label = eat.JC<"grc.jurisdiction-country”, 0>
grc.jurisdiction-country-exclave-label = eat.JC<"grc.jurisdiction-country-exclave", 1>
grc.jurisdiction-subdivision-label = eat.JC<"grc.jurisdiction-subdivision", 2>
grc.jurisdiction-subdivision-exclave-label = eat.JC<"grc.jurisdiction-subdivision-exclave
TR IS
grc.jurisdiction-city-label = eat.JC<"grc.jurisdiction-city", 4>
grc.jurisdiction-city-exclave-label = eat.JC<"grc.jurisdiction-city-exclave", 5>
grc. encl osi ng-excl ave-country-| abel = eat.JC<"grc. encl osi ng-excl ave-country", 6>
grc.near-to-label = eat.JC<"grc.near-to", 7>

grc. rack- U-number -1 abel = eat.JC<"grc.rack-U number", 8>
grc. cabi net - numrber = eat.JC<"grc. cabi net-nunber", 9>

grc. hal | way- number = eat.JC<"grc. hal | way-nunber", 10>
grc. room nunber = eat.JC<"grc.room nunber", 10>

grc. floor-nunmber = eat.JC<"grc.floor-nunber", 11>

grc. data-center-name = eat.JC<"grc. data-center-name", 12>

i so-3361-al pha-2-country-code = tstr .size 2
There are a nunber of different fields in this claim and all of them
are marked optional. But, at |east sone result MJST be provided.

Wi ch one will be needed is subject to the target usage and the needs
of the Relying Party.
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The explicitely geographic based jurisdiction fields are arranged in
a hierarchy of values. The outer nost val ues are REQU RED when any
inner value is also present. This includes the clains: country,
subdivision, and city, or the equival ent exclave clains (country-
excl ave, subdivi sion-excl ave, and city-exclave).

Note that the 1SO 3166 termfor a part of a country is called a
"subdivi sion". This should be understood to nean "state" (e.g., in
the USA, Australia), "province" and "territory" (e.g., Canada,
France). There are no | ANA nmaintained val ues for "subdivision", but
the 1 SO 3166-2 has codes for nmany subdivisions, which can be seen in
the 1SO s Online Browsing Platform][obp].

In general, subdivision |lists are maintained by countries. It is
usual ly the case that city lists are maintained by subdivisions, and
there are no lists of these in any hierarchial databases, such as the
| SO might maintain for countries. It is therefore not unsual for
there to be a Paris, Texas, USA, and a Paris, France, and a London,
Ontario, Canada, as well as a London, England, UK. Equally, there
are many cities called Springfield in different states of the USA

Excl aves can exist at all levels: one part of a city mght be within
another city, but both are in the sanme country and subdi vi si on.

Even when in an exclave, it is acceptable for a Verifier to only
return the non-exclave version, hiding that an exclave is involved.
In that case, the Relying Party will receive the country, subdivision
and city of where the conputation is.

In general, only one of country or country-exclave, subdivision or
subdi vi si on-excl ave, and city or city-exclave will be present. When
the exclave versions are present, if the Relying Party needs to

i ndi cate where the exclave is located, it may use the encl osing-

excl ave-country | abel

The near-to-label is an arbitrary relative reference, and it refers
to sonme other claimthat the Relying Party is assuned to al ready know
about. The definition of "near" is up to the Verifier, but in
general, it is expected that it is close enough that it is in the
same jurisdiction as the other entity.

The series of clains, Data-Center, Floor-Nunber, Room Nunber,

Hal | way- Nunber, Cabi net- Nunber and Rack- U Nunber forma partia

hi erarchy designed to identify where a piece of equipment is. This
set of clains is nore useful when a | ocation Endorsenent is created
by an auditor, such as through the process described in Appendix A
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Not all data centers are numbered in the same way. For sone, the
Room Number inplies the Floor-Nunber. For others, the Hallway- Nunber
implies both roomand floor, and for still others, the Cabinet-Nunber
i s uni que per building.

Rack- U nunbers refer to the systemwithin a cabinet, with the bottom
nmost position |labelled as 1. This acconodates cabi nets of varying
hei ghts and capaciti es.

5. Security Considerations

These consi derations do not cover the protocol described in
Appendi x A

Thi s docunent describes attributes that would go into an EAT format
Attestation Result (EAR). This is an artifact that is comunicated
froma Verifier to a Relying Party. The threat nodel for this
artifact is governed by a typical "CIA" list: Confidentiality,
Integrity and Availability.

5.1. Confidentiality Threats

This artifact contains abtracted information about a | ocation. The
| ocation could include where a person operating the conputation is,
such as if this describes the [ocation of a person’s snartphone, in
whi ch case the |ocation, even abstracted would be PII. It is al nost
al ways preferable for this artifact to remain private, however the
integrity of the artifact is not conpromsed if that is not the case.

5.2. Integrity Threats

The nost inmportant threat is that clains could be corrupted or
intentionally changed as they are transfered from Verifier to Relying
Party. EAR are signed objects, and the signature fromthe Verifier
mai ntains the integrity of that object. The clains present in this
docunment will nost often be conbined with other clains in the sane
artifact.

VWhen an EAT format Endorsenent is created by an auditor, the auditor
signs the artifact. The Endorsenent may be provided to a Verifier
through out of band neans, or it can be stored by the Attesting

Envi ronnent, and carried through another protocol fromAttester to
Verifier.
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5.3. Availability Threats

This artifact is the result of a calculation or audit that
establishes a result. Once created, it can be valid for a period of
time fromseconds (GNSS result on a snartphone) to nonths (human
audit of a data center).

Di struptions to the mechani smof |ocation cal culation do not make the
result of the previous calculation invalid. However, it is possible
that such an attack coul d make subsequent cal cul ati ons infeasi bl e.

For instance, the GNSS signals can easily be janmed.

6. | ANA Consi derati ons

I ANA is asked to allocate TBDO1 fromthe "CBOR Wb Token d ai ns"
registry [IANA. cw] (froma Specification Required |Integer range),

and TBDO2 (suggestion: "ear.geographic-result-clainms") fromthe "JSON
Web Token Clains" registry [IANA jwt].
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Appendi x A.  Proof of Presense

Sone aspects of a device can not be intuited by the device itself.
For instance, a router platformmy have no way to know what col or
the case is, where in a cabinet it is |located, or which electrica
circuit it is connected to. This kind of information nust be
provi ded through an Endorsenent: a statement froma third party.

These statenents may require human audiitors to inspect the device
physically. But, which device is really in front of an auditor?
Thi s docunent describes a nmechani sm by which an auditor can make
physical contact with a device and collect information to identify
the device in a cryptographically strong manner.

The Proof of Presence protocol is intended to provide a nechani sm by
whi ch device identity can be established via non-networked, physica
cabling such as a USB cable, or a serial (craft) console.

A.1. Introduction

In the RATS Architecture [RFC9334], an inportant input to the
Verifier function is the Endorsenent. Endorsenents
[I-D.ietf-rats-endorsenents] provide infornation that the Attester
can not inherently know This includes a statement that a particul ar
(Attester) keypair belongs to a device of a particular type. Sone of
this information m ght be placed into device identity certificate
(such as an IDeviD [IDevliD), but many ot her kinds of clainms would
not bel ong.

For instance, the physical |ocation or connectivity of a device would
be subject to change. 1n sone cases a GPS coordi nate m ght make
sense, but in other cases GPS might not be trustworthy, or night be

i nadequate. The physical |ocation of a router, as being in "Building
4, Aisle 37, Cabinet 9, Rack Unit 2-3" would be a |evel of precision
that GPS woul d be unable to provide. Oher clains might involve
know edge of the color of a device ("the red car"), or the
connectivity of the device ("the device plugged into the blue
cable"). Arelative claimmght also be relevant: The house on top
of the person with Ruby Slippers.

In these cases an endorsenment will need to be created, often by a
human i nspector/auditor that will have to physically visit the device
and ascertain the state of the device. There are sone challenges for
such an auditor: they could be led astray by malicious intent to

i nspect the wong device, or they could sinply not |ocate the device
they intended to audit. This results in an endorsenent |inked to the
wr ong devi ce.
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A.1.1. Overview of mechani sm

The auditor is equiped with a portable device (e.g., a tablet
conputer) containing an endorsenent signing key. This is the audit
device. (This could be an actual key, or it could just be a secure/
t anper proof contai ner in which endorsenments will be stored until a

| ong-term nore-secure endorsenment key can be enpl oyed)

The auditor finds the device in question and then coll ects whatever
information is relevant. For instance, the location in whatever form
makes sense for the endorsenment. That mght include taking pictures
of the device in-situ, scans of serial nunbers on the outside of the
case, and which cabl es are connected to which physical ports.

The auditor then plugs a physical cable between their audit device
and the device under audit. This cable is envisioned to be either a
USB console "rollover" cable [rollover]. The audit device then
initiates sone commands over this cable that will result in a proof
of the idnetity of connected device.

A. 2. Term nol ogy

Audit Device: The device that is used to collect information that
will go into endorsenents.

Devi ce Under Audit: Abbreviated to DUA. The device for which
endor senments are bei ng made

Auditor: The human who inspects the Device Under Audit.
A. 3. Presence Protoco

It is assuned that the console port has been designed for use by
humans. This protocol is designed to interact as if it’'s a human.
Not e that nore sophisticated nmechani sns such as SLIP or PPP woul d be
nmore vul nerabl e to spoofing.

A 3. 1. Initial Handshake

The audit device sends carriage returns (octet 13) until it sees a
response with a colon (":") init. This is usually a "login:" or
"username:" pronmpt of sone kind. The audit device then sends the
word "endorsenentaudit” with a carriage return. This represents a
user login, and for some systens this can be set as a real login with
limted permssions. It could run a special audit shell that only
can performsystemaudits. On other systens, this mght just an
unprivil edged account with the nornmal pronpts and conmands.
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The handshake is over when the word "endorsenent" is seen
A 3. 2. Proof of Presence

(Proof of Presence, or POP, is not a great TLA as it often refers to
proof that a private key is used. A better nane is saught)

Al conmmands are prefixed with "rfcXXXX" (with a trailing space,
where XXXX is the nunber of this docunent). A second word indicates
the command. The allows the device under audit to collect all
operations under a single command or comand sub-system

The audit device then sends the word/ command "position-proof",

foll owed by a 33 byte nonce, base64URL encoded into a 45 byte string.
(33 bytes are recommended because being divisible by three, they
encode evenly in base64, leaving no trailing =)

The devi ce under audit then responds with a CBOR format EAT object,
encoded in base64URL, and wapped in the strings "--- BEG N CCSE
OBJECT ---" and "--- END COSE OBJECT ---" {XXX: or should we use CBOR
Di agnosti c For mat ?}

The EAT payl oad shoul d be constructed as follows. Shown are a few
attributes that woul d nake sense to include. The above provi de nonce
becones the eat_nonce.

{
/ eat _nonce / 10: h’ 948f 8860d13a463e8¢e’
/ ueid / 256: h’ 0198f 50a4ff 6c05861c8860d13a638ea’
/ oemd / 258: h’894823', / |EEE QU format CEM I D /
[/ hwrodel / 259: h’ 549dcecc8b987c737b44e40f 7c635ce8
/ Hash of chip nodel nane /,
/ hwersion / 260: ["1.3.4", 1], / Miltipartnumeric version /
/ swname / 271: "Acme CS',
/ swersion / 272: ["3.5.5", 1],
}

The EAT payload is signed using the device under audit’s Attestation
Key. (A TPM s Endorsenent Key can not sign things) The hash of the
Attestation Key is provided in the unprotected headers.
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61( 18( [
h’ A10126’ / protected headers /
{
[/ x5t [ 34: [16, h'1234456781234567812344567812345678' ],
}, / unprotected headers /
h' A20B46024A6B0978DE0A49000102030405060708’ , | payl oad /

h' 9BOB2F5E470000F6A20C8A4157B5763FCA5BE759
9A5334028517768C21AFFB845A56 AB557E0C8973
A07417391243A79CA478562D285612E292C622162
AB233787’ / signature /

1))

x5t is from|[RFC9360]. The hash al goritm SHOULD be SHA256, or newer.
(Exanpl e to be updated

A .3.3. Collection of Endorsenent C ains

The audit device then validates the received EAT object fromthe
device. The audit device locates the public part of the device's

Attestation Key. This will in nmost cases be part of the "work order"”
that the auditor has been provided, but in sone cases, the auditor
will have to collect it fromthe device

For instance, a device m ght have been replaced since the audit was
requested, or there m ght be additional devices that the auditor

thi nks mght be relevant. An exanple mght be when a swi tching
devi ce has many cabl es connected into an adjacent optical nedia
converter that puts multiple signals through a single multi-frequency
optical cable. Such a layer of indirection might affect the audit’'s
ability to indicate which port is physically connected to which

cabl e.

Sone key physical information that an auditor m ght need to collect
is which fibre patches are connected to which ports of the switch
This information would be ideally collected by scanning (and
checking) |abels on the fibre patches.

A . 3.4. Additional Conmmands
Sone additional commands can be provided by the device under audit:

"attestation-key": This comrand returns the public certificate for
the device's Attestation Key in [ RFC7468] Certificate format.

"port-flash": This conmand takes an interface nunber/nane (e.g.,
"G gabitEt hernet 3/014"), and causes the LEDs adjacent to a
particular port to flash in a distinct pattern. This is to help
i dentity which physical port is which.
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"port-down": This comand takes an interface nunber/nanme (as above),
and causes the switch to mark the physical port as down, but not
turn off the laser. Traffic SHOULD be re-routed as if the fibre
has failed. This is a disruptive test! The auditor may then
physically unplug the fibre as part of an audit of the fibre
paths. This conmand mi ght not performthe action imrediately, but
could signal to the network operations center that such a test is
desired, and allow themto approve it.

"port-up": Indicates the end of an path-audit started by "port-
down".
"endorsenments": This command is foll owed by a base64URL encoded CBOR

Sequence of Endorsenents, wapped in the sane BEA N COSE header
and footer as before. To guard against failure during, the device
under audit SHOULD time out this command after 120s if no END COSE
OBJECT franming is seen. This command allows the auditor to | oad
any resulting endorsenents directly into the device to be passed
up along with Evidence to a Verifier

"exit": This command indicates that the audit is over, and the
devi ce under audit can return the console interface to the nornal
state.

A.3.5. Ceneration of Endorsenent
The auditor, having collected one or nore proofs, then transmits them
to the endorsenent agency. This may be via physical transfer,
secured enmmil, or some secured online API.
The endorsenent agency then needs to do the follow ng:

1. locate the Endorsenent Certificate, if it was not collected from
t he device

2. validate that the provided EAT is signed by the associated
Endor serment Key.

3. validate that the clains in the EAT are consistent with that
whi ch is expected fromthe device.

4. validate the format of the additional information collected by
the auditor. Location, type and nunber of connections, (col our
of device even).

Fromthis, one or nore Endorsenents are then created and signed by
t he endorsi ng agency.
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In some cases the auditor night be entirely self-contained, producing
the endorsenents directly on their audit device. |In that case, they
woul d use the "endorsements"” to |oad the resulting Endorsenents
directly into the device.

A.4. Aternatives to USB/serial cables

There are a nunber of cases where a USB or serial console cable night
be unavailable, or it’'s mght be undesireable. Many snaller |oT

devi ces, hone routers and consuner itens do not have any ki nd of
consol e availabl e. The consol e access might require renoval of the
case, which nmight be inpossible to do while the device is
operational, or while the device is physically installed. Console
access mght provide access to a priviledged pronpt; that access

m ght either be unsafe to give to the auditor, or mght require a
password to access that should not be shared.

One alternative is to use Ethernet. Mdst routing platforms have many
ethernet ports, and usually have at | east one enpty ethernet port.

It is also conmon for there to be a dedicated copper ethernet port
for managenment even on routing platforms that otherw se only have
fiber-optic ports running at nmultiple hundred gigabits. The use of
et hernet has probl ens because ethernet can easily be sw tched;
transmtting the signal to another device el sewhere. This is often
the whole point of the routing platform to switch traffic el sewhere
This would result in a false audit if the auditor is diverted.

The LLDP protocol [LLDP] is a one-hop protocol which is usually not
forwarded. It can do things like tell a connected device which port
of client device is connected to. Wile trustworthy devices will not
forward LLDP franes, an untrustworthy device that has been progranmred
to participate in a subterfuge mght well forward franes. It mght
be possible to construct a chall enge/response systemthat has the
auditor plug cables in some non-determnistic order in order to
defeat the subterfuge

Thi s process woul d probably need to augnmented with sone other forns

of feedback; perhaps flashing of status LEDs on the device in a

pattern.

Not e: the consol e/ USB cabl e could al so be redirected to another host!
A.5. Privacy Considerations

The ability to walk up to a device and interogate it as to it’s

identity is potentially privacy violating if the device is associated

with a person. This would include all kinds of small devices:
phones, |aptops, electric bicycles, autonobiles,
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One countermeasure is that the device needs to be put into an audit
mode before it can be interrogated. This is reasonable for sone
devi ces and sone audit processes, but for other processees, the need
to do random audits may countermand this need. For devices such as
|large routing platforns, they are often located in data centers with
mul tiple layers of physical access control: |ocked buildings, |ocked
machi ne roons, and | ocked cabinets. For such devices, there are

per haps few privacy concerns, and the auditor needs credentials in
order to access the device at all

A. 6. Security Considerations
There are three concerns with this protocol

The first is the potential for unauthorized people to collect

i nformati on about devices to which they have no authority to
interogate. In industrial settings, this is mtigated by physica
access controls. |In those settings the ability to identify devices
whi ch may be physically mi sbehaving or are danmaged and connect them
to their digital identity significantly outweighs any concerns about
device identity.

In consuner and retail settings, the device SHOULD not respond to
this protocol unless an operator/owner has put the device into device
i denti cation node.

The second concern with this protocol is that it mght be spoofed or
confuzzled. The auditor could be m slead as whether the device in
front of themis really the device that is responding to their
queries. The auditor SHOULD have the device identity with them
already as part of the work order. They should therefore not be

m sl ead as to which device they intend to audit, the issue is that it
m ght not be the device that is physically in front of them The
device m ght be a nock-up designed to ook right, but really it is
wired secretly to the real device which is el sewhere, and is
differently configured. This attack is called the "Sock-Puppet"

att ack.

Such attacks require physical exam nation to detect. Sone attacks
may be mitigated through careful use of the "port-flash" conmands to
cause signals visible to the auditor that would ideally be difficult
to fake. Efforts this way are the subject of further work.

The third concern with this protocol is that it m ght open up the
device to attacks via this console port. The Initial Handshake
Appendi x A 3.1 nechanismis designed so that it can be easily

i mpl emented by typical router and operating system | ogin nmechani sns.
A very limted account woul d be created, or even a node within the
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| ogin mechanismitself, and so no additional inquiries would be

possi ble. Some operators prefer to never have a login process on the
consol e/craft ports of their devices. This is usually done so that
mai nt enance people do not need to have passwords that can then be re-
used over a network, weaking the security of the device. They depend
upon physical security for the console ports to provide security.
Such operators might wish to rethink this policy for devices which
will be subject to audit.

I ANA Consi derations

I ANA is asked to allocate a CBOR Tag for this object. Details TBD.
endi x B. Acknow edgenents

Your name here.

endi x C. Changel og

now edgnent s

TODO acknow edge.

hor’ s Address

M chael Ri chardson

Sandel man Sof t ware Wor ks
Emai |l : nctr+i et f @andel man. ca
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