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Abst r act

Many wor kl oads have linmitati ons on what geography they are allowed to
operate in. This is often due to a regulation that requires that the
comput ation occur in a particular jurisdiction.

Thi s docunent is about encoding a variety of geographical conclusions
in an Attestation Result.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-richardson-rats-geographic-
results/.

Di scussion of this docunent takes place on the RATS Wirki ng G oup
mailing list (mailto:rats@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/rats/. Subscribe at
https://ww. ietf.org/mailman/listinfo/rats/.

Source for this draft and an issue tracker can be found at
https://gi thub. com ncr/ geographicresult.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 20 April 2026.
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. Introduction

Resol vi ng the question of where certain conputations occurs can be
critical to assessing how rmuch trust to put into the result.

Exanmpl e. Exanple. Exanple.

[I-Dietf-rats-ear] provides a franework that all ows an [ RFC9334]
Verifier to return a conclusion as to geographic region for an Target
Envi ronnent .

Wil e [ RFC9711], Section 4.2.10 provides a very good WES84 based
|l ocation claim often very suitable as Evidence, it is not ideal for
the use by Relying Parties. There are a few reasons:

* the latitude and | ongitude describe a location on the Earth. The

Relying Party is seldominterested in that |evel of detail. It
needs to know if it's in the correct place.
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* the geographic position | eaks significant amount of private
information that is not necessary for the Relying Party to know.

* for many activities, it is the Legal Jurisdiction that matters,
not the actual location. Jurisdictions often do not have well
defined concentric boundaries. For instance, the Korean
Consultate in Los Angelos is usually for Legal purposes, in Korea.
Yet, only a few nmeters away, possibly below the | evel of WGS84
accuracy, the jurisdiction wuld be different.

This docunent offers a new set of structured abstract clains that

provi des an eval uated view of where a Target Environnent is. The

mechanismto do this apprai sal may depend upon a nunber of factors
whi ch may be related to physical geographic position, but also

i ncl ude ot her consi derations.

For instance, a claimthat Target Environnent is |less than 1ns (as
light travels in a fiber optic cable) away from anot her Target

Envi roment whose location is known. A typical fiber optic cable has
a speed of 200,000 kil ometers per second (slower than light in a
vacuumto the index of refraction of the glass involved. So if the
round trip time between environnments is 1ns, then the distance

bet ween Target Environnents can be appraised to be within 1m of each
ot her.

2. Conventions and Definitions
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Caimdefinition

This claimdefinition goes into the EAR submods map. Minbl e nunbl e.
AR4AS|I + $ear CDDL TBD.

Geographic Results can contain one or nore of the follow ng clains.

1. jurisdiction-country = | SO3361 country code.

2. jurisdiction-country-exclave = bool eann

3. jurisdiction-state = country-specific |ist

4. jurisdiction-state-exclave = country-specific-1list
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5. jurisdiction-city = state-specific list

6. jurisdiction-city-exclave = state-specific-1list

7. encl osi ng- excl ave-country = |1 SG8361 country code

8. near-to = another entity+distance

9. rack- U-nunber = ordinal, nunbered frombottom RU as 1.

10. cabinet-nunber = ordinal, DC specific ordering, mght ignore
hal | way, room and fl oor

11. hal I way- nunmber = ordina

12. roomnunbr = string

13. floor-nunber = string, usually representing an integer.

There are sone additional things which may be received as Evidence,
but which is sonetinmes inportant to convert to Results, having
verified sone aspects. (TBD) 1. range-to-tower = designation of
tower, distance-readi ngs 2.

(NOTE: There are apparently exclaves that ar inside other countries
excl aves, like Nahwa. Unclear if exclave information is even

relevant, or if second order matters at all)

4. CDDL Definition
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; # inport rfc9711 as eat

; # inport rfcXXXX as corim

$$ear - apprai sal -extension //= (

ear . geographi c-resul t-1 abel => geographic-result-clains
)

geogr aphi c-resul t-cl ai n8 = non-enpt y<{
? grc.jurisdiction-country-|abel => iso-3361-al pha-2-country-code

? grc.jurisdiction-country-exclave-|abel => boo

? grc.jurisdiction-state-label => tstr .size (2..16)

? grc.jurisdiction-state-exclave-|abel => boo

? grc.jurisdiction-city-label => tstr .size(2..16)

? grc.jurisdiction-city-exclave-|abel => boo

? grc. encl osi ng- excl ave-country-1| abel => iso-3361-al pha-2-country-code

? grc.near-to-label => corimuuid-type

? grc.rack-U nunber-label =>uint .gt O

? grc. cabinet-nunber => uint .gt O

? grc. hal l way- nunber => uint

? grc.roomnunber => tstr .size (2..64)

? grc.floor-nunber => int
}>
ear . geographic-result-label = eat.JC<"TBD02", TBDO1l>
grc.jurisdiction-country-label = eat.JC<"grc.jurisdiction-country", 0>
grc.jurisdiction-country-exclave-label = eat.JC<"grc.jurisdiction-country-exclave",
grc.jurisdiction-state-1abel = eat.JC<"grc.jurisdiction-state", 2>
grc.jurisdiction-state-exclave-label = eat.JC<"grc.jurisdiction-state-exclave",
grc.jurisdiction-city-label = eat.JC<"grc.jurisdiction-city", 4>
grc.jurisdiction-city-exclave-label = eat.JC<"grc.jurisdiction-city-exclave", 5>
grc. encl osi ng- excl ave-country-| abel = eat.JC<"grc. encl osi ng-excl ave-country", 6>
grc.near-to-label = eat.JC<"grc.near-to", 7>

grc.rack- U nunber-1abel = eat.JC<"grc.rack-U nunber", 8>
grc. cabi net - nunber = eat.JC<"grc.cabi net-nunber", 9>
grc. hal I way- nunber = eat.JC<"grc. hal | way-nunber", 10>
grc.room nunber = eat.JC<"grc.room nunmber", 10>
grc.floor-nunber = eat.JC<"grc.floor-nunber”, 11>

i so-3361- al pha-2-country-code = tstr .size 2

5. Security Considerations

TODO Security
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6. | ANA Consi derati ons

I ANA is asked to allocate TBDO1 fromthe "CBOR Wb Token d ai ns"
registry [IANA. cw], and TBDO2 (suggestion: "ear.geographic-result-
clains") fromthe "JSON Wb Token C ains" registry [IANA jwt].
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