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Abst ract

Thi s docunent further refines different kinds of RFC 9334 Conposite
Attesters.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-richardson-rats-conposite-
attesters/.

Di scussion of this docunent takes place on the rats Wrking G oup
mailing list (mailto:rats@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/rats/. Subscribe at
https://ww.ietf.org/mailman/listinfo/rats/.

Source for this draft and an issue tracker can be found at
https://github. com richardson/rats-conposite-attesters.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. I nt roduction

Thi s docunent clarifies and extends the neani ng of Conposite Attester
from[RFC9334], Section 3.3.

1.1. Caveats of Current Definition

[ RFC9334], Section 3.3 says:
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‘“** A conposite device is an entity conposed of multiple sub-entities
such that its trustworthiness has to be determ ned by the appraisa
of all these sub-entities.

Each sub-entity has at | east one Attesting Environment collecting the
Clains fromat |east one Target Environment. Then, this sub-entity
generates Evidence about its trustworthiness; therefore, each sub-
entity can be called an "Attester". Anobng all the Attesters, there
may be only sonme that have the ability to comrunicate with the
Verifier while others do not. **°

In this description, it was left vague as to whether or not each
Attesting Environnent signs the Evidence that it generates, and

whet her or not the Evidence is evaluated by a Verifier operated by
the Lead Attester, or if it’'s passed by the Lead Attester along with
the Evidence fromthe Lead Target Environnent.

1.2. Term nol ogy

Lead Attester: This termis from RFC9334, and includes the (Lead)
Attesting Environment, and the (Lead) Target Environnent.

Target Environnent: This termis from RFC9334, this refers to the
environment for which Evidence is gathered.

Attesting Environment: This termis from RFCO9334, this refers to the
thi ng which gathers the Evidence.

Conponent: This is the pieces which are attached to the Lead
Attester. There are one to many of these, typically each with
their own application specific processor

Conponent Attesting Environment: This termis new, and refers to an
Attesting Environnment residing inside a conponent of the whole.

Conponent Target Environnment: This termis new, and refers to an
envi ronnment for which Evidence is collected.

1.3. ddass 0 Conposite Attester

In this first, sonmewhat degenerate scenario, the Lead Attester has
access to the entire nenmory/environment of all of the conponents.
Exanpl es of situations like this include classic PCl-buses, |SA
buses, VMg, S100/I|EEE 696-1983. In these situations, secondary
components m ght not boot on their own. (It mght even be that the
| ead environnent (the chassis) will place code into RAM for these
systens, with no ROMat all) In this case, it is possible for the
Lead Attesting Environment to collect Evidence about each of the
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conponents wi thout the conponents having to have their own Attesting
Envi ronnent .

At this Cass, all of these conponents can be considered part of the
same system In the classic PCl or |SA environment, the conponents
are hard drive interfaces, video interfaces, and network interfaces.
For many such systens considering the systemto be a conposite is
unncessary additional conplexity.

The benefit of applying the conposite mechanismin this case is that
it is no longer necessary to consider the exhaustive conbinatorics of
al | possible conmponents being attached to the |l ead attester: it is

al ready the case the reference values for a target environment may
change dependi ng upon how rmuch menory is installed.

In this Class 0 Conposite Attester, the Evidence gathered about the
conmponents woul d be included in the Lead Attester’s signed Evidence
(such as an EAT), as sub-conmponents in UCCS form [ RFC9781]. The
signature fromthe Lead Attester applies to all the Evidence, but the
Verifier can eval uate each conponent separately.

More nodern buses |ike PCle, InfiniBand, Thunderbolt, DisplayPort,
USB, Firewire and others do not provided direct electrical access to
target conponent system nenory. They are serialized versions of the
old I/O buses, using a protocol akin to a network. They require non-
trivial deserialization at eacn end, requiring configuration via
firmvare that itself mght not be trustworthy. A systemw th such an
interface would be a O ass 1.

1.4. Cdass 1 Conposite Attester

In this Cass, each conponent or slot has its own Attesting
Envi ronment and hence produces its own signed Evi dence.

RFC 9334 gives the follow ng exanpl e:

For exanple, a carrier-grade router consists of a chassis and
multiple slots. The trustworthiness of the router depends on all its
slots’ trustworthiness. Each slot has an Attesting Environment, such
as a TEE, collecting the Clains of its boot process, after which it
generates Evidence fromthe d ai ns.

The Lead Attester sinply relays the Evidence along with its own:
Among these slots, only a "main" slot can comunicate with the
Verifier while other slots cannot. However, other slots can

conmmuni cate with the main slot by the |inks between theminside the
router. The main slot collects the Evidence of other slots, produces
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the final Evidence of the whole router, and conveys the final
Evidence to the Verifier. Therefore, the router is a conposite
device, each slot is an Attester, and the main slot is the |ead
Attester.

Note that the Lead Attester does not_evaluate the Evidence, and
does not run its own Verifier.

1.5. dass 2 Conposite/Hybrid Attester

In this scenario, the Conponents relay their Evidence to the Lead
Attester. The Lead Attester operates a Verifier itself. It

eval uates the Conponents’ Evi dence agai nst Reference Val ues,
Endorsenments, etc. producing _Attestation Results_ These Attestation
Results (or their selectively disclosed version: SD-CM/SD JW) are
then included as part of the Lead Attester’s Evidence to it’'s
Verifier.

The Verifier’'s signing credentials nay be part of the sane Attesting
Envi ronment as the Evidence signing credential used by the Lead
Attesting environment. O they could be in a different environnent,
such as in a different TEE

1.6. Cass 3B Conposite Background-Check Attester

In this scenario, the Components relay their Evidence to the Lead
Attester. The Lead Attester does _not_ operates a Verifier itself.

I nstead, the Lead Attester, conveys the Evidence to the Lead Verifier
along with it’s own Evidence. The Conponent Evidence is not placed
within the Lead Attester’s Evidence (DEBATE). The Lead Attester
needs to comuni cate how each conponent is attached, and that would
be within its Evidence.

The Lead Verifier, acting a Relying Party, connects to Verifiers
capabl e of evaluating the Conponent Evidence, retrieving Attestation
Results fromthose Verifiers as part of evaluating the Lead Attester.

This case is simlar to Cass 1, however the integration of the

conponent attestation results in Class 1 is not included in the
Evi dence, while in this case, it is.
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1.7. dass 3P Conposite Passport-Mdel Attester

In this scenario, the Components relay their Evidence to the Lead
Attester. The Lead Attester does not_operates a Verifier itself.
Instead, the Lead Attester, acting as a Presenter (term To-Be-
Defined), connects to an appropriate Verifier, in passport node. It
retrieves an Attestation Result fromthe Verifier, which it then
includes within the Evidence that the Lead Attester produces.

The Lead Attester’s Verifier considers that the Conponent during it’'s
assessnent. It needs to consider if the conponent has been assessed
by a Verifier it trusts, if the conponent is appropriately connected
to the Lead Attester, and if there are an appropriate nunber of such
components.

For instance, when accessing a vehicle such as a car, where each tire
is it’s own conponent, then a car with three wheels is not
trusthworthy. Most cars should have four wheels. A car with five
wheel s ni ght be acceptable, if at |east one wheel is installed into
the "spare" holder. (And, it may be of concern if the spare is flat,
but the car can still be operated)

A nore typical digital use case would involve a main CPU with a
nunber of attached specialized intelligent conmponents that contain
their own firmmvare, such as G aphical Processors (GPU), Network
Processors (NPU).

1.8. Level 4 Conposite Attester

In certain systens, it is possible to have two i ndependent Attesting
Environments in an Attester to collect clainms about a single Target
Environment. | n such cases, one of the Attesting Environnent, acts
as a Primary, while the other acts as a Secondary Attesting

Envi ronnent .

The two Attesting Environnents will have a fixed and col | aborative
structure where each can be responsible for a subset of Evidence.
Because of the collaborative structure it may be arranged that either
of the Attesting Environment can present Evidence collected by the
other (but this is deploynment specific).

Exanpl e of one such systemis a CPU system of a desktop from a Vendor
X, which has its built in Attesting Environnent, integrated into a
product Y which requires a mandatory TPM support. In such situations
one can anchor the Roots of Trust of Vendor X' s CPU Attestation using
a secondary Attesting Environment with the TPM Attestation

Al ternatively, generate a TPM Quote and anchor it to Root of Trust of
CPU Attestation based of Vendor X s Attesting Environment.
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8.

8.

A Verifier/RP may decide to direct the Attestati on Request to an AE
of choice to reflect the rel evant subset of Evidence required for
trust asssessnent.

Attestation Results as Evidence

In cases 2, 3B and 3P Attestation Results are included as Evidence.
This results in a Verifier that nmust evaluate these results. It nust
be able to validate the signatures on the Evidence.

This creates _stacked Renpte Attestation. This is very nuch
different and _distinct_from[RFC9334], Section 3.2 Layered
Attestation.

Layered Attestion produces a _single_ set of Evidence, with clains
about different |ayers.

Privacy Considerations

YYY

Security Considerations
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