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1. Introduction

The Border Gateway Protocol (BGP) [RFC4271] is the routing protoco
used to exchange routing and reachability information anong

aut ononous systems. BGP uses TCP as its transport protocol to
provide reliable comunication. BGP establishes peer rel ationships
bet ween routers using a TCP session on port 179.

The Mul tiprotocol Extensions for BGP-4 (MP-BGP) [ RFC4760] al |l ow BGP
to carry information for nmultiple Network Layer protocols. However,
only a single TCP connection can reach the Established state between
a pair of peers [RFC4271]. As a consequence, an error related to a
particul ar Network Layer protocol may result in the term nation of
the connection for all.

QUI C [ RFC9000] is a UDP-based nultiplexed and secure transport
protocol that provides connection-oriented and stateful interaction
between a client and server. It can provide |low | atency and
encrypted transport with resilient connections.

In QU C, application protocols exchange i nformation using streans.
Each streamis a separate unidirectional or bidirectional channe
consi sting of an ordered stream of bytes. Mreover, each stream has
its owmn flow control, which limts bytes sent on a stream together
with flow control of the connection.

Thi s docunent specifies the procedures for BGP to use QU C as a
transport protocol with a nechanismto carry Network Layer protocols
(AFI/ SAFI') over individual streams. The Network Layer protocols are
identified using a combination of Address Fanmily (AFI) and Subsequent
Address Family (SAFl), as described in [ RFC4760]. These per-AFl/ SAFI
streans (function channels) and the associated control mechani sm
(control channel) for the session are called "BGP channels". 1In one
BGP over QUIC (BoQ connection, one control channel and one or nore
function channels are used to carry routing information.
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2

3.

4.

4.

Requi renment s Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

Ter mi nol ogy

BoQ Milti-channel BGP using QU C. Running the BGP protocol over
multiple QU C streans as defined in this docunent.

QUI C connection: A transport-layer connection between two
endpoi nts using QU C [ RFCO000] .

QUIC streans: A bidirectional or unidirectional bytestream
provided by the QU C transport [RFC9000].

BGP channel : An instance of a BGP protocol state nachi ne napped to
a specific QU C stream

BGP control channel: A channel dedicated to transmtting the
session control data, which is inplenmented as a bidirectiona
stream

BGP function channel: A BGP per AFI/SAFI channel, which is
i npl emented asynmetrically as unidirectional streans.

Sunmary of Operations
1. Establish BG/ QUI C Connection

Bef ore two BoQ speakers start exchanging routing information, they
must establish a BGP session. It is established in two phases:

* Establish a transport |ayer connection. TLS 1.3 is integrated
with QUC  The TLS authentication paranmeters used for this
connection are out of the scope of this draft.

* [Establish a BoQ session over this transport connection. This
docunent specifies the details of such an operation

QUI C connections are established as described in [RFCO9000]. During
connection establishment, a BoQ speaker SHOULD use UDP port TBD1 and
MUST sel ect the Application-Layer Protocol Negotiation (ALPN)

[ RFC7301] token "bog" in the TLS handshake. Support for other
application-layer protocols MJST NOT be offered in the sane
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handshake. A connection MJST be closed if the ALPN token is not as
indicated or if other application-layer protocols are offered in the
sanme handshake.

[ RFC4271] defines the operations for a single BGP session between two
BGP speakers using TCP. This docunent defines the ability to carry
BGP over multiple QU C streams as "BGP channel s".

On a BoQ connection, the BoQ speaker first establishes a
bidirectional streamfor the "BGP control channel"”. The contro
channel is used to establish a BGP peer relationship between two BoQ
speakers, sinmlar to RFC 4271. OPEN nessages are exchanged on the
control channel, and if the BoQ session paranmeters are acceptabl e,
the peering session is established. Similar to RFC 4271, the BoQ
session is termnated with a NOTI FI CATI ON nessage i f the paraneters
are unaccept abl e.

After establishing the control channel, each BoQ speaker may create
function channels using unidirectional QU C streans. These function
channel s are used to carry BGP routes for a specific AFI/SAFI. Only
one function channel per AFI/SAFI can exist from one BoQ speaker to
anot her (see Section 5.4. Unlike [RFC4271] BGP, there is no

requi renent for both BoQ speakers to have a synmetric and matching
set of function channels.

BGP channel s | argely use the nmechani snms of the RFC 4271 Finite State
Machi ne (FSM for their establishment. For the control channe
carried over a bidirectional QU C stream the FSMis identical to the
RFC 4271 FSM  However, since the function channels are

uni directional, the RFC 4271 FSM procedures cannot be carried out
solely using the unidirectional channel from one BoQ speaker to
another. Instead, the respondi ng BoQ speaker mnust carry its replies
for the unidirectional streans over the control channel and address
themto a specific BGP function channel

4.2. Establish BGP/ QU C Control Channe

After BoQ session establishment, the BoQ speakers will create the
control channel. The control channel is a bidirectional QU C stream
with stream | D 0 [RFCO000]. It is created by sending a BGP OPEN

message. BGP OPEN nessages carry paraneters such as the Autononous
System nunber, BGP ldentifier (router-id), Hold Tinme, and
Capabilities. These paraneters are used by a BoQ speaker to decide
whet her a BGP session is pernmitted to be established.
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The capabilities carried in this OPEN nessage for the control channe

are the BoQ connection-specific parameters; i.e. those that apply to
the entire connection. An exanple of this is the BGP Role Capability
[ RFC9234]. If a function-only capability - as categorized in Table 1

- is included in the OPEN nessage, it MJST be ignored.

The control channel uses BGP hold tinme procedures as specified in

[ RFC4271]. KEEPALI VE nessages are sent periodically in the absence
of other nessages on the control channel. |If no nmessages are
received within the negotiated hold tine on the control channel, the
BoQ connection is closed with a NOTI FI CATION as specified in

Section 6.5 of [RFC4271]. |In short, the BoQ control channel is used
to establish the peering relationship and connection paraneters

bet ween the two BoQ speakers, ensure connectivity over this session
is verified, and further is used as the response channel for the
function channels as specified in Section 4. 3.

It is an error to exchange BGP routing informati on over the contro
channel. This functionality is reserved for the Per-AFl/ SAFI
Function channels. |If BGP routes are received on the contro
channel, the receiving BG speaker MJST send a BGP NOTI FI CATION with
a Cease code on the control channel and close the QU C connection

QUI C supports connection mgration. However, only the client side
can nove. The role of the QU C endpoints is inportant. For future
extensibility, a new BoQ Capability indicates the configured rol e of
the BoQ speaker: Client, Server, or Any. It is expected that the BGP
configuration and QU C roles match. The QU C connection can be reset
if they don't. See Section Section 5.1 for details.

4.3. Establish BGP/ QU C Function Channe

Per - AFl / SAFI Function channel s are used to exchange routing
information. After the control channel reaches the Established
state, function channels are created as unidirectional QU C streans
and advertise routes for a single AFlI/SAFI using BGP UPDATE nmessages.
Only one function channel per AFI/SAFI can exist from one BoQ speaker
to anot her (see Section 5.4).

It is an error to try to establish Per-AFI/SAFl Function channels
prior to the control channel transitioning to the Established state.
Per - AFl / SAFI Function channel s SHOULD NOT be pernmitted to transition
to the Established state prior to the control channel itself entering
the Established state.

BoQ speakers asymmetrically create their function channels. Wile it

m ght be the typical case for there to be a symetric set of per-AFI/
SAFI function channels, one for each speaker, this is not a
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requirenent. For exanple, BGP-LS [I-D.ietf-idr-rfc7752bis] may only
require that a BoQ speaker asymetrically receive BGP-LS NLRI and may
not need to send them

A BoQ speaker that needs to advertise routes to its peer opens a
unidirectional streamto its neighbor by sending an OPEN nessage

i ndicating the particular AFlI/SAFl to be used. The BoQ connection-
wi de parameters have previously been exchanged over the control

channel . The function channel OPEN messages MJST contain an
i dentical BGP Aut ononpus System nunber and BGP ldentifier as the
previously established control channel. 1t is RECOWENDED that the

BGP Hol d Time val ue exchanged in the function channel s be
significantly longer than the hold time negotiated for the contro
channel. It is the responsibility of the hold timer for the contro
channel to provide connection verification for the BoQ connection
The purpose of the function channel negotiated hold tine is to
provide verification of the comruni cati on between the two BoQ
speakers for that AFI/ SAFI

The BGP Capabilities carried on the function channel SHOULD only be
those that are function-specific, as categorized in Table 1.
Conflicting BoQ connection-w de paraneters exchanged over the
function channel MAY result in the BoQ speaker sending a NOTI Fl CATI ON
message and not permitting the per-AFlI/SAFI function channel to
become Est abl i shed.

The recei ving BoQ speaker replies to those nessages as defined in the
[ RFC4271] FSM by sending its nmessages (OPEN NOTI FI CATI ON KEEPALI VE)
addressed to the sender over the control channel

Once the function channel has reached the Established state, BGP
UPDATE nmessages may be sent to the renote BoQ speaker.

A single function channel for an AFI/SAFI pair results in asymretric
route advertisenents. Both BoQ speakers can create a function
channel to inplenment symretric route advertisenents.

Each function channel is created independently to naturally support
mul ti -channel BGP. The nei ghbor state machi nes are decoupled; in
case of error, it is possible to reset only one function channel (one
direction of a synmetric route exchange) using a BoQ Error Message

with code BoQ Chanel Reset (see Section 6). |If one function channe
i s bl ocked for sonme reason, other channels can still progress and
oper at e.
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4.4. Channel Reset

A NOTI FI CATION is sent over the control channel if the entire BGP
connection needs to be reset for any reason, such as a configuration
change or a network outage. Existing error nessages defined by

[ RFC4271] and ot her various extensions SHOULD be used.

If the control channel is closed, the QU C connection MJST be

term nated using a CONNECTI ON_CLCSE franme, and an error notification
(see Section 6) should be included to indicate that the connection
has been terminated by BGP. |If there are other open channels, they
are al so closed when the connection is closed.

A function channel can be reset independently w thout inpacting any
ot her function channels or the control channel. Please refer to
Section 6.

4.5, Channel Coordination

5

5

A single QU C stream provi des ordered and reliable delivery.

However, there is no guarantee of transm ssion and delivery orders
across streans. Therefore, if specific data from one channel needs
to be received before data from other channels, this requirenent nust
be acconplished through BGP

As defined in [RFCO000], a QUIC inplenentati on SHOULD provi de ways in
whi ch an application can indicate the relative priority of streans.

A BGP inplenentation utilizing QUC as its transport protocol MJST
support a prioritization mechanismfor BGP streans. This is
essential for ensuring that critical routing information can be
transmitted with higher priority conpared to non-routing information

How to inplement the supported priorities using QU C congestion
control at the connection level, streamlevel flow control, and
packetization are out of the scope of this docunent.

Protocol Definitions
1. BGP Over QUIC Capability
QUI C supports connection mgration. However, only the client side

can nove. For a BoQ speaker to take advantage of the QU C connection
mgration capability, it has to be the QU C client.
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For an inplenmentation of the BoQ defined in this document, an
explicit configuration is needed to identify a BoQ speaker’s role: a
QUICclient, a QUC server, or any (Don” t care). The default value
can be "any"; other values MJST be explicitly configured.

A new ” BGP over QUC’ capability is defined below to signal whether
the BoQ speaker is a QU C client, a QUC server, or any (Don’ t care).

BoQ capability:
Code: TBD2 (to be assigned by | ANA)
Length: 1(octet)
Val ue:
0 Any
1 dient
2 Server

The BoQ Capability is a control-only capability (see Table 1), which
means it SHOULD only be sent in the control channel. It MJST be
ignored if received in the OPEN nessage of any function channel.

A BoQ session MJST be term nated if the BoQ speaker role
configuration and the QUI C connection role don't match by sending a
NOTI FI CATI ON on the control channel with an error code of BGP over
QUI C Message Error and a Subcode BoQ Capability M snmatch, then
closing the QUIC connection with a CONNECTI ON_CLCSE franme and an
error code of APPLI CATI ON ERROR. Pl ease refer to section 19.19 in

[ RFC9000] . For example, if a BoQ speaker is configured as a client,
but the QUI C connection conmes up as a QUIC server, the QU C
connection nust be terminated. The "any" configuration natches both
the QU C client and QU C server roles.

Before initiating a QU C connection for BGP, the BoQrole
configuration MIUST be checked. If a BoQ speaker is configured as a
QU Cclient, it MUST try to initiate the QU C connection. I|If a BoQ
speaker is configured as a QU C server, it MUST wait for a QU C
connecti on.

The foll owi ng collision avoi dance procedure SHOULD be foll owed during
QUI C connecti on set up:

When one BoQ speaker is configured as a client, and the other side
is configured as a server, no collision will happen. |If the other
side initiates a QU C connection, a QU C CONNECTI ON_CLCSE frane
with error code APPLI CATI ON ERROR MUST be sent.

When a BoQ speaker is configured as "any" or as a server, it MJST
accept the QUIC connection initiated by the other BoQ speaker.
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During the control channel setup, the BoQ capability MJST be checked
to nmake sure the configured BoQ rol e matches the QU C connecti on.
VWhen both BoQ peers are configured as "any", the session collision
mechani sm defined in [ RFC6286] and [ RFC4271] MJST be fol | owed.

In case there is a BoQrole msnmatch, for exanple, a BoQ speaker
configured as "any" accepted a QU C connection froma BoQ speaker
configured as server, an error notification, BoQ Capability M smatch,
SHOULD be sent and the connection MJST be term nated. Please refer
to Section 6 for details.

5.2. Capability Category
For existing BGP capabilities, sonme of of themapply to the entire
connecti on and MJST be sent in the control channel OPEN nessage, such
as the BGP Role defined in [ RFC9234]. |If such capabilities are sent
in an OPEN nessage in a function channel, they MJST be ignored.

The followi ng tabl e shows the category of each capability.

[ bbbl o fumesbomsefsesefsessfsospsfsfespesfespessfespepemng bossesossfsesesfsessfsessfesfespeusfenly oot
| Value | Nane | Ref | Control/ |
| | | | Function |
[ ool e e s oo el e e e
| 1 | Multiprotocol | RFC2858 | F |
| | Extensions for BGP-4 | | |
R, o e e e e o e e e oo R +
| 2 | Route Refresh | RFC2918 | F |
| | Capability for BGP-4 | | |
S oo Fom e S +
| 3 | CQutbound Route | RFC5291 | F |
| | Filtering Capability | | |
R, o e e e e o e e e oo R +
| 5 | Extended Next Hop | RFCB8950 | F |
| | Encodi ng | | |
S Fom oo Fom e S +
| 6 | BGP Extended Message | RFC8654 | OF |
N Tt o e e e e oo - Fomm e oo - +
| 7 | BGPsec Capability | RFC8205 | CF |
AR, o e e e e e e oo o e e e e oo R +
| 8 | Multiple Labels | RFC8277 | C- |
| | Capability | | deprecated |
S oo Fom e S +
| 9 | BGP Role | RFC9234 | C |
R, o e e e e o e e e oo R +
| 64 | Graceful Restart | RFCA724 | CF |
| | Capability | | |
S oo Fom e S +
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| 65 | Support for 4-octet | RFC6793 | OF |
| | AS nunber capability | | |
R, o e e e e o e e e oo R +
| 67 | Support for Dynanic | draft-ietf-idr- | CF |
| | Capability | dynami c-cap | |
| | (capability specific) | | |
S o o T +
| 68 | Multisession BGP | draft-ietf-idr- | Not |
| | Capability | bgp- | comnpatible |
| | | rmultisession | |
Fomm o - e o e e e oo Fom ek +
| 69 | ADD- PATH Capability | RFC7911 | F |
S o o T +
| 70 | Enhanced Route | RFC7313 | F |
| | Refresh Capability | | |
AR, o e e e e e e oo o e e e e oo R +
| 71 | Long-Lived Gaceful | draft-uttaro- | OF |
| | Restart (LLGR) | idr-bgp- | |
| | Capability | persistence | |
N Tt o e e e e oo - Fomm e oo - +
| 72 | Routing Policy | draft-ietf-idr- | F |
| | Distribution | rpd | |
Fomm o - e o e e e oo Fom ek +
| 73 | FQDN Capability | draft-walton- | C |
| | | bgp-host nare- | |
| | | capability | |
R, o e e e e o e e e oo R +
| 74 | BFD Capability | draft-ietf-idr- | C |
| | | bgp-bfd-strict- | |
I I | node I I
S o o T +
| 75 | Software Version | draft-abraitis- | CF |
| | Capability | bgp-version- | |
| | | capability | |
Fomm o - e o e e e oo Fom ek +

Table 1: Capability Category Table
5.3. Marker for End-of-R B

The End-of -RI B marker was defined in [ RFC4724] for the purpose of BGP
graceful restart, however it was recomended because the generation
of such a marker was hel pful for routing convergence in general

For an inplenmentation of this specification, a BoQ speaker SHOULD
al ways send the End-of -RIB marker to indicate to its peer the
completion of the initial routing update after the function channe
i s established.
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5.

5.

The format of the End-of-RIB marker is the sane as specified in
[ RFCA724] .

4. Channel Collision Avoi dance

A function channel for a specific Network | ayer protocol MJST NOT be
created if one already exists.

If a BoQ speaker receives a function channel creation request for an
AFl / SAFI that already exists, the |ocal BoQ speaker SHOULD send a
notification with Error Code BoQ and subcode BoQ Channel Conflict
through the control channel, and upon receiving this notification the
channel initiator MJST termninate the channel.

If a BoQ speaker receives a functional channel creation request for
an AFl/SAFI that it doesn't support, the |ocal BoQ speaker SHOULD
send a notification using existing subcode "Unsupported AFI/SAFI" in
the OPEN Message Error BGP NOTI FI CATI ON nessage.

Unl ess all owed via configuration, a channel collision with an
exi sting BGP channel in the Established state causes the closing of
the newly created channel.

5. BoQ Fram ng Layer

In version 1 of QU C, BoQ nessages are carried by QU C STREAM franes.
In BoQ the control channel always uses QU C stream 0, which is a
client-initiated bidirectional stream Function channels, which are
uni directional streans, can be client or server initiated.

Sone BoQ nessages, although sent in the control channel, are neant
for a function channel, such as the respondi ng OPEN nmessage or
KEEPALI VE nessage for a function channel. These nessages need to
carry the correspondi ng function channel/stream | D infornation.

There are two types of BoQ Franes: Data and Control Data.
Data franmes have the foll owi ng format:

BoQ Data Franme Format {
Type (16) = 0,
Length (16),
Frame Payload (...)

}

Control Data Franes have the follow ng fornat:
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BoQ Control Data Frame Format {
Type (16) = 1,
Length (16),
Stream | D (62),
padding (2) = O,
Frame Payload (...)
}

Type: two octets, identifying the framne type

Length: The two-byte unsigned integer that describes the length in
bytes of the frame payl oad.

Stream I D: A 62-bit integer indicating the receiving stream|D of
this nessage

Frame Payl oad: BGP nessages

The following table lists the frame type to be used when BGP nessages
are sent in different channels.

[ sy s sl e sy o}
| | Control Channel | Function Channel |
| OPEN | Control Data | Data |
o m e e e oo - o e e e e oo - Tt +
| UPDATE | / | Data |
S o e e e e oo o e e e e m oo oo +
| KEEPALI VE | Control Data | Data |
o o e e oo o e e e e oo s +
| NOTIFICATION | Control Data | Data |
o m e e e oo - o e e e e oo - Tt +
| Route-Refresh | Control Data | Data (subtype 1, 2)

S o e e e e oo o e e e e m oo oo +

Tabl e 2: BoQ Franme Type Mappi ng

An OPEN nessage sent in the control channel for the control channel
creation MJUST NOT contain Miltiprotocol Extensions Capability (val ue
1) in the Capabilities. An OPEN nessage sent in a function channe
and t he respondi ng OPEN nessage sent in the control channel for one
AFIl / SAFI MJST contain only one Miltiprotocol Extensions Capability
(value 1) in the Capabilities.

There is no UPDATE nessage sent in the control channel
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For the KEEPALI VE and NOTI FI CATI ON nessages sent in the control
channel for one function channel, the BoQ Control Data frane MJST be
used, and the streamID in the frame is to indicate the the target
AFI / SAFI .

Rout e-refresh nmessages are sent in the control channel and function
channels. Please refer to Section 5.6 for details.

5.6. Route Refresh
BGP Route Refresh nessages are defined in [ RFC2918] and [ RFC7313].

When two BoQ peers with the enhanced route refresh capability, w sh
toinitiate a route refresh fromone peer to another, the initiating
speaker MJUST send a ROUTE- REFRESH nessage with subtype 0 in its
control channel with the stream|ID set to the correspondi ng AFIl/ SAFI.

When starting a route refresh for a specific AFl/SAFI, whether
initiated locally or in response to a route refresh request fromthe
peer, a BoQ speaker MJST send a beginning of a route refresh (BoRR)
message in the function channel. After the re-advertisenent of the
route entries it MJST send an ending of a route refresh (EoRR)
nmessage in the function channel.

If only the route refresh capability defined in [RFC2918] is
supported, but not the enhanced route refresh capability defined in
[ RFC7313], a BoQ speaker MJST send the route refresh request nessage
in the control channel.

6. Error Handling

OPEN nmessage error handling is defined in section 6.2 of [RFC4271].
Thi s docunent defines a new NOTI FCATI ON error code:

Error Code Nane
TBD BoQ Message Error

The following error subcode is defined as well:

Subcode Nare
1 BoQ Capability M snatch
2 BoQ Connecti on Reset
3 BoQ Channel Reset
4 BoQ Channel Conflict
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BoQ Capability Msmatch is sent when a BoQ speaker’s configured role
doesn’t match the QUI C connection, and the connection MJUST be

term nated after sending this notification. Details are described in
Section 5.1.

For a BoQ speaker, BGP UPDATE nessages are only sent in function
channels. If there is any error detected when processing an UPDATE
message, a NOTI Fl CATI ON MUST be sent in the control channel with the
error subcode and function channel stream|ID. The function channe
SHOULD be term nated upon receiving the NOTI FI CATI ON nessage. The
error checking process specified in Section 6.2 of [RFC4271] SHOULD
be foll owed.

The error handling specified in this section is applicable for a BoQ
speaker inplenmenting this docunent.

Any i ndividual BGP channel can be term nated as specified in
[ RFC4486] .

7. BoQ Finite State Machine (FSM

The data structures and FSM descri bed in this docunent are conceptua
and do not have to be inplenented precisely as described here, as

Il ong as the inplenentations support the described functionality and
they exhibit the sane externally visible behavior

A BoQ inplenentation is expected to nmaintain a separate FSM for each
channel. The control channel in a BoQ connection is required to
reach the Established state before any function channel can be
created. This nmeans the setup of the QUI C connection and any rel ated
errors are processed by the control channel

The BGP nmessages and events handl ed by the control and function
channels vary. |In general, what is specified in [ RFC4271] section 8
that applies to a BGP peer connection is applicable to a BoQ channe
unl ess explicitly specified in this docunment. The BoQ FSM defined in
this section is to replace section 8 of [RFC4271].

RFC 4271 section 8 defines the nandatory and optional session
attributes for each connection. For a BoQ inplenentation, sone of
these attributes are applicable to both the control and function
channel s. However sone attributes only apply to the control or
function channels. Also, since the function channels in BoQ are
unidirectional, the FSMs are different for the function channe
sendi ng side and receiving side. The following tables list the
applicability of each attribute.

Table 3 lists the mandatory attributes required for each channel
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[ oo sy s oo ool e o}
| Channel Attributes | Control | Function | Function |
| | Channel | Channel Sending | Channel |
| | | | Receiving |
F == —————————+d—————————————————+t———————————+
| State | Y | Y | Y |
I I R Fo-m e - - I i IR I +
| Connect RetryCounter | Y | N | N |
B F---- - - - I e I T F--- - - - +
| Connect RetryTi ner | Y | N | N |
I i I I L I I +
| Connect RetryTine | Y | N | N |
I I R Fo-m e - - I i IR I +
| Hol dTi ner | Y | Y | Y |
B F---- - - - I e I T F--- - - - +
| Hol dTi me | Y | Y | Y |
I i I I L I I +
| KeepaliveTinmer | Y | Y | Y |
I I R Fo-m e - - I i IR I +
| KeepaliveTi ne | Y | Y | Y |
B F---- - - - I e I T F--- - - - +
| Stream D | N | Y | Y |
I i I I L I I +

Tabl e 3: BoQ Mandatory Channel Attributes

The state channel attribute indicated the current state of the BoQ
FSM  The Connect RetryCounter indicates the nunber of tines a BoQ
speaker has tried to establish a channel with its peer. For a BoQ
function channel, a new nandatory attribute Stream D is required.
This attribute indicates the QU C Stream I D used by the function
channel .

The optional channel attributes are in Table 4. These optional

attributes may be supported in a channel if it is indicated as "Y"
for a channel in the table.
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B ool el =g e g
| Optional Channel Attributes | Control | Function| Function |
| | Channel | Channel | Channel |
| | | Sendi ng | Receiving |
F = —————————+d———————+d————————t———————————+
| Accept Connecti onsUnconfi guredPeers |Y | N | N |
I T eI I RIS +----- - I I +
| Al'l owAut omati cStart | Y | Y | N |
I I I I I N +------- +---- - - - F--- - - - +
| All owAut omati cSt op |'Y |'Y | N |
I T I eI I IS +------- F-------- I +
| CollisionDetectEstablishedState |'Y | N | N |
I T eI I RIS +----- - I I +
| DanpPeer Gscill ations | Y | N | N |
I I I I I N +------- +---- - - - F--- - - - +
| Del ayOpen |'Y | N | N |
I T I eI I IS +------- F-------- I +
| Del ayOpenTi nme |'Y | N | N |
I T eI I RIS +----- - I I +
| Del ayOpenTi ner | Y | N | N |
I I I I I N +------- +---- - - - F--- - - - +
| 1dl eHol dTi me |Y N | N |
I T I eI I IS +------- F-------- I +
| 1dl eHol dTi ner | Y | N | N |
I T eI I RIS +----- - I I +
| PassiveQU CEst abl i shrent | Y | N | N |
I I I I I N +------- +---- - - - F--- - - - +
| SendNOTI FI CATI ONwi t hout OPEN |Y | N | Y |
I T I eI I IS +------- F-------- I +
| TrackQUI CState |'Y | N | N |
I T eI I RIS +----- - I I +

Tabl e 4: BoQ Optional Channel Attributes
7.1. Events for the BoQ FSM
7.1.1. Optional Events

The Inputs to the BoQ FSM are events. Events can either be mandatory
or optional. Sone optional events are linked to optional channel
attributes. Optional channel attributes enable several groups of FSM
functionality.

The |inkage between FSM functionality, events, and the optional
session attributes are as described in RFC4271, Section 8.1.1. Any
updat es of deviations are indicated below, and the applicability is
summari zed in the tabl es above.
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Goup 1: Automatic Administrative Events (start/Stop)
Optional Channel Attributes: AllowAutomaticStart,
Al | owAut omat i cSt op, DanpPeer Gscill ations, Idl eHol dTi e,
| dl eHol dTi mer

Option 1: All owAutomaticStart

Description: A BoQ channel connection can be started and stopped
by adm nistrative control. This adm nistrative control can
either be manual, based on operator intervention, or under the
control of logic that is specific to a BoQ inplenentation. The
term"automatic" refers to a start being issued to the BoQ
channel FSM when such | ogic determ nes that the BoQ channe
shoul d be restarted.

The Al l owAutonaticStart attribute specifies that this BoQ
channel supports automatic starting of the BoQ channel

If a BoQ inplenmentation supports All owAutomaticStart, a channe
may be repeatedly restarted. Three other options control the
rate at which the automatic restart occurs:
DanpPeer Gsci |l | ati ons, |dl eHol dTi me, and the Idl eHol dTi ner.

The DanpPeer Gscill ati ons option specifies that the

i mpl ement ati on engages additional logic to danp the
oscillations of BoQ channels in the face of sequences of
automatic start and automatic stop. IdleHoldTinme specifies the
Il ength of tine the BGP peer is held in the Idle state prior to
all owing the next automatic restart. The IdleHoldTinmer is the
timer that holds the peer in Idle state.

Val ues: TRUE or FALSE

Option 2: Al owAutomaticStart

Description: This BoQ channel optional attribute indicates that
the channel allows "autonmatic" stopping of the BoQ channel. An
"automatic" stop is defined as a stop under the control of
i npl ement ation-specific logic. The inplenentation-specific
logic is outside the scope of this specification

Val ues: TRUE or FALSE

Option 3: DampPeer Gscil l ations

Description: The DanpPeerGscill ations optional channel attribute

i ndi cates that the BoQ channel connection is using |ogic that
danps BGP peer oscillations in the Idle State.
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Val ues: TRUE or FALSE
Option 4: 1dl eHol dTi me

Description: The IdleHoldTine is the value that is set in the
| dl eHol dTi ner.

Values: Tinme in seconds
Option 5: 1dl eHol dTi ner

Description: The IdleHoldTiner aids in controlling BGP peer
oscillation. The IdleHoldTinmer is used to keep the BGP peer in
Idle for a particular duration. The |dleHol dTi ner_Expires
event is described in Section 7.1.3.

Val ues: Tine in seconds

Group 2: Unconfigured Peers
Optional Channel Attributes: AcceptConnecti onsUnconfi guredPeers

Option 1: Accept ConnectionsUnconfi guredPeers

Description: The BoQ FSMoptionally all ows the acceptance of BoQ
peer connections from nei ghbors that are not pre-configured.
The " Accept Connecti onsUnconfi guredPeers" optional channe
attribute allows the FSMto support the state transitions that
all ow the inplenmentation to accept or reject these unconfigured
peers and is only applicable to the control channel

The Accept Connecti onsUnconfi guredPeers has security
inmplications. Please refer to the BG Vulnerabilities docunent
[ RFC4272] for details.

Val ues: TRUE or FALSE

Group 3: QU C processing

Optional Channel Attributes: PassiveQU CEstablishnent,
TrackQUl CSt at e

Option 1: PassiveQU CEstabli shnent

Description: This option indicates that the BoQ FSM wi | |

Ret ana, et al. Expires 11 July 2026 [ Page 19]



I nternet-Draft BGP over QU C January 2026

passively wait for the renote BGP peer to establish the BGP
QUI C connection. As specified in Section 5.1, a BoQ speaker’s
role can be a QU C client, a QU C server, or any. If a BoQ
speaker is configured as a QUC client, the

Passi veQUI CEst abl i shmrent MJUST be set to FALSE,; when a BoQ
speaker is configured as a QUI C server, the

Passi veQUI CEst abl i shnmrent MJUST be set to TRUE.

Val ues: TRUE or FALSE
ption 2: TrackQU CState

Description: The BoQ FSMnormally tracks the end result of a QU C
connection attenpt rather than individual QU C nessages.
Optionally, the BoQ FSM can support additional interaction with
the QUI C connection negotiation. The interaction with the QU C
events may increase the anount of |ogging the BGP peer
connection requires and the nunber of BoQ FSM changes.

Val ues: TRUE or FALSE

Group 4: BGP Message Processing

Optional Session Attributes: DelayOpen, Del ayOpenTi ne,
Del ayOpenTi mer, SendNOTI FI CATI ONwi t hout OPEN,
Col I'i si onDet ect Est abl i shedSt at e

Option 1: Del ayOpen

Description: The Del ayOpen optional channel attribute allows
i npl ementations to be configured to delay sendi ng an OPEN
message for a specific tine period (Del ayOpenTinme). The del ay
all ows the renote BGP Peer time to send the first OPEN nmessage.

Val ues: TRUE or FALSE

Option 2: Del ayOQpenTi ne

Description: The DelayOpenTine is the initial value set in the
Del ayOpenTi ner .

Val ues: Time in seconds

Option 3: Del ayQpenTi mer

Description: The Del ayOpenTi ner optional channel attribute is
used to delay the sending of an OPEN nessage on a channel. The

Del ayOpenTi mer _Expires event (Event 12) is described in
Section 7.1.3.

Ret ana, et al. Expires 11 July 2026 [ Page 20]



I nternet-Draft BGP over QU C January 2026

7.

1.

Values: Tinme in seconds
Option 4: SendNOTI FI CATI ONwi t hout OPEN

Description: The SendNOTI FI CATI ONwi t hout OPEN al | ows a peer to
send a NOTI FI CATION wi t hout first sending an OPEN nessage.
Wthout this optional channel attribute, the BGP connection
assunes that an OPEN nmessage nmust be sent by a peer prior to
the peer sending a NOTI FI CATI ON nessage.

Val ues: TRUE or FALSE
Option 5: CollisionDetectEstablishedState

Description: This optional channel attribute indicates that this
BGP connection processes collisions in the Established state.

Val ues: TRUE or FALSE
2. Administrative Events

An administrative event is an event in which the operator interface
and BGP Policy engine signal the BoQ FSMto start or stop the BGP
state machine. The basic start and stop indications are augnmented by
optional connection attributes that signal a certain type of start or
stop mechanismto the BoQ FSM

Note that only Event 1 (Manual Start) and Event 2 (Manual Stop) are
mandat ory adm nistrative events. Al other adm nistrative events are
optional (Events 3-8). Each event bel ow has a nane, definition,
status (mandatory or optional), and the optional channel attributes
that SHOULD be set at each stage. Wen generating Event 1 through
Event 8 for the BoQ FSM the conditions specified in the "Optional
Attribute Status" section are verified. |If any of these conditions
are not satisfied, then the | ocal systemshould | og an FSM error.

The settings of optional channel attributes may be inplicit in some
i mpl ement ati ons, and therefore may not be set explicitly by an
external operator action. The admnistrative states described bel ow
may also be inplicit in some inplenentations and not directly
configurable by an external operator.

Event 1: Manual Start
Definition: Local system adm nistrator manually starts a BoQ
channel. For the control channel, this event indicates the
start of the QU C connection and the control channel. For a
function channel, it is to start an unidirectional channel to
t he BoQ peer.
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Status: Mandatory

Optional Attribute Status: For the control channel, the
Passi veQUI CEst abl i shnent attribute SHOULD be set to FALSE.

Event 2: Manual St op
Definition: Local system adm nistrator manually stops a BoQ
channel. For the control channel, this event indicates the end
of the BoQ connecti on.
Status: Mandatory

Optional Attribute Status: No interaction with any optional
attributes.

Event 3: AutomaticStart

Definition: Local systemautonmatically starts a BoQ channel. For
the control channel, this event indicates the start of the QU C
connection and the control channel. For a function channel, it

is to start an unidirectional channel to the BoQ peer.
Status: Optional

Optional Attribute Status: 1) The All owAutomaticStart attribute
SHOULD be set to TRUE if this event occurs.

2) If the PassiveQU CEstablishnent optional session attribute
is supported, it SHOULD be set to FALSE.

3) If the DanpPeerGscillations optional session attribute is
supported, it SHOULD be set to FALSE when this event occurs.

Event 4: Mnual Start_wit h_Passi veQUl CEst abl i shnent
Definition: Local system adm nistrator manually starts the peer
connection, but has PassiveQUl CEstablishnment enabled. The
Passi veQUI CEst abl i shment optional attribute indicates that the
peer will listen prior to establishing the connection. This
event only applies to the control channel.

Status: Optional

Optional Attribute Status: 1) The Passi veQU CEst abl i shnent
attribute SHOULD be set to TRUE if this event occurs.

2) The DanpPeerGscillations attribute SHOULD be set to FALSE
when this event occurs.

Event 5: AutomaticStart_with_Passi veQUl CEst abl i shnent
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Definition: Local systemautomatically starts the BGP connection
wi th the PassiveQU CEstabli shnent enabl ed. The
Passi veQUI CEst abl i shment optional attribute indicates that the
peer will listen prior to establishing a connection. This
event only applies to the control channel.

Status: Optional

Optional Attribute Status: 1) The Al owAutomaticStart attribute
SHOULD be set to TRUE.

2) The PassiveTcpEstablishment attribute SHOULD be set to TRUE

3) If the DanpPeerGscillations attribute is supported, the
DanpPeer Gsci | | ati ons SHOULD be set to FALSE.

Event 6: AutonmaticStart_w th_DanpPeerGscill ations
Definition: Local systemautonatically starts the BGP peer
connection with peer oscillation danping enabled. The exact
met hod of danpi ng persistent peer oscillations is determ ned by
the inplementation and is outside the scope of this docunent.

Status: Optional

Optional Attribute Status: 1) The All owAutomaticStart attribute
SHOULD be set to TRUE

2) The DanpPeerGscillations attribute SHOULD be set to TRUE.

3) The Passi veQUl CEst abl i shnent attribute SHOULD be set to
FALSE.

Event 7: AutomaticStart_w th_DanpPeerGscill ati ons_and_Passi veQUl CE
st abl i shrent
Definition: Local systemautonatically starts the BGP peer

connection with peer oscillation danmping enabl ed and
Passi veQUI CEst abl i shnent enabl ed. The exact method of danping
persi stent peer oscillations is determ ned by the
i mpl ementation and is outside the scope of this docunent. This
event only applies to the control channel.

Status: Optional

Optional Attribute Status: 1) The Al owAutomaticStart attribute
SHOULD be set to TRUE

2) The DanpPeerGscillations attribute SHOULD be set to TRUE.
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3) The Passi veQUI CEst abl i shnent attribute SHOULD be set to
TRUE.
Event 8: AutonaticStop

Definition: Local systemautonatically stops a BoQ channel. For
the control channel, this event indicates the end of the BoQ
connecti on.
An exanpl e of an automatic stop event for a function channel is
exceedi ng the nunber of prefixes for a given peer and the | ocal
system automatical |y di sconnecting the peer.

Status: Optional

Optional Attribute Status: 1) The The Al |l owAut omati cStop
attri bute SHOULD be TRUE.

7.1.3. Timer Events
Event 9: ConnectRetryTi ner _Expires
Definition: An event generated when the ConnectRetryTi ner
expires.

Status: Mandatory

Event 10: Hol dTi mer _Expires
Definition: An event generated when the Hol dTi ner expires.

Status: Mandatory

Event 11: KeepaliveTi ner _Expires
Definition: An event generated when the KeepaliveTi ner expires.

Status: Mandatory

Event 12: Del ayOpenTi mer _Expires
Definition: An event generated when the Del ayOpenTi ner expires.

Status: Optional

Optional Attribute Status: |If this even occurs,
1) Del ayOpen attribute SHOULD be set to TRUE,
2) Del ayOQpenTine attribute SHOULD be supported,

3) Del ayQpenTi ner SHOULD be support ed.
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Event 13: Idl eHol dTi mer _Expires
Definition: An event generated when the |dleHol dTi mer expires,
i ndicating that the BoQ connection has conpleted waiting for
the back-off period to prevent BGP peer oscillation.

The 1dl eHol dTiner is only used when the persistent peer
oscillation danping function is enabled by setting the
DanpPeer Gsci |l | ati ons optional attribute to TRUE.

I npl enent ati ons not inplenenting the persistent peer
oscillation danping function may not have the |dl eHol dTi nmer.

Status: Optional

Optional Attribute Status: |If this even occurs,
1) DanpPeerGscillations attribute SHOULD be set to TRUE.
2) 1dl eHol dTi mer SHOULD have just expired.

7.1.4. QU C Connection-Based Events
Event 14: QUI CConnection_Valid

Definition: Event indicating the |ocal systemreception of a QUC
connection request with a valid source | P address, UDP port,
destination I P address, and UDP Port. The definition of
invalid source and invalid destination |IP address is determn ned
by the inplenentation.
BoQ s destination port SHOULD be port TDBl (Section 4.1).
A QUI C connection request is denoted by the |ocal system
receiving the QU C Initial packet [RFCO000]. This event only
applies to the control channel.

Status: Optional

Optional Attribute Status: The TrackQUI CState attribute SHOULD be
set to TRUE if this event occurs.

Event 15: QU C CR Invalid
Definition: Event indicating the |ocal systemreception of a QUC
connection request with either an invalid source address or
port nunber, or an invalid destination address or port nunber.

BoQ s destination port SHOULD be port TDBl (Section 4.1).
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A QUI C connection request is denoted by the |l ocal system
receiving the QU C Initial packet [RFCO000]. This event only
applies to the control channel.

Status: Optional

Optional Attribute Status: The TrackQUI CState attribute SHOULD be
set to TRUE if this event occurs.

Event 16: QUI C CR Acked
Definition: Event indicating the |ocal systenis request to
establish a QU C connection to the renote peer has been
conpl et ed.

The | ocal systemis QU C connection request has completed and a
HANDSHAKE DONE franme is received [ RFC9000]. This event only
applies to the control channel.

Status: Mandatory
Event 17: QU CConnecti onConfirned
Definition: Event indicating that the |ocal system has received a

confirmation that the QUI C connection has been established by
the renote site.

The HANDSHAKE DONE frane has been acknow edged [ RFCO000]. This
event only applies to the control channel.

Status: Mandatory
Event 18: QUI CConnecti onFails
Definition: Event indicating that the |ocal system has received a
QUI C connection failure notice. This event only applies to the
control channel.
Status: Mandatory
7.1.5. QU C Stream Based Events
Event 29: QU CStreanOpen
Definition: Event indicating that the |ocal systenis request to
open a QU C streamto the renpote peer has been conpl et ed.
Status: Mandatory

Event 30: QUI CStreanC ose
Definition: Event indicating that the |ocal system has received a
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QUI C stream cl ose notice. The event needs to include a
Stream D to identify the stream cl osed.
Status: Mandatory
7.1.6. BGP Message-Based Events
Event 19: BGPOpen
Definition: An event is generated when a valid OPEN nmessage has
been recei ved.

Status: Mandatory

Optional Attribute Status: 1) The Del ayOpen optional attribute
SHOULD be set to FALSE.

2) The Del ayOpenTi mer SHOULD not be runni ng.
Event 20: BGPOpen with Del ayOpenTi mer running
Definition: An event is generated when a valid OPEN nessage has
been received for a peer that has a successfully established
transport connection and is currently delaying the sending of a
BGP open nessage.
Status: Optional

Optional Attribute Status: 1) The Del ayOpen attribute SHOULD be
set to TRUE

2) The Del ayOpenTi mer SHOULD be runni ng.
Event 21: BGPHeader Err
Definition: An event is generated when a received BGP nessage
header is not valid.
Status: Mandatory
Event 22: BGPOpenMsgErr
Definition: An event is generated when an OPEN nessage has been
received with errors.

Status: Mandatory

Event 23: OpenCol |i si onDunp
Definition: An event generated adnministratively when a connection
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collision has been detected while processing an i nconi ng OPEN
message and this connection has been selected to be

di sconnected. See Section 5.4 in this docunent and Section 6.8
in [RFC4271] for nore information on collision detection.

Event 23 is an administrative action generated by

i npl ementation logic that determ nes whether this connection
needs to be dropped per the rules in Section 5.4 in this
docunent and Section 6.8 in [RFC4271].

Status: Optional

Optional Attribute Status: |If the state machine is to process
this event in the Established state,

1) CollisionDetectEstablishedState optional attribute SHOULD be
set to TRUE.

Pl ease note: The OpenCol | i sionDunp event can occur in Idle,
Connect, Active, OpenSent, and OpenConfirm wi thout any opti onal
attributes being set.

Event 24: NotifMsgVerErr
Definition: An event is generated when a NOTI FI CATI ON nessage
with "version error" is received.
Status: Mandatory
Event 25: Notif Mg
Definition: An event is generated when a NOTI FI CATI ON nessage i s
received and the error code is anything but "version error".
Status: Mandatory
Event 26: KeepAliveMsg
Definition: An event is generated when a KEEPALI VE nessage is
recei ved.
Status: Mandatory
Event 27: Updat eMsg
Definition: An event is generated when a valid UPDATE nessage is
recei ved.

Status: Mandatory

Event 28: Updat eMsgErr
Definition: An event is generated when an invalid UPDATE nessage
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7.

7.

is received
Status: Mandatory
2. FSM Definition

BoQ i npl ement ati ons are expected to nmaintain a separate FSM for each

BoQ channel. As described later in this section, a BoQ
i mpl ementation will have one FSMfor the control channel, plus one
FSM for each direction of a function channel. For exanple, two BoQ

speakers configured to advertise IPv6 routes in both directions wll
have 3 active FSMs: one for the control channel, and one for each
direction (send and receive) of the IPv6 route exchange. One BoQ FSM
corresponds to one QUI C stream connecti on

A BoQ i npl enentati on MUST connect to and listen on UDP port TBDl for
i ncom ng connections in addition to trying to connect to peers.

There exists a period in which the identity of the peer on the other
end of an incom ng connection is known, but the BGP identifier is not
known. During this tinme, both an incom ng and out goi ng connection
may exist for the sane configured peering. This is referred to as a
connection collision (see Section 6.8 of [RFC4271]).

2.1. Terns 'active and ’'passive’

There is only one active side and one passive side to any one QU C
connection. |In BG over TCP, it doesn’'t matter which end is active
and which is passive. Differently in BoQ the distinction is
significant and they correspond to the QU C client and server roles.
Refer to Section 5.1 for nore details.

2. 2. FSM and Col i si on Detection

There is one control channel FSM per BoQ connection. Wen a
connection collision occurs prior to determ ning what peer a
connection is associated with, there may be two connections for one
peer. Connection collisions are resolved using the specification in
Section 6.8 of [RFC4271]. After the connection collision is

resol ved, the FSM for the connection that is closed SHOULD be

di sposed.
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7.2.3. FSM and Optional Channel Attributes

Optional Channel Attributes specify either attributes that act as
flags (TRUE or FALSE) or optional tinmers. For optional attributes
that act as flags, if the optional channel attribute can be set to
TRUE on the system the correspondi ng BoQ FSM acti ons nust be
supported. For exanple, if the follow ng options can be set in a BoQ
i mpl ementation: AutoStart and PassiveQU CEstablishment, then Events
3, 4 and 5 nust be supported. |If an optional channel attribute
cannot be set to TRUE, the events supporting that set of options do
not have to be support ed.

Each of the optional tiners (Del ayOpenTimer and |dl eHol dTi ner) has a
group of attributes that are:

- flag indicating support,
- Tine set in Tinmer,
- Tiner.
The two optional tiners show this format:
Del ayOpenTi nmer: Del ayOpen, Del ayQpenTi e, Del ayOpenTi ner
I dl eHol dTi mer: DanpPeer Gscill ations, 1dl eHol dTi ne, |dl eHol dTi mer
If the flag indicating support for an optional tinmer (DelayQpen or
DanpPeer Gsci | | ati ons) cannot be set to TRUE, the tinmers and events
supporting that option do not have to be support ed.
7.2.4. FSM Event Nunbers
Sane as [ RFC4271], the Event nunbers (1-30) utilized in this state
machi ne description aid in specifying the behavior of the BGP state
machi ne. Note event 29 and 30 are defined in this docunent.
| mpl enent ati ons MAY use these numbers to provi de network nanagenent
informati on. The exact formof an FSM or the FSM events are specific
to each inpl enentation.
7.3. BoQ Finite State Machine
7.3.1. Control Channel FSM

Idle State:
Initially, the control channel FSMis in the Idle state.
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In this state, the control channel FSMrefuses all incom ng BG?
connections for this peer. No resources are allocated to the
peer. In response to a Manual Start event (Event 1) or an

AutomaticStart event (Event 3), the local system

* initializes all BGP resources for the peer connection,
* sets ConnectRetryCounter to zero,

* starts the ConnectRetryTinmer with the initial val ue,

* initiates a QU C connection to the other BGP peer if the |ocal
systemis configured as BoQ client or any,

* |istens for a connection that may be initiated by the renmote
BGP peer, and

* changes its state to Connect.

The Manual Stop event (Event 2) and AutomaticStop (Event 8) event
are ignored in the Idle state.

In response to a Manual Start_wi t h_Passi veQUI CEst abl i shnent event
(Event 4) or AutomaticStart_wi th_Passi veQUl CEst abli shment event
(Event 5), the local system

* initializes all BGP resources for the peer connection,

* sets the ConnectRetryCounter to zero,

* starts the ConnectRetryTimer with the initial val ue,

* |istens for a connection that may be initiated by the renmote
peer, and

* changes its state to Active.

The exact value of the ConnectRetryTimer is a local matter, but it
SHOULD be sufficiently large to allow QU C initialization.

If the DanpPeerOscillations attribute is set to TRUE, the
followi ng three additional events may occur within the lIdle state:

* AutomaticStart_with_DanmpPeer Gscillations (Event 6),

* AutomaticStart_w th_DanpPeerGscillations_and_
Passi veQUI CEst abl i shnment (Event 7),
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* | dl eHol dTi ner _Expires (Event 13).

Upon receiving these 3 events, the local systemw || use these
events to prevent peer oscillations. The nethod of preventing
persistent peer oscillation is outside the scope of this docunent.

Any ot her event (Events 9-12, 15-30) received in the Idle state
does not cause change in the state of the local system

Connect State:
In this state, the control channel FSMis waiting for the QU C
connection to be conpl et ed.
The start events (Events 1, 3-7) are ignored in the Connect state.
In response to a Manual Stop event (Event 2), the local system
* drops the QU C connecti on,
* releases all BGP resources,

* sets ConnectRetryCounter to zero,

* stops the ConnectRetryTiner and sets ConnectRetryTinmer to zero,
and

* changes its state to Idle.

In response to the ConnectRetryTi mer Expires event (Event 9), the
| ocal system

* drops the QU C connecti on,

* restarts the ConnectRetryTiner,

* stops the Del ayOQpenTi ner and resets the tiner to zero,
* initiates a QU C connection to the other BGP peer,

* continues to listen for a connection that may be initiated by
the renote BGP peer, and

* stays in the Connect state.

If the Del ayOpenTi ner _Expires event (Event 12) occurs in the
Connect state, the local system

* sends an OPEN nessage to its peer,
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* sets the HoldTinmer to a | arge val ue, and

* changes its state to OpenSent.

If the control channel FSM receives a QU CConnection_Valid event
(Event 14), the QUIC connection is processed, and the connection
remai ns in the Connect state.

If the control channel FSMreceives a QU C CR Invalid event (Event
15), the local systemrejects the QU C connection, and the
connection remains in the Connect state.

If the QU C connection succeeds (Event 16, Event 17 or Event 29),
the I ocal system checks the Del ayQpen attribute prior to
processing. |If the DelayOpen attribute is set to TRUE, the |oca
system

* stops the ConnectRetryTiner (if running) and sets the
Connect RetryTi mer to zero,

* sets the DelayQpenTinmer to the initial value, and
* stays in the Connect state.
If the Del ayOpen attribute is set to FALSE, the local system

* stops the ConnectRetryTinmer (if running) and sets the
Connect RetryTi mer to zero,

* conpletes BGP initialization

* sends an OPEN nmessage to its peer,

* sets the HoldTiner to a | arge val ue, and

* changes its state to OpenSent.

A Hol dTi ner value of 4 mnutes is suggested.

If the QU C connection fails (Event 18), the | ocal system checks
the DelayQpenTiner. |If the Del ayOQpenTiner is running, the |oca
system

* restarts the ConnectRetryTimer with the initial val ue,

* stops the Del ayQpenTiner and resets its value to zero,
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* continues to listen for a connection that nmay be initiated by
the renote BGP peer, and
* changes its state to Active
If the Del ayOpenTinmer is not running, the |local system
* stops the ConnectRetryTinmer to zero,
* drops the QU C connecti on,
* releases all BCGP resources, and
* changes its state to Idle.

If the QUC streamfails (Event 30) with Stream D 0, the |oca
system

* stops the ConnectRetryTinmer to zero,
* drops the QU C connecti on,

* releases all BGP resources, and

* changes its state to Idle.

If an OPEN message is received while the Del ayOpenTiner is running
(Event 20), the local system

* stops the ConnectRetryTiner (if running) and sets the
Connect RetryTi mer to zero,

* conpletes the BGP initialization,
* stops and clears the Del ayOpenTiner (sets the value to zero),
* sends an OPEN nessage,
* sends a KEEPALI VE nessage,
* if the HoldTinmer initial value is non-zero,
- starts the KeepaliveTinmer with the initial value and
- resets the Hol dTinmer to the negoti ated val ue,

* else, if the HoldTiner initial value is zero,
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- resets the KeepaliveTi ner and
- resets the Hol dTi mer value to zero,
and changes its state to OpenConfirm

the val ue of the autononmous systemfield is the sane as the

| ocal Autononous System nunber, set the connection status to an

int

| f
det

*

| f
24)
Del

| f

ernal connection; otherwise it will be "external".

BGP nessage header checking (Event 21) or OPEN nessage checking
ects an error (Event 22), the local system

(optionally) If the SendNOTI FI CATI ONwi t hout OPEN attribute is
set to TRUE, then the |ocal systemfirst sends a NOTI FI CATI ON
message with the appropriate error code, and then

stops the ConnectRetryTinmer (if running) and sets the
Connect RetryTi mer to zero,

rel eases all BGP resources,
drops the QU C connecti on,
increments the Connect RetryCounter by 1,

(optionally) perfornms peer oscillation danping if the
DanpPeer Gscil |l ations attribute is set to TRUE, and

changes its state to Idle.

a NOTI FI CATI ON nmessage is received with a version error (Event
, the local systemchecks the DelayOpenTiner. If the
ayQpenTimer is running, the | ocal system

stops the ConnectRetryTinmer (if running) and sets the
Connect RetryTi mer to zero,

stops and resets the Del ayOpenTi ner (sets to zero),
rel eases all BGP resources,

drops the QU C connection, and

changes its state to Idle.

the Del ayQpenTinmer is not running, the local system
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* stops the ConnectRetryTimer and sets the ConnectRetryTiner to
zero,
* releases all BGP resources,
* drops the QU C connecti on,
* increnents the Connect RetryCounter by 1,

* perforns peer oscillation danping if the DanpPeerGscill ations
attribute is set to True, and

* changes its state to Idle.

In response to any ot her events (Events 8, 10-11, 13, 19, 23,
25-28), the local system

* if the ConnectRetryTinmer is running, stops and resets the
Connect RetryTi mer (sets to zero),

* if the DelayOpenTiner is running, stops and resets the
Del ayOpenTi mer (sets to zero),

* releases all BGP resources,
* drops the QU C connecti on,
* increnments the Connect RetryCounter by 1,

* perforns peer oscillation danping if the DanpPeerGscill ations
attribute is set to True, and

* changes its state to Idle.
Active State:

In this state, the control channel FSMis trying to acquire a peer

by listening for, and accepting, a QU C connecti on.

The start events (Events 1, 3-7) are ignored in the Active state.

In response to a Manual Stop event (Event 2), the local system

* (Optionally)lf the SendNOTI FI CATI ONwi t hout OPEN sessi on
attribute is set, the local systemsends a NOTIFICATION with a
Cease,

* releases all BGP resources including stopping the
Del ayOpenTi mer,
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* drops the QU C connecti on,
* sets ConnectRetryCounter to zero,

* stops the ConnectRetryTiner and sets the ConnectRetryTiner to
zero, and

* changes its state to Idle.

In response to a ConnectRetryTi ner _Expires event (Event 9), the
| ocal system

* restarts the ConnectRetryTimer (with initial value),
* initiates a QU C connection to the other BGP peer,

* continues to listen for a QU C connection that may be initiated
by a renote BGP peer, and

* changes its state to Connect.

If the local systemreceives a Del ayOpenTi mer _Expires event (Event
12), the local system

* sets the ConnectRetryTiner to zero,

* stops and clears the Del ayOpenTi mer (set to zero),
* conpletes the BGP initialization,

* sends the OPEN nessage to its renpote peer,

* sets its hold tiner to a | arge val ue, and

* changes its state to OpenSent.

A Hol dTinmer value of 4 minutes is also suggested for this state
transition.

If the local systemreceives a QU CConnection Valid event (Event
14), the local system processes the QU C connection flags and
stays in the Active state.

If the local systemreceives a QUC CR Invalid event (Event 15),

the |l ocal systemrejects the QUIC connection and stays in the
Active State.
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In response to the success of a QU C connection (Event 16, Event
17 or Event 29), the local system checks the Del ayQpen opti onal
attribute prior to processing.

If the DelayOpen attribute is set to TRUE, the |ocal system

- stops the ConnectRetryTiner and sets the ConnectRetryTi mer
to zero,

- sets the DelayOpenTinmer to the initial value
(Del ayOQpenTi ne), and

- stays in the Active state.

If the DelayOpen attribute is set to FALSE, the |ocal system
- sets the ConnectRetryTiner to zero,

- conpletes the BGP initialization,

- sends the OPEN nessage to its peer,

- sets its HoldTiner to a | arge val ue, and

- changes its state to OpenSent.

A Hol dTi ner value of 4 minutes is suggested as a "large value" for
t he Hol dTi ner.

If the local systemreceives a QU CConnectionFails event (Event
18), the local system

* restarts the ConnectRetryTimer (with the initial value),

* stops and clears the Del ayOpenTiner (sets the value to zero),
* releases all BGP resource,

* increnents the ConnectRetryCounter by 1,

* optionally perforns peer oscillation danmping if the
DanpPeer Gscil l ations attribute is set to TRUE, and

* changes its state to Idle.

If an OPEN nessage is received and the Del ayOpenTinmer is running
(Event 20), the local system
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stops the ConnectRetryTimer (if running) and sets the
Connect RetryTi mer to zero,

stops and cl ears the Del ayQpenTi ner (sets to zero),
conpl etes the BGP initialization,

sends an OPEN nessage,

sends a KEEPALI VE nessage,

if the Hol dTi mer value is non-zero

- starts the KeepaliveTiner to initial value,

- resets the HoldTinmer to the negotiated val ue,
else if the HoldTiner is zero

- resets the KeepaliveTiner (set to zero),

- resets the HoldTinmer to zero, and

changes its state to OpenConfirm

If the value of the autononobus systemfield is the same as the
| ocal Autononous System nunber, set the connection status to an
internal connection; otherwise it will be external

I f BGP nessage header checking (Event 21) or OPEN nessage checking
detects an error (Event 22) (see Section 6), the local system

*

Ret ana,

(optionally) sends a NOTI FI CATI ON nmessage with the appropriate
error code if the SendNOTI FI CATI ONwi t hout OPEN attribute is set
to TRUE,

sets the ConnectRetryTinmer to zero,

rel eases all BGP resources,

drops the QU C connecti on,

i ncrements the Connect RetryCounter by 1,

(optionally) perfornms peer oscillation danping if the
DanpPeer Gscil |l ations attribute is set to TRUE, and

changes its state to Idle.
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I f a NOTI FI CATI ON nessage is received with a version error (Event
24), the local system checks the Del ayOpenTinmer. |If the
Del ayOpenTimer is running, the |ocal system

* stops the ConnectRetryTiner (if running) and sets the
* ConnectRetryTimer to zero,

* stops and resets the Del ayOpenTi mer (sets to zero),

* releases all BGP resources,

* drops the QU C connection, and

* changes its state to Idle.

If the DelayOpenTiner is not running, the |ocal system

* sets the ConnectRetryTiner to zero,

* releases all BGP resources,

* drops the QU C connecti on,

* increnents the Connect RetryCounter by 1,

* (optionally) perfornms peer oscillation danping if the
DanpPeer Gscil |l ations attribute is set to TRUE, and

* changes its state to Idle.

In response to any ot her event (Events 8, 10-11, 13, 19, 23,
25-28, 30), the local system

* sets the ConnectRetryTiner to zero,

* releases all BGP resources,

* drops the QU C connecti on,

* increnments the ConnectRetryCounter by one,

* (optionally) perfornms peer oscillation danmping if the
DanpPeer Gscil l ations attribute is set to TRUE, and

* changes its state to Idle.

OpenSent St at e:
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In this state, the control channel FSMwaits for an OPEN nessage
fromits peer.

The start events (Events 1, 3-7) are ignored in the OpenSent
state.

If a Manual Stop event (Event 2) is issued in the OpenSent state,
the | ocal system

* sends the NOTIFI CATION with a Cease,

* sets the ConnectRetryTinmer to zero,

* releases all BGP resources,

* drops the QU C connecti on,

* sets the ConnectRetryCounter to zero, and
* changes its state to Idle.

If an AutomaticStop event (Event 8) is issued in the QpenSent
state, the local system

* sends the NOTIFI CATION with a Cease,

* sets the ConnectRetryTiner to zero,

* releases all the BGP resources,

* drops the QU C connecti on,

* increnents the ConnectRetryCounter by 1,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

* changes its state to Idle.
If the Hol dTi ner Expires (Event 10), the local system

* sends a NOTI FI CATI ON nessage with the error code Hold Tiner
Expi red,

* sets the ConnectRetryTiner to zero,

* releases all BGP resources,
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* drops the QU C connecti on,
* increnments the ConnectRetryCounter,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscil |l ations attribute is set to TRUE, and

* changes its state to Idle.

If a QUI CConnection Valid (Event 14), QU C CR Acked (Event 16), or
a QUI CConnectionConfirned event (Event 17) is received, a second
QUI C connection may be in progress. This second QUI C connection
is tracked per Connection Collision processing (Section 6.8 of

[ RFC4271]) until an OPEN message i s received.

A QUI C Connection Request for an Invalid port (QUCCR Invalid
(Event 15)) is ignored.

If a QU CStreampen (Event 29) is received, and the streamIDis
0, the local systemstays in OpenSent state. |If the steamIDis
not 0, the local system

* sets the ConnectRetryTiner to zero,

* releases all BGP resources,

* drops the QU C connection, and

* changes its state to Idle.

If a QUI CConnectionFails event (Event 18) is received, the |ocal
system

* ¢l oses the BGP connecti on,
* restarts the ConnectRetryTiner,

* continues to listen for a connection that may be initiated by
the renote BGP peer, and

* changes its state to Active.

If a QU CStreanCl ose event (Event 30) with Stream D 0 is received,
the | ocal system

* sets the ConnectRetryTiner to zero,

* releases all BGP resources,
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* drops the QU C connection, and

* changes its state to Idle.

When an OPEN nessage is received (Event 19), all fields are
checked for correctness. |f there are no errors in the OPEN
message (Event 19), the local system

* resets the Del ayOpenTinmer to zero,

* sets the BGP ConnectRetryTiner to zero,

* sends a KEEPALI VE nessage, and

* sets a KeepaliveTiner,

* sets the Hol dTi mer according to the negotiated val ue,

* changes its state to OpenConfirm

If the negotiated hold tinme value is zero, then the Hol dTi mer and
Keepal i veTimer are not started. |[|f the value of the Autononous
Systemfield is the sane as the | ocal Autononobus System nunber,
then the connection is an "internal" connection; otherwise, it is

an "external" connecti on.

If the BGP message header checking (Event 21) or OPEN nessage
checking detects an error (Event 22), the local system

* sends a NOTI FI CATI ON nessage with the appropriate error code,
* sets the ConnectRetryTiner to zero,

* releases all BGP resources,

* drops the QU C connecti on,

* increnents the Connect RetryCounter by 1,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscil |l ations attribute is TRUE, and

* changes its state to Idle.
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Col I'i sion detection mechani snms need to be applied when a valid BG?
OPEN nmessage is received (Event 19 or Event 20). Please refer to
Section 5.4 in this docunment and Section 6.8 [RFC4271] of for the
details of the conparison. A CollisionDetectDunp event occurs
when the BGP i npl enentation deternines, by nmeans outside the scope
of this docunment, that a connection collision has occurred.

If a connection in the OpenSent state is determined to be the
connection that nmust be closed, an OpenCol i sionDunp (Event 23) is
signaled to the state nachine. |If such an event is received in
the OpenSent state, the local system

* sends a NOTIFI CATION with a Cease,

* sets the ConnectRetryTinmer to zero,

* releases all BGP resources,

* drops the QU C connecti on,

* increments the ConnectRetryCounter by 1,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscil l ations attribute is set to TRUE, and

* changes its state to Idle.

If a NOTI FI CATI ON nessage is received with a version error (Event
24), the local system

* sets the ConnectRetryTiner to zero,
* releases all BGP resources,

* drops the QU C connection, and

* changes its state to Idle.

In response to any ot her event (Events 9, 11-13, 20, 25-28), the
| ocal system

* sends the NOTIFICATION with the Error Code Finite State Machi ne
Error,

* sets the ConnectRetryTinmer to zero,

* releases all BGP resources,

Ret ana, et al. Expires 11 July 2026 [ Page 44]



I nternet-Draft BGP over QU C January 2026

* drops the QU C connecti on,
* increnents the Connect RetryCounter by 1,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscil |l ations attribute is set to TRUE, and

* changes its state to Idle.

QpenConfirm St at e:
The control channel FSMwaits for a KEEPALI VE or NOTI FI CATI ON
nmessage.

Any start event (Events 1, 3-7) is ignored in the OpenConfirm
state.

In response to a Manual Stop event (Event 2) initiated by the
operator, the local system

* sends the NOTIFI CATI ON nessage with a Cease,
* releases all BGP resources,

* drops the QU C connecti on,

* sets the ConnectRetryCounter to zero,

* sets the ConnectRetryTinmer to zero, and

* changes its state to Idle.

In response to the AutomaticStop event initiated by the system
(Event 8), the local system

* sends the NOTIFI CATI ON nessage with a Cease,
* sets the ConnectRetryTiner to zero,

* releases all BGP resources,

* drops the QU C connecti on,

* increnents the Connect RetryCounter by 1,

* (optionally) perfornms peer oscillation danping if the
DanpPeer Gscil |l ations attribute is set to TRUE, and

* changes its state to Idle.
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If the Hol dTi mer _Expires event (Event 10) occurs before a
KEEPALI VE nessage is received, the |local system

* sends the NOTIFI CATI ON nessage with the Error Code Hold Tiner
Expi red,

* sets the ConnectRetryTiner to zero,

* releases all BGP resources,

* drops the QU C connecti on,

* increnents the Connect RetryCounter by 1,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

* changes its state to Idle.

If the local systemreceives a KeepaliveTi ner _Expires event (Event
11), the local system

* sends a KEEPALI VE nessage,

* restarts the KeepaliveTinmer, and

* remains in the OpenConfirmstate.

In the event of a QU Connection_Valid event (Event 14), the
success of a QUI C connection (Event 16 or Event 17), or

QUI CSt reamOpen (Event 29) while in OpenConfirm the [ocal system

needs to track the second connecti on.

If a QUC connection is attenpted with an invalid port (Event 15),
the local systemw |l ignore the second connection attenpt.

If the local systemreceives a QU CConnectionFails event (Event
18) fromthe underlying QU C or a NOTI FI CATI ON nessage (Event 25),
the | ocal system

* sets the ConnectRetryTiner to zero,

* releases all BGP resources,

* drops the QU C connecti on,

* increnments the ConnectRetryCounter by 1,
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* (optionally) perfornms peer oscillation danmping if the
DanpPeer Gscil l ations attribute is set to TRUE, and
* changes its state to Idle.
If the local systemreceives a NOTI FI CATI ON nessage with a version
error (NotifMgVerErr (Event 24)), or a QU CStream Cl ose event
(Event 30) with Stream D 0, the local system
* sets the ConnectRetryTiner to zero,
* releases all BCGP resources,
* drops the QU C connection, and
* changes its state to Idle.
If the local systemreceives a valid OPEN nessage (BGPOpen (Event
19)), the collision detect function is processed per Section 5.4
in this docunent and Section 6.8 [ RFC4271]. |If this connection is
to be dropped due to connection collision, the |local system
* sends a NOTI FI CATION wi th a Cease,
* sets the ConnectRetryTiner to zero,
* releases all BGP resources,
* drops the QU C connection (send CONNECTI ON CLCSE frane),

* increnents the Connect RetryCounter by 1,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

* changes its state to Idle.

If an OPEN message is received, all fields are checked for
correctness. |If the BGP nessage header checki ng (BGPHeaderErr
(Event 21)) or OPEN nessage checking detects an error
(BGPOpenMsgErr (Event 22)), the local system

* sends a NOTI FI CATI ON nessage with the appropriate error code,

* sets the ConnectRetryTinmer to zero,

* releases all BGP resources,
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* drops the QU C connecti on,
* increnents the Connect RetryCounter by 1,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscil |l ations attribute is set to TRUE, and

* changes its state to Idle.

If, during the processing of another OPEN nessage, the BGP

i npl ementati on determ nes, by a nmeans outside the scope of this
docunent, that a connection collision has occurred and this
connection is to be closed, the local systemw Il issue an
OpenCol |'i si onDunp event (Event 23). When the |ocal system
recei ves an OpenCol |i si onDunp event (Event 23), the local system
* sends a NOTI FI CATION wi th a Cease,

* sets the ConnectRetryTiner to zero,

* releases all BGP resources,

* drops the QU C connecti on,

* increnents the Connect RetryCounter by 1,

* (optionally) perfornms peer oscillation danping if the
DanpPeer Gscil |l ations attribute is set to TRUE, and

* changes its state to Idle.

If the local systemreceives a KEEPALI VE nessage (KeepAliveMsg
(Event 26)), the local system

* restarts the Hol dTi ner and
* changes its state to Established.

In response to any ot her event (Events 9, 12-13, 20, 27-28, 30),
the | ocal system

* sends a NOTIFICATION with a code of Finite State Machine Error,
* sets the ConnectRetryTiner to zero,
* releases all BGP resources,

* drops the QU C connecti on,
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* increnents the Connect RetryCounter by 1,

* (optionally) perfornms peer oscillation danping if the
DanpPeer Gscill ations attribute is set to TRUE, and

* changes its state to Idle.

Establ i shed State:
In this state, the control channel FSM can exchange NOTI FI CATI ON,
KEEPALI VE and ROUTEREFRESH nessages with its peer. There is no
UPDATE nessage in the control channel.

Any Start event (Events 1, 3-7, 27-29) is ignored in the
Est abl i shed st ate.

In response to a Manual Stop event (initiated by an operator)
(Event 2), the local system

* sends the NOTIFI CATI ON nessage with a Cease,
* sets the ConnectRetryTiner to zero,

* rel eases BCGP resources,

* drops the QU C connecti on,

* sets the ConnectRetryCounter to zero, and

* changes its state to Idle.

In response to an AutomaticStop event (Event 8), the l|ocal system
* sends a NOTIFI CATION with a Cease,

* sets the ConnectRetryTiner to zero,

* releases all BGP resources,

* drops the QU C connecti on,

* increnments the ConnectRetryCounter by 1,

* (optionally) perfornms peer oscillation danmping if the
DanpPeer Gscil l ations attribute is set to TRUE, and

* changes its state to Idle.
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The following text from[RFC4271] is not applicable to BoQ contro
channel FSM as there is no UPDATE nmessage in the control channel

One reason for an AutomaticStop event is: A BGP receives an
UPDATE nessages with a nunber of prefixes for a given peer such
that the total prefixes received exceeds the nmaxi mum nunber of
prefixes configured. The |ocal systemautonmatically

di sconnects the peer.

If the Hol dTi ner _Expires event occurs (Event 10), the |loca
system

* sends a NOTI FI CATI ON nessage with the Error Code Hold Timer
Expi red,

* sets the ConnectRetryTiner to zero,

* releases all BCGP resources,

* drops the QU C connecti on,

* increnments the ConnectRetryCounter by 1,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscil l ations attribute is set to TRUE, and

* changes its state to Idle.

If the KeepaliveTi ner _Expires event occurs (Event 11), the |loca
system

* sends a KEEPALI VE nessage, and

* restarts its KeepaliveTiner, unless the negotiated Hol dTi ne
value is zero

Each time the | ocal system sends a KEEPALI VE nmessage, it restarts
its KeepaliveTiner, unless the negotiated Hol dTi me value is zero.

A QUI CConnection_Valid (Event 14), received for a valid port, wll
cause the second connection to be tracked.

An invalid QU C connection (QU C CR Invalid event (Event 15)) will
be i gnored.
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If the Gaceful Restart Capability [RFC4724] with one or nore

AFl s/ SAFl s has not been received for the session, then in response
to an indication that a QUIC connection is successfully
established (Event 16 or Event 17), the second connection SHALL be
tracked until it sends an OPEN nessage.

However, if the Gaceful Restart Capability with one or nore AFIs/
SAFl s has been received for the session, then in response to Event
16 or Event 17 the | ocal system

* retains all routes associated with this connection according to
section 4.2 of [RFC4724].

* releases all other BGP resources,

* drops the QUI C connection associated with the ESTABLI SHED
sessi on,

* initializes all BGP resources for the peer connection, other
than those required in order to retain routes according to
section 4.2 of [RFCA724],

* sets ConnectRetryCounter to zero,

* starts the ConnectRetryTimer with the initial value, and

* changes its state to Connect.

If a valid OPEN nessage (BGPOpen (Event 19)) is received, and if

the Col lisionDetectEstablishedState optional attribute is TRUE,

the OPEN nessage will be checked to see if it collides

(Section 6.8 in [RFC4271]) with any other connection. |If the BGP

i npl ement ati on determ nes that this connection needs to be

termnated, it will process an QpenCol |lisionDunp event (Event 23).

If this connection needs to be terninated, the |ocal system

* sends a NOTIFI CATION with a Cease,

* sets the ConnectRetryTinmer to zero,

* releases all BGP resources,

* drops the QU C connecti on,

* increnments the ConnectRetryCounter by 1,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscillations is set to TRUE, and
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* changes its state to Idle.

If the local systemreceives a NOTI FI CATI ON nessage (Event 24 or
Event 25) or a QUI CConnectionFails (Event 18) fromthe underlying
QUIC, and the Graceful Restart capability with one or nore AFls/
SAFl s has not been received for the session, the |ocal system

* sets the ConnectRetryTiner to zero,

* releases all the BGP resources,

* drops the QU C connecti on,

* increnents the Connect RetryCounter by 1,

* changes its state to Idle.

However, if the local systemreceives a QU CConnectionFails (Event
18) fromthe underlying QU C, and the Graceful Restart Capability
with one or nore AFIs/SAFls has been received for the session, the
| ocal system

* sets the ConnectRetryTiner to zero,

* retains all routes associated with this connection according to
section 4.2 of [RFCA724],

* releases all other BGP resources,

* drops the QU C connecti on,

* increnents the ConnectRetryCounter by 1, and
* changes its state to Idle.

If the local systemreceives a QU CStream Cl ose event (Event 30)
with Streami D 0, the local system

* sets the ConnectRetryTinmer to zero,
* releases all BGP resources,
* drops the QU C connection, and

* changes its state to Idle.
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When a KEEPALI VE nessage (Event 26) is received, whether it is
destined to the control channel or a function channel, the | oca
system

* restarts its HoldTiner, if the negotiated Hol dTine value is
non-zero, and

* remmins in the Established state.

If the local systemreceives an UPDATE nessage, it SHOULD be
i gnor ed.

In response to any other event (Events 9, 12-13, 20-22), the loca
system

* sends a NOTI FI CATI ON nessage with the Error Code Finite State
Machi ne Error,

* sets the ConnectRetryTiner to zero,

* releases all BGP resources,

* drops the QU C connecti on,

* increnents the Connect RetryCounter by 1,

* (optionally) perforns peer oscillation danping if the
DanpPeer Gscil |l ations attribute is set to TRUE, and

* changes its state to Idle.

7.3.2. Function Channel FSM
Function channels can only be created after the control channel has
reached Established state. QU C connection related events (Event
14-18) MJST be handl ed exclusively by the control channel. However,
a function channel may receive QU C stream based events (Event 29 and
30).
Function channel s operate in a unidirectional manner. For each AFI/
SAFl, there may exist one or two FSMs: one function channel sending
FSM and one function channel receiving FSM
The foll owi ng events SHOULD NOT be received in a function channel

* Manual Start_w t h_Passi veQUI CEst abl i shnent event (Event 4)

* AutomaticStart w th_ Passi veQUl CEst abli shnent event (Event 5)
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* AutomaticStart_with_DanpPeer Gscill ati ons_and_Passi veQUI CEst abl i shm
ent (Event 7)

* Connect RetryTi ner _Expires (Event 9)
*  Del yOpenTi mer _Expires (Event 12)
* QUI CConnection_Valid (Event 14)
* QUCCRInvalid (Event 15)
* QU C CR Acked (Event 16)
*  QUI CConnecti onConfirmed (Event 17)
* QUI CConnectionFails (Event 18)
*  BGPOpen with Del yOpenTi ner running (Event 20)
If any of the above events are received, they SHOULD be ignored.
In BoQ an AFI/SAFI can be started/reset/del eted i ndependently. Wen
an AFl/SAFI is deleted, the correspondi ng FSMs SHOULD be del eted as
well. Conmpared with the FSM defined in [RFC4271], there is a new
state called "Terninating" for a Function channel FSM Once a FSM
enters the Term nating state, it means it shoul d be del et ed.

7.3.2.1. Function Channel Sending FSM

Connect State:
Function channel sending FSM starts from connect state.

The events (Events 1, 3-7, 9, 12-18, 20) are ignored in the
Connect state.

The | ocal system

* initializes the function channel BGP resources for the peer
connecti on,

* initiates a QUC streamto the other BGP peer by sending an
OPEN nessage using a unidirectional QU C stream

* sets the HoldTimer to a | arge val ue,
* record the Stream D, and

* changes its state to OpenSent.
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In response to a Manual Stop event (Event 2), or a QUI CStreanC ose
event (Event 30) is received and the Stream D matches the function
channel’s Stream D, the | ocal system

* releases all BGP resources for the channel,

* changes its state to Term nating.

I f a NOTI FI CATI ON nessage (Event 25) or a NOTI FI CATI ON nessage i s
received with a version error (Event 24) in the control channel
destined to the function channel, the local system

* release all BGP resources for the function channel,

* changes its state to Term nating.

In response to any ot her events (Events 8, 10-11, 13), the | ocal
system

* releases all BGP resources for the channel,
* changes its state to Term nating.

Any ot her event (Event 14-23, 26-29) received in the Connect state
does not cause change in the state of the |ocal system

OpenSent St at e:
A BoQ speaker waits for an OPEN nessage fromits peer in the
control channel with destination Streanml D matches its own
Streani D.

The start events (Events 1, 3-7, 9, 12-18, 20, 29) are ignored in
the OpenSent state.

If a Manual Stop event (Event 2), an AutonaticStop event (Event 8),
or a QU CStreantTl ose event (Event 30) is issued in the OpenSent
state, the local system

* sends the NOTIFICATION with a Cease,

* releases all BGP resources for this channel,

* closes the stream

* changes its state to Term nati ng.

If the Hol dTi ner _Expires event (Event 10) is received in the
penSent state, the local system
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* sends the NOTIFICATION with the error code Hold Ti mer Expired,
* releases all BGP resources for this channel,

* closes the stream

* changes its state to Term nating.

When an OPEN nessage fromits peer is received, it’s checked for
correctness. In case of error, the |l ocal BoQ speaker:

* sends a NOTFI CATI ON nessage,

* closes the channel /QU C stream

* releases the correspondi ng BGP resources for the channel,
* and changes its state to Term nating.

When an OPEN nessage (Event 19) is received and there is no error
in the received OPEN nmessage, the | ocal system

* sends a KEEPALI VE nessage,

* sets a KeepAlive tinmer,

* sets the Hol dTi ner, and

* changes its state to OpenConfirm

If the negotiated hold time value is zero, then the Hol dTi mer and
Keepal i veTi mer are not started.

If the BGP nessage header checking (Event 21) or OPEN nessage
checking detects an error (Event 22), or an QpenCol | i si onDunp
(Event 23) is received, the local system

* sends a NOTFI CATI ON nessage with the appropriate error code,
* closes the channel /QUI C stream

* releases the corresponding BGP resources for the channel,

* changes its state to Term nating.

I f a NOTI FI CATI ON nessage (Event 25) or a NOTI FI CATI ON nessage

with version error (Event 24) is received in the control channel
with matching Streami D, the | ocal system
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* releases the related BGP resources for the channel,
* ¢l oses the stream and
* changes its state to Term nating.

In response to any other event (Events 11, 26-28), the |ocal
system

* sends the NOTIFICATION with the Error Code Finite State Machine
Error,

* releases related BGP resources,
* drops the QU C stream connecti on/channel ,
* changes its state to Term nating.

OpenConfirm St at e:
In this state, BoQ waits for a KEEPALIVE or NOTI FI CATI ON nessage.

Any start event (Events 1, 3-7, 12-20, 29) is ignored in the
QpenConfirm st ate.

In response to a Manual Stop event (Event 2) initiated by the
operator, the |local system

* sends the NOTIFI CATI ON nessage with a Cease,
* releases all BGP resources for the channel,
* closes the stream and

* changes its state to Term nating.

In response to the AutomaticStop event initiated by the system
(Event 8), the local system

* sends the NOTIFI CATI ON nessage with a Cease,
* releases all BGP resources,

* drops the stream channel connecti on,

* changes its state to Term nating.

If the Hol dTi ner _Expires event (Event 10) occurs before a
KEEPALI VE nessage is received, the |local system
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* sends the NOTIFI CATI ON nessage with the Error Code Hold Tiner
Expi red,
* releases related BGP resources,
* drops the streanf channel connection,
* changes its state to Term nating.

If the local systemreceives a KeepaliveTi nmer Expires event (Event
11), the local system

* sends a KEEPALI VE nessage,

* restarts the KeepaliveTiner, and

* remains in the OpenConfirmed state.

If the local systemreceives a QU CStreanC ose event (Event 30), a
NOTI FI CATI ON nessage (Event 25), or a NOTIFI CATI ON nessage with a
version error (NotifMgVerErr (Event 24))the |ocal system

* releases all BGP resources for the channel,

* closes the channel connection,

* changes its state to Term nati ng.

If an OPEN nmessage is received in the control channel for this
function channel, all fields are checked for correctness. |If the
BGP message header checking (BGPHeader Err (Event 21)), OPEN
message checking detects an error (BGPOpenMsgErr (Event 22)), or a
OpenCol | i si onDunp event (Event 23) is received, the |ocal system
* sends a NOTI FI CATI ON nessage with the appropriate error code,

* releases all BGP resources for the channel,

* drops the stream connecti on,

* changes its state to Idle.

If the local systemreceives a KEEPALI VE nessage (KeepAliveMsg
(Event 26)) fromthe control channel with matching stream | D, the

| ocal system

* restarts the Hol dTi mer and

Ret ana, et al. Expires 11 July 2026 [ Page 58]



I nternet-Draft BGP over QU C January 2026

* changes its state to Established.

In response to any ot her event (Events 9, 27-28), the |oca
system

* sends a NOTIFI CATION with a code of Finite State Machine Error,
* releases all BGP resources for the channel,
* drops the stream connection,
* changes its state to Idle.
Establ i shed State:
VWhen the sending function channel reaches established state, it

sends UPDATE, NOTI FCATI ON and KEEPALI VE nessages to its peer

Any Start event (Events 1, 3-7, 12, 14-20, 29) is ignored in the
Est abl i shed state.

In response to a Manual Stop event (initiated by an operator) (Event
2), an AutomaticStop event (Event 8) or a QU CStreanCl ose (Event
30), the local system

* sends the NOTIFI CATI ON nessage with a Cease,

* deletes all routes associated with this connection,

* releases related BGP resources for the channel,

* drops the stream channel connecti on,

* changes its state to Term nati ng.

If the Hol dTi ner _Expires event occurs (Event 10), the |loca
system

* sends a NOTI FI CATI ON nessage with the Error Code Hold Timer
Expi red,

* rel eases rel ated BGP resources,
* drops the stream channel connecti on,
* closes the stream and

* changes its state to Term nating.
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If the KeepaliveTi nmer_Expires event occurs (Event 11), the |oca
system
* sends a KEEPALI VE nessage, and

* restarts its KeepaliveTimer, unless the negotiated Hol dTi ne
value is zero

If the local systemreceives a NOTIFI CATI ON nessage (Event 24 or
25) fromthe control channel with matching Stream D or a

QUI CSt reantl ose event (Event 30), the |ocal system

* deletes all routes associated with this AFI/ SAFI

* releases the related BGP resources for this channel,

* drops the streanf channel connection,

* closes the stream and

* changes its state to Term nating.

If the local systemreceives a KEEPALI VE nessage (Event 26) in the
control channel with matching Streami D, the |ocal system

* restarts its HoldTimer, if the negotiated Hol dTime value is
non-zero, and

* remains in the Established state.
A function channel is unidirectional, it SHOULD NOT receive any
UPDATE nmessage fromthe control channel with matching Stream D

In case an UPDATE nessage is received, it SHOULD be ignored.

In response to any ot her event (Events 9, 13, 21-23, 27-28), the
| ocal system

* sends a NOTIFICATION with a code of Finite State Machine Error,
* releases all BGP resources for the channel,
* drops the stream connection,
* changes its state to Term nating.
Term nating State:

This is the final state of the BoQ Sending FSM |In this state,
the FSM has conmpleted its task
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7.3.2.2. Function Channel Receiving FSM

In BoQ function channels are unidirectional, hence after the control
channel reaches established state, as the receiving side a BoQ
speaker doesn’t know what function channels will be created by its
peer. A BoQinplenmentation is suggested to have a central process or
thread to handl e BGP packets received fromits peer in function
channel s that don’t have receiving FSMs yet, we can call this the
packet di spatcher.

Thi s di spatcher SHOULD only handl e OPEN nessages received fromits
BoQ peer, any other BGP nmessages SHOULD be ignored. Wen an OPEN
message i s received by the dispatcher, and there is no receiving FSM
created for the function channel, a function Chanel receiving FSM
SHOULD be created to handl e packets fromthe stream For exanple,
when an OPEN packet for IPv6 unicast is received on stream#2, and no
receiving FSM for |Pv6 unicast exists, a receiving FSM SHOULD be
created for | Pv6 unicast, and the Stream D should be set to 2. If a
receiving FSM for 1 Pv6 unicast with different Stream D al r eady

exi sts, a NOTIFI CATION with BoQ error code, BoQ channel conflict
subcode SHOULD be sent in the control channel (see Section 5.4).

Conpared with the FSM defined in [ RFC4271] Section 8, a function
channel receiving FSMstarts fromthe "active" state.

Active State:
In this state, the function channel receiving FSM process the
recei ved OPEN nessage (Event 19), if there is no error in the OPEN
message, the |l ocal system

* sends an OPEN message in the control channel as an
acknow edgenent with the Strean D

* sends a KEEPALI VE nessage in the control channel,
* if the HoldTimer initial value is non-zero,
- starts the KeepaliveTinmer with the initial value and
- resets the Hol dTinmer to the negotiated val ue,
* else, if the HoldTiner initial value is zero,
- resets the KeepaliveTi ner and
- resets the Hol dTi mer value to zero,

* and changes its state to OQpenConfirm
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I f BGP nessage header checking (Event 21) or OPEN nmessage checking
detects an error (Event 22), the local system
* (optionally) If the SendNOTI FI CATI ONwi t hout OPEN attribute is

set to TRUE, then the |ocal systemfirst sends a NOTI FI CATI ON
message with the appropriate error code, and then
* releases all related BGP resources, and
* changes its state to Term nating.
I f he Manual Stop event (Event 2), AutonaticStop event (Event 8), a
NOTI FI CATI ON nessage is received with a version error (Event 24),
a NOTI FI CATI ON nmessage (Event 25) or a QU CStreantCLose event
(Event 30) is received, the local system
* releases all related BGP resources for the channel, and

* changes its state to Term nating.

In response to any ot her events (Events 9-11, 13, 23-28), the
| ocal system

* sends a NOTIFICATION with a code of Finite State Machine Error,
* releases all related BGP resources, and
* changes its state to Term nating.

Any ot her events (Events 1, 3-7, 12, 14-20, 29) received are
ignored in the Active state.

OpenConfirm St at e:
In the state, the receiving FSMwait for a KEEPALI VE or
NOTI FI CATI ON nessage.

Any start event (Events 1, 3-7, 14-18, 20, 29) is ignored in the
OpenConfirm st ate.

In response to a Manual Stop event (Event 2) initiated by the
operator or the AutomaticStop event initiated by the system (Event
8), the local system

* sends the NOTIFI CATI ON nessage with a Cease in the control
channel

* releases all related BGP resources,
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* closes the stream and
* changes its state to Term nati ng.

If the Hol dTi ner _Expires event (Event 10) occurs before a
KEEPALI VE nessage is received, the |local system

* sends the NOTIFI CATI ON nmessage with the Error Code Hold Tiner
Expi red,

* releases all related BGP resources,
* closes the stream and
* changes its state to Term nati ng.

If the local systemreceives a KeepaliveTi ner Expires event (Event
11), the local system

* sends a KEEPALI VE nessage in the control channel,

* restarts the KeepaliveTiner, and

* remains in the OpenConfirmed state.

If the local systemreceives a NOTI FI CATI ON nessage (Event 25), a
NOTI FI CATI ON nessage with a version error (NotifMgVerErr (Event
24)), or a QUICStreanCLose event (Event 30) is received, the |ocal
system

* releases all related BGP resources,

* closes the stream and

* changes its state to Term nating.

If a valid OPEN nmessage is received (Event 19) on the sanme stream
it SHOULD be i gnored.

If an OPEN nmessage is received with error, (BGPHeaderErr (Event
21) or BGPOpenMsgErr (Event 22)), the local system

* sends a NOTI FI CATI ON nessage with the appropriate error code in
the control channel,

* releases all related BGP resources,

* ¢l oses the stream and
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* changes its state to Term nating.

If the local systemreceives a KEEPALI VE nessage (KeepAliveMsg
(Event 26)), the local system

* restarts the Hol dTi ner and
* changes its state to Established.

In response to any ot her event (Events 9, 12-13, 23, 27-28), the
| ocal system

* sends a NOTIFICATION with a code of Finite State Machine Error,
* releases all related BGP resources,
* closes the stream and
* changes its state to Term nating.

Est abl i shed State:
In the Established state, a function channel receiving FSM can
recei ve UPDATE, NOTI FI CATI ON, and KEEPALI VE nessages fromits

peer.

Any Start event (Events 1, 3-7, 14-20, 29) is ignored in the
Establ i shed state.

In response to a Manual Stop event (initiated by an operator)
(Event 2), or an AutomaticStop event (Event 8), the local system

* sends the NOTIFI CATI ON nessage with a Cease in the control
channel

* deletes all routes associated with this connection,
* releases all related BGP resources,

* closes the stream and

* changes its state to Term nating.

I f the Hol dTi mer _Expires event occurs (Event 10), the |ocal
system

* sends a NOTI FI CATI ON nessage with the Error Code Hold Tiner
Expired in the control channel,
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* releases all related BGP resources,
* closes the stream and
* changes its state to Term nating.

If the KeepaliveTi nmer_Expires event occurs (Event 11), the |oca
system

* sends a KEEPALI VE nessage in the control channel, and

* restarts its KeepaliveTimer, unless the negotiated Hol dTi ne
value is zero

If the local systemreceives a NOTIFI CATI ON nessage (Event 24 or
Event 25), or a QUICStreanCLose event (Event 30) is received, the
| ocal system

* deletes all routes associated with this connection,

* releases all related BGP resources,

* ¢l oses the stream and

* changes its state to Term nating.

If the local systemreceives a KEEPALI VE nessage (Event 26), the
| ocal system

* restarts its HoldTiner, if the negotiated Hol dTine value is
non-zero, and

* remains in the Established state.

If the local systemreceives an UPDATE nessage (Event 27), the
| ocal system

* processes the nessage,

* restarts its HoldTiner, if the negotiated Hol dTine value is
non-zero, and

* remmins in the Established state.

I f an UPDATE nessage is received with error (Event 28), the loca
system

* sends a NOTI FI CATI ON nessage with an Update error,
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* deletes all routes associated with this connection,
* releases all related BGP resources,

* closes the stream and

* changes its state to Term nating.

In response to any ot her event (Events 9, 12-13, 21-23), the | ocal
system

* sends a NOTI FI CATI ON nessage with the Error Code Finite State
Machi ne Error,

* deletes all routes associated with this connection,
* releases all related BGP resources,
* closes the stream and
* changes its state to Term nating.
8. Operational Considerations
8.1. Using Multi-Channel BGP over QUIC
The decision to use BoQ instead of the TCP-based mechani sm defined in
[ RFC4271] is an operational decision and out of the scope of this
docunent. An inplenentation MJST provide a configurati on nechani sm
to enabl e BoQ on a per-peer basis.
Connectivity problenms (e.g., blocking UDP) can result in a failure to
establish a QUI C connection; BGP speakers SHOULD attenpt to establish
a TCP-based BGP session in this case.
8.2. BGP Multi-Channel Prioritization
One of the drawbacks of a single BGP session is that control plane

messages for all supported Network Layer protocols use the sane
connection, which nmay cause resource contention.
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10.

QUI C [ RFC9000] does not provide a nmechani sm for exchangi ng
prioritization information. Instead, it recomends that

i mpl ement ati ons provide ways for an application to indicate the
relative priority of streans, in this case, mapped to BGP channel s.
An operator should prioritize BGP channels (streans) that carry
critical control plane information if the functionality is avail able.
The definition of this functionality and the determ nation of the

i mportance of a BGP session are both outside the scope of this
docunent .

Security Considerations

Thi s docunent replaces the transport protocol |ayer of BGP from TCP
to QUC It does not nmodify the basic protocol specifications of

BGP, and therefore does not introduce new security risks to the basic
BGP protocol. The non-TCP-rel ated consi derations of [RFC4271],

[ RFC4272], and [ RFC7454] apply to the specification in this docunent.

BoQ enhances transport-|layer security for BGP sessions, refer to
[ RFC7454] :

(1) Supports QU C server identity authentication
(2) (Optional) Supports QU C client identity authentication

(3) Confidentiality protection of BGP nessages is supported. Al
BGP nessages are encrypted for transm ssion.

(4) Supports integrity protection for BGP nessages.

The use of a specific UDP port number and an ALPN token protects a
BoQ speaker fromattenpts to establish an unexpected BGP session
Additionally, all packets directed to UDP port TBD on the |oca

devi ce and sourced from an address not known or pernitted to becone a
BGP nei ghbor SHOULD be di scar ded.

Wth BGP multi-channel support using QU C streans, it separates the
control plane traffic over nultiple channels. The effect of a
sessi on-based vulnerability is reduced; only a single channel is

af fected and not the whol e connection. The result is increased
resiliency.

On the other hand, a high nunber of BGP channels may result in higher
resource utilization and the risk of depletion. Also, nmore channels
may i nply additional configuration and operational conplexity.

| ANA Consi der ati ons
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10.1. UDP Port for BoQ

I ANA is requested to assign a UDP port (TBD1l) fromthe "Service Name
and Transport Protocol Port Nunber Registry" as foll ows:

o e e e e e e eie oo n o +
| Service Name | bog |
Tt o m e e e oo - +
| Port Number | TBD1 |
o e e e e e e e oo S +
| Transport Protocol | udp |
o e e e e e e eie oo n o +
| Description | BGP over QUIC |
Tt o m e e e oo - +
| Assignee | TETF |
o e e e e e e e oo S +
| Contact | DR WG |
o e e e e e e eie oo n o +
| Registration Data | TBD |
Tt o m e e e oo - +
| Reference | this document |
o e e e e e e e oo S +
| Unauthorized Use Reported | idr@etf.org |
o e e e e e e eie oo n o +

Table 5: Port Number Registry
10.2. Registration of the BGP4 ldentification String

Thi s docunent creates a new registration for the identification of
BGP [ RFC4271] in the "TLS Application-Layer Protocol Negotiation
(ALPN) Protocol 1Ds" registry.
The "boqg" string identifies BGP-4 [ RFC4271] over QU C

Protocol : Milti-Channel BGP over QUIC

Identification Sequence: 0x62 0x6f 0x71 ("boq")

Speci fication: This docunent

10.3. BGP Over QUIC Capability

I ANA is asked to assign a new Capability code [ RFC5492] for the BGP
over QUIC Capability Section 5.1 as foll ows:
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g +
| Val ue TBD2 |
T +
| Description BoQ Capability

Fom oo oo +
| Reference [ This Docunent] |
Fom e e e +
| Change Controller | ETF |
T +

Table 6: BoQ Capability Registration

10.4. Error Code

Thi s docunent defines a new NOTI FI CATI ON er
subcodes related to the BoQ procedures.
new error code fromthe "BGP Error (Notific
with the nane "BGP over QUI C Message Error”
docunent .

I ANA is asked to create a new registry for

fol | ows:
Under "Border Gateway Protocol (BGP)
under "BGP Error Subcodes”
Regi stry: "BGP over QU C Message Erro
Ref erence: this docunent

Regi stration Procedure(s): Values 0-1

val ues 128-255 First Cone First Ser
[ el oo s
| Value | Narme |
[ gttty e ffpp—p—p——(—(—(—(—(——(————(——(—(——
| 0 | Reserved |
omm - R +
| 1 | BoQ Capability Msmatch |
e I T +
| 2 | BoQ Connection Reset |
R, o e e e e e e oo +
| 3 | BoQ Channel Reset |
omm - R +
| 4 | BoQ Channel Conflict |
e I T +
| 5-255 | Unassigned |
R, o e e e e e e oo +

Table 7: BGP over QU C Message
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ation) Codes" registry
, referencing this

the error subcodes as

Par anet ers"”,
r subcodes"

27 Standards Action,
ved

Error subcodes

[ Page 69]



I nternet-Draft BGP over QU C January 2026

11. Acknow edgenent

Thi s docunent references the text and procedures defined in
[I-D.ietf-idr-bgp-nultisession], and we are grateful for their
contri butions.

The authors would like to thank xx for review and comrents.
12. Ref er ences
12.1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://www. rfc-editor.org/info/rfc2119>.

[ RFC4271] Rekhter, Y., Ed., Li, T., Ed., and S. Hares, Ed., "A
Border Gateway Protocol 4 (BGP-4)", RFC 4271,
DA 10.17487/ RFC4271, January 2006,
<https://www. rfc-editor.org/info/rfc4271>.

[ RFC4486] Chen, E. and V. Gllet, "Subcodes for BGP Cease
Notification Message", RFC 4486, DO 10.17487/ RFC4486,
April 2006, <https://wwwrfc-editor.org/info/rfc4486>.

[ RFC4724] Sangli, S., Chen, E., Fernando, R, Scudder, J., and Y.
Rekhter, "Graceful Restart Mechanismfor BGP", RFC 4724,
DA 10. 17487/ RFC4A724, January 2007,
<https://ww. rfc-editor.org/infol/rfc4724>.

[ RFC5492] Scudder, J. and R Chandra, "Capabilities Advertisenent
with BGP-4", RFC 5492, DO 10.17487/ RFC5492, February
2009, <https://ww. rfc-editor.org/info/rfc5492>.

[ RFC6286] Chen, E. and J. Yuan, "Autononous-System Wde Uni que BGP
Identifier for BGP-4", RFC 6286, DO 10.17487/ RFC6286,
June 2011, <https://ww.rfc-editor.org/info/rfc6286>.

[ RFC7301] Friedl, S., Popov, A, Langley, A, and E. Stephan,
"Transport Layer Security (TLS) Application-Layer Protocol
Negoti ati on Extension", RFC 7301, DO 10.17487/ RFC7301,
July 2014, <https://ww.rfc-editor.org/info/rfc7301>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC

2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

Ret ana, et al. Expires 11 July 2026 [ Page 70]



I nternet-Draft BGP over QU C January 2026

[ RFC9000] lyengar, J., Ed. and M Thonmson, Ed., "QU C. A UDP-Based
Mul ti pl exed and Secure Transport", RFC 9000,
DA 10.17487/ RFC9000, May 2021,
<https://ww.rfc-editor.org/info/rfc9000>.

12.2. Infornmtive References

[I-D.ietf-idr-bgp-nultisession]
Scudder, J., Appanna, C., and |. Varlashkin, "Miltisession
BGP', Work in Progress, Internet-Draft, draft-ietf-idr-
bgp-nmul ti sessi on-07, 13 Septenber 2012,
<https://datatracker.ietf.org/doc/htm/draft-ietf-idr-bgp-
mul ti sessi on-07>.

[I-Dietf-idr-rfc7752bis]
Tal aul i kar, K., "Distribution of Link-State and Traffic
Engi neering Information Using BGP", Wrk in Progress,
Internet-Draft, draft-ietf-idr-rfc7752bis-17, 25 August
2023, <https://datatracker.ietf.org/doc/htm/draft-ietf-
idr-rfc7752bis-17>.

[ RFC2918] Chen, E., "Route Refresh Capability for BGP-4", RFC 2918,
DO 10. 17487/ RFC2918, Septenber 2000,
<https://www. rfc-editor.org/info/rfc2918>.

[ RFC4272] Murphy, S., "BGP Security Vulnerabilities Analysis",
RFC 4272, DA 10. 17487/ RFC4A272, January 2006,
<https://ww.rfc-editor.org/info/rfc4272>.

[ RFC4760] Bates, T., Chandra, R, Katz, D., and Y. Rekhter,
"Mul tiprotocol Extensions for BGP-4", RFC 4760,
DA 10.17487/ RFC4A760, January 2007,
<https://www. rfc-editor.org/info/rfc4760>.

[ RFC7313] Patel, K, Chen, E., and B. Venkatachal apathy, "Enhanced
Rout e Refresh Capability for BGP-4", RFC 7313,
DO 10.17487/ RFC7313, July 2014,
<https://www.rfc-editor.org/info/rfc7313>.

[ RFC7454] Durand, J., Pepelnjak, |I., and G Doering, "BGP Operations
and Security", BCP 194, RFC 7454, DO 10.17487/ RFC7454,
February 2015, <https://ww.rfc-editor.org/info/rfc7454>.

[ RFC9234] Azinov, A., Bogomazov, E., Bush, R, Patel, K, and K
Sriram "Route Leak Prevention and Detection Using Roles
i n UPDATE and OPEN Messages", RFC 9234,
DO 10. 17487/ RFC9234, May 2022,
<https://www. rfc-editor.org/info/rfc9234>.

Ret ana, et al. Expires 11 July 2026 [ Page 71]



I nternet-Draft BGP over QU C January 2026

Aut hors’ Addresses

Al var o Ret ana

Fut urewei Technol ogi es
United States of Anerica
Emai | : aretana@ ut urewei . com

Yi ngzhen Qu

Fut urewei Technol ogi es

United States of America

Emai | . yingzhen.ietf@nmail.com

Jeffrey Haas

Juni per Networ ks

1133 I nnovati on Vay
Sunnyval e, CA 94089
United States of America
Emai | : j haas@ uni per. net

Shuangl ong Chen

Huawei Technol ogi es

No. 156 Bei gi ng Rd.

Bei jing

100095

Chi na

Enmai | : chenshuangl ong@uawei . com

Jeff Tantsura

Nvi di a
United States of Anerica
Email: jefftant.ietf@nuail.com

Ret ana, et al. Expires 11 July 2026 [ Page 72]



