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Abst ract

Aut omat ed agents ("bots") represent a large fraction of the traffic
to many Wb sites. |In some cases, this traffic is desired, in others
undesired, and in yet others, desired as long as it remains within
certain rate limts. This neno descri bes Anonynous Bot

Aut hentication (ABA), a systemthat allows Wb site operators to

di stinguish wanted fromunwanted traffic, while not tying a given
request to a specific sender.
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rescor | a- anonynous- webbot aut h/ .

Source for this draft and an issue tracker can be found at
https://github. com ekr/draft-rescorl a-anonynous-webbot aut h.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

DI SCLAIMER: This is a work-in-progress draft and has not yet seen
significant security analysis. It is being published at an early
stage for discussion purposes.

Aut omat ed agents ("bots") represent a large fraction of the traffic
to many Wb sites. For exanple, Wkinedia reports that about 35% of
its traffic is frombots [ PCVag- W ki pedi a] and C oudflare reports
that over 50% of traffic is automated [ oudfl are-2025]. High
traffic | oads--even when from ot herw se desired bots--can have
negative inpacts on sites in terns of performance, stability, and
operational costs.

In addition, there may be certain types of bot traffic that sites
wish to heavily restrict or block entirely. For exanple:

* Volunetric traffic intended to create a DoS attack on the site.
*  Non-volunetric traffic intended to attack the site.
* Scraping for specific purposes such as training Al agents.

[1-D. notti ngham webbot aut h-use-cases] provides a nore conplete |ist
of potential use cases.

In response to this approach, there have been proposals to

aut henticate automated clients. Sites can use behavioral analysis to
determine when traffic froma given endpoi nt appears bot-like (e.qg.,
is high volune, has |ow | atency between requests, appears to be
retrieving the entire site, etc.) and restrict access by those

endpoi nts unless they authenticate and the resulting identity is
acceptable to the site. [I-D. neunier-webbotauth-registry] describes
one such architecture, where identities are rooted in the DNS and
bots use digital signatures to tie their activity to a given
identity.
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Wiile directly identifying each bot allows the site to precisely
moni tor bots’ behavior and restrict or block bots that it believes
are msbehaving, it also has potential negative effects on the open
Web, incl uding:

* Allowing sites to precisely discrimnate against specific bots,
even when those bots are acting in the public interest. For
exanpl e:

- Governnent sites mght block bots which are tracking | aw
enforcenment activity.

- Enployment or housing sites might block bots which are
moni toring for discrimnatory behavior.

- Shopping sites mght block bots used for price conparison

* Preventing users and groups from being able to anonynously
retrieve Wb content using autonmated tools.

In many use cases, it is possible to resolve this tension using
anonynous credentials. Wen a bot presents an anonynous credenti al,
the Web site learns that the bot is part of sone set of authorized
bots -- say those whose operators have agreed to good behavior -- and
not the specific identity of the bot or the bot operator

Thi s docunent describes an approach for using anonynous credentials
to authenticate bots to websites. 1In addition to |aying out how the
system wor ks, we describe the trade-offs between anonynity and fine-
grai ned abuse mtigation.

2. Architectural Overview

The overall structure of ABAis shown in Figure 1.

Alice Bob Attester Site
Regi ster --------------------- >
R Attestation[Alice]
Register ------- >
<---- Attestation[ Bob]
Request + Attestation ---------------------------- >

Site only knows Attester
not Alice or Bob
R R LR EEEEE R Response

Figure 1: Architectural Overview
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Prior to contacting the site, Alice and Bob both register with a
credential Attester, which is responsible for eval uating whether they
comply with the Attester’s policies. They each are issued an
anonynous credential, which they can use to authenticate to the
server. \What nakes the credential anonynous is that the site only

| earns that soneone with a credential fromthe Attester is

aut henticating, not whether it's Alice or Bob. This prevents the site
fromdiscrimnating _between_ customers of the sanme attester

al though it can discrimnate between attesters.

As a result, while it is possible to distinguish authenticated from
unaut henticated bots, it is not possible to use the authentication
met hod to either (1) selectively block individual bots(2) determne
whi ch bots are accessing which resources or (3) link multiple visits
by the sane bot. It may still be possible to identify bots via other
mechani sns such as | P address or fingerprinting.
In sone cases it may be sufficient nmerely to identify the attester
for instance if the attester perforns sone vetting to ensure policy
compliance. However, in sone cases this may be insufficient, as
di scussed bel ow.
2.1. Trade-offs

Assuring the anonymity of bot requests nmeans inposes sone limts on
how t hi s aut hentication nmechani smcan be used to counter abuse.
These trade-offs are discussed in detail in Section 6, and the bel ow
bull ets provide a sunmary:
* ABA supports:

- Rate-limting of requests by a a single bot

- Providing separate content to bots vs. hunmans

- Conditioning access based on a bot neeting certain criteria

- Conditioning access based on participation in some schene or
pr ot ocol

- Cassifying hunan vs. bot traffic
- | P address nobility and sharing of |IP addresses
- Unlinkability between authenticated requests by the same client

*  ABA does not support:
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Allow lists / deny lists
Audi ting bot behavi or

Aut henticating site services

Essentially, abuse controls that rely on knowing the identity of the
abusive party are inconpatible with anonynous authentication

2.2. Rate Limting

In sone cases it may be desirable to Iimt any individual agent to a
speci fic nunber of requests. For exanple, a given Attester may have
a | arge nunmber of subscribers but only a few may access a given site.
In this case, overall rate limts for an attester will not be
effective, but individual rate limts are.

3. Concrete Inplenentation Wth Privacy Pass and ARC

Thi s section describes how to inplenent ABA using Privacy Pass

[ RFC9576], and Anonynous Rate-Limted Credentials
[1-D.ietf-privacypass-arc-protocol]
[I-D.ietf-privacypass-arc-crypto]. Wile this is not the only
possi bl e i npl ementati on approach, it |everages existing deployed and
proposed | ETF technol ogi es and thus avoi ds duplicated functionality
and fits well into existing depl oynments.

We nake use of the "Joint Origin and |ssuer Deploynent Mdel" from
Section 4.3 of [RFC9576], reproduced below in Figure 2:

O

B + Fomm e e e oo + | B + B +
| dient | | Attester | | | Issuer | | Oigin| |
S +----- e e LR SRR I

| | oo | oo | ------ !

I TokenChal | enge --+

I I I I

| <=== Attestation ===>| | |

| | |

e TokenRequest ---------- >| |

| <---------- TokenResponse ----------- + |

I I

A Token -------mmmmmma >

Figure 2: Privacy Pass Mdel (Joint Origin and |ssuer)
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In this nodel, the Cient interacts with an Attester, which is
responsi ble for determ ning whether the client conforms to the
required policy. The Attester provides an Attestati on which can then
be presented to the site (the Issuer in the di agram above), which
provi des a Token. The bot can then use the Token to get services
fromthe site (the Oigin in the diagramabove). The Issuer and the
Oigin are operated by the sanme entity (this is a technica

constraint of ARC).

ABA extends this schenme with a zero-know edge proof (ZKP) system
(e.g., [I-D.google-cfrg-libzk]) in order to assure that the
Attester’s attestation does not |leak information to the Issuer that
coul d deanonymi ze the Cient. This property is especially inportant
in the "server as attester" case Section 4.2, and is not assured by
ARC itself. In effect, ABA uses an expensive attestion and ZKP
operation to authorize the issuance of ARC tokens that can be used
cheaply on every request.

O
B + Fomm e e e oo + | B + B + |
| dient | | Attester | | | lssuer | | Oigin| |
S +----- e e LR SRR I

| | oo |- | ------ !

I I I I

+---- Cred-Request--->| | |

| <----Attestation------ + | |

I I I I

[ Lat er]
I TokenChal | enge --+

I
+----TokenRequest + ZKP(Attestation)-->| |
| <- - TokenResponse[ ARC Credential]----- + |

R Request + ARC Credential -------- >|
Figure 3: ABA with Privacy Pass

When a new Cient is deployed, it first nust register with sone set
of Attesters. These Attesters will require the bot to denpnstrate
that it conmplies with their policies, for instance that it is a

regi stered corporation, holds a domain nane or an | P address bl ock,
etc. Once the Attester is satisfied, it issues a Attestation to the
Client in the formof a CM [RFC8392] signed by the Attester. This
Attestation can be used to authenticate to an arbitrary nunber of

| ssuers.
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When a client contacts a new site for which it does not yet have an
ARC Credential, client uses the Attestation to authenticate to the
I ssuer and request an ARC Credential. This authentication is
performed anonynously using a zero-know edge proof that it has a
valid Attestation (shown as "ZKP(Attestation)" above), as described
in Section 3.1, so that the Issuer only learns the follow ng

i nformati on:

1. This dient has been authenticated by the Attester.

2. This dient has not authenticated to the |Issuer previously using
this Attestation (potentially within a given tine w ndow).

Assuming that the Cient’s proof verifies correctly and the Attester
is acceptable, the Issuer issues an ARC credenti al .

Each credential is associated with arate Iimt, which may be
Attester-dependent. For instance, if the Attester has a policy
designed for high traffic bots, the Issuer m ght use one rate limt,
whereas if the policy is designed for lowtraffic bots, the Issuer
m ght use a lower rate Iimt. Note that the choice of rate limt is
entirely up to the Issuer, but because all Cients authenticated by a
given Attester are within the sane anonymty set, it cannot use
different per-Cient rate limts to nultiple Cients attested to by
the sane Attester. Simlarly, because all clients whose credentials
are associated with the Issuer’s key pair, all authorizations by
Clients using the

Once the Cient has an ARC credential it can use it to authenticate
to the Origin repeatedly up to the nunber of authentications in the
rate limt associated with the Credential. These authentications are
unl i nkabl e provided that the Cient does not exceed the rate limt;
aut henti cations beyond the rate limt are linkable. Because any
Credential can only be used once for a given Issuer within a given
time window, the total rate limt for a given ient/lssuer pair is
bounded by the Iimt associated with the ARC credenti al .

3.1. Providing Attestation to the Issuer

The protocol for Attestation to the Issuer is designed to neet the
foll owi ng requirenents:

* A Attestation can be used with an arbitrary nunber of |ssuers.

* A Attestation can only be used once with a single Issuer within a
given time w ndow
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* Attestation presentations are unlinkable, both between |Issuer and
Attester and between |ssuers.

These requirenents can be net by using a signed credential (in this
case, a CWI' [ RFC8392]), along with a generic circuit-based zero-
know edge proof system (in this case Longfell ow ZK
[1-D.google-cfrg-1ibzk]). The interaction between the Attester and
the Cient just yields an ordinary CM and then the Cient proves in
zer o- knowl edge that they have a valid Attestation froma given
Attester.

In order to prevent replay, the proof also includes an |ssuer-
specific nullifier tied to the Issuer’s domain name and the current
time window \Wile the proof itself varies between presentations,
the nullifier remains the same and therefore can be used to detect
repl ay.

Because we are using a generic ZK systemit should also be possible
to use it to conceal the Attester if desired: for exanple if there
are nultiple Attesters who foll ow equival ent vetting procedures, then
the Issuer does not need to know which Attester the Cient used; the
ZKP can be designed to prove that the Client has a Attestation from
one of a set of Attesters within the sane equival ence cl ass; of
course, the Issuer will need to use the sane rate limt for all such
Attesters.

3.2. Alternate Cryptographic Approaches

Thi s section considers a nunber of alternate cryptographic approaches
and expl ains the choice of primtives in this section.

3.2.1. Only Ceneric Zero-Know edge Proofs

In principle, it is possible to omit the use of ARC and instead have
the Cient authenticate each transaction directly to the Oigin.
However, even efficient generic ZKP systens |ike Longfell ow ZK have
far higher conputational and bandwi dth costs than more limted
systens such as the one used in ARC. Using a generic ZKP systemto
demonstrate ownership of an attested Attestation to the Issuer and
then using that single interaction to obtain an ARC credential nakes
it possible to anortize the generic proof over a |arge nunber of
subsequent interactions.

3.2.2. Oher Attestation Structures
There are a nunber of other potential ways to convey attestations to

the Issuer, but each fails to fulfill one of the requirenments in
Section 3. 1.
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* _Non-anonynous credentials_ allow for |inkage of bots at
redenption tinme.

* Single-show credentials_ like those in Privacy Pass either allow
or require the bot to interact with the Attester for each site it
wants to interact with (otherw se |inkage is possible).

* _Caneni sch- Lysanskaya credentials_ do not prevent multiple shows
to the same server, thus precluding rate limting.

* BBS+_ credentials require the use of pairings and have no obvi ous
transition to post-quantum al gorithns.

Note that in cases where the Attester and the |Issuer are one and the
same (see Section 4.2), it is not necessary to convey the attestation
to the Issuer and so the generic ZKP system can be omitted.

4. | ssuance Mbdel s

Anonynmous credentials are conpatible with a variety of issuance
nodel s, as discussed in this section

4.1. Independent Attesters

Much like mllions of websites rely on a rmuch snaller number of

i ndependent WebPKI certificate authorities, it is possible to have a
system of independent Attesters that are broadly relied upon by many
websites. Each attester could publish the policy that it uses to

i ssue credentials (e.g., verifying corporate existence, subject pays
$100, etc.). Sites can then select which attesters have policies
they are willing to accept. It is also possible to have multiple
Attesters who conformto a conmmon set of policies, as in the WbPKI,
where each CA has to neet the sanme requirenents, but site operators
have the choice of which CA to use

4. 2. Server as Attester

It is also possible for a server to act as their own Attester. This
is not likely to be practical for small sites, as bots will sinply
opt not to authenticate to those sites at all. However, a |arge CDN
whi ch hosts nmany sites might opt to operate its own Attester, and it
could be practical for bots to register with such an Attester. Note
that this approach makes it possible for the Attester to refuse
service to individual Cients, but not to selectively do so for

i ndi vi dual customers unless it uses separate |Issuers for each of
those custoners
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The ZKP el ement of ABA ensures that clients remain anonynous even in
this case, since the client’s redenption of an Attestation is not
linkable to its issuance.

4.3. Nunber of Attesters

In general, it is desirable for bots to be able to acquire a
relatively small nunber of credentials and have high confidence that
those credentials will be conpatible with nost if not all of the
sites that the bot wishes to contact. This can be nost
straightforwardly acconplished if there is only a snall nunber of
attesters, but it can also work if there are a | arger nunber of
attesters but sites converge on a relatively small nunber of policies
(expressed as which attesters they support) such that a bot can
acquire a set of credentials that covers all of those policies. The
| east desirable outcone is if bots routinely are pronpted to provide
credentials for a new attester.

5. Relationship to Browser Authentication

There is significant overlap with existing work on anonynous

aut henti cation happening in the PrivacyPass WG and in the WBC

Anti Fraud Community Group. Wiile that work is directed towards
access control for users, the sane cryptographic techni ques can be
used to authenticate bots. A good description of the vision and
requi renents can be found at [PACT-Issue]. The ideal scenario would
be to be able to use conpatible tokens for users and bots, differing
only in the issuance policies, the attesters, and the rate limts.

6. Use Case Analysis

[1-D. notti ngham webbot aut h-use-cases] describes a set of use cases
for web bot authentication. The architecture described in this
docunent address some but not all of these use cases. This is
intentional rather than a deficiency; the objective is to address use
cases which are conpatible with limting the negative inpact of bots
while avoiding making it trivial for sites to discrimnate against

i ndi vidual bots. The renminder of this section addresses each use
case individually.

6.1. Site Use Cases

6.1.1. Mtigating Volunetric Abuse by Bots
Thi s docunent directly addresses the topic of volunetric abuse,
because bots can be authenticated and aut henticated bots can be

restricted to specific bandwidth limts. Once a bot has exceeded its
limt, it can be bl ocked.
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6.1.2. Controlling Access by Bots

[1-D. notti ngham webbot aut h-use-cases] provides the foll ow ng exanpl e
applications of controlling access:

- Only allow access by bots on an allow list;
- Disallow access to bots on an explicit deny list;

- Condition access upon neeting sone criteria (e.g., non-profit,
certification by a third party);

- Condition access upon participation in some schene or protoco
(e.g., paynent for access);

Note that the first two inply some notion of bots being tied to a
real-world identity, whereas the remaining do not necessarily
require it.

ABA can be used for the second two use cases and can be used for sone
versions of the first two use cases. However, the nore fine-grained
controls are used (e.g., by having many Attesters with different
policies) the worse the privacy and scalability properties of the
system becone. n

6.1.3. Providing Different Content to Bots

The architecture in this docunent may be usable to provide different
content to bots generally than humans dependi ng on the structure of
attesters (e.g., does a given attester issue to both bots and to
humans) and whet her techni ques are used to conceal which attester is
in use. However, they are not generally useful to provide different
content to specific bots.

6.1.4. Auditing Bot Behavi or
This use case is not addressed by this docunent.

6.1.5. dassifying Traffic
Because this use case does not depend on determ ning which bot is
whi ch, but only which traffic is human versus bot, the architecture

in this docunent may be able to address this use case, dependi ng on
the ultimte depl oynent nodel
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6.1.6. Authenticating Site Services

This use case is not addressed by this docunent.
6.2. Bot Use Cases
6.2.1. | P Address Mbility

ABA provi des authentication for bots independent of |P address.
Because ABA authentication is at the Attester rather than the Cient
level, it is not possible to use ABA to build bot-specific
reputati ons based on observed bot activity; instead the Attester is
responsi bl e for assessing bots and then providing that information to
sites.

6.2.2. Sharing | P Addresses

Because ABA provi des authentication independent of |IP address, it
allows sites to discrimnate between unauthenticated users of an IP
address and those which are ABA-authenticated, thus reducing the
negative reputational side effects of m suse by unauthenticated users
sharing the sane | P address.

6.2.3. Robots.txt Alignnent
This use case is not addressed by this docunent.
6.2.4. Conveying Contextual Information

Because different Attesters can have different policies and Attesters
can have multiple policies, ABA allows for linmited conveyance of
contextual information. Wile in principle this information can be
arbitrarily fine-grained, coarse-grained information ensures a | arger
anonynity set (see Section 4.3).

7. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

8. Security Considerations
The precise security and privacy details of a systemof this type

depend on the detail ed cryptographi c nechani sm bei ng depl oyed.
However, it is possible to nake sone general observations.
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8.

8.

10.

10.

Re

1. Anonynmity Set

The anonynmity set for a given transaction is the set of credentials
associated with a given Attester, or, if Attester hiding is used, the
set of credentials associated with the set of attesters. However, it
is still possible to learn information about the client by
mani pul ating the Attester set. For exanple, a site acting as an
Attester could use different keys for each user or a site could use
different Attester subsets to identify which of a set of Attesters
was in use. Transparency/consistency nechanisns |ike
[1-D.ietf-privacypass-key-consistency] nay be useful in detecting
this formof attack.

2. Credential M suse

Because clients are anonynous, sone forns of msuse are harder to
manage. For exanpl e:

* Two clients can collude to exceed rate limits if they are
interacting with disjoint sites.

* |f registration standards are | ow and registration is cheap a bot
can obtain nultiple credentials.

* Patterns of msuse (e.g., credential stuffing) beconme harder to
det ect.

Not e that existing nmechani sns, such as IP address, will continue to
be usabl e, but the techniques described in this docunment nmay not add
to the server’s ability to address these issues.
| ANA Consi derati ons
Thi s document has no | ANA acti ons.
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