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Abstract

Interface Identifiers (I11Ds) are critical conponents of |Pv6
addresses, significantly inpacting user privacy and the feasibility
of network reconnai ssance. RFC 7707 previously provided a

compr ehensi ve analysis of 11D patterns based on data fromthe early
stages of |Pv6 deploynent. However, with the w despread adoption of
privacy-enhanci ng standards such as RFC 7217, historical data no

| onger accurately reflects the current 1 Pv6 ecosystem This docunent
provi des updated neasurenents of II1D patterns by utilizing an

i nproved pattern recognition nmethod and incorporating novel data
sources, such as public mailing lists. The measurenent data reveal s
that while "Low byte" patterns have decreased significantly in server
addresses, a substantial nunber of seem ngly random addresses
actual ly belong to non-random specific patterns, inplying that
heuristic scanning renains a viable vector. Furthernore, while
client devices have wi dely adopted random zed addresses-effectively
enhanci ng privacy-Cient Prem se Equi pnent (CPE) routers continue to
exhi bit a high usage rate of |EEE EU -64 addresses, constituting an
of ten-overl ooked privacy risk. This docunment ains to update the
statistics and analysis regarding |1 D pattern distribution found in
RFC 7707, providing essential insights for nodern network defense
strategi es and standard conpli ance.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
Status information for this document may be found at

https://datatracker.ietf.org/doc/draft-ren-v6ops-ipv6-iid-patterns-
measur enent/ .
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wor ki ng docunments as Internet-Drafts. The list of current Internet-
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1. Introduction

RFC 7707 [RFC7707] provided a pioneering anal ysis of network

reconnai ssance techni ques and defense strategies in | Pv6 networks.
That docunent discussed the feasibility of address scanning in detai
and provided statistical data on the distribution of IPv6 Interface
Identifier (11D) patterns for various device types (servers, clients,
and routers) at that time. However, the data cited in RFC 7707 was
primarily based on nmeasurements conducted around 2012-2013. In the
subsequent decade, both the scale of IPv6 depl oynent and the rel evant
st andards have under gone profound changes.

First, to address the privacy | eakage and scanning risks associ at ed
with traditional EU -64 addresses, the | ETF has published a series of
updat ed standards. These include RFC 8981 [ RFC8981], RFC 7217

[ RFC7217] (which defines a method for generating semantically opaque
st abl e addresses), and RFC 8064 [ RFC8064] (which reconmends
deprecating EUI -64 in all cases). Second, the default behaviors of
networ k stacks in mainstream operating systens (such as W ndows,

Li nux, Android, and i 0S) have adjusted accordingly, w dely adopting
these privacy protection mechanisnms. Collectively, these factors
have resulted in an | Pv6 address ecosystemthat differs significantly
fromthe era of RFC 7707.

Thi s docunent aims to update the community’s understandi ng of |Pv6
11D allocation through the | atest neasurenment data. By enploying a
broader range of data sources and a nobre accurate pattern recognition
met hodol ogy, this docunent presents a | atest panoram c view of |Pv6
address patterns. The data reveals the evolution of server address
configuration strategies, the current state of endpoint privacy
protection, and potential risks existing within edge network devices,
providing a factual basis for updating the relevant sections on
address distribution statistics in RFC 7707.

The insights provided in this docunment are critical for network

operators, equipnent vendors, and the research community. By
reveal ing the persistence of scannable patterns in infrastructure and
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the specific privacy vulnerabilities in edge devices, this docunent
under scores the need for updated defense strategi es-novi ng beyond
simple "security by obscurity"-and calls for stricter adherence to
standards |i ke RFC 8064 in CPE manufacturing. Furthernore, the
updat ed data nodel s presented here serve as a foundational reference
for future network neasurenents and security assessnents.

IPv6 Interface Identifiers: Mechanisns, Patterns, and Mappi ng

This section outlines the generation nmechanisns of Interface
Identifiers (11 Ds) in nodern |IPv6 networks, the observabl e sequence
patterns, and the mapping rel ationship between the two.

Al | ocati on Mechani sns

The generation mechani smof an |1 D determ nes the underlying
properties of the address. Common all ocati on nechani sns incl ude:

* Statel ess Address Autoconfiguration (SLAAC): Traditionally based
on the I EEE EUl - 64 specification, expanding a 48-bit MAC address
and enbedding it into the 11D [ RFC4862].

*  Tenporary Addresses: To protect privacy, operating systens
periodically generate random || Ds that change over time [RFC8981].

* Stable Opaque Addresses: CGenerates a stable |1 D per prefix that
exhi bits random characteristics, intended to replace EU -64 as the
default configuration [ RFC7217].

*  DHCPv6: Stateful address assignment nmanaged by a server. Server
policies can be sequential, random or based on specific
al gorithms [ RFC8415].

* Manual Configuration: Adm nistrators manually specify static
addresses, commonly used for server and router interfaces, often
enpl oyi ng patterns that are easy to renenber.

* Transition Technol ogi es: Mechani sms such as Teredo [ RFC4380] or
| SATAP [ RFC5214], which generate |I1Ds containing | Pv4 address or
port information via specific algorithns.

Interface Identifier Sequence Patterns

"Sequence Pattern" refers to the byte structure characteristics of an
11D as perceived by an external observer. RFC 7707 established a

wel | - known taxonony for these patterns. This docunent adopts and
extends this taxonony. The primary patterns are |isted bel ow
(roughly in order of identification priority):
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1. Transition Technology: |1 Ds confornming to specific transition
protocol specifications (e.g., |SATAP addresses beginning with
0000: 5ef e [ RFC5214]).

2. | EEE-based: 1I1Ds conforming to the EU -64 fornmat, containing
ff:feinthe mddle, with the first three bytes corresponding to
a valid vendor QU [ RFC4862].

3. Enbedded-1Pv4: [11Ds containing a conplete |Pv4 address.

4. Enbedded-Port: |1Ds where the |oworder bits contain comon
service port nunbers (e.g., 80, 443), with the renui nder
typically being zero. This is essentially a special case of the
Low byte pattern.

5. Lowbyte: II1Ds where the high-order bits are all zero, and only
the | owest bytes (typically a small portion of the final 64 bits)
are non-zero.

6. Byte-pattern: 11Ds containing a | arge nunber of zero bytes (e.g.,
more than 3 bytes are 00), exhibiting sparse characteristics but
not fitting the Lowbyte definition

7. Seed-Simlar (New): A new classification introduced in this
docunent. This refers to |IIDs that would traditionally be
classified as "Randoni zed" but are identified as havi ng non-
random characteristics through a specific algorithm (detailed in
subsequent sections).

8. Randonized: |I1Ds remaining after filtering out all the above
rules. They exhibit no obvi ous observabl e structure.

The origi nal methodol ogy of RFC 7707 (inplenented in tools |ike addr6
[1Pv6-Tool kit]) classified all addresses remaining after the first
six filtering steps as "Random zed". This approach resulted in the

m scl assi fication of many non-random nanually configured addresses
(such as ffff:ffff:ffff:ffff or specific wordy addresses). By

i ntroducing "Seed-Simlar" Patterns, this docunent ainms to further
strip away non-random conponents fromthese "renai ni ng addresses”,
thereby nore accurately assessing the entropy of the address space.

2.3. Mapping Patterns to Mechani sms

Wil e the sequence pattern of an IIDis publicly visible, the

speci fic nmechanismgenerating it is often opaque. A single pattern
may be produced by multiple different nechanisns. The table bel ow
sunmari zes the nost typical correspondences between sequence patterns
and al | ocati on mechani sms in the current network environment:
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| Sequence | Primary | Notes |
| Pattern | Mechani sns | |
[ gt —————— L ——_——————————————— e p—p—_——
| Transition | Teredo [ RFC4380], | Depends on specific |
| | | SATAP [ RFC5214], | transition protocol |
| | etc. | specs. |
o m e e e oo - o e e e e oo oo o e e e e e e oo o +
| | EEE- based | SLAAC | Decreased in nodern |
| | (Traditional EU - | clients, but still |
| | 64) | comon in CPEs. |
. R e +
| Enbedded-1Pv4 | Manual, Sone | Common in dual -stack |
| | Transition Techs | network planning. |
T o e e e o S +
| Enbedded-Port | Manual | Configured by admi ns for |
| | Configuration | service mmenoni cs. |
. RIS e +
| Low byte | Manual , DHCPv6 | Mainstream for |
| | (Sequential) | infrastructure/servers; |
| | | easy to scan. |
S o e e e e oo o e m e e e e e oo +
| Byte-pattern | Manual | Contains many zeros but |
| | Configuration | not strictly Low byte. |
I IRy I I e +
| Random zed | Tenporary | Pattern cannot |
| | [RFC8981], Stable | distinguish between |
| | Opaque [RFC7217], | "Tenporary" and "Stable" |
| | DHCPv6 (Random | devi ces. |
. RISy e +
| Seed-Similar | Manual, DHCPv6 | Previously msclassified |
| | (Specific Al go) | as random |Ilikely |
| | | follows specific |
| | | organizational norns. |
S I S TRy e +

Table 1: Mappi hg between Sequence Patterns and All ocation
Mechani sns

3. Measurenent Met hodol ogy

This section details the methods used to collect |Pv6 address data
and analyze 11D patterns. To update the statistics in RFC 7707, we
have not only expanded the scope of data sources but al so inproved
the 11D pattern recognition algorithmto nore accurately assess the
randommess of the address space.
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3. 1

Dat a Sour ces

To conprehensively cover different types of |IPv6 devices (servers,
clients, and routers), we utilized nultiple data collection channels.
In particular, obtaining address data with tenporal attributes via
public mailing lists provides a new perspective for anal yzing the
evol utionary trends of 11D patterns.

*

Ren,

Public Domai n Nanmes: To measure server addresses, we utilized
multiple public top-level domain lists (such as Al exa Top 1M
Qpenlintel, Tranco, etc.). By perfornming DNS queries for AAAA
records (Web servers), MX records (Ml servers), and NS records
(Name servers) on these dommins, we collected a | arge-scal e set of
server | Pv6 addresses. This continues the traditional measurenent
approach of RFC 7707, ensuring data consistency and conparability.

Bit Torrent DHT Network: To obtain client addresses of end-users,
we participated in the BitTorrent network. By depl oying passive
nodes, we collected active client |Pv6 addresses. This nethod
does not rely on server logs and can nore directly reflect the
address configuration of end-users. This methodol ogy was inspired
by [Draft-P2P].

Traceroute Probes: To neasure network infrastructure (router)
addresses, we performed Traceroute probes on all advertised BGP
prefixes, continuing the traditional approach of RFC 7707.
Additionally, we performed traceroutes to the collected server and
client addresses. Specifically, we distinguished the edge router
(the last hop), which is crucial for analyzing the configuration
habits of Custoner Preni ses Equi pment (CPE)

Public Mailing Lists: This is a novel data source introduced in
this document. Many open-source comrunities and organi zations
mai ntain public mailing list archives. Enmail header infornation
(Headers) typically contains the | P address of the sending client
as well as the addresses of Mail Transfer Agent (MIA) servers

al ong the path.

- Advantage: This data not only distinguishes between clients and
servers but, nore inportantly, carries explicit tinmestanps
(Date header). This allows us to construct a |ongitudina
dat aset spanni ng over a decade, thereby tracking the
evol utionary trends of 11D patterns over tinme (e.g., the
adoption process of RFC 7217).
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3.2. Interface ID Pattern Recognition Methodol ogy

Regardi ng pattern recognition, we largely foll owed the nethodol ogy
established in RFC 7707 (specifically the logic inplenented in the
addr6 tool [IPv6-Toolkit]). However, as noted previously, the
traditional method lunps all addresses not matching specific rules
into "Randomi zed", leading to a high false-positive rate. To address
this, we added a recognition step for "Seed-Simlar Patterns" at the
end of the original identification flow specifically, before
classifying an address as "Random zed".

Recogni tion Principle:

The core idea of this nethod is based on statistical probability: if
an 1D to be tested is generated via a cryptographic al gorithm or
random generator (i.e., true random), the probability of it colliding
with or exhibiting high simlarity to any other known |ID (whether
random or manual ly configured) in a 64-bit space is negligible.
Conversely, if an IID exhibits significant sinmilarity toan IIDin a
known address list, we can conclude that the IIDis highly likely
non-randomy generated (e.g., it may be a variation of manua
configuration, specific organizational nornms, etc.).

| mpl enent ati on:

1. Seed List Construction: We first construct a | arge-scal e "Seed
Address List" based on all addresses collected in Section 3.1

2. Simlarity Detection: For any IID rermaining after filtering
through the preceding rules, we conpare it against the IIDs in
the seed I|ist.

* Criterion: Theoretically, calculating the Hamm ng D st ance
between two II1Ds is an accurate nmeasure of simlarity.
However, cal cul ating pairw se Hamm ng Di stances on datasets of
hundreds of millions scales poorly. Therefore, we adopted a
nmore efficient heuristic rule: if the first 4 bytes or the
|l ast 4 bytes of two II1Ds are identical, they are deternmined to
have simlarity.

3. Cdassification Decision: If the IID under test is determned to
be simlar to an IID (froma different prefix) in the seed |ist,
it is classified as "Seed-Similar"; otherwise, it is finally
classified as "Random zed"

Val i dat i on:
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By introducing this inmprovenent step, we successfully identified a

| arge number of manually configured addresses that were previously

m scl assified as random (e.g., significantly non-random addresses
like ffff:ffff:ffff:abcd). In our tests on the server dataset, this
met hod reduced the proportion of addresses originally flagged as
"Random zed" by approximately 69% This indicates that RFC 7707

i ndeed significantly overestimated the randommess of server
addresses, and the neasurenent results of this nmethod are closer to
the true state of network configuration

4. Measurenent Results and Anal ysis

This section presents the nmeasurenment results of I1Pv6 IID patterns
based on data collected in 2024, conpared with historical data cited
in RFC 7707 (circa 2012). By analyzing this data, we evaluate the
current state of 1 Pv6 address scanning feasibility and privacy risks
in the real world.

4.1. Servers

The distribution of 11D patterns for server addresses shows
significant evolution, particularly in the decline of easily
predictable patterns. The table bel ow di splays the distribution for
Web servers, Ml servers, and Nane servers (NS):

[ el oo o bl ool s s ool s ool el oo e -}
| Type| Randomi zed | Seed- | Enbedded- | Byte- |  EEE- | Port-| Low |
| Simlar| |Pv4d | pattern | based| Enbed| byt e
g ety ety ettty e ety Pty ety Py Py
| Vb | 21.52% | 47.93% | 12.75% | 8.76% |0.27%0.40% 8. 36% |
I I I +----- - I Fo-m e - - +----- +----- +------ +
INS | 1.86% |4.62% | 20.62% | 4.38% |1.07% 6.86% 59.52%
F-- e - - +------- F--- - - - F---- - - - +----- +----- +------ +
| Mai || 3.22% | 13.06% | 27.45% | 3.52% |1.53% 3.50% 46. 11%
I R +------- I L +----- +----- +------ +

Table 2: 11D Pattern Distribution in Server Addresses

The nost significant change observed is the marked decline in Low
byte patterns within Web and Mail servers (conpared to ~90%in the
RFC 7707 era). 1In the past, attackers could discover the vast
majority of servers by sinply scanning a snmall range (e.g., ::1
through ::ff). The current data suggests that the hit rate for such
simple linear scans has dropped drastically.

However, the difficulty of scanning is not as high as the raw

"Random zed" nunbers m ght suggest. Qur inproved algorithmreveals
that a |l arge nunber of server addresses (approx. 46%in Wb servers)
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actually fall into "Seed-Simlar". These are addresses that, while
not strictly Lowbyte, foll ow specific organizational tenplates or
non-random sequences. Consequently, while sinple brute-force
scanning is becoming |less effective, address scanni ng renains

feasi bl e through Target Generation Algorithnms (TGA) [ _6Gen-TGA] which
can | everage these patterns to discover targets.

4.2. dients

Privacy protection for client devices has been a prinary focus of
| ETF standardi zation efforts. W neasured client 11Ds using the
Bit Torrent dataset (BT-Client) and the Public Miling List dataset
(Mail-dient).

B el sy emsfesfems s el ey ool femfemsfemfems ety el o
| Dat aset| Randomi zed | Seed- | Enbedded- |Byte- |I|EEE-|Port-|Low |
| | | Simlar| |Pv4 | pat t er n| based| Enbed| byte |
[ ool oo e el et e e e et - p gty Cjejee bt Chejefepejep oo peep
[Mail- | 86.93% |0.65% | 2.27% | 0.97% |1.519% 0.329% 7. 34%
|Qient | I I I I I I I
| (2024) | I I I I I I I
+------- I +------- Fo-m - - +------- +----- +----- +----- +
| BT- | 77.96% |1.96% | 2.44% [2.20% |8.10%0.11% 7. 15%
|Qient | I I I I I I I
F---- - Fo-mm e e - - F---- - I I F---- - +----- +----- +----- +

Table 3: 11D Pattern Distribution in Cient Addresses

Not abl y, the proportion of |EEE-based patterns in the BT-dient
dataset (~8.10% is significantly higher than in the Mil -
Client(2024) dataset (~1.51% . |In-depth analysis suggests this

di screpancy ari ses because the BitTorrent network contains not only
typical user endpoints but also a | arge nunber of NAS devices and
home routers runni ng enbedded BT clients. These enbedded devi ces
often lag in firmvare updates and still utilize traditional SLAAC
EU - 64 configurations. Therefore, we consider the Mail-dient
dataset to be a nore representative reference for the general

popul ati on of end-user client devices.

Ren, et al. Expires 11 June 2026 [ Page 10]



Internet-Draft IPv6 11D Patterns Measurenent Decenber 2025

Longi tudi nal data based on Mail-dient shows that the usage of |EEE-
based (EUl -64) addresses has dropped significantly from approxi mately
8.87% a decade ago to 1.51%currently. This indicates that RFC 8981
[ RFC8981] (Tenporary Addresses) and RFC 7217 [RFC7217] (Stable Opaque
Addr esses) have been wi dely and effectively deployed in nodern
operating systems (Wndows, Android, i0S, Linux). This shift
significantly mtigates the risk of attackers tracking specific users
or identifying device manufacturers directly via endpoint II1Ds. The
tabl e bel ow shows the evolutionary trend of client 11D patterns,
clearly reflecting the success of privacy technol ogi es:

el oo e peme et e e e e -1
| Year | Randonized | | EEE-based

B oo oo el oo ]
| 2013 | ~79.14% | ~8.87% |
i I I I S I i +
| 2016 | ~82.50% | ~5.20% |
+------ I I +
| 2020 | ~85.10% | ~2.30% |
+------ R R +
| 2024 | ~86.93% | ~1.51% |
+------ I i I i +

Tabl e 4: Evolutionary Trend of
Cient 11D Patterns
(Random zed and | EEE- based)
fromMiling Lists

From a scanni ng perspective, the domi nance of Random zed patterns
(over 85% nmakes discovering specific client endpoints via w de-range
scanning extrenely difficult. However, it is inmportant to note that
approxi mately 7% of client addresses still follow Lowbyte patterns
(e.g., ::1, ::2). This suggests that a non-negligible fraction of
client devices-potentially manually configured workstations or
servers within client networks-remain vulnerable to sinple brute-
force scanning techniques. Attackers may specifically target this
subset of addresses to gain an initial foothold in client networks.

4.3. Routers
Rout er address neasurenents reveal a mmssive di screpancy in

configuration strategi es between the general network infrastructure
and the client edge network.
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[ ool s oo el oo oo e e e pus e puny s pu e pe e pep e
| Dat aset| Random zed | Seed- | Enbedded-|Byte- |IEEE- |Port-|Low |
| | | Simlar|lPvad | pattern| based | Enbed| byte |
[ el ettty sl Ll ettty ettty gl e o
| Router | 2.65% [3.19% |12.29% |12.14% |1.87% | 3.02% 64. 83%
+------- I +------- R +------- +------ +----- +------ +
|Cient-| 36.07% |2.68% |5.91%  |6.21% |17.66% 0.45% 31.02%
| Edge- | I I I I I I I
| Router | I I I I I I I
+------- I i +------- +---- - - - +------- +------ +----- +------ +
Table 5: II1D Pattern Distribution in Router Addresses

In general routers (derived fromtraceroutes to BGP prefixes), Low
byte patterns remain the absolute mainstream (~65% . Additionally,
Enbedded- | Pv4 patterns have accounted for ~12.29% likely due to
dual - stack depl oynent strategies. This inplies that brute-force
scanni ng agai nst network infrastructure (e.g., targeting ::1 or
s:router) remains largely effective and is a viable reconnai ssance
vect or.

For Cient Edge Routers (CPEs), scanning is relatively nore difficult
due to a higher proportion of Random zed and | EEE- based patterns.
However, Low byte patterns still account for approxinmately 31%
(nearly one-third) of edge devices. This indicates that while |ess
vul nerabl e than the general infrastructure, a significant portion of
hone gateways can still be discovered using traditional scanning

met hods targeting snmall ranges.

A critical finding is that approxinmately 17.66% of CPE devices stil
default to using | EEE-based patterns. This behavior constitutes a
significant privacy risk. The EU -64 address directly exposes the
devi ce manufacturer (via OU) and provides a stable identifier that
al l ows external observers to track the entire home network over tine,
effectively functioning as a "Super Cookie". This highlights the
urgency of enforcing RFC 8064 [ RFC8064] on edge devices to elininate
this residual privacy vulnerability.

5. Security Considerations

The inplications of the observed II1D patterns on network

reconnai ssance and user privacy (specifically regarding address
scanning feasibility and CPE privacy risks) are discussed in detai
in Section 4.

Regardi ng the neasurenent nethodol ogy itself, this study adhered to

ethical research principles to mninize inpact on the network
Active nmeasurenents (such as traceroutes) were rate-linmted to avoid
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8.

8.

congestion. For passive data collection frompublic mailing lists,
only I P address information and tinmestanps were extracted; no
personally identifiable information (PIl), such as emnil addresses or
message content, was stored or anal yzed.

Concl usi on

The data in this docurment indicates that | Pv6 address Interface
Identifier allocation patterns have undergone trenendous changes.
Wil e the general decrease in Low byte patterns has increased the
difficulty of traditional brute-force scanning, it remains feasible
to discover the vast nmajority of servers and routers using heuristic
met hods. Furthernore, the configuration lag in edge routers remains
a shortcomng in privacy protection. Future network neasurenents and
security assessments shoul d be based on these updated data nodels.

I ANA Consi derati ons
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