S| DROPS G Ren

I nternet-Draft ML. Jia
I ntended status: |nformational X Yin
Expires: 4 Septenber 2025 Tsi nghua University

3 March 2025

Source Address Validation Using Source Address Authorizations (SQOAs)
draft-ren-sidrops-soa-usage-00

Abst ract

G ven that an AS coll aboration schene for inter-donain source address
validation requires an information-sharing platform this docunent
proposes a new approach by | everagi ng Resource Public Key
Infrastructure (RPKI) architecture to validate the authenticity of
source address of packets. Source Address Authorization (SOA) is a
new y defined cryptographically signed object; it provides a neans of
recordi ng i nformati on about the |ast Autononous System (AS) traversed
by packets before reaching a specific AS. When validated, the
eContent of an SOA object confirns that the holder of the listed AS
Nunmber (ASN) has authorized the specified pre-ASes. This enables
other ASes to collaboratively filter spoofed traffic, enhancing

gl obal Internet security by mtigating source address spoofing and
DDoS att acks.
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This Internet-Draft is submtted in full confornmance with the
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material or to cite themother than as "work in progress."
This Internet-Draft will expire on 4 Septenber 2025.
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described in Section 4.e of the Trust Legal Provisions and are
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1.

I nt roducti on

Source Address Validation (SAV) is crucial in internet security, as
it helps filter traffic with spoofed source addresses, reducing
networ k attacks based on source address spoofing. However, after
several years of devel opnent, the SAVNET worki ng group
[I-D.ietf-savnet-inter-domain-problemstatenent] still points out
that we need nore accurate solutions that support partial depl oynment
and automati c updat es.

To nore accurately obtain data plane transm ssion paths and inprove
source address validation, cooperation between Autononbus Systens is
crucial. It allows ASes to share routing information and validation
rul es, thereby enabling proactive filtering and mitigating the inpact
of spoofed traffic. Source Address Protection Service (SAPS)[ Rl SP]
provides flexibility by all ow ng collaboration between non-peering
ASes, naking it nore adaptable to diverse needs. However, due to
chal l enges in information exchange and service discovery, this
approach requires a centralized managenent platform

The Resource Public Key Infrastructure (RPKI) framework[ RFC6480] can
facilitate SAPS's information transm ssion while ensuring the
trustworthiness of shared routing information. By |everagi ng RPKI
ASes can share validated routing information and use it as a basis
for source address validation, strengthening defenses agai nst spoofed
traffic.

A new RPKI object introduced in this docunment, Source Address

Aut hori zation (SQA), plays a significant role in this system SOA
enabl es an AS to authorize other ASes to use its |IP addresses as
source addresses for sending packets, adding an additional |ayer of
validation. This object inproves the accuracy of SAV, provides a
nmore robust solution for protecting source addresses, and ensures
effective collaboration in a dynam c and scal abl e manner

Thi s docunment explores the semantics of Source Address Authorization
(S®) in the context of the Resource Public Key Infrastructure
(RPKI'), focusing on how it enhances Source Address Validation (SAV)
to validate the authenticity of source addresses declared in packets.
The docurnent provides an in-depth analysis of the semantic
interpretation of SOA, enphasizing its role in securing inter-donmain
routing and enabling authoritative packet transm ssion
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1.1. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFCB174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy
This section defines the key terns used in this docunent.

*Sour ce Address Protection Service (SAPS)*: Refers to a service in
whi ch one AS (service provider) deploys source validation rules on
its border routers to protect the I P addresses bel onging to another
AS (service subscriber) frombeing spoofed. To further explain, the
service provider filters those packets whose source addresses are
spoofed to be the | P addresses belonging to the service subscriber

*]1 P Spoofing*: A malicious attacker forges the source |P address,
setting it to the target IP to conduct network attacks. Such packets
may generate DDoS attack traffic against the target IP via reflection
nodes or result in the target |IP being incorrectly attributed as the
source of malicious activity. Thus, IP spoofing serves as a
precursor to network attacks or misattribution

*Source Validation Rules*: Refers to rules used to deternine the
authenticity of a packet’s source address based on factors such as
the source | P address, destination |IP address, incoming interface,
and packet content.

*SAPS Subscriber*: In the context of the Source Address Protection
Service, this refers to the AS that requests the service and is being
pr ot ect ed.

*SAPS Provider*: In the context of the Source Address Protection
Service, this refers to the AS that provides the service and protects
ot her ASes.

3. Proposed Source Address Validation Schenes in | ETF

Due to the inmportance of SAV, it has been a focus of network
professionals for a long time. Previously, the OPSEC working group
proposed | EF[ RFC2827] and uRPF[ RFC3704] [RFC8704] to derive
validation rules based on a single AS s own routing informtion
However, according to the analysis by the SAVNET worki ng group
[1-D.ietf-savnet-inter-domai n-problemstatenent], these approaches
still face issues in certain scenarios due to inconplete routing
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information. Therefore, to accurately obtain data plane transni ssion
paths, it is necessary to consider the sharing of routing information
across ASes.

For cross-AS information sharing, RPKI serves as an excell ent
platform and many SAV sol utions are built upon it.

The SAVNET wor ki ng group’s BAR- SAV nechani sm
[1-D.ietf-sidrops-bar-sav] generates source validation rules based on
routing propagation rules using BGP Update nessages, ASPA, and ROA
objects fromRPKI. This allows source validation rules to be
generated using only the information already present in the Internet.

Addi tionally, the SAVNET wor ki ng group introduced the Signed SAVNET
Peer Information (SiSPl) object[I|-D.ietf-sidrops-rpki-prefixlist] ,
which stores a list of ASes that support SAVNET, to facilitate source
address validation within the SAVNET framework

The SI DROPS wor ki ng group has proposed the FC BGP

[1-D.wang-si drops-fchbgp-protocol] solution. This solution binds the
upstream and downstream nei ghbors for the transm ssion of BGP routing
i nformati on through encrypted signatures, called Forwarding
Conmitrents, and stores themin the BGP Update nessage to prevent
path tanpering. Anmong them router certificates used for validating
the authenticity of Forwarding Commtnents need to be stored in the
RPKI .

Anot her work of SIDROPS working group is the Mapping Origin

Aut hori zations (MOA).[I-D.ietf-sidrops-moa-profile] It mainly
operates in the context of |1Pv4 service delivery in |Pv6-only

networ ks, aimng to prevent nmalicious attacks during the |IPv4-to-1Pv6
address conversion that could | ead to conversion errors and cause
traffic to be directed to incorrect addresses. |Its approach is to
add MOA to the Resource Public Key Infrastructure (RPKI) to store the
mappi ng rel ati onshi ps between | Pv4 and | Pv6 address prefixes, which
requires authorization by the Autononbus System (AS) that owns the

| Pv4 address prefix bl ock.

4., Source Address Protection Service & RPKI as the Service Platform

To address the above issues, collaboration between ASes is cruci al
By sharing routing information, ASes can filter spoofed traffic
across different locations on the Internet. Source Address
Protection Service (SAPS) [RISP] allows an AS to provide routing
informati on to another AS, helping it deploy validation rules and
filter spoofed packets. The AS providing routing information and
receiving protection is called the service subscriber, while the AS
obtaining routing informati on and conputing source validation rules
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to provide protection is called the service provider. SAPS also
offers clear security and econom c benefits, pronoting depl oynent.
However, cross-AS collaboration still faces chall enges such as
service discovery and trust establishnent.

Exi sting solutions mainly fall into two categories: first,
distributed nodels similar to BGP, where each AS independently sends
and receives information, validates it, but this requires new
protocol s and hardware, making depl oynent difficult; second,
establishing a unified platformwhere ASes register and publish
information, build trust, and form service relationships, though
creating a global unified platformis chall enging.

Thus, we turn to RPKI, which has been wi dely deployed. RPKI is based
on X. 509 certificates, and ROA[ RFC9582] objects bind I P address

bl ocks to AS nunbers, providing cryptographic proof of resource
ownership. By |leveraging RPKI, ASes can publish source validation

i nformati on, enabling discovery, trust establishnment, and sharing
validated routing data, facilitating SAPS depl oyment and

strengt heni ng def enses agai nst spoofed traffic.

Current RPKI-based source address validation schenes primarily
utilize RPKI in three ways: (1) identity authentication via CA
certificates to prevent man-in-the-niddl e attacks, as seen in
SECISEC] ; (2) information retrieval from existing RPKI objects such
as ROAs to obtain AS-1P mappings, exenplified by BAR- SAV and RI SP
and (3) storage and retrieval of new objects |everagi ng RPKI
security, as in SiSPI and the forthcom ng SOA schene.

5. Source Origin Authorization (SQA)

Al t hough the Resource Public Key Infrastructure (RPKI) is mainly used
to protect the control plane, it can al so enhance the security of the
data plane. W propose a new RPKI object, the Service Origin

Aut hori zation (SOA). It contains the interface directions through
whi ch the packets sent by the service subscriber AS may arrive when
passing through the service provider AS, so as to perform Source
Address Validation (SAV) based on this information. In this way, the
service subscriber AS generates and publishes the SOA object to the
RPKI, enabling the service provider ASto retrieve the related SQOAs
and calculate the filtering rules, which are then applied on its
border routers. The two parties establish a trust relationship and
an i nformati on exchange channel through the RPKI to achieve the

est abli shnent of a secure and trustworthy protection relationship.
The foll owi ng introduces the content and usage nethod of the SOA.
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5.1. SOA Content

The content of the SOA identifies an Autononous System (AS)

aut hori zed by the Autononous System Nunber (ASN) holder. This ASis
all oned to send data packets using the | P addresses of that ASN as
the source address. In addition, the SOA also includes a |ist of
possi bl e previ ous-hop ASes, here called the Legitimate Pre AS, when
the data packets sent fromthis AS reach the specified AS.

If the ASN hol der needs to authorize nmultiple ASes to originate
packets fromthe sanme AS, the holder issues multiple SOAs, one per AS
nunber. An SOA has the follow ng data structure:

o e e e e e e e e e e e e e e e e e o +
| SOA Data Structure |
S o e e e e oo +
| SAPS Subscri ber | SAPS Provi der |
| ASN | ASN I
| (Requi red) | (Requi red) |
oo o - o e e e e oo oo +
| Destination IP | Legitimate Pre AS |
| (Optional) | Length (Required) |
o a o o e e o s +
| Legitimate Pre AS (Required) |
o m m e e e e e e e e ee oo +

Among them SAPS Subscriber and SAPS Provi der have been explained in
Section 2. The Destination IP is an optional part, indicating that
only the data packets destined for the specified IP will be filtered.
This is to reduce the filtering scope, |lower the risk of false
filtering, and inprove the filtering efficiency when the destinations
of the attack traffic are relatively concentrated. The Legitimate
Pre AS and its Length refer to all possible previous-hop ASes when
the data packets reach the SAPS Provi der.

5.2. SOA Validation Qutcones for a Packet

Due to the inherent linmtations of path-based validation, we cannot
confirmwhet her a packet arriving at the correct interface was

genui nely sent by the clainmed AS or by another AS along the valid
path. As a result, the outcone of path validation can only be
classified as "spoofed," "validation passed," or "not found," but it
cannot guarantee an "unspoofed" validation.
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Based on the content of an SOA, which includes the SAPS Subscri ber
AS, the SAPS Provider AS, and the Legitimate Predecessor AS, if the
SAPS Provider AS specified in an SOA receives a packet froman IP
address bel onging to the SAPS Subscriber AS, it can verify whether
the packet arrived fromthe corresponding |legitinate predecessor AS.

If so, the validation result will be "validation passed." However,
it is inportant to note that this does not necessarily mean the
packet is unspoofed, due to the limtations of path validation. |If

the packet did not arrive fromone of the |egitimte predecessors,
the result is classified as "spoofed."

If the AS receiving the packet does not find any SOA in which it is
listed as the SAPS Provider AS, and the SAPS Subscri ber AS
corresponds to the AS to which the source address of the packet

bel ongs, the result will be classified as "not found."

5.3. Applying Validation Qutcones to Packet Forwarding

6

6

Thi s docunent does not prescribe specific actions for handling
packets where the validation result falls under a particul ar
category. Autononous Systens (ASes) may deci de on appropriate
actions based on a conbination of factors, such as traffic |oad,
def ense strategies, and business rel ationshi ps.

For Aut ononous Systens that use SOA for source address validation,
packets that are validated as "spoofed" shoul d be addressed
accordingly. These packets may either be dropped i nmedi ately, or
handl ed by referring to nmethods such as SAVNET- based DDoS Def ense for
further mitigation.

Source Address Validation Al gorithms Using SOA
1. SOA-Based SAV Architecture

The architecture of the source validation systembased on SOA is as
fol | ows:
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| o + |

| SOA nj ect | SOA nj ect
Fommm - - V---mmmmm - - + Femmm e e a - R +
I _ _ I I _ o
| Service Provider | | Service Subscri ber|
I I I I
S R S + S LA +

| Validation Rules | Routing Info
Fommm - - V---mmmmm - - + Femmm e e a - R +

I I

| Service Provider | | Service Subscti ber|
| Rout er | | Rout er |
S + S +

The Service Subscriber is the AS that generates the SOA request for
source validation, while the Service Provider refers to the AS that
uses the SOA for source address validation. Since this validation
mai nly benefits the AS that generates the SOA, it is considered a
servi ce.

6.2. Responsible Party for SQOA CGeneration
Based on the intended use of the Source Address Oigin Authorization
(SOA), its generation is conducted by the Autononmous System (AS) that
requires protection. Any AS that seeks to safeguard its source
address can generate an SOA.

6.3. SAPS Provider for SOA Generation

The SAPS Provider can be freely chosen; however, it is generally
recomended to prioritize ASs with a higher AS Rank.

6.4. Steps of SOA CGeneration

Let’s assune that SOA creators can retrieve the BGP routing tables
fromall their border routers.
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1. Initialize an enpty set nanmed | egal _upstreamas to store legitimte upstream AS num
bers.
2. lterate through each route_entry in the BGP Route Tabl e:

a. Check if the provider_asn exists in the as_path of the route entry.
b. If provider_asn is present:

i. ldentify its position in the as_path.

ii. If there is an AS preceding the provider_asn in the as_path, add it to |l eg
al _upstream as.

c. If provider_asn is not present, proceed to the next route entry.

3. After processing all route entries, return the | egal upstreamas set containing all
| egitimate upstream AS nunbers for the specified provider ASN

If there are nultiple BGP route tables, each can be cal cul ated
separately and then their union can be taken

6.5. Using SOA for Traffic Filtering

This section describes the use of Source Oigin Authorization (SQA)

in conjunction with BGP routing tables and FIB forwarding tables to
filter traffic based on the source AS.

6.5.1. Building the Neighbor Mp

To construct a mappi ng between nei ghbori ng AS and out goi ng
interfaces, the following function is utilized:

1. Initialize an enpty dictionary naned nei ghbor _map to store the mappings.
2. Iterate through each entry in the FIB table:

a. Retrieve the destination and output interface.

b. For each entry in the BGP table:

i. Check if the BG destination matches the current FIB destination
If a match is found:

(1) Obtain the first AS number fromthe BGP AS path.

(2) Add the first AS nunber and its corresponding output interface to
nei ghbor _map.

3. After processing all entries, return the nei ghbor_map containing the mappi ngs.

6.5.2. Extracting Local SOA

To extract all SOAs that point to the Iocal AS, the foll ow ng
function is enployed:
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1. Initialize an enpty list named |ocal _soa list to store | ocal SOA objects.

2. lterate through each SOA object in the SOA |ist:
a. Retrieve the SAPS Provider ASN fromthe SQOA object.
b. Check if the SAPS Provider ASN matches the | ocal AS:
If they are equal
Append the SQOA object to | ocal _soa list.

3. After processing all SOA objects, return the |ocal _soa_list containing the |ocal SO
A obj ects.

6.5.3. Handling Traffic Based on SOA

Filtering rules are generated and depl oyed using the foll ow ng
functi on:

Iterate through each SOA object in the |ocal SQOA |ist:
a. Retrieve the Legitimate Pre AS |ist and SAPS Subscriber AS fromthe SOA object.

b. Initialize an enpty list naned all owed_i nterfaces.

c. For each Legitimate Pre ASin the Legitimate Pre AS |ist:
Retrieve the corresponding interface fromthe nei ghbor map.
If the interface is not null, add it to allowed_ interfaces.

d. For each interface in all interfaces:
If the interface is not in allowed_ interfaces:
Deny packets with a source address belonging to the SAPS Subscri ber AS on

the interface.
7. SOA based Source Address Validation Analysis

7.1. Analysis of Filtering Effect

Qoviously, the filtering effect of the SAPS sol ution based on SQA is
directly related to the nunber and | ocation of service providers.
The nore service providers that source address spoofing packets pass
through, the nore likely they are to be filtered. However, in
practice, deploying in a small nunber of ASes (around 100) with a
hi gh AS Rank can al ready achieve a rather good filtering effect. For
exanpl e, the expected nunber of service providers that can correctly
filter an attack packet with a randomlInternet path is expected to
reach 1. In practical applications, service subscriber ASes can
flexi bly choose service providers for service subscription according
to their own needs.
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7.2. Analysis of Filtering Overhead

The main overheads of this solution are divided into three mgjor
parts: the storage overhead of RPKI, the cal cul ati on overhead of SCA
objects, and the filtering overhead after the depl oynent of source
val idation rules

Among them the storage overhead of RPKI is the nost influential
part. However, considering that the current ROA content stored in
RPKI is already in the order of mllions, and only some ASes have the
need to subscribe to services, the addition of SOA will not cause an
increase in the volune of RPKI by an order of nagnitude. In
addition, if this solution is deployed on a |large scale, the SAPS
Subscriber ASN field in the SOA can be expanded into a list form so
that ASes bel onging to the sane custoner cone (and thus there is a
possibility of having exactly the sanme arrival direction when
reachi ng the service provider AS) can collectively subscribe to the
service of one service provider AS. In this way, the SOAs can be
aggregated, greatly reducing their nunmber and the occupi ed space.

The conputation of SOA objects occurs when the SOA is published or
changed. These cal cul ations do not take place with every packet
transm ssion, so the conputational cost does not affect the

t hr oughput of inter-domain devices.

The depl oyment of source validation rules can be inplenented using
ACLs. Since this solution occupies the ACL resources of service
providers, and the nore resources are occupied, it proves that the
scal e of services provided is larger, and thus nore econonic benefits
fromthe services can be obtained. These econonic benefits can be
used to upgrade equi prent and expand the capacity of ACLs, thereby
acconmodating nore ACL entries and form ng a virtuous cycle.
Therefore, there is also a solution to the occupati on of ACLs.

8. SOA Mai ntenance and Expiration
When generating the SOA, it is essential to incorporate a validity
peri od nechani sm which is determ ned based on the stability of the

routing and comercial rel ati onshi ps.

The validity can be chosen: 1 hour, 1 day, 1 week, 1 nonth, 1 year,
and 3 years.

The generator SHOULD update the validity period of the SOA at |east

10% prior to its expiration, unless they no | onger wish to continue
subscribing to the service.
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10.

11.

11.

When depl oyi ng an ACL, the corresponding validity period should al so
be established. The entity SHOULD fetch a new SOA and update the
validity period within the last 10% of the current validity period.
If no new SQA is found, the ACL should be revoked upon reaching the
end of its validity period.

Oper ation Consi derations

VWhen depl oyi ng the SCA franmework, the service subscriber AS nust
carefully sel ect appropriate provider ASes based on paraneters such
as AS rank, routing policies, and network topol ogy. This selection
process ensures that the generated SOA objects accurately reflect the
expected packet flow paths. Once the provider ASes are deternined,
the subscriber AS cal cul ates the SOA objects and publishes themto
the RPKI repository.

To maintain the accuracy and effectiveness of the filtering
mechani sm the subscriber AS nust pronptly update its SOA objects in
RPKI whenever routing changes occur. Concurrently, the provider AS
must actively retrieve the |atest SOA objects from RPKI and update
its filtering rules accordingly. This proactive approach mnin zes
the duration of potential filtering errors caused by outdated routing
i nformati on, ensuring robust and reliabl e source address validation

| ANA Consi der ati ons

Wth this docunment, 1ANA is requested to allocate the code for SQA in
the registry of "RPKI Signed Objects". 1In addition, two O Ds need to
be assigned by I ANA, one for the nodule identifier, and anot her one
for the content type. The codes will use this docunent as the
reference

Security Considerations
1. SOA Validation
SQA users MUIST ensure that the SCA they use has been properly
validated. Oherw se, they may inadvertently use maliciously

generated illegitimate SOAs, resulting in the incorrect filtering of
legitimate traffic.
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11.

11.

11.

12.

12.

2. Architecture Security

The security of the SOA framework relies heavily on the integrity of
its architecture. |Inplenenters MJST ensure that the SOA objects are
securely generated, signed, and published in the RPKI repository.
Any conmpromnise in the generation or distribution process could |ead
to the injection of malicious SOA objects, underm ning the entire
val i dati on nechani sm

3. Rule Applying Security

When appl yi ng SOA-based filtering rules, ASes MJST ensure that the
rules are correctly inplenented and consistently enforced at their
border routers. M sconfigurations or inconsistencies in rule
application could result in either the failure to bl ock spoofed
traffic or the accidental filtering of legitimate traffic. Regular
audits and testing of filtering rules are RECOMVENDED to nmi ntain the
accuracy and effectiveness of the SOA framework.

4. RPKI Security Foundation

The security of SOA is built upon the RPKI infrastructure, which
provi des cryptographic proof of resource ownership. To ensure the
integrity of SOA, RPKI repositories and certificate authorities (CAs)
MJUST be protected agai nst unauthorized access and tanperi ng.
Additionally, RPKI users MJST validate the entire certificate chain,
including the revocation status of certificates, to prevent the use
of conprom sed or revoked credenti al s.
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