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Abst ract

Thi s docunent defines Source Origin Authorization (SQA), a new object
in the Resource Public Key Infrastructure (RPKI), designed to extend
RPKI's capabilities to securing the data plane. An SOA object is a
digitally signed artifact that records infornmation about the possible
| ast-hop ASes traversed by packets before reaching a specific AS. By
providing this information, the SOA enables other ASes to
collaboratively filter traffic with spoofed source addresses cl ai m ng
to originate fromthe I P space of the target AS, thereby enhancing

gl obal Internet security through mtigation of source address
spoofing and DDoS attacks.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 28 June 2026.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. I nt roducti on

Source Address Validation (SAV) is essential for Internet security,
ensuring that packets carry legitimte and verifiable source
addresses and preventing spoofed traffic.

Exi sting SAV sol utions, such as | EF[ RFC2827] and

URPF[ RFC3704] [ RFC8704], face depl oynent chall enges due to their

"sel f-depl oyment, gl obal benefit" nature. Mreover, nethods relying
solely on local routing information suffer fromtwo key |imtations:

1. Spoofed traffic may al ready consune network resources before
being filtered.

2. Reflection attacks can make spoof ed packets appear legitimte by
the tinme they reach the victim rendering |ocal SAV ineffective.

To address these issues, *inter-AS collaboration* is critical
Sharing routing informati on enabl es upstream ASes to help with
validation and early filtering, reducing spoofed traffic’s inpact.

However, building trust and coordi nati on anong ASes is difficult,
with key barriers being:
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* The chal |l enge of discovering and trusting peer ASes.

* The lack of effective nmechanisns to express and enforce unilatera
security needs.

A *centralized, standardized platfornf is needed to support trust
managenment and service discovery. The Resource Public Key
Infrastructure (RPKI), as a global, open system is well-suited to
this role.

RPKI enabl es ASes to exchange verified routing data and coordi nate
source address validation, inproving protection agai nst spoofed and
refl ection-based attacks, reducing DoS risk, and enhanci ng networKk
resilience.

While RPKI primarily supports routing security, it can also secure
the data plane. A key conponent of SAV is determning the valid
ingress direction for traffic froma given AS. The SQOA (Source
Oigin Authorization) framework addresses this need.

The SCA object | everages RPKI to record the |ast-hop AS before
reaching a destination AS, facilitating source address filtering and
val i dati on.

An SQA is generated by the source AS seeking protection and used by
the AS responsible for enforcing SAV. For detail ed procedures, see
[1-D. ren-sidrops-soa-usage].

1.1. Requirenents Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy
This section defines the key terns used in this docunent.

*Source Address Protection Service (SAPS)*: Refers to a service in
whi ch one AS (service provider) deploys source validation rules on
its border routers to protect the I P addresses bel onging to another
AS (service subscriber) frombeing spoofed. To further explain, the
service provider filters those packets whose source addresses are
spoofed to be the I P addresses belonging to the service subscriber

Ren, et al. Expi res 28 June 2026 [ Page 3]



Internet-Draft Abbreviated Title Decenber 2025

*| P Spoofing*: A nalicious attacker forges the source |P address,
setting it to the target IP to conduct network attacks. Such packets
may generate DDoS attack traffic against the target IP via reflection
nodes or result in the target IP being incorrectly attributed as the
source of malicious activity. Thus, |IP spoofing serves as a
precursor to network attacks or misattribution.

*Service Subscriber*: In the context of the Source Address Protection
Service, this refers to the AS that requests the service and is being
pr ot ect ed.

*Service Provider*: In the context of the Source Address Protection
Service, this refers to the AS that provides the service and protects
ot her ASes.

3. SOA Content-Type

The content-type for an SOA is defined as sourceOrigi nAut hz and has
the numerical value of xxxxx. This O D MJST appear both within the
eContent Type in the encapContentlnfo object as well as the content-
type signed attribute in the signerlnfo object (see [ RFC6488]).

4. SOA eContent

The content of an SOA identifies a single AS that has been authorized
by the ASN hol der to originate packets with I P address of this ASN as
their source addresses. |f the ASN hol der needs to authorize
multiple ASes to originate packets fromthe sane AS, the hol der

i ssues nultiple SOAs, one per AS nunber. An SOA has the follow ng
data structure:

o e e e e e e e e e e e e e e e e e o +
| SOA Data Structure |
S o e e e e oo +
| Source AS | Destination AS |
| (Required) | (Requi red) |
o a o o e e e oo +
| Destination IP | Legitimate Pre AS |
| (Optional) | Length (Required) |
S o e e e e oo +
| Legitimate Pre AS (Required) |
o m e e e e e e e e ee e +

And an SQA is formally defined as:
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SourceOrigi nAttestation ::= SEQUENCE {
srcAS ASI D,
dst AS ASI D,
dstIP | PPrefix OPTI ONAL,

| egi ti mat ePreASLengt h | NTEGER
| egitimat ePreASLi st SEQUENCE (SIZE (1..MAX)) OF ASID

}

ASI D ::= | NTEGER

I PPrefix ::= SEQUENCE {
addr ess | PAddr ess,
net mask | NTEGER}

| PAddress ::= BIT STRI NG

5. SOA Validation

Before a service provider can use SOA to validate the authenticity of
source addresses, the SOA nust first be verified. To verify an SQOA
a trusted party nmust performall validation checks specified in

[ RFC6488] .

6. Operation Considerations

Both service providers and service subscribers should make efforts to
m nimze the synchroni zati on del ay between their router
configurations and SOA objects to ensure the effectiveness of source
address validation. For service subscribers, they should inplenent
bot h periodic and event-triggered update strategies: SOA objects
shoul d be updated after a defined period of tine and whenever there
are changes to their routing policies. For service providers, they
shoul d i npl enent either periodic polling or change-detection

mechani sns to pronptly identify SOA updates and update their
filtering rules accordingly.

According to our study, the effectiveness of deploying SCA is
positively correlated with the AS Rank of the depl oynent | ocation,
even w thout any prior assunption about the target of the attack
traffic. Therefore, if there is no specific defensive objective, the
schene shoul d be depl oyed on top-ranked ASes.

In addition, if, during actual network operation, a |arge anmount of
attack traffic is observed originating froma specific reflection
point, it may indicate a reflection anplification attack using that
node. In this case, SOA should be deployed in the AS where the
reflection point resides.
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7.

| ANA Consi der ati ons

Wth this docunment, 1ANA is requested to allocate the code for SQA in
the registry of "RPKI Signed Objects". 1In addition, two O Ds need to
be assigned by I ANA, one for the nodule identifier, and anot her one
for the content type. The codes will use this docunment as the

ref erence.

Security Considerations

Data in SOA is not assuned to be confidential; it is anticipated that
SOAs will be stored in repositories accessible to all |1SPs and
potentially all Internet users. SOA does not have explicit

aut hentication associated with it, as the PKI (Public Key
Infrastructure) used for SOA validation provides authorization but
not authentication. Although SOA is a signed application-|ayer
object, there is no intent to convey non-repudiation through it.

The purpose of SOA is to convey authorization for an ASto originate
traffic with source addresses fromthe prefixes specified in the SOA
Therefore, the integrity of SOA nust be established. The SOA
specification uses the RPKI (Resource Public Key Infrastructure)
signed object format; thus, all security considerations discussed in
[ RFC6488] al so apply to SOAs. Additionally, the signed object
profile uses the CM5 (Cryptographic Message Syntax) signed nessage
format for integrity, so SOAs inherit all security considerations
associated with this data structure.

The right of the SOA signer to authorize the target AS to originate
traffic from|P addresses associated with the ASNin the SOA is
established through the use of ROA objects within RPKI. [In other
wor ds, SOA does not directly store the mappi ng between ASN and | P
prefixes; this relationship is derived from ROAs. When using SOA
one nust verify the validity of both the SOA and all ROAs associ at ed
with the AS, and integrate the information fromboth to generate and
deploy filtering rules.

It is worth noting that the conprehensi veness of ROA coverage for an
AS s | P addresses does not critically affect SOA's functionality.
Specifically, |P addresses not covered by ROAs will not be filtered
when traffic originates fromthenm instead, these addresses retain
the same vulnerability as they woul d have wi thout SOA depl oynment,
meani ng they could potentially be spoofed by other ASes.

For this reason, we strongly recommend that ASes deploying SOA fully
cover their own | P addresses with ROAs. This ensures that these
addresses can be properly protected under the SOA franeworKk.
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9.

9.

9.

Looking to the future, if Traffic Oigin Authorization
(TOA)[I-D.gin-savnet-toa] is standardized and depl oyed, it should be
used directly as a supplenent to or replacenent for ROAs when

i mpl ementing SOA. TOA is expected to provide higher accuracy in
verifying traffic origins conpared to ROAs, which would further
enhance the effectiveness of source address validation under the SOA
f ramewor k.
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