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Abstract

The Reilly Sentinel Protocol (RSP) specifies an interoperable,
mul ti-layer nethod for establishing integrity, provenance, and
auditability across the artificial intelligence (A) lifecycle.
RSP defines a Sentinel Evidence Package (SEP) that binds payl oad
di gests, provenance mnetadata, signatures, blockchain tinmestanp
proofs, and resolvable identifiers (DOs). This enables
tanmper - evi dent, independently verifiable receipts for datasets,
data transformations, training jobs, checkpoints, fine-tuning
runs, evaluations, inference outputs, and agentic Al action |ogs.

This revision (-01) expands the protocol with a quantumresistant
tripl e-hash cross-chain architecture (SHA-256, SHA3-512, BLAKE3),
formal cross-chain binding proofs, agentic Al provenance extensions,
stream ng i nference provenance, federated |earni ng provenance,
expanded t hreat nodel covering post-quantum adversaries, integration
with the Reilly EternaMark (REM Protocol triple-Ilayer permanence
system inplenmentation status updates, and a conformance frameworKk.

RSP is transport-agnostic and serializable in JSON and CBOR It
| everages existing | ETF and industry building bl ocks, including
COSE/ CM5 si ghatures, CBOR (RFC 8949), CDDL (RFC 8610), JSON

(RFC 8259), and NTS-secured tine (RFC 8915). Anchoring is done
vi a append-only bl ockchain receipts and identity/lineage is
stabilized with a DO registry. The result is an evidence-grade,
quantumresilient audit trail for regulated and safety-critica

Al depl oynments worl dwi de
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1. Introduction

Artificial Intelligence (Al) systens are increasingly deployed in

hi gh- st akes contexts includi ng defense, healthcare, finance, critica
infrastructure, and autononpus systens. Confidence in Al outcones
depends on the ability to denponstrate where data origi nated, how
nmodel s were trained or adapted, when inferences were produced, by
whi ch agents actions were taken, and whether any of these artifacts
have been altered after the fact.

The energence of agentic Al systens -- autononbus agents that execute
mul ti-step tasks, invoke tools, and produce outputs wthout direct
human supervi si on per step -- introduces new provenance requirenents

beyond static artifact integrity. An agentic Al system may process
thousands of actions per session; each action represents a provenance
event that may affect downstreamartifacts, decisions, and liability.

Furthernore, the anticipated arrival of cryptographically relevant
quant um conmputers (CRQCs) threatens the long-termintegrity of
provenance records anchored exclusively with classical hash



al gorithms. SHA-256, the dom nant anchoring hash, is vulnerable to
Grover’s algorithmwhich reduces its effective security from256 bits
to approximately 128 bits. For provenance records intended to renmain
verifiable for decades -- as required by regul ated i ndustries and

| egal proceedings -- this represents a material risk

RSP addresses these needs by defining a mninmal yet extensible

evi dence container -- the Sentinel Evidence Package (SEP) -- a
quantumresi stant triple-hash cross-chain architecture, and a
verification process that any independent party can execute without
trusting the producer’s infrastructure. RSP is content- and nodel -
agnostic: it does not dictate nodel architecture or task; it
standardi zes how integrity, tine, identity, |ineage, and quantum
resilience are recorded and verified.

RSP in this revision conbines three conplenmentary |ayers:

* Quantumresistant triple-hash anchoring: SHA-256, SHA3-512
(post-quantumresilient), and BLAKE3 computed sinmultaneously
and cross-chain bound via a Conposite Proof (hject (CPO.

* Milti-chain blockchain anchoring: append-only proof of existence
across het erogeneous consensus systens, reducing single-chain
failure risk.

* DO registration: globally resolvable, citable identifiers with
nmet adata, |ineage, and retention senmantics backed by
institutional archival infrastructure.

The REM Protocol (draft-reilly-rem protocol-01) provides the
underlying triple-layer permanence infrastructure on which RSP
anchoring operations are built.

.1. Changes from-00

Thi s docunent supersedes draft-reilly-sentinel-protocol -00.
Princi pal changes are summarized in Appendix H  Key additions
i ncl ude:

Section 5: Quantumresistant triple-hash architecture
Section 6: Cross-chain binding and Conposite Proof bjects.
Section 10: REM Protocol integration

Section 13: Agentic Al provenance extensions.

Section 14: Stream ng inference provenance.

Section 15: Federated | earning provenance.

Section 16: Confornmance franmeworKk.

Expanded threat nodel in Section 20.

Updat ed i npl enentati on status in Section 22

E R S .

Conventi ons and Ter m nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', " NMAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed
in BCP 14 [ RFC2119] [ RFC8174] when, and only when, they appear in
all capitals, as shown here.

SEP:  Sentinel Evidence Package; the container defined by this
docunent .

CPO  Conposite Proof Object; a structure binding SHA- 256, SHA3-512
and BLAKE3 chain hashes with a cross-chain bindi ng hash.

Artifact: Any Al lifecycle asset -- dataset, data transform



training configuration, training | og, nmodel checkpoint, fine-
tuning diff, evaluation artifact, inference record, or agentic
action | og.

Di gest: A cryptographic hash of a payload or Merkle root over
chunked payl oads.

OrS: OpenTi nest anps-styl e proof object or functionally equival ent
bl ockchai n timestanp receipt.

DO: Digital Qphject ldentifier; a resolvable identifier providing
met adata and |ineage stability (DataCite, Crossref, or interna
Handl e) .

COSE: CBOR (bj ect Signing and Encryption; RSP uses COSE signatures
[ RFC9052] [ RFC9053].

CVB:  Cryptographic Message Syntax [ RFC5652].

CRQC. Cryptographically Rel evant Quantum Conputer; a quantum
conmput er capabl e of breaking classical cryptographic algorithns
at practical scale.

REM Reilly EternaMark Protocol; the triple-layer permanence
infrastructure used by RSP for anchoring operations.

AAL: Agentic Action Log; a structured record of autononbus agent
actions, tool invocations, and decision events.

SIP: Streamng |Inference Proof; a provenance record for streaning
or real-time Al inference outputs.

FLP: Federated Learning Proof; a provenance record for federated
nmodel updates preserving participant privacy.

Architecture and Rol es

Producer: Creates artifacts, conputes triple-hash digests, collects
devi ce and environnment attestations, signs SEPs, and requests
anchoring and DO registration via the REM Protocol infrastructure.

Regi strar: Provides two sub-services
(a) Anchoring Orchestrator that submits digests to public chains
across multiple consensus systens and returns CPCs.
(b) DO Registrar that nmints DOs and stores netadata, |ineage,
and fixity records.

Verifier: Reconputes triple-hash digests, validates signatures,
checks OIS recei pts agai nst i ndependent nodes, resolves DO
met adata, and verifies cross-chain binding without trusting
Producer or Registrar beyond their published signatures.

Storage: WORM (Wite-Once-Read-Many) or equival ent i mutabl e obj ect
storage for SEPs, CPGs, and payl oads under retention policy.
| PFS cont ent - addressed storage is RECOMVENDED for decentralized
r edundancy.

Time: Authenticated time sources (NTS, RFC 8915) and nonotonic
counters to resist back-dating and roll back attacks.

REM I nfrastructure: The depl oyed REM Protocol verification agent
provi des REM D assi gnnent, chain integrity verification, and
verification page generation for SEPs anchored through RSP.

RSP does not nandate a specific trust relation among these rol es;



in many depl oynments, Producer and Registrar are separate entities.
The REM I nfrastructure MAY be operated by the Producer

Sentinel Evidence Package (SEP) Data Mdde

An SEP is a self-describing mani fest that binds digest(s), mnetadata,
signatures, proofs, and identifiers. Version 1.1 adds triple-hash
fields, CPO references, and agentic extensions.

Core fields:

* version: Protocol version string. MJST be "1.1" for this
revision.

* artifact.type: One of "dataset", "datatransforni,
"training.config", "training.log", "training.checkpoint",
"fine-tune.diff", "evaluation", "inference", "inference.streani,
"federated. update”, "agentic.action.log", or an extension token

* payloads[]: Optional array with entries { cid, size, mneg,
chunking }; payl oad storage MAY be external. ’'cid MJST encode
al gorithm and value (e.g., "sha256: HEX").

* digests: Object with sha256, sha3_ 512, and bl ake3 nenbers
(hex-encoded). sha3 512 provides post-quantumresilience.
bl ake3 provi des hi gh-performance verification. For chunked
payl oads, digests.root is the Merkle root.

* cpo_ref: Reference to the Conposite Proof hject binding al
three hash chains. MJST be present when triple-hash anchoring
is used.

* timestanps: wallclock (RFC 3339) and nonotoni c counter
The " source’ SHOULD indicate NTS, Roughtime, or equivalent.

* authors[]: Optional list of creators/operators; MAY include
device IDs, certificate references, and ORCID identifiers.

* attestation: Optional device/firmvare/build attestation clains
(see RATS, RFC 9334).

* rem Anchoring and identity sub-object:

- remremd: REM D assigned by REM infrastructure.

- remots_proof ref: URN or |ocator to OTS proof file.

- remdoi: DA string.

- remipfs_cid: | PFS content identifier for redundancy.
- remlineage: parent[], siblings[], supersedes[].

- remquantumresilient: Boolean. MJST be true when CPO
i ncl udes SHA3-512 and BLAKE3 chai ns.

* agentic: Optional sub-object for agentic Al provenance.
See Section 13

* class: Optional classification/handling indicators (tokenized).
* policies: Retention and access policy references.
* signatures[]: One or nmore COSE Signl or CMS signatures covering
the mani fest canonical form Certificate chains MJST be
i ncl uded.
The nmani fest MJUST be canonicalized prior to signing; canonical JSON

(JCS, RFC 8785) or deterministic CBOR (RFC 8949 Section 4.2) MIST
be used.



5. Quantum Resistant Triple-Hash Architecture
5.1. Mtivation

SHA- 256 al one is insufficient for provenance records requiring
long-termverifiability in a post-quantumthreat environnent.
Grover’s algorithmreduces SHA-256"s effective collision resistance
from256 bits to approxinately 128 bits under a CRQC adversary.
While 128-bit security is currently considered adequate, provenance
records anchored today nmay need to remain verifiable for 20 to 50
years, a tine horizon in which CRQCs nay becone practical.

RSP addresses this by nmandating three sinultaneous hash conputations:
*  SHA-256: dassical standard; widely deployed and auditable.

* SHA3-512: Post-quantumresilient. SHA-3 is based on the Keccak
sponge construction, which is structurally different from SHA- 2.
A quant um adversary cannot apply Grover’s algorithmto SHA-3 with
the sane efficiency as SHA-2. SHA3-512 provides 256-bit post-
guantum security.

* BLAKE3: High-performance, parallelizable hash function.
Provi des i ndependent algorithmc diversity fromboth SHA-2 and
SHA-3 families, ensuring that a break in either famly does not
conprom se the overall proof chain.

5.2. Triple-Hash Conputation
For each artifact, the Producer MJST conpute:

sha256_hash = SHA-256(artifact _bytes)
sha3 512 hash = SHA3-512(artifact_bytes)
bl ake3_hash = BLAKE3(artifact_bytes)

Al'l three values MJST be recorded in the SEP digests field.
5.3. Security Properties

An adversary seeking to forge an artifact’s provenance record mnust
si mul t aneously break SHA-256, SHA3-512, AND BLAKE3. No known

cl assical or quantum al gorithm achieves this. The three algorithns
are fromdistinct design famlies with no known structural

rel ati onshi ps, ensuring that a cryptanal ytic break of one does not
assi st attacks on the others.

Thi s architecture provides:

* (Cassical security: 256-bit effective strength (SHA-256).

* Post-quantum security: 256-bit effective strength (SHA3-512).
* Algorithmc diversity: Independent verification path (BLAKE3).

6. Cross-Chain Binding and Conposite Proof bjects
6.1. Chain Architecture

RSP defi nes three independent hash chai ns naintai ned across SEP
records:

* SHA-256 chain: Each record’ s SHA-256 chain hash is computed
over the previous SHA-256 chain hash, the current artifact
SHA- 256 di gest, record ID, REM D, and creation tinestanp.

* SHA3-512 chain: Anal ogous construction using SHA3-512.
Post - quantum resilient.
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* BLAKE3 chain: Anal ogous construction using BLAKE3.

Each chain is independent. Tanpering any single record invalidates
its chain hash, which propagates forward through all subsequent
records in that chain.

Cross- Chai n Bi ndi ng Hash
At each record, a cross-chain binding hash is conputed as:

cross_chai n_hash = SHA3-512(
sha256_chai n_hash ||
sha3_512_chai n_hash ||
bl ake3_chai n_hash

)

This binds all three chain states simultaneously at the current

bl ock. An adversary wi shing to forge a record must sinultaneously
mani pul ate all three chains such that the cross-chain binding hash
remains valid. This requires simultaneously breaki ng SHA- 256,
SHA3- 512, and BLAKE3 -- which is conputationally infeasible under
bot h cl assical and quantum t hreat nopdel s.

Conposite Proof Ohject (CPO

A CPOis a JSON or CBOR structure that encapsul ates the triple-hash
chain state at a given record. See Appendix F for the CPO fornat.

CPCs MUST be signed by the Producer and MAY be countersigned by the
Regi strar. CPGs SHOULD be anchored to the bl ockchain al ongside the
SEP di gest to provide tinestanped evidence of chain state.

Serialization and Medi a Types

RSP SEPs MAY be emitted as JSON [ RFC8259] or CBOR [ RFC8949].
Thi s docunent defines four nedia types for | ANA registration

application/rsp-ep+json (unchanged from -00)
appl i cation/rsp-ep+cbor (unchanged from -00)
appl i cation/rsp-cpo+json (new Conposite Proof Object, JSON)
appl i cation/rsp-cpo+cbor (new. Conposite Proof Object, CBOR)

E

The "+" structured suffix follows RFC 6839. See Section 21 for
| ANA t enpl at es.

Anchoring and Proofs

Producers subnit digests (payload or roll-up Merkle roots) to the
Anchoring O chestrator. The orchestrator MJST anchor to at |east
one public append-only chain and SHOULD support nultiple chains for
diversity and resilience. Proofs MIST be exportable and

i ndependent |y checkabl e without trusting the orchestrator

For quantumresilient deploynents, the orchestrator MJUST anchor the
cross-chain binding hash (Section 6.2) in addition to individua

al gorithm hashes. This provides a single anchored val ue that
commits to all three algorithm states sinultaneously.

QpenTi nmest anps recei pts are RECOMVENDED for Bitcoin anchoring.
Anchoring to Ethereumvia a snmart contract event, or to another
public chain with independently verifiable inclusion proofs, is
al so RECOMVENDED for multi-chain diversity.
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Rol | -up anchoring: Operators SHOULD periodically conpute a Merkle
tree over all new artifact digests and anchor the root to reduce
per-artifact anchoring cost and to provide conpact audit coverage.
Rol | -up trees SHOULD include all three hash val ues per | eaf.

DA Regi stration and Met adat a

After anchoring, the Registrar mints a DO and stores a netadata
record containing at least: title or short |abel, creators,
creation time, fixity (triple-hash digests), lineage |inks, REM D,
IPFS CI D, and policy URIs.

DOs for classified material MAY be internal Handl es resol vabl e on
private networks; unclassified artifacts SHOULD use public DO s
(e.g., DataCte/Zenodo).

A DA SHOULD be m nted for each material evolution that changes
fixity (e.g., new dataset version, fine-tune result, evaluation
report). Prior DOs MJST NOT be del eted; instead, netadata MAY
i ndi cate "superseded-by".

The DA netadata record SHOULD i ncl ude:

rem.id: The REM D assigned by the REMinfrastructure.
* sha256: Artifact SHA-256 digest.
* sha3_512: Artifact SHA3-512 digest.
* bl ake3: Artifact BLAKE3 di gest.
* cross_chain: Cross-chain binding hash.
*

quantumresilient: true

REM Prot ocol Triple-Layer Pernmanence Integration

1. Overview

The Reilly EternaMark Protocol (REM [REMD1] provides a triple-Ilayer

per manence infrastructure used as the anchoring substrate for RSP.
When RSP operates over REM each SEP receives:

* AREMD A pernmanent identifier in the form
REM D: YYYY. MVDD/ XXXXXXXX.

* A Zenodo DO : Permanent academ c archive backed by CERN
* An IPFS CID: Content-addressed decentralized storage.
* A Bitcoin OTS proof: Blockchain timestanp via OpenTi mest anps.

* Awverification page: Human and machi ne-readabl e proof page
resol vabl e at the REM verification agent endpoint.

2. Integration Requirenents
When RSP operates over REM the followi ng requirenments apply:

* The SEP remrenid field MIUST be popul ated with the REM D
assigned by the REM i nfrastructure.

*  The CPO MJST be submitted to the REMinfrastructure for
REM D assi gnment and chain integrity verification.

* The SEP rem quantumresilient field MJST be set to true.

* The verification page URL MUST be included in SEP netadata
as remverification_url.
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3. Chain Integrity

The REM infrastructure nmaintains chain integrity across all
submitted artifacts. Agent 11 perfornms autononous sel f-healing
repair cycles that detect and flag chain integrity viol ations.
Producers relying on REM for anchoring SHOULD nonitor chain
integrity reports and respond to any fl agged records.

Pr ot ocol Operations

The foll owi ng abstract operations are defined; concrete APIs are
out of scope, but typical deploynents use REST or gRPC

11.1 SEAL

Inputs: manifest draft (unsigned), triple-hash digests,
optional attestation, optional agentic extension.

Action: Canonicalize (JCS or deternministic CBOR), sign
(CCsE/ Cvs), compute CPO, return signed SEP.

11.2 ANCHOR

I nputs: cross-chain binding hash (from CPO) .
Action: Anchor to one or nore chains; return proof
reference(s) and OTS receipts.

11.3 REG STER

Inputs: nmetadata including triple-hash fixity, |ineage,
| PFS CI D.

Action: Mnt DO; bind DO <-> SEP <-> CPO <-> proofs;
assign REMD; return DO and REM D.

11.4 VER FY

Inputs: DO, REM D, or SEP UR (plus payload, if accessible).
Action: Reconpute triple-hash digests; validate CPO validate
signatures; check time discipline; verify proofs;
emit Verification Report.

11.5 REVCKE

Inputs: SEP identifier and revocation reason.

Action: Append a signed revocation fact to the chain; the
original SEP MJUST NOT be deleted. Al subsequent
verifications MJST surface the revocation status.

Verification Al gorithm
Gven a DO, REM D, or SEP:

1. Resolve DO or REMD to retrieve nminiml netadata including
triple-hash fixity, lineage, IPFS CID, and pointers to SEP,
CPO, and payl oad (subject to policy).

2. Fetch SEP and CPO. Parse and canoni calize per serialization.
Verify that all three digests (sha256, sha3 512, blake3) match
the payload (if accessible).

3. Verify CPO cross-chain binding hash by reconputi ng:
SHA3-512(sha256 _chain || sha3 512 chain || blake3 chain).

4. Validate signatures (COSE/ CM5). Check certificate validity
and revocation (OCSP/CRL). Attestation clainms MAY be
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eval uated via a RATS verifier (RFC 9334).

5. Validate time: ensure wallclock is plausible (NTS/ secure tine)
and nonotonic counter continuity holds relative to adjacent
SEPs.

6. Validate anchoring proofs independently using public chain
data. For OTS proofs, verify against Bitcoin block headers
vi a an i ndependent node.

7. Check IPFS CID by resolving the content-addressed payl oad.
8. Check revocation status against the chain record

9. EmMt a Verification Report with fields: hash ok (all three
al gorithms), cpo_ok, sig ok, attestation_ ok, ots ok, tine_ok,
doi _ok, remi d_ok, ipfs_ok, revocation_status, and overal
verdict. The report SHOULD itself be signed.

Agentic Al Provenance Extensions
1. Mdtivation

Agentic Al systens execute nulti-step workfl ows autonompusly.
Each action -- tool invocation, APl call, file wite, nodel

i nference, decision branch -- represents a provenance event.
Traditional SEP structures capture static artifact integrity;
agentic provenance requires a structured | og of action sequences
that preserves causality, timng, and agent identity.

2. Agentic Action Log (AAL)

An AAL is an artifact.type "agentic.action.log" SEP extension
The SEP agentic sub-object MJST contain:

* session_id: Uni que identifier for the agent session
* agent _id: Identifier for the agent or agent version
*  nodel _id: Identifier for the underlying nodel, with
DO reference to the nmodel checkpoi nt SEP
action_count: Total nunber of |ogged actions.
actions[]: Ordered array of action records.
mer kl e_root: Merkl e root over all action record digests,

provi ding conpact integrity over the |og.

Each action record in actions[] MJST contain:

seq: Sequence nunber (nonotonically increasing).
ti mest anp: RFC 3339 wal I cl ock at action execution
action_type: One of "tool _call", "inference", "read",
"write", "decision", "del egation", or
an extension token
* input_digest: SHA3-512 di gest of action input.
* out put _digest: SHA3- 512 di gest of action output.
* tool _id: Identifier of invoked tool (if applicable)
* parent_seq: Sequence nunber of causal parent action
*

attestation ref: Optional reference to device attestation.

3. AAL Anchoring

The Merkle root over all action records MJST be anchored via the
standard RSP ANCHOR operation. For |ong-running agent sessions,
i ntermedi ate Merkle roots MAY be anchored at configurable
intervals to provide bounded recovery w ndows.

4. Privacy in Agentic Logs
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Action inputs and outputs are identified by digest only; raw
content is not included in the AAL. Producers MAY encrypt
payl oads and i nclude encrypted payl oad references in action
records. This enables selective disclosure: a party may prove
that a specific action occurred without revealing the content
of inputs or outputs.

Stream ng | nference Provenance
1. Motivation

Real -time Al systens produce inference outputs as streans.
Standard SEP structures assune bounded artifacts; streamnng
i nference requires provenance over unbounded token sequences
or data streans.

2. Stream ng Inference Proof (SIP)

A SIPis an artifact.type "inference.streant’ SEP extension.
The streamis chunked into fixed-size wi ndows (default: 1000
tokens or 30 seconds of data, whichever is snaller).

For each w ndow:

*  Conpute SHA3-512 digest of the wi ndow content.

* Append to a rolling Merkle tree.

* Record the window s position in the streamand the Merkle
path at that position.

At streamterm nation:

* Anchor the final Merkle root via ANCHOR

* |ssue a SEP with artifact.type "inference.stream referencing
all w ndow di gests.

Verifiers MAY verify any individual wi ndow by checking its
Merkl e path against the anchored root, without retrieving the
entire stream

3. Real-Time Mnitoring

For safety-critical inference (nedical diagnosis, autononous
vehicle control), producers SHOULD maintain a |live anchor feed
submitting internediate Merkle roots at configurable intervals
(e.g., every 10 seconds). This bounds the nmaxi num provenance
gap in the event of unexpected streamterm nation.

Feder at ed Learni ng Provenance
1. Motivation

Federated |l earning (FL) trains nodels across distributed clients

wi t hout centralizing raw data. Each client computes a | ocal nopdel
update which is aggregated at a central server. Provenance for

FL must record the integrity of updates w thout revealing client
data or update content, and nust capture the aggregati on operation.

2. Federated Learning Proof (FLP)

An FLP is an artifact.type "federated. update" SEP extension.
The SEP agentic sub-object is unused; instead, the SEP MJST
contain a federated sub-object wth:

round_i d: Federated | earning round identifier.
* aggregation_id: Identifier for the aggregati on operation.
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* participant_count: Nunber of clients contributing updates.

* update_root: Merkl e root over all client update digests,
conmput ed by the aggregation server

* gl obal _nodel _doi: DO reference to the resulting gl obal nodel
checkpoi nt SEP.

* privacy_nechanism One of "dp_gaussian", "dp_| apl ace",
"secure_aggregation”, "none", or extension

I ndi vidual client update digests are included in the Merkle tree
but individual client identities are NOT recorded in the FLP
The update_root provides aggregate integrity wi thout revealing
per-client contributions.

3. FLP Anchoring

The update _root MJUST be anchored via the standard RSP ANCHOR
operation. The resulting SEP MJUST be registered with a DO .

The gl obal nodel checkpoint SEP MUST include a |ineage reference
to the FLP SEP, establishing a verifiable provenance chain from
training data contributions through aggregation to the depl oyed
nodel .

Conf or mance Fr amewor k
1. Conformance Levels
RSP defines three conformance | evels for inplenentations:
RSP- Basi c:

* SEP version 1.1 with SHA-256 digests.

* Single-chain OTS anchori ng.
* DO registration
*

St andard SEAL, ANCHOR, REGQ STER, VERI FY operations

RSP- Quant um
* Al RSP-Basic requirenents.

* Triple-hash digests (SHA-256, SHA3-512, BLAKE3).
* CPO generation and verification
* Cross-chain binding hash
* remquantumresilient MJST be true.
RSP- Ful | :
* Al RSP-Quantum requirenents.
*

REM Protocol integration (REMD, |PFS CID).

Agentic Action Log support (Section 13).

Stream ng i nference provenance (Section 14) or
federated | earni ng provenance (Section 15).

* Miulti-chain anchoring (mninmtwo independent chains).

*

*

2. Confornmance Testing

I mpl ement ati ons cl ai m ng an RSP conformance | evel MJST pass

the verification algorithmin Section 12 for all artifact types
applicable to that |level. Test vectors for triple-hash
conputation and CPO verification are provided in Appendi x F.

Error Handling

RSP defines abstract error conditions with suggested codes:

ERR PARSE mal f ormed SEP, CPO, or encoding
ERR DI GEST_M SMATCH reconputed digest != nanifest (any alg)
ERR_CPO_|I NVALI D cross-chai n bi nding hash m smatch

ERR:SIG_INVALID signature or chain invalid
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ERR TI ME_I NVALI D unaut henti cated or non-nonotonic tinme
ERR _PROOF | NVALI D proof not verifiable on stated chain

ERR DO _RESOLVE DA et adata unavai |l abl e/ i nconsi st ent
ERR_REM D _RESOLVE REM D not found or chain violation
ERR_| PFS_RESOLVE | PFS CI D not resol vabl e

ERR POLI CY_DEN ED access deni ed by policy

ERR _REVCOKED SEP has been revoked

I mpl enent ati ons SHOULD nmap these to transport-specific error
responses. ERR CPO_| NVALI D and ERR_REVOKED MUST surface as
prom nent verification failures; they MJST NOT be silently

i gnor ed.

Manageabi lity and Tel enetry
Depl oynment s SHOULD rnoni t or:

Anchoring SLA (time to first chain inclusion per algorithm.
Tri pl e-hash coverage (% artifacts with all three digests).
CPO generation success rate.

Verification pass rate and domi nant failure reasons.

Chain integrity health (monitored by REM Agent 11 or equival ent).
Key health (expiration, revocation events).

Ti me-source health (NTS/stratum Roughtine reachability).
IPFS pin health (replication factor and retrieval |atency).

L T I

For agentic deploynents, additional nonitoring SHOULD i ncl ude:

* AAL action count per session.
AAL Merkl e root anchor | atency.
* Streamng inference wi ndow gap rate.

Privacy Considerations

SEPs record integrity metadata; payloads MAY be wi t hhel d.

Where privacy is required, field-level encryption SHOULD be used
for sensitive manifest attributes while keeping digests and proofs
public. DO records for sensitive artifacts SHOULD ni ni m ze
personally identifiable information. Policy URIs SHOULD refl ect
access constraints.

For agentic logs, action inputs and outputs are represented by
digest only (Section 13.4). Raw content MJST NOT be enbedded
in AAL records unless explicitly authorized by applicable policy.

For federated |l earning, per-client identities MJST NOT appear
in FLP records (Section 15.2).

Bl ockchai n anchoring publishes digest values to a public |edger.
Producers MUST ensure that digest values al one do not reveal
sensitive information. Pre-image resistance of SHA3-512 provides
strong protection agai nst reverse-engi neeri ng payl oad cont ent
from anchored di gests.

Security Considerations
1. Key Conprom se

Private keys used for COSE/ CM5 MUST be protected in HSMs or
equi valent. Short-lived device certificates and revocation
(OCSP/ CRL) are RECOMMVENDED. Conprom sed keys MUST NOT trigger
data del etion; instead, append signed revocation facts and
supersede with new signatures. The immutability of prior
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records is a fundanmental security property of RSP.
2. Tine Attacks

Producers MUST use authenticated time (NTS, RFC 8915) and

monot oni ¢ counters. Miltiple independent tine sources are
RECOMVENDED. Lar ge backward junps MJST be fl agged as

ERR TI ME_ | NVALI D. Roughtine [ ROUGHTI ME] provi des an additi onal
authenticated tinme source with accountability for incorrect tine.

3. Quantum Threat Mbodel

RSP- Quant um and RSP-Ful | inplenmentations are designed to resist
the follow ng quantum adversary capabilities:

* Gover’'s algorithm against SHA-256: Mtigated by SHA3-512
(post-quantumresilient, 256-bit effective security under
Grover) and BLAKE3 (independent algorithmc fanily).

* Structural attacks on SHA-2 famly: Mtigated by SHA3-512
(Keccak sponge construction, structurally independent of
SHA-2) and BLAKES3.

* Cross-chain binding attack: An adversary seeking to forge
the CPO nust simultaneously break SHA-256, SHA3-512, and
BLAKE3 AND produce a valid cross-chain binding hash. No
known quantum al gorithm achi eves this.

RSP- Basi ¢ i npl ementati ons do not claimquantumresilience.
Operators of |ong-term provenance systens (20+ year horizon)
SHOULD depl oy RSP- Quantum or RSP-Ful | .

4. Proof Stability

Anchoring to nultiple independent chains (heterogeneous consensus)
reduces correlation risk and single-chain failure. Re-anchoring
of historical Merkle roots over time is RECOMVENDED for | ongevity
as new cryptographi ¢ standards energe.

5. Replay and Substitution

Bi nd signatures to digests and policy context. DOs and REM Ds
provide stable identity to detect artifact swaps. Mnotonic
counters in AALs prevent action replay attacks in agentic

depl oynent s.

6. Supply Chain

Model and dataset supply chain attestations (e.g., SBOMIike

nmet adat a, RATS evi dence) are RECOVMENDED but out of scope to
normatively specify here. The FLP structure (Section 15) provides
aggregate supply chain provenance for federated training.

Security considerations follow RFC 3552 gui dance.

I ANA Consi derations
I ANA is requested to register the foll owi ng nedia types:

21.1 application/rsp-ep+json (unchanged from -00)
21.2 application/rsp-ep+chor (unchanged from -00)

21.3 application/rsp-cpo+json

Type nane: application
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Subt ype nane: r sp- cpo+j son

Requi red paraneters: none

Optional parameters: charset (per RFC 6838)
Encodi ng consi derations: binary; JSON (RFC 8259)
Security considerations: see Section 20
Publ i shed specification: this docunent

Applications: Al provenance systens using RSP triple-hash

File extension(s): .rsp-cpo.json
Person & ermil address:

Lawr ence John Reilly Jr. <law encejohnreilly@nmail.conm>
I ntended usage: COMVON

21.4 application/rsp-cpo+chbor

Type nane: application

Subt ype nane: r sp- cpo+chor

Requi red parameters: none

Encodi ng consi derations: binary; CBOR (RFC 8949)
Security considerations: see Section 20
Publ i shed specification: this docunent

Applications: Al provenance systens using RSP triple-hash

File extension(s): .rsp-cpo.cbor
Person & enmil address:

Law ence John Reilly Jr. <lawencejohnreill y@mil.conms
I ntended usage: COMMVON

I mpl ement ati on Status

Note to RFC Editor: Please renove this section before publication

Thi s section docunents the inplenentation status of RSP as of
March 2026, per RFC 7942

1. REM Protocol Verification Agent

Organi zation: Lawence John Reilly Jr., Independent

Descri ption: Li ve depl oyment of the REM Protocol infrastructure
provi ding REM D assi gnment, triple-hash chain
integrity, IPFS pinning via Pinata, Bitcoin OIS
anchoring, and verification page generation

URL: https://rem protocol - agent - producti on. up. rail way. app

Cover age: RSP- Ful | anchoring substrate

Li cense: Proprietary.

Cont act : | awr encej ohnreil l y@nuai |l . com

2. Reference SEP Records

Mul tipl e SEPs have been issued and anchored through the REM
infrastructure, including:

*

3.

REM D:. 2026. 0328/ e39dd6db

DA : 10. 5281/ zenodo. 19299622

Title: Spreadsheet Al Invention Declaration
Anchored: 2026-03-28T22: 08: 38 UTC

REM D: zenodo/ 19192612

DA : 10. 5281/ zenodo. 19192612
Title: Token config (RLT genesis)
Anchored: 2026-03-23T19: 07: 09 UTC

Pl anned | npl enent ati ons

Ref erence inpl ementations for SEP creation, CPO generation,
triple-hash computation, and verification are planned for public
rel ease under open-source |license. The Python inplenentation of
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the REM Multi-Algorithm Stack (REM MAS) with 27/27 tests passing
provi des the cryptographic substrate for triple-hash operations.
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Appendi x A.  CDDL for CBOR SEP (v1.1)

sep = {
version: tstr, ;o "1.1
artifact: {
type: tstr
¥
? payl oads: [* payl oad],
di gests: {
sha256: tstr, ; |l owercase hex
sha3 512: tstr, ; | owercase hex (post-quantun
bl ake3: tstr, ; | owercase hex
? root: tstr ; Merkle root for chunked
¥
? cpo_ref: tstr, ; Reference to CPO
ti mestanps: {
wal | cl ock: tstr, ; RFC3339
? nonotonic: uint,
? source: tstr ;o "nts", "roughtinme", etc.
¥

? authors: [* { nanme: tstr, ? id: tstr, ? orcid: tstr }],
? attestation: any,
rem {
? remd: tstr, ;. REM D: YYYY. MVDDY XXXXXXXX
ots_proof _ref: tstr,
doi: tstr,
? ipfs_cid: tstr
? verification_ url: tstr,
| i neage: {
? parent: [* tstr],
? siblings: [* tstr],
? supersedes: [* tstr]

3

? quantumresilient: bool
H
? agentic: {
session_id: tstr,
agent _id: tstr,
nmodel _id: tstr,
action_count: uint,
merkl e root: tstr,
? actions: [* action_record]

’?1 federated: {



round_id: tstr,
aggregation_id: tstr,
partici pant_count: uint,
update root: tstr,
gl obal _nmodel _doi: tstr,
privacy_mechani sm tstr
¥
? class: any,
? policies: any,
signatures: [* any]

}

payl oad = {
cid: tstr,
si ze: uint,
? mnme: tstr
? chunking: tstr

}

action_record = {
seq: uint,
ti mestanp: tstr,
action_type: tstr,
i nput _digest: tstr, ; SHA3-512
out put _digest: tstr, ; SHA3-512
? tool id: tstr
? parent _seq: uint,
? attestation ref: tstr

Appendi x B. Exanple JSON SEP with Tripl e-Hash

{
"version": "1.1",
"artifact": {"type": "training.checkpoint"},
"digests": {
"sha256": "alb2c3d4e5f 6alb2c3d4e5f 6alb2c3d4. .. ",
"sha3_512": "b2c3d4e5f 6alb2c3d4e5f 6alb2c3d4e5. .. ",
"bl ake3": " c3d4e5f 6alb2c3d4e5f 6alb2c3d4e5f6. .. "
},
"cpo_ref": "urn:rem cpo: YYYY. MVDD/ XXXXXXXX"
"timestanps”:
"wal | cl ock": "2026-01-01T00: 00: 00Z",
"source": "nts"
},
"rem': {
"rem d": "REM D: YYYY. MVDD/ XXXXXXXX"
"ots_proof _ref": "urn:ots:btc:txid: exanple",
"doi ": "10.5281/zenodo. exanpl e",
"ipfs_cid": "bafkrei exanpl eci dval ue. .. ",
"verification_url":
"https://rem protocol -agent -production. up.rail way. app/
veri fy/ REM DYBAYYYY. MVDDY@FXXXXXXXX"
"lineage": {},
"quantumresilient": true
},
"signatures": [{"type": "COSE_Signl", "value": "..."}]
}

Appendix C. Verification Report (JSON)

{
"doi ": "10.5281/zenodo. exanpl e",

"remd": "REM D: YYYY. MVDD/ XXXXXXXX"



"hash_ok": {
"sha256": true,
"sha3_512": true,
"bl ake3": true

}

po_ok": true,
"sig_ok": true,
"attestation_ok": true,
"ots_ok": true,
"time_ok": true,

"doi _ok": true,

"rem d_ok": true,
"ipfs_ok": true,

"revocation_status": "not_revoked",
"quantumresilient": true,
"overall": "VERI FI ED",

"verified_at": "2026-03-28T22: 30: 002"

Appendi x D. Exanpl e OpenTi nestanps Recei pt (Non-normative)

An OIS receipt includes commitnent operations and attestations
that enabl e i ndependent reconstruction of inclusion in a public
chain. See [OIS]. For RSP, OIS receipts SHOULD cover the
cross-chain binding hash (Section 6.2) rather than individua

al gorithm hashes, providing a single anchored comitnent to al
three chain states

Appendi x E. Exanple DO Metadata Mapping (DataCite)

title: "Exanpl e Al Training Checkpoint"
creators: [{"name": "Lawrence John Reilly Jr."}]
creat ed: "2026-01-01T00: 00: 00Z"
fixity:
sha256: "alb2c3d4e5f 6alb2c3d4e5f 6alb2c3d4. . . "
sha3 512: "b2c3d4e5f 6alb2c3d4e5f 6alb2c3d4es. .. "
bl ake3: " c3d4e5f 6alb2c3d4e5f 6alb2c3d4e5f6. .. "
cross_chai n: "d4e5f 6alb2c3d4e5f 6alb2c3d4e5f 6al. . . "
rem.id: "REM D: YYYY. MVDD/ XXXXXXXX"
i pfs_cid: "baf kr ei exanpl eci dval ue. . ."

quantumresilient: true

Appendi x F. Conposite Proof Object (CPO Fornmat

A CPO binds three chain hashes and their cross-chain binding:

{

"cpo_version": "1.0",

"record_id": "<uuid>",

"remd": "REM D: YYYY. MVDD/ XXXXXXXX",

"created at": "<RFC3339>",

"chain": {
"bl ock_i ndex": <uint>,
"sha256_chai n_hash": "<hex>",
"sha3_512_chai n_hash": "<hex>",
"bl ake3_chai n_hash": "<hex>",
"cross_chai n_hash": "<hex>",
"prev_sha256_chai n": "<hex>",
"prev_sha3 512 chain": "<hex>",
"prev_bl ake3 chain": "<hex>"

},

"quantumresilient": true,
"signatures": [{"type": "COSE_Signl", "value": "..."}]



}

The cross_chai n_hash MJST equal
SHA3-512(sha256_chai n_hash || sha3_512_chai n_hash |
bl ake3_chai n_hash)

Verifiers MJST reconpute this value and reject CPGs where the
conput ed val ue does not match the recorded cross_chai n_hash

Appendi x G Agentic Action Log Exanple (Non-nornative)
{

"version": "1.1",
"artifact": {"type": "agentic.action.log"},
"agentic": {
"session_id": "sess-20260328-001",
"agent _id": "spreadsheet-ai-v1.0",
"nmodel _id": "cl aude- hai ku- 4-5",
"action_count": 13,
"merkle_root": "sha3 512:abcl123...",
"actions": |

{
"seq": 1,
"timestanp": "2026-03-28T21: 06: 002",
"action_type": "inference",
"input_digest": "sha3 512:input_hash 1...",
"out put _digest": "sha3 512:output_hash_1...",
"tool _id": "spreadsheet-ai:rewite",
"parent _seq": nul

}

Appendi x H  Change Log
Changes fromdraft-reilly-sentinel-protocol-00 to -01

H 1 Abstract
Extended to cover quantumresistant triple-hash architecture,
agentic Al provenance, stream ng inference, and federated
| earni ng provenance.

H 2 Section 1 (Introduction)
Added notivation for quantumresilience and agentic Al
provenance. Added Section 1.1 summari zi ng changes.

H 3 Section 2 (Term nol ogy)

Added CPO, CRQC, REM AAL, SIP, FLP definitions.

I

.4 Section 4 (SEP Data Model)
Added sha3_512, bl ake3, cpo_ref, remremd, remipfs_cid,
remverification_url, remquantumresilient, agentic, and
federat ed sub-objects. Version bunped to "1.1".

H 5 Section 5 (new
Quantumresistant triple-hash architecture.

I

.6 Section 6 (new)
Cross-chai n bi ndi ng and Conposite Proof bjects.

I

.7 Section 8 (Anchoring)
Added requirenent to anchor cross-chain binding hash



I

.8 Section 9 (DA)
Added triple-hash fields and REMD to DA netadat a.

I

.9 Section 10 (new)
REM Protocol triple-layer pernmanence integration.

H 10 Section 11 (Operations)
Added REVOKE operation. Updated SEAL and ANCHOR for CPO

H. 11 Section 12 (Verification)
Added CPO verification, |PFS check, and revocation check.
Expanded Verification Report fields.

H 12 Section 13 (new)
Agentic Al provenance extensions.

H. 13 Section 14 (new)
Stream ng i nference provenance.

H. 14 Section 15 (new)
Federated | ear ni ng provenance.

H. 15 Section 16 (new)
Conf ormance framework with RSP-Basic, RSP-Quantum RSP-Full.

H 16 Section 17 (Error Handling)
Added ERR_CPO_| NVALI D, ERR_REM D RESOLVE, ERR | PFS_RESOLVE,
ERR_REVOKED.

H 17 Section 18 (Tel enetry)
Added agentic nonitoring requirenents.

H. 18 Section 20 (Security)
Expanded threat nmodel with quantum attack anal ysis.

H. 19 Section 21 (I ANA)
Added rsp-cpo+json and rsp-cpo+cbor nedi a types.

H 20 Section 22 (Inplenentation Status)
Updated with |ive REM depl oynent and reference SEP records.

H. 21 Appendi ces
Added Appendi x F (CPO format), Appendix G (AAL exanpl e),
Appendi x H (this change |0g).
Updat ed Appendices A, B, C, E for triple-hash fields.
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