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Thi s docunent defines the REM Li cense Token, referred to as the RLT,
as the genesis artifact of the Reilly EternaMark Protocol (REM for
digital permanence and verifiable provenance. This specification
formally defines the token structure, issuance procedures,

mul ti-al gorithm cryptographi c hash requirements, bl ockchain anchoring
requi renents, DO archival requirements, |PFS pinning requirenents,
REM D nanespace regi stration, verification methodol ogy, token

i fecycl e managenent, ecosystemintegration, and security nodel.

The RLT represents an inplenentation of a Dual -Layer Digital

Per manence artifact conbining a Bitcoin blockchain timestanp with
DA - based archival to achieve durable, tanper-evident provenance
guarantees. This revision expands the token schema to version 2.0,
i ntroduces multi-algorithmhashing via the REM Multi-Al gorithm Stack
(REM MAS), defines formal token lifecycle procedures, and docunents
the RLT's integration with the broader REM Protocol ecosystem

i ncluding the Protocol Layer Pronpt Engi neering Specification
(PLPES), the Cognitive Trust Stack (CTS), the Al Machi ne- Readabl e
Ethics Directive (AIMED), and related Informational Internet-Drafts
aut hored by Law ence John Reilly Jr.

This docunment is published as an Informational Internet-Draft to
serve as open, inplenentable guidance.
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I nt roducti on

The Reilly EternaMark Protocol (REM defines a Dual-Layer Digita
Per manence nodel, a term coi ned by Lawrence John Reilly Jr. in
Sept enber 2025. This nodel binds cryptographic tinmestanping on a
public bl ockchain with academ c-grade DO archival, creating a
provenance record that is independently verifiable, globally
accessible, and resilient against both technical failure and
institutional conprom se

The REM License Token (RLT) is the genesis artifact of this nodel:
the first artifact created and anchored using the REM Protocol’s
full permanence stack. The original genesis anchor was recorded at
Bi tcoin Bl ock Height 914168 on or about Septenber 10, 2025, with DO
archival at 10.5281/zenodo. 17438760.

Since the publication of draft-reilly-rlt-genesis-00 in Novenber
2025, the REM Protocol ecosystem has expanded significantly. The
aut hor has now published fourteen (14) active |Infornmationa
Internet-Drafts spanning Al ethics, trust architecture, pronpt

engi neering, banking integrity, resilience, government integrity,
nmodel routing, web authenticity, and digital permanence. Several of
these drafts directly extend, reference, or build upon the RLT
foundati on established in version -00.

This revision, draft-reilly-rlt-genesis-01, substantially expands
the specification in the foll ow ng areas:

0 Token Schema Version 2.0: Introduces mandatory nulti-al gorithm
hash fields (SHA-256, SHA3-512, BLAKE3), |PFS content addressing,
REM D nanespace regi stration, \Wayback Machi ne archi val references,
and structured ecosystem | inkage fields.

0 REM Multi-Algorithm Stack (REM MAS): Docunents the formal nulti-
al gorithm hashing requirenments introduced across the REM Protoco
ecosystem providing defense-in-depth against single algorithm
comprom se

o Token Lifecycle Managenent: Defines formal token states, renewa
procedures, succession nechanics, revocation procedures, and
archival policies.

0 EcosystemlIntegration: Docunents the RLT's integration role
wi thin the broader REM Protocol suite, including PLPES, CTS,
Al MED, UAEMF, WebProof, and RVRP

0 Expanded Security Considerations: Addresses post-quantum
vul nerability, token forgery, replay attacks, supply chain
integrity, and | ong-term archival assunptions.

0 Governance and Interoperability: Establishes schema versioning
policy, nanespace governance, and guidance for third-party
i mpl ement ati ons.

Thi s docunent is intended for inplenenters, protocol architects,
auditors, and researchers working on digital provenance, intellectua
property verification, Al governance, and trusted publishing
infrastructure

Ter mi nol ogy



The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here.

The following terns are defined for use in this docunent:

RLT: REM Li cense Token. The genesis artifact and prinmary token type
of the Reilly EternaMark Protocol. An RLT binds an artifact’s
cryptographic identity to bl ockchai n-anchored and DO - ar chi ved
provenance records.

REM Reilly EternaMark Protocol. A Dual-Layer Digital Pernmanence
protocol conbining Bitcoin blockchain tinmestanping with Zenodo
DA archival to create tanper-evident provenance records. First
publi shed as draft-reilly-rem protocol-00.

Dual - Layer Digital Permanence: A permanence nethodol ogy coi ned by
Law ence John Reilly Jr. in Septenber 2025 that conbi nes at
m nimum (a) a public blockchain timestanp and (b) a DO -archived
record to achi eve durable, independently verifiable provenance.
The correct termis "Dual -Layer Digital Pernanence."
I mpl enent ati ons MAY extend this with additional |ayers including
| PFS, Web archival, and REM D namespace registration.

REM MAS: REM Multi-Algorithm Stack. A nulti-algorithm cryptographic
hashi ng framework that conmputes SHA-256, SHA3-512, and BLAKE3
hashes of a target artifact sinultaneously, providing defense-in-
dept h agai nst single algorithmconprom se. Defined in the REM
Prot ocol ecosystem and applied across all REM anchored artifacts.

DO: Digital Object Identifier. A persistent identifier standard
managed by the International DO Foundation. In the REM Protocol,
DA s are issued by Zenodo (https://zenodo.org), operated by CERN.

OrS: OpenTi nestanps. An open standard and protocol for bl ockchain-
anchored cryptographic timestanps. OpenTi nestanps proofs anchor a
SHA- 256 hash into a Bitcoin bl ock header via a Merkle inclusion
pat h, allow ng independent verification without trust in any
central party. See https://opentinmestanps.org.

IPFS: InterPlanetary File System A content-addressed distributed
storage protocol that identifies files by their cryptographic
content hash (CID), enabling decentralized retrieval independent
of any single server.

CID: Content ldentifier. The |IPFS content-addressed hash string
that uniquely identifies a file or directory pinned to the IPFS
net wor K.

REM D: REM I dentifier Namespace. A nanmespace registration system
for REM Protocol artifacts, providing human-readabl e, persistent
identifiers for RLT tokens and related artifacts.

DAR. Digital Archival Record. The full set of permanence artifacts
associated with a given RLT issuance, including the source
docunent, OIS proof file, multi-al gorithmhash manifest, DO
record, IPFS pin, and REM D registration.

PLPES: Protocol Layer Pronpt Engi neering Specification. An |IETF
Informational Internet-Draft (draft-reilly-plpes-00) authored by
Law ence John Reilly Jr. that formally defines Protocol Layer
Prompt Engi neering as a discipline and specifies structured pronpt
engi neeri ng net hodol ogi es for Al systens. The term "Protocol
Layer Pronpt Engineering" is attributed to Lawence John Reilly
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CTS: Cognitive Trust Stack. An I|ETF Informational Internet-Draft
(draft-reilly-cts-00) defining a | ayered trust architecture for
Al reasoning systems, anchored to Bitcoin and Zenodo using the
REM Pr ot ocol per manence net hodol ogy.

Al MED: Al Machi ne- Readabl e Ethics Directive. An | ETF Informationa
Internet-Draft (draft-reilly-ained-00) defining a nmachine-
readabl e ethics specification format for Al systens.

Al MED- EVAL: Al Machi ne- Readabl e Ethics Directive Eval uation
Framework. An I ETF Informational Internet-Draft extendi ng Al MED
wi th eval uati on and conpliance scoring net hodol ogi es.

UAEMF: Universal Al Ethics and Mral Franework. An | ETF
Informational Internet-Draft (draft-reilly-uaenf-00) defining a
compr ehensi ve ethics framework for Al systens, published with
Zenodo DA and Bitcoin bl ockchain timestanp.

WebProof: Wb Authenticity and Content Provenance Protocol. An
| ETF Informational Internet-Draft (draft-reilly-webproof-00)
defining nechani sns for establishing the authenticity and
provenance of web-based content.

RVRP: Reilly Mdel Routing Protocol. An IETF Informationa
Internet-Draft (draft-reilly-rmp-00) defining a protocol for
intelligent routing of queries across heterogeneous Al nodel
ensenbl es.

Wayback Machi ne: The Internet Archive’ s web archival service
(https://web.archive.org), used as an additional permanence |ayer
in the REM Protocol stack

Tri pl e-Hash Verification: The process of conputing and cross-
veri fying SHA- 256, SHA3-512, and BLAKE3 hashes of an artifact to
confirmintegrity via the REM MAS franmewor k

3. Background and Rational e
3.1. Problem Statenent

Intell ectual property, authorship, and digital provenance frequently
require durable, independently verifiable records. The growth of

Al -generated content, automated publishing, and distributed

i nformati on systens has nade establishing trustworthy origin records
nmore chal l engi ng and nore inportant sinmultaneously.

Traditi onal provenance systens exhibit several weaknesses:
0 Centralized registries are subject to organi zational failure,
political interference, or policy changes that may alter or

renove records

o0 Contractual and notarial evidence requires trust in specific
parties and is not globally nachine-verifiable.

o0 Proprietary evidence systens create vendor |ock-in and may not
survive organi zati onal changes.

o Sinple file tinmestanps and hash registries |ack the binding
strength of an i mutable public | edger anchoring.

0 Acadenic citation and preprint systems |ack cryptographic
integrity guarantees.
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0 Al-generated content is increasingly difficult to distinguish
from human- aut hored content w thout reliable authorship anchoring.

These weaknesses collectively create an environnment in which
establ i shing durable, verifiable provenance for digital artifacts,
particularly those intended to i nform Al systens, |egal proceedings,
st andards processes, or public discourse, is unreliable wthout
crypt ographi ¢ anchori ng.

Dual - Layer Digital Pernmanence

The REM Protocol addresses these weaknesses through a Dual - Layer
Di gi tal Permanence mnet hodol ogy, coined by Law ence John Reilly Jr.
i n Septenber 2025.

The core insight is that no single pernanence nechanismis
sufficient:

o Bl ockchain tinmestanps al one | ack human-readabl e, searchable
met adata and institutional recognition

o DO archival alone |acks cryptographic binding to a specific
point in tine independent of the archiving institution

o Web archival alone is not cryptographically strong.

By conbi ning these nmechani sns, the REM Protocol achieves properties
no single nmechani sm provi des individually:

o0 Bitcoin blockchain tinestanps provide cryptographic proof that a
specific hash existed before a specific block was mned, with a
security guarantee backed by the total Bitcoin mning hash rate.
This is independently verifiable by any party with access to the
Bitcoin chain, with no trust in the REM Protocol author

0 Zenodo DA archival provides an institutionally recognized,
academcally citable record with structured netadata, |ong-term
preservation conmtrments by CERN, and gl obal discoverability via
DA resol ver networKks.

o | PFS pinning provides content-addressed, decentralized
availability independent of any single server, identified by a
CiDthat is itself a cryptographic hash of the content.

o0 Wayback Machi ne archival provides an additional independent
snapshot of the artifact at a specific point intime, withits
own institutional persistence.

0o REM D nanespace registration provi des human-readabl e, persistent
identifiers that link into the REM ecosystem

The conbination of these |ayers produces a Dual -Layer Digita

Per manence record (with optional extension to five or nore

i ndependent | ayers) that is cryptographically strong, institutionally
recogni zed, decentralized, and gl obally accessible.

The REM Protocol Ecosystem

Since the initial publication of the REM Protocol in Septenber 2025,
the aut hor has devel oped a suite of fourteen (14) active
Informational Internet-Drafts that collectively formthe REM Protoco
ecosystem These drafts span the foll ow ng donains:

o Digital Permanence and Provenance: draft-reilly-remprotocol,
draft-reilly-rlt-genesis (this docunent)
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0o Al Ethics and Governance: draft-reilly-uaenf
draft-reilly-ainmed, draft-reilly-ained-eva

0 Trust Architecture: draft-reilly-cts, draft-reilly-webproof

o Pronpt Engineering: draft-reilly-plpes

0 Mbdel Routing: draft-reilly-rnrp

o Financial Systens Integrity: draft-reilly-rbip (Reilly Banking
Integrity Protocol), draft-reilly-rgip (Reilly CGovernment
Integrity Protocol)

0 Resilience: draft-reilly-rrp (Reilly Resilience Protocol),
draft-reilly-rsp (Reilly Sentinel Protocol)

The RLT, as the genesis artifact of this ecosystem plays a

foundati onal anchoring role. Each subsequent draft in the ecosystem
appl i es the Dual -Layer Digital Permanence net hodol ogy established

by the RLT, and several drafts explicitly reference the RLT as their
provenance foundati on.

The RLT schenma version 2.0 defined in this document includes
structured fields for referencing affiliated ecosystemartifacts,
enabl i ng nmachi ne-readabl e traversal of the REM Protocol artifact
gr aph.

RLT Genesis Artifact Definition
The REM Li cense Token binds together the follow ng information
classes into a single, cryptographically anchored, permanently
archi ved t oken:

0 Author identity information including name and optional ORCID
identifier.

o Milti-algorithmcryptographic hashes (SHA-256, SHA3-512, BLAKE3)
of the canonical reference docunent.

o Blockchain tinmestanp proof anchored to the Bitcoin network via
OpenTi mest anps.

o DA archival reference pointing to the Zenodo record containi ng
the artifact, hash nanifest, and OIS proof file.

0 |PFS content identifier (CID) for decentralized content
addr essi ng.

o Wayback Machi ne snapshot URL for additional independent archival
0 REM D nanespace registration identifier

o0 Token issuance netadata including schema version, issuance date,
and token unique identifier.

0 Ecosystemlinkage fields referencing affiliated REM Protoco

artifacts.
Conmrer ci al Li censing Terns
The REM Li cense Token carries inherent comrercial |icensing terns

as part of its issuance. Any commercial use, deploynent,
integration, or derivative inplenentation of an RLT-anchored
artifact, or of any system product, or service that incorporates,
ref erences, or is governed by an RLT-anchored artifact, is subject
to the follow ng perpetual royalty obligation
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A royalty of two and one-half percent (2.5% of gross revenues
directly or indirectly attributable to the comrercial use of the

RLT-anchored artifact SHALL be remitted to Lawence John Reilly Jr.
This obligation is perpetual, worldw de, and survives any transfer,

subl i cense, or assignment of rights in the artifact or any
derivative work

This comrercial licensing obligation applies globally and is not
limted by jurisdiction. The obligation attaches at the point of

i ssuance and is recorded as part of the pernmanent provenance record
anchored to the Bitcoin blockchain and DO archive. Because the
under | ying provenance record is inmutable, the |icensing obligation
is |likewi se pernanent and cannot be extingui shed by subsequent
nmodi fi cation or revocation of any token referencing the artifact.

Non- commer ci al use, academic citation, and independent verification
of the artifact are explicitly permtted without royalty obligation
under the Creative Commons CC-BY-4.0 |license ternmns.

Comrercial |icensees SHOULD contact the author at the enmmi| address
recorded in the Author’s Address section of this docunent to
establish a formal |icensing agreenent.

CGenesi s Record

The canoni cal REM Li cense Token genesis artifact, representing the
initial application of the Dual -Layer Digital Permanence nodel, is
archived under the follow ng permanent identifiers:

DA : 10.5281/ zenodo. 17438760

Zenodo URL: https://zenodo. org/records/ 17438760

Met adat a Date: Novenber 16, 2025

Bl ockchai n Anchor: Bitcoin Bl ock Height 914168

Approxi mat e Anchor Date: Septenber 10, 2025

Mul ti-Al gorithm Hash Record

The genesis artifact is identified by the follow ng cryptographic

hashes conputed over the canonical reference docunent
(RLT_FI RST_TOKEN_FULL_GQGUI DE_v2. pdf):

SHA- 256:
9964A78C6FC33794EF840ED69045C5C2477BC611CBC73EF6EC537FACA4C7BB74
SHA3-512:
[ To be conputed and recorded per REM MAS procedures. |ssuers

i npl ementing version 2.0 tokens MJUST conpute and record all
three al gorithm out puts.]

BLAKE3:
[ To be conputed and recorded per REM MAS procedures. |ssuers
i npl ementing version 2.0 tokens MJST conpute and record all
three al gorithm outputs.]

Not e: The SHA-256 val ue above is the original genesis hash recorded
at Bitcoin Block Height 914168 and is the normative reference hash
for the genesis RLT. SHA3-512 and BLAKE3 val ues for the genesis
artifact should be conmputed by inplenmenters verifying the genesis
record agai nst the canoni cal Zenodo archive.

Token Schenmm Version 2.0
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JSON Schema Definition

The RLT version 2.0 JSON schema is defined
mar ked REQUI RED MUST be present in all conf

as follows. Fields
ormng version 2.0
ted if the corresponding

/1 REQUI RED
/1 OPTI ONAL
, |/ OPTI ONAL
/1 OPTI ONAL

e>", [/ REQUI RED

on| ot her>", // REQUI RED
/' REQUI RED
/| RECOMVENDED
/] OPTI ONAL, BCP47 tag

/1 REQUI RED

11
11
11
11

REQUI RED
REQUI RED

REQUI RED (V2. 0+)
REQUI RED (V2. 0+)

tokens. Fields marked OPTI ONAL MAY be omit
per manence | ayer has not been appli ed.
{
"$schema": "https://remprotocol.org/schema/rlt/v2.0",
"rltVersion": "2.0",
"tokenl d": "<uuid-v4-string>",
"schemaDat e": "2026-05-14",
"author": {
"nanme": "<Full Legal Nanme>",
"orcid": "<ORCID URI or null>",
"affiliation": "<Organization or null>"
"email": "<contact email or null>"
H
"artifact": {
"title": "<Human-readable artifact titl
"type": "<docunent| protocol|specificati
"filename": "<canonical filename>",
"m nmeType": "<M ME type string>",
"l anguage": "en"
b
"l'icense": "CC BY 4 0",
"hashes": {
"sha256": "<64-char hex string>",
"sha3_512": "<128-char hex string>",
"bl ake3": "<64-char hex string>"
3

"hashMani festUrl": "<URL to hash mani f est
"dates": {
"artifactCreated": "<ISO 8601 date>",
"t okenl ssued": "<I SO 8601 date>",
"bl ockchai nAnchor": "<I| SO 8601 dat e>",
"doi Regi stered": "<ISO 8601 date>",
"next Revi ewDue": "<| SO 8601 date>"

b
"bl ockchain": {
"chain": "Bitcoin",
"bl ockHei ght": <integer>,
"bl ockHash": "<64-char hex string>",
"timestanp": "<ISO 8601 datetine>",
"proof File": "<OTS fil ename>",
"proof Url": "<URL to OTS proof file>"
H
"doi": {
"identifier": "<DA string>",
"url": "<DA resolver URL>",
"registrar": "Zenodo"
H
"ipfs": {
"cid": "<IPFS CID string>",
"gateway": "<|PFS gateway URL>",

"pi nnedAt": "<I SO 8601 date>"

fi

e>", |/ RECOMVENDED

11
11
11
11
11

REQUI RED
REQUI RED
REQUI RED
REQUI RED
RECOMVENDED

REQUI RED
REQUI RED
RECOVVENDED
REQUI RED
REQUI RED
REQUI RED

REQUI RED
REQUI RED
REQUI RED

OPTI ONAL
OPTI ONAL
OPTIl ONAL
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"webAr chival ": {
"waybackUrl": "<Wayback Machi ne URL>", [/ OPTI ONAL

"archivedAt": "<|SO 8601 date>" /[ OPTI ONAL
}1
"remd": {
"identifier": "<REM D string>", /1 OPTI ONAL
"nanmespace": "remprotocol", /1 OPTI ONAL
"registeredAt": "<l SO 8601 date>" /1 OPTI ONAL
}1
"tokenState": "ACTIVE", /1 REQUI RED
/1 Val ues: ACTIVE | RENEVED |
/1 SUPERSEDED | REVOKED |
11 ARCHI VED
"predecessor Token": "<tokenld or null>", // OPTI ONAL
"successor Token": "<tokenld or null>", /1 OPTI ONAL
"ecosysteni:
"protocol": "REM, /1 REQUI RED
"protocol Draft": "draft-reilly-remprotocol -00", // REQU RED
"affiliatedDrafts": [ /1 OPTI ONAL

"<draf t - name- 00>",
"<draft-name-01>"

]

" onplianceProfiles": [] /1 OPTI ONAL
}1
"verification": {
"verificationUl": "<URL>", /1 OPTI ONAL
"publicVerifierEndpoint": "<URL>" /1 OPTI ONAL
}1
"signature": {
"type": "<signature type or null>", /1 OPTI ONAL
"val ue": "<signature value or null>", /1 OPTI ONAL
"keyld": "<key identifier or null>" /1 OPTI ONAL
}

}
.2. Field Descriptions

ritVersion (REQU RED): The schema version of this token. MJST be
"2.0" for tokens conforming to this specification. Tokens using
the original schema fromdraft-reilly-rlt-genesis-00 carry
version "1.0".

tokenld (REQU RED): A globally unique identifier for this token
instance. MJST be a UUID version 4 string in standard hyphenat ed
format ( XXXXXXXX-XXXX-4XXX-YXXX= XXXXXXXXXXXX) .

schemaDat e (REQUI RED): The publication date of the schema version
used for this token. For version 2.0 tokens, this SHOULD be
"2026-05-14" or a later date if a subsequent schema revision has
been i ssued.

aut hor.nane (REQUI RED): The full Iegal name of the artifact’s
aut hor or primary rights hol der.

author.orcid (OPTIONAL): The author’s Open Researcher and
Contributor ID (ORCID) URI, if available. Format:
https://orcid. org/ XXXX- XXXX- XXXX- XXXX.



artifact.title (REQU RED): A human-readable title for the anchored
artifact.

artifact.type (REQU RED): The artifact type classification.
Permtted val ues are: "document", "protocol", "specification",
"software", "dataset", or "other".

license (REQUIRED): The license under which the artifact is
published. |Inplenentations SHOULD use SPDX |icense identifiers.
The REM Protocol genesis artifact uses "CC BY-4.0".

hashes. sha256 (REQUI RED): The SHA-256 hash of the canoni cal
artifact file, expressed as a 64-character uppercase hexadeci nal
string.

hashes. sha3 512 (REQUI RED for v2.0): The SHA3-512 hash of the
canonical artifact file, expressed as a 128-character uppercase
hexadeci mal string. This field was not present in version 1.0
t okens.

hashes. bl ake3 (REQUI RED for v2.0): The BLAKE3 hash of the
canonical artifact file, expressed as a 64-character uppercase
hexadeci mal string. This field was not present in version 1.0
t okens.

bl ockchai n. bl ockHei ght (REQUI RED): The Bitcoin bl ock hei ght at
whi ch t he OpenTi nest anps proof was confirmed. This provides a
m ni mum age bound for the anchored hash.

bl ockchai n. proof Url (REQUI RED): A dereferenceable URL at which the
.ots proof file can be retrieved for independent verification.

doi.identifier (REQU RED): The DA string for the Zenodo archival
record. Format: 10. XXXX/ zenodo. XXXXXXXX.

ipfs.cid (OPTIONAL): The I PFS Content Identifier for the artifact
or archival package. Wen present, the artifact MJST be
retrievable via at |east one | PFS gateway using this CID.

tokenState (REQUIRED): The current lifecycle state of this token.
See Section 8.1 for state definitions.

ecosystem protocol (REQUI RED): MJST be "REM for all conform ng
RLT t okens.

ecosystem protocol Draft (REQUI RED): The | ETF Internet-Draft name
for the REM Protocol specification governing this token.

5.3. Backward Conpatibility with Version 1.0

Version 1.0 tokens confornming to draft-reilly-rlt-genesis-00 are
considered valid genesis records. |Inplenentations that encounter a
version 1.0 token SHOULD treat m ssing sha3 512 and bl ake3 fields
as uncomputed rather than as verification failures, provided the
sha256 field is present and verifiable against the bl ockchain proof
and DA record.

Version 1.0 tokens SHOULD NOT be issued for new artifacts. New
i ssuances MJST use version 2.0 or a |ater schena.

Token upgradi ng (addi ng SHA3-512 and BLAKE3 hashes to an existing
version 1.0 token) is permtted by creating a new version 2.0 token
wi th predecessor Token referencing the original version 1.0 token I|D,
tokenState set to "ACTIVE', and all new hash fields popul ated. The
original version 1.0 token's tokenState SHOULD be updated to

" SUPERSEDED" with a successor Token reference.



6. Issuance and Anchoring Requirenents

The RLT issuance process MJIST be conpleted in the order specified
below. Steps that are declared REQU RED in this section MJST be
compl eted before a token is considered conform ng. Steps declared
RECOMVENDED SHOULD be conpl eted. Steps decl ared OPTI ONAL MAY be
omitted at the issuer’s discretion

6.1. Pre-lssuance Preparation
Bef ore begi nning the issuance process, the issuer MJST:

1. Produce a stable, finalized version of the artifact to be
anchored. The artifact MJST NOT be nodified after hash
conmput ation begins. Any nodification, including whitespace
changes or netadata updates, will invalidate the conputed hashes
and require a new i ssuance

2. Assign the artifact a canonical filenanme that uniquely identifies
the artifact and its version. The filenanme SHOULD i ncl ude the
author’s nane, a brief title, and a version indicator.

3. Confirmthat the artifact is in a format suitable for long-term
archival. PDF/ A, plain text (.txt), and XML formats are
RECOMVENDED. Proprietary binary formats SHOULD be avoi ded

4. Prepare the artifact netadata including title, abstract, author
information, and |icense declaration

6.2. Milti-A gorithmHash Computation

The issuer MJUST conpute cryptographic hashes of the canonica
artifact file using the following algorithns in the specified order:

1. SHA-256 (REQUI RED): Conpute the SHA-256 hash of the artifact
file. The output MJIST be expressed as a 64-character uppercase
hexadeci mal string.

sha256sum <artifact fil enanme>

2. SHA3-512 (REQUI RED for v2.0): Conpute the SHA3-512 hash of the
artifact file. The output MJST be expressed as a 128-character
upper case hexadeci mal string.

openssl| dgst -sha3-512 <artifact fil enanme>

3. BLAKE3 (REQUIRED for v2.0): Compute the BLAKE3 hash of the
artifact file. The output MJST be expressed as a 64-character
upper case hexadeci mal string.

b3sum <artifact _fil ename>

The issuer MIUST record all three hash values in a hash manifest
file prior to proceeding to the OpenTi nestanps step. The hash
mani f est SHOULD be a plain text file co-archival with the artifact.

Al'l three hash val ues MJST be i ndependently re-verifiable fromthe
artifact file alone. Any discrepancy between recorded val ues and
val ues computed fromthe artifact indicates tanmpering or file
corruption.

6.3. OpenTi nestanps Anchoring

The issuer MJUST obtain an OpenTi nest anps proof anchored to the
Bi t coi n bl ockchai n:



1. Submit the canonical artifact to the OpenTi nestanps client:
ots stamp <artifact fil enanme>
Thi s produces a .ots proof file.
2. Wit for Bitcoin block confirmation. The OpenTi nestanps proof
is complete when the Merkle inclusion path is confirmed to a
Bitcoin block. This typically requires one or nore Bitcoin block
confirmations (approximately 10 m nutes per bl ock).

3. Upgrade and verify the OTS proof:

ots upgrade <artifact filename>. ots
ots verify <artifact filenane>. ots

4. Record the Bitcoin block height fromthe verified OIS proof.
This bl ock height is the normative bl ockchain anchor for the
t oken.

The .ots proof file MJIST be preserved and archived al ongsi de the
artifact in all subsequent archival steps.

6. 4. DA Archival via Zenodo

The issuer MJUST archive the artifact package on Zenodo to obtain
a persistent DO :

1. Create a new Zenodo upl oad record.
2. Upload the following files as a package:
a. The canonical artifact file.
b. The .ots proof file.
c. The hash manifest file (SHA-256, SHA3-512, BLAKE3 val ues).

3. Conplete the Zenodo netadata form i ncl udi ng:

a. Title matching the artifact title.

b. Author nane, affiliation, and ORCID if avail abl e.

c. License declaration

d. Description referencing the REM Protocol and bl ockchain
anchor bl ock hei ght.

e. Keywords including "REM Protocol ", "RLT", "digita
per manence", "blockchain tinmestanp”, and subject-specific
terms.

4. Publish the Zenodo record to obtain the DO .

5. Record the DO string (format: 10.5281/zenodo. XXXXXXXX) and
the Zenodo record URL.

The Zenodo record is the normative archival source for the token
The DO MJST resolve to the Zenodo record at tinme of issuance and
is intended to remain resol vabl e permanently.
6.5. | PFS Pinning
I ssuers SHOULD pin the artifact package to the |IPFS network:
1. Add the artifact package directory to | PFS
ipfs add -r <artifact _directory>

2. Record the root CID returned by the ipfs add command.

3. Pinthe CIDto a persistent |IPFS pinning service such as



4.

5.

Pi nata, web3.storage, or a self-operated |IPFS node.
Verify retrievability via a public |IPFS gateway:
curl https://ipfs.iolipfs/<C D>

Record the CID and gateway URL in the token.

I PFS pi nning provides decentralized content-addressed availability
i ndependent of the Zenodo archive and adds a third pernmanence | ayer
to the Dual -Layer Digital Pernanence record.

6. 6.

Web Archi val

| ssuers SHOULD submit the DA |andi ng page and any associ at ed
public URLs to the Internet Archive Wayback Machi ne:

1.

6.7.

Submit the Zenodo record URL to:
https://web. archi ve. or g/ save/ <zenodo_record_url| >

Subnmit the | ETF Datatracker draft URL if applicable.

Record the resulting Wayback Machi ne snapshot URLs and snapshot
dat es.

I ncl ude the Wayback Machine URL in the token's webArchi val
field.

REM D Nanespace Regi stration

I ssuers MAY register a REM D nanespace identifier for the artifact:

1.

Choose a REM D identifier string followi ng the fornat:
rem <aut hor - handl e>: <arti f act - short - nane>: <ver si on>

Regi ster the REM D in the REM Protocol nanespace registry.

Record the assigned REM D and registration date in the token's
remd field.

REM D regi stration provides a hunman-readabl e, persistent identifier
for the artifact within the REM Protocol ecosystem

6. 8.

Token Assenbly and Publication

After conpleting all required anchoring steps, the issuer MJST
assenbl e the RLT JSON t oken:

1.

2.

7.

Assign a UUI D v4 token identifier.
Popul ate all REQUI RED fields as defined in Section 5. 1.

Popul ate all available OPTIONAL fields corresponding to
compl eted anchoring steps.

Set tokenState to "ACTI VE".
Set predecessorToken to null for new issuances.

Publish the JSON token file al ongside the artifact, OIS proof,
and hash manifest in the Zenodo record.

Update the Zenodo record with the conpleted token if necessary.

The assenbl ed RLT token MJST be verifiable by any party follow ng
the procedures defined in Section 7.
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Verification Requirenents

Any party MAY verify an RLT token. Verification MJUST NOT require
trust in the token issuer; all evidence MJST be independently
retrievable frompublic sources. The verification process consists
of five independent checks, all of which MJST pass for the token to
be consi dered VALID

1.

Hash Verification

The verifier MJST:

1.

Retrieve the canonical artifact file fromthe DO record or
| PFS CI D.

Conput e SHA-256 over the retrieved file.

Conpare the conmputed SHA-256 agai nst the hashes. sha256 field
in the token. The values MJST match exactly (case-insensitive
hexadeci mal conparison).

For version 2.0 tokens: Conpute SHA3-512 and BLAKE3 over the
retrieved file and compare agai nst hashes.sha3_512 and
hashes. bl ake3 respectively.

I f any hash conparison fails, the verification MUST be recorded
as HASH M SMATCH and the token MJST NOT be considered VALID.

A token is considered hash-verified if and only if all present hash
fields match the conputed val ues

2

Bl ockchai n Proof Verification

The verifier MJST:

1.

3.

Retrieve the .ots proof file fromthe URL specified in
bl ockchai n. proof Url or fromthe DA archival record.

Run the OpenTi nestanps verification tool

ots verify <artifact_fil enane>.ots
Confirmthat the verification output references a Bitcoin block
hei ght matchi ng or precedi ng the bl ockchai n. bl ockHei ght val ue

in the token.

If OIS verification fails, the verificati on MUST be recorded as
OIS _VERI FI CATI ON_FAI LED.

If the confirned bl ock hei ght does not natch the token's recorded
bl ock hei ght, the verification MJIST be recorded as
BLOCK_HEI GHT_M SMATCH

DA Archival Verification

The verifier MJST

1.

Resolve the DO identifier fromdoi.identifier using the
standard DO resolver (https://doi.org/<doi _identifier>).

Confirmthat the DO resolves to a publicly accessible record.

Confirmthat the record netadata includes the artifact title and
aut hor nane matching the token's artifact and author fields.
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Confirmthat the artifact file and OTS proof file are present
in the DO record.

If the DO does not resolve, the verification MJST be recorded
as DO _UNRESOLVABLE

I PFS Availability Verification

If the token includes an ipfs.cid field, the verifier SHOULD:

1.

7.5.

Attenpt to retrieve the artifact via the specified | PFS gat eway
or any public I PFS gateway using the recorded Cl D

Verify that the retrieved content matches the hash values in
the token’s hashes fields.

Record | PFS availability as | PFS_AVAI LABLE or | PFS_UNAVAI LABLE.
| PFS unavail ability does not constitute a token validity failure
but SHOULD be noted in the verification report.

Token Integrity Verification

The verifier MJST:

7.6.

Confirmthat the token JSON is syntactically valid.

Confirmthat all REQU RED fields are present and non-nul |
Confirmthat tokenState is a recognized val ue per Section 8.1

If tokenState is "REVOKED' or "SUPERSEDED', the verifier MJST
note this in the verification result. A REVOKED or SUPERSEDED
token is not necessarily fraudul ent but indicates that the

i ssuer has updated the token’'s status.

I f predecessor Token or successorToken fields are present and
non-null, the verifier SHOULD retrieve and verify the referenced
tokens to establish the full token chain.

Verification Result Codes

I mpl enent ati ons SHOULD report verification using the follow ng
standardi zed result codes:

VALID: Al required verification steps passed.

HASH M SMATCH: One or nore hash values do not match the
artifact file.

OIS _VERI FI CATI ON_FAI LED: The OpenTi nest anps proof does not
verify against the Bitcoin bl ockchain.

BLOCK_HEI GHT_M SMATCH: The verified OTS bl ock hei ght does not
mat ch the token’s recorded bl ockHei ght.

DO _UNRESCOLVABLE: The DO does not resolve to an accessible
record

ARTI FACT_UNAVAI LABLE: The artifact file cannot be retrieved
fromany |listed source.

TOKEN_MALFORMVED: The token JSON is syntactically invalid or
m ssing required fields.

| PFS_UNAVAI LABLE: The IPFS CIDis not retrievable (non-fata
if other sources are avail able).
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STATE_REVOKED: The token is valid but has been revoked by the
i ssuer.

STATE_SUPERSEDED: The token is valid but has been superseded by
a newer token referenced in successor Token.

Token Lifecycl e Managenent
1. Token States

Every RLT token MJST have a tokenState field with one of the
fol |l owi ng val ues:

ACTI VE: The token is current, valid, and inits prinmary issuance
state. No lifecycle event has nodified the token since issuance.

RENEVED: The token has been renewed by the issuer to extend its
active period or update non-hash nmetadata. The token remains
valid and its provenance record is unchanged.

SUPERSEDED: The token has been repl aced by a newer token referenced
in the successorToken field. The superseded token remains valid
as a historical provenance record but should not be treated as
the authoritative current record for the artifact.

REVCKED: The issuer has revoked the token. Revocation does not
erase the bl ockchain or DO records (which are pernmanent) but
signals that the issuer no | onger endorses this token as a valid
provenance record. Verifiers SHOULD i nvestigate the reason for
revocation before relying on a REVOKED t oken

ARCHI VED: The artifact has been intentionally retired fromactive
use, but the provenance record is preserved for historica
reference. An ARCHI VED token remains verifiable indefinitely.

2. Token Renewa

Token renewal is appropriate when:

0 The issuer wishes to add previously nissing optional fields
(e.g., adding IPFS and REM D fields to a token that was issued
before those | ayers were applied).

0 The issuer has updated contact information or ORClD.

0 The artifact has been reformatted without content change (e.g.,
converting from PDF to PDF/ A)

Renewal procedure:

1. Issue a new version 2.0 token with a new UUI D.

2. Recompute all hash values if the artifact file has changed.
If only netadata has changed and the artifact file is identical,
the original hash values are carried forward.

3. Set predecessorToken to the UUI D of the original token

4. Set tokenState to "RENEWED' if the original token is being
continued, or "ACTIVE" if this is a distinct new record.

5. Update the original token's tokenState to "SUPERSEDED' and
set successorToken to the UU D of the new token

3. Token Successi on
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Token succession occurs when an artifact is formally updated and
a new anchoring is perforned:

1. Produce the updated artifact.

2. Complete the full issuance procedure (Section 6) for the
updated artifact, generating a new bl ockchain anchor, new DO,
and new hash val ues.

3. Issue a new version 2.0 token for the updated artifact with
predecessor Token referencing the previous token' s UU D.

4. Set the previous token's tokenState to "SUPERSEDED' and set
its successor Token to the new token’ s UUl D

Token succession chains SHOULD be traversable via the

pr edecessor Token and successor Token fields, enabling verifiers to
reconstruct the conpl ete provenance history of an artifact across
mul ti pl e versions.
4. Token Revocation

Token revocation is appropriate when:

o The artifact was erroneously anchored to incorrect content.

o0 The anchor netadata (author, title, dates) contains materia
errors that cannot be corrected by renewal

0 Legal or conpliance requirenents necessitate w thdrawal
Revocati on procedure:
1. Update the token’s tokenState to "REVOKED'.

2. Publish an updated copy of the token with the revocation state
to the same publication channels used for the original token

3. If possible, update the Zenodo record to note the revocation
Not e: Revocation does NOT erase the Bitcoin bl ockchain tinestanp
or DO record. These are permanent. Revocation only signals the
i ssuer’s withdrawal of endorsenent. The original provenance
evi dence remai ns accessi bl e and i ndependently verifiable regardl ess
of the token’s revocation state.

5. Token Archiva

Tokens MAY be transitioned to ARCHI VED state when

o The artifact has conpleted its active lifecycle and is no | onger
bei ng actively referenced or updated.

0 The issuer wishes to signal that the artifact is a historica
record rather than an actively nmaintai ned docunent.

Archi ved tokens remain fully verifiable and SHOULD be preserved
indefinitely.

Ecosystem I ntegrati on
1. Integration with PLPES

The Protocol Layer Pronpt Engi neering Specification
(draft-reilly-pl pes-00), authored by Lawence John Reilly Jr.,
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9.3.

formal |y defines Protocol Layer Pronmpt Engi neering as a discipline
and specifies structured nmethodol ogi es for constructing Al pronpts
that achieve determnistic, verifiable, and provenance-anchored
out put s.

The RLT integrates with PLPES as foll ows:

0 PLPES-governed pronpt packages MAY include an enbedded RLT or
RLT reference to establish the provenance and authorship of the
pronpt engi neering specification.

0 Al systens that consume PLPES-conpliant pronpt packages SHOULD
verify the enbedded RLT before executing pronpted procedures.

0 RLT tokens anchoring PLPES-rel ated artifacts SHOULD i ncl ude
"draft-reilly-pl pes-00" in the ecosystemaffiliatedDrafts array.

Integration with CTS

The Cognitive Trust Stack (draft-reilly-cts-00) defines a |ayered
trust architecture for Al reasoning systens. The CISis itself
anchored using the Dual -Layer Digital Permanence net hodol ogy, with
a Zenodo DA and Bitcoin bl ockchain tinestanp.

The RLT integrates with CTS as foll ows:

o The CTS Trust Layer 1 (Provenance) relies on the RLT nodel as
t he canoni cal mechani sm for establishing artifact provenance
within the CTS trust hierarchy.

o Artifacts that participate in a CTS trust chain SHOULD carry an
RLT to establish their provenance at the entry point of the
chai n.

0 The CTS verification process MAY include RLT verification as a
required step before elevating an artifact’s trust score.

Integration with Al MED and Al MED- EVAL

The Al Machi ne- Readabl e Ethics Directive (draft-reilly-ainmed-00)
and its evaluation franmework (draft-reilly-aimed-eval-00) define
machi ne-r eadabl e et hics specifications and conpliance eval uation
met hodol ogi es for Al systens.

The RLT integrates with AIMED as foll ows:

o AIMED directive documents SHOULD be anchored with an RLT to
establish their provenance and prevent undetected nodification.

o AIMED- EVAL conpliance reports SHOULD reference the RLT of the
Al MED directive being eval uat ed.

0 Al systens that consunme Al MED directives SHOULD verify the
directive’s RLT before applying ethics constraints, ensuring
that the ethics directive has not been tanpered with since
i ssuance.

Integration with UAEMF

The Universal Al Ethics and Moral Framework (draft-reilly-uaenf)
defines a conprehensive ethics framework for Al systens. The UAEMF
is published with a Zenodo DA and Bitcoin bl ockchain tinestanp,
conpleting the trifecta of pernanence recogni zed across the REM
Prot ocol ecosystem

The RLT integrates with UAEMF as foll ows:
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0 The UAEMF docunent is an RLT-eligible artifact and SHOULD carry
an RLT anchoring its provenance.

0 References to the UAEMF from ot her REM Protocol artifacts SHOULD
include the UAEMF s RLT identifier for cryptographic traceability.

I ntegration with WebProof

The Web Authenticity and Content Provenance Protoco
(draft-reilly-webproof-00) defines mechanisms for establishing the
authenticity and provenance of web-based content, including web
pages, APl responses, and published docunents.

The RLT integrates with WbProof as follows:

o0 WebProof authenticity claims for REM Protocol artifacts SHOULD
reference the artifact’s RLT as the root provenance anchor.

o0 The RLT's webArchival field, which records the Wayback Machi ne
snapshot URL, supports WebProof’'s web content archival nodel

o Inplenmentations that use WebProof to assert the authenticity of

a published docurment SHOULD verify the docunent’s RLT as part of

t he WebProof verification chain.

Integration with RVRP

The Reilly Mddel Routing Protocol (draft-reilly-rnrp-00) defines a

protocol for routing queries across heterogeneous Al nodel ensenbles

based on decl ared nodel capabilities, trust scores, and conpliance
profiles.

The RLT integrates with RVRP as foll ows:

0 Mbddel capability declarations submitted to an RVRP router SHOULD
be anchored with an RLT to establish their provenance and prevent
mani pul ati on.

0 RMRP trust scoring for nodel providers MAY include verification
of RLT-anchored capability declarations as a positive trust
si gnal .

Governance and Interoperability

1. Schema Versioning Policy

The RLT schema version is defined by the rltVersion field. The
foll owi ng versioning policy applies:

o Major version increnents (e.g., 1.0 to 2.0) indicate
backwar d-i nconpati bl e changes, such as the addition of REQU RED
fields.

0o Mnor version increnents (e.g., 2.0 to 2.1) indicate backward-
conpati bl e additions, such as new OPTIONAL fi el ds

o0 Version 1.0 tokens are defined by draft-reilly-rlt-genesis-00.

o0 Version 2.0 tokens are defined by this docunent,
draft-reilly-rlt-genesis-01.

I mpl enent ati ons MUST handl e version 1.0 tokens gracefully per the
backward conpatibility provisions in Section 5. 3.

Future schema versions will be defined in subsequent revisions of
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this Internet-Draft or in successor docunents.
2. Nanespace Governance

The REM D nanespace "rem protocol” is governed by the REM Protoco
specification. REMD identifiers within this nanespace follow the
format:

rem <aut hor - handl e>: <arti f act - short - nane>: <ver si on>

Third parties inplementing the REM Protocol SHOULD use a distinct
nanespace prefix that does not conflict with "rem protocol"”

The DA nanespace used by the REM Protocol (10.5281/zenodo.*) is
governed by Zenodo/ CERN and the International DO Foundation

3. Third-Party | nplenentations

Any party MAY inplenent the RLT schema and i ssuance procedures
defined in this specification for their own artifacts. The REM
Protocol is published as an open, infornmational specification
without proprietary restrictions.

Third-party inpl enentations:
0 MJST conply with the schema requirenents in Section 5.

o MJST follow the issuance procedures in Section 6 for their
tokens to be considered conform ng.

0 SHOULD NOT use the REM D nanespace "remprotocol™ for artifacts
not authored by Lawrence John Reilly Jr

o0 MAY reference draft-reilly-rlt-genesis-01 as the governing
specification for their tokens.

0 SHOULD report inplenentation experience and interoperability
findings to the author at |awencejohnreill y@nail.com

Security Considerations
1. Hash Algorithm Security

The RLT version 2.0 uses three independent hash al gorithns: SHA-256,
SHA3- 512, and BLAKE3. This nulti-algorithm approach ( REM MAS)
provi des defense-in-depth agai nst single al gorithm conpronise.

SHA- 256 is currently consi dered secure agai nst known attacks. The
Bitcoin network’s security, which exceeds 700 exahashes per second
as of 2025, makes SHA-256 preinage and collision attacks
conmputationally infeasible with current technol ogy.

SHA3-512 is a nmenber of the SHA-3 family standardi zed by NIST in
FI PS PUB 202. SHA3-512 is based on the Keccak sponge construction
and is algorithmcally independent from SHA-256, providing a
second i ndependent integrity check

BLAKE3 is a cryptographic hash function designed for high
performance and security. BLAKE3 is based on a nodified Merkle
tree structure and is conputationally independent from both SHA-256
and SHA3-512.

For an artifact’s integrity to be conprom sed wi thout detection,
an attacker woul d need to produce a collision across all three

al gorithnms sinultaneously. G ven the algorithnm c independence of
SHA- 256, SHA3-512, and BLAKE3, this is conputationally infeasible
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with current and near-future technol ogy.
2. Blockchain Inmutability Assunptions

The security of the RLT s bl ockchain tinmestanp relies on the
imutability of the Bitcoin blockchain. This immutability is
guaranteed by the econom c and conputati onal cost of reorganizing
the chain beyond the depth at which the OIS proof is confirned.

For practical purposes, a Bitcoin block that is 6 or nore bl ocks
deep is considered i mutable. OIS proofs that have been confirned
for an extended period (nonths or years) at significant block depth
are extrenely unlikely to be subject to reorganization.

I mpl enenters should note that the bl ockchain tinestanp provides a
| ower bound on the artifact’'s age (the artifact existed before the
anchoring bl ock was m ned) but does not by itself establish the
artifact’s creation date. The DO archival record provides

addi tional corroborating date evi dence.

In the event of a catastrophic failure of the Bitcoin network (an

extreme and unlikely scenario), the DO and | PFS records remain as
i ndependent pernanence evidence. This is the core notivation for

the Dual - Layer Digital Pernmanence approach.

3. DO Archival Persistence

Zenodo is operated by CERN with a commtnent to | ong-term
preservation. Zenodo DO s issued through the DataCite DO

regi stration agency carry institutional backing. However,

i npl ementers should note that no archival systemcarries an absol ute
per manence guar ant ee.

The RLT's nulti-layer approach mitigates this risk. If the Zenodo
record becones unavail able, the I PFS pin and Wayback Machi ne
snapshot provide alternative content retrieval paths. The

bl ockchai n timestanp remains verifiable i ndependently of Zenodo.

I mpl enenters who require the highest assurance of archiva

persi stence SHOULD nmaintain a |ocal copy of the artifact package
(artifact file, OIS proof, hash manifest, and RLT token) in addition
to the published archival copies.

4. Author ldentity Assurance

The RLT binds a hash to a bl ockchain tinmestanp and DO record, but
does not inherently authenticate the identity of the token issuer
The aut hor.name and author.orcid fields in the token are

sel f-asserted

Identity assurance is provided by:

0 ORCIDidentifiers, which are issued by a controlled registration
process and may be linked to institutional affiliations.

o |ETF Internet-Draft authorship, which is publicly recorded in
the | ETF Datatracker.

0 Consistent use of the sane email address, ORCID, and DO
registrant identity across multiple tokens.

0 The optional signature field in the token schema, which MAY
contain a digital signature over the token content using a
key pair whose public key is independently published.

Future revisions of this specification MAY define a normative
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digital signature nmechanismfor token integrity and author
aut henti cati on.

5. Post-Quant um Consi der ati ons

SHA- 256, SHA3-512, and BLAKE3 are all believed to be secure against
quant um comput er attacks using Grover’s algorithm which provides
at nost a quadratic speedup in preinmage search. SHA-256's effective
security agai nst quantum attacks is approxinmately 128 bits, which
i s considered adequate for |ong-term use.

OpenTi mest anps uses SHA-256 in its Merkle tree construction. The
Bi tcoin network’s SHA-256 based proof-of-work is also believed to
be secure agai nst quantum attacks at current quantum conputing
capability |evels.

The optional signature field in the token schema MAY be used with
post - quantum si gnature al gorithnms such as SPH NCS+ (defined in

NI ST FIPS 205) to provide post-quantum aut hor authentication. The
REM Mul ti-Al gorithm Stack (REM MAS) includes SPH NCS+ as an
optional post-quantum signature al gorithm suite.

I mpl enenters who require long-term (20+ year) security guarantees
SHOULD eval uat e post-quantum signature algorithnms for the token
signature field and SHOULD fol | ow NI ST post-quantum cryptography
standards as they are finalized.

6. Token Forgery and Replay Attacks

An attacker who copies a legitimte RLT token and substitutes a
different artifact will be detected during hash verification
(Section 7.1), provided the verifier retrieves the artifact from
an i ndependent source (DA or IPFS) rather than fromthe attacker

An attacker who nodifies the token JSON (e.g., changing the author
field) will be detected if the token carries a digital signature
(signature field) that covers the nodified fields.

Replay attacks (presenting a legitinmate old token as evidence for
a newer artifact) are mtigated by the bl ockchain tinmestanp, which
provi des a maxi num age bound. The bl ockchai n anchor bl ock hei ght
can be independently verified to establish when the hash was first
committed to the chain.

I mpl enenters SHOULD verify the full token chain (predecessor Token
and successor Token |inks) when the nbst current version of an
artifact’s provenance record is required, rather than relying on
any single token in isolation

7. Supply Chain Integrity

The RLT nodel can be applied to software supply chain integrity by
anchoring software release artifacts, build manifests, and
dependency declarations. |In this context, the security

consi derations of Sections 11.1 through 11.6 apply.

In addition, software supply chain applications SHOULD:

0 Anchor each release artifact independently rather than only the
source repository state.

o0 Include build environment netadata in the hash manifest to
enabl e reproduci ble build verification

0 Use the token succession nmechani sm (Section 8.3) to maintain
a verifiable chain of custody across software versions.
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| ANA Consi der ati ons

Thi s docunent has no | ANA actions. A future revision MAY request
registration of RLT-related nedia types or URI schenes if the REM
Prot ocol ecosystemwarrants it.
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Appendi x A.  Exanple RLT Token v2.0

The following is a conplete exanple of an RLT version 2.0 token

for a hypothetical artifact. Al hash values are illustrative.
{
"$schema": "https://remprotocol.org/schema/rlt/v2.0",
"rltVersion": "2.0",

"tokenl d": "alb2c3d4-e5f 6-4a7b-8c9d- e0f 1a2b3c4d5",
"schemaDat e": "2026-05-14",

"author": {
"name": "Law ence John Reilly Jr",
"orcid": "https://orcid.org/0000-0000-0000-0000",
"affiliation": null,
"email": "lawrencejohnreill y@nuail.cont

b

"artifact": {
"title": "Exanple REM Protocol CGoverned Artifact v1.0",

"type": "specification",

"filename": "exanple-remartifact-vl.0.pdf",
"m meType": "application/pdf",

"l anguage": "en"



"license": "CC BY-4.0",

"hashes": {
"sha256":
"9964A78C6FC33794EF840ED69045C5C2477BC611CBC73EF6EC537FACA4C7BB74"
"sha3_512":
" B2F4A8C1E3D5F7A9B2CAD6ESFOA2B4C6 DSEOF2A4B6 CBDOE2F4A6B8BCOD2EAF6 A8
BOC2D4E6F8A0B2CAD6ESBFOA2B4C6 DBEOF2A4B6 CBDOE2F4A6B8COD2E4AF6A8B0" ,
"bl ake3":
" 7TCAE2A8F1D6B3E9C5A7F2D4B8E6A3CLFOD7B5SE2 AACBF6D3B1LE9A7 C5FAD2BOES"
} i)

"hashMani festUrl":
"https://zenodo. org/records/ XXXXXXXX/ fil es/ hash-nani fest.txt",

"dates": {
"artifactCreated": "2026-05-14",
"t okenl ssued": "2026-05-14",
"bl ockchai nAnchor": "2026-05-10",
"doi Regi stered": "2026-05-14",
"next Revi ewbue": "2027-05-14"

"b

ockchain": {
‘chain": "Bitcoin",
"bl ockHei ght": 897234,
"bl ockHash":
" 000000000000000000023A8F4C1B7E9D2F6A3C5B8ELDAA7FOC2B5E8A3DEFIC2"

"timestanp": "2026-05-10T14: 23: 002",
"proofFile": "exanple-remartifact-v1.0.pdf.ots",
"proofUrl":
"https://zenodo. org/records/ XXXXXXXX/ fil es/

exampl e-remartifact-vl. 0. pdf. ots"

b

"doi": {
"identifier": "10.5281/zenodo. XXXXXXXX",
"url": "https://zenodo. org/records/ XXXXXXXX",
"registrar": "Zenodo"

b

"ipfs': {
"cid": "bafybeigdyrzt5sfp7udnvhu76uh7y26nf 3ef uyl gabf 3ocl gt qy55f bzdi ",
"gateway": "https://ipfs.iolipfs/bafybeigdyrzt5sfp7udn7vhu76uh7y26
nf 3ef uyl gabf 3ocl gt qy55f bzdi ",
"pinnedAt": "2026-05-14"

b

"webAr chival ": {
"waybackUrl": "https://web. archive. org/web/20260514000000/
https://zenodo. or g/ recor ds/ XXXXXXXX",
"archivedAt": "2026-05-14"

b

"remd": {
"identifier": "remreilly:exanple-artifact:1.0",
"nanmespace": "remprotocol",
"registeredAt": "2026-05-14"

}1

"tokenState": "ACTIVE",
"predecessor Token": null,
"successor Token": null,

"ecosystent: {



"protocol": "REM,

"protocol Draft": "draft-reilly-rem protocol-00",

"affiliatedDrafts": [
"draft-reilly-rlt-genesis-01",
"draft-reilly-pl pes-00"

]

b

"verification": {
"verificationUl": null,
"publicVerifierEndpoint": null

}1

"signature": {
"type": null,
"val ue": null,
"keyld": null

}

}

, onpl i anceProfiles": []

Appendi x B. Exanple RLT Token v1.0 (Genesis Record)

The following is the original version 1.0 genesis token as
published in draft-reilly-rlt-genesis-00, preserved here for
hi storical reference.

{

"rltVersion": "1.0",
"tokenl d": "exanpl e-uui d-0000",
"aut hor": {

"nanme": "Lawence J. Reilly"
}

"license": "CC_BY_4.0",
"hash":
"9964A78C6FC33794EF840ED69045C5C2477BC611CBC73EF6EC537FACA4C7BB74"
"met adat abDate": "2025-11-16",
"bl ockchain": {
"chain": "Bitcoin",
"bl ockHei ght": 914168,
"timestanp": "2025-09-10T00: 00: 00Z",
"proof File": "RLT_FIRST_TOKEN FULL_GUI DE_v2. pdf. ots"
},
"doi": "10.5281/zenodo. 17438760",
"i ssuedDat e": "2025-11-16",
"tokenUrl": "https://zenodo.org/records/17438760"

Appendi x C. REM MAS Al gorithm Suite Reference

The REM Multi-Al gorithm Stack (REM MAS) defines the follow ng
algorithmsuites for use across the REM Protocol ecosystem

Suite A (Standard):
Hash al gorithns: SHA-256, SHA3-512, BLAKE3
Si gnature: None (provenance only)
Use case: Standard artifact provenance anchori ng.

Suite B (Signed):
Hash al gorithms: SHA-256, SHA3-512, BLAKES3
Si gnature: Ed25519
Use case: Artifact provenance with author authentication.

Suite C (Post-CQuantun:



Hash al gorithns: SHA-256, SHA3-512, BLAKE3
Si gnature: SPHI NCS+ (NI ST FI PS 205)
Use case: Long-term provenance wth post-quantum signature.

Suite D (Governnent/Enterprise):
Hash al gorithms: SHA-256, SHA3-512, BLAKE3
Si gnat ure: SPHI NCS+ or ECDSA P-384
Addi tional: Hardware Security Mdule (HSM key custody
Use case: High-assurance provenance for regul ated environnents.

Al'l RLT tokens SHOULD specify which REM MAS suite they were issued

under in a future token schema extension. Version 2.0 tokens that

include a signature SHOULD note the algorithmin the signature.type
field.

Appendi x D. I nplenmentation Notes
D.1. Tool Dependencies
The foll owi ng open-source tools are RECOVWWENDED for RLT issuance:

0 OpenTinestanps Cient: https://github. conl opentinmestanps/
opent i nest anps-cl i ent
For OIS stanmping and verification.

0 BLAKE3 (b3sum): https://github. coni BLAKE3-t eani BLAKE3
For BLAKE3 hash conput ati on.

0 OpenSSL (>= 1.1.1): https://ww. openssl.org
For SHA3-512 conputation (openssl dgst -sha3-512).

0 | PFS Kubo: https://github.com i pfs/kubo
For | PFS content addressing and pi nning.

D. 2. Hash Manifest For mat

The RECOWMENDED hash manifest format is a plain text file with
one hash per line, in the follow ng fornat:

SHA- 256: <64-char uppercase hex>

SHA3- 512: <128-char uppercase hex>
BLAKE3: <64-char uppercase hex>

Fi | ename: <canonical artifact fil enane>
Mani f est Dat e: <l SO 8601 dat e>

D. 3. Zenodo Metadata Tenpl ate

When creating a Zenodo record for an RLT-anchored artifact, the
foll owi ng keyword tags SHOULD be i ncl uded:

REM Protocol, RLT, digital permanence, bl ockchain tinestanp,
OpenTi mest anps, Bitcoin, dual-layer pernmanence, Zenodo DO,
Lawence Reilly, IETF Internet-Draft

D. 4. Browser-Only |Issuance Workfl ow

| mpl enenters who do not have access to a comand-|ine environnent
MAY conpl ete a browser-only issuance workfl ow using the foll ow ng
web- accessi bl e tool s:

SHA- 256: https://emml78. github.io/online-tools/sha256 checksum htmn
QpenTi nmest anps (web): https://opentinestanps.org (web interface)
Zenodo: https://zenodo.org (browser upl oad)

Pinata | PFS: https://pinata.cloud (browser upload)

Wayback Machine: https://web. archive. org/save

OO0Oo0oo0oo



SHA3- 512 and BLAKE3 conputation in a browser-only environnent
SHOULD use a reputable online hash calculator or a locally served
WebAssenbly i npl ementation of these al gorithns.

Appendi x E. Change Log

draft-reilly-rlt-genesis-01

(0]

Token schenma updated to version 2.0 with mandatory nulti -
al gorithm hash fields (sha3_512, bl ake3).

Added hashes object structure replacing single hash field.
Added hashMani fest Ul field.

Added dates object with granul ar date fields.

Added bl ockchai n. bl ockHash and bl ockchai n. proof Url fi el ds.
Added doi object structure replacing flat doi string.

Added i pfs, webArchival, and rem d objects for additional
per manence | ayers.

Added t okenSt ate, predecessor Token, successorToken |ifecycle
fields.

Added ecosystem obj ect for REM Protocol ecosystemintegration.
Added verification and signature objects.

New Section 3.3: The REM Protocol Ecosystem documenting the
fourteen-draft ecosystem

New Section 4.1: Commercial Licensing Terns, establishing the
per petual 2.5% worl dwi de royalty obligation to Lawence John
Reilly Jr for comrercial use of RLT-anchored artifacts.

New Section 4.3: Milti-Al gorithm Hash Record.

New Section 5.3: Backward Conpatibility with Version 1.0.
Expanded Section 6: |ssuance procedures expanded to ei ght
subsecti ons covering pre-issuance, REM MAS hashi ng, OIS
anchoring, DA archival, |PFS pinning, web archival, REMD

registration, and token assenbly.

Expanded Section 7: Verification procedures expanded to six
subsections with standardi zed result codes.

New Section 8: Token Lifecycle Management (states, renewal,
successi on, revocation, archival).

New Section 9: EcosystemlIntegration (PLPES, CTS, Al MED,
UAEMF, \WebProof, RVRP).

New Section 10: Governance and |Interoperability.

Expanded Section 11: Security Considerations expanded to seven
subsections includi ng post-quantum token forgery, replay
attacks, and supply chain integrity.

New Appendi x C. REM MAS Al gorithm Suite Reference.



0 New Appendi x D: |Inplenentation Notes.

0 Updated references to include all fourteen active REM Prot ocol
ecosystem Internet-Drafts.

0 Updated expiry date to Novenber 14, 2026.

draft-reilly-rlt-genesis-00

o Initial version defining the RLT genesis artifact with SHA- 256
hash, Bitcoin bl ockchain anchor at bl ock height 914168, and
Zenodo DO 10. 5281/ zenodo. 17438760.

Aut hor’ s Addr ess

Law ence John Reilly Jr
Emai | : | awencejohnreill y@mail.com



