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1. Introduction

Organi zations routinely assert clains of "high availability,"
"recoverability," and "regul atory conpliance," yet significant
service outages, failed backup restores, configuration drift, and
silent Al nodel degradation continue to occur with alarmng
frequency. Traditional nonitoring | ogs and dashboard indicators are
vul nerabl e to post-hoc nodification, inconplete capture, or absence
of objective time-validity proofs. A log that shows 99. 9% uptine
provi des no cryptographic guarantee that the log itself was not

modi fied after the fact.

RRP cl oses this trust gap by producing daily, tanper-evident proof
that critical resilience controls executed successfully. The
protocol mandates that all evidence be cryptographically signed,
persisted in Wite-Once-Read-Many (WORM or equival ent i mutabl e
storage, and anchored into a public bl ockchain Merkle root for



i ndependent tinme attestation
The protocol is designed for three prinary audi ences:

1. Operators: DevOps, SRE, and security teans who run and
automate the actual resilience checks, sign evidence, and
mai ntain the evidence store.

2. Executives: CISGs, ClGs, and board-level stakehol ders who
consune the Resilience Scorecard and need assurance w t hout
burdeni ng thensel ves with cryptographic details.

3. Auditors and Regul ators: |ndependent third parties who need
to re-derive and verify every resilience claimwithout
trusting any single vendor or organi zational assertion.

RRP is intentionally designed to be conposable with existing

moni toring systenms, Cl/CD pipelines, and cl oud-native tooling.

I mpl enenters are expected to wap existing check outputs to produce
canoni cal RRP evidence records rather than replace their nonitoring
st acks whol esal e.

This revision (-01) supersedes draft-reilly-resilience-protocol-00,
whi ch was submitted to the | ETF on Septenber 27, 2025, and is
avail abl e at:

https://datatracker.ietf.org/doc/draft-reilly-resilience-
pr ot ocol / 00/

The whitepaper fromwhich this protocol is derived, "The Reilly
Resilience Protocol (RRP): A Tanper-Evident, Bl ockchain-Anchored
Framework for Proving IT, Coud, and Al System Resilience" (Reilly
Resi |l i ence Protocol Whitepaper v2), is pernanently archived under

DO : 10.5281/zenodo. 17100703
https://zenodo. org/ records/ 17100703

The whit epaper was bl ockchain tinestanped and DO archived on

Sept enber 11, 2025, the date of its upload to Zenodo. This

bl ockchain attestation cryptographically proves the docunent’s

exi stence and integrity as of that date and constitutes tinestanped
prior art for all protocol concepts described herein.

Conventions Used in This Docunent

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed
in BCP 14 [ RFC2119] [ RFC8174] when, and only when, they appear in
all capitals, as shown here.

Ter m nol ogy
The following terns are defined for the purposes of this docunent:

Anchor Recei pt:
A cryptographic proof returned by a bl ockchai n anchori ng
operation, which ties a specific Merkle root to a bl ockchain
transaction identifier and bl ock height. An anchor receipt
enabl es i ndependent verification that the Merkle root was
publ i shed at or before a given bl ock

Bl ockchai n Ti mest anpi ng:
The process of publishing a cryptographic digest or Merkle root



to a public blockchain, thereby establishing that the commtted
data existed no later than the block in which the comitnent
appears. This is distinct froma claimof authorship; it

is a claimof existence-by-tine.

Col | ector:
A software agent or automated process responsible for executing
a specific resilience control check and emtting a nornmalized
evi dence record conforning to the RRP evidence schema defined
in Section 6.

Control:
A defined, neasurable resilience check with associated SLGCs.
Exanpl es i ncl ude dat abase backup restore verification, TLS
certificate expiry checks, Al nodel drift scans, and network
partition recovery tests.

DA Archival:
The process of registering a docunent or dataset with a Digital
oject Identifier (DA) through a recognized DO registration
agency (such as Zenodo/DataCite), providing a persistent,
resol vabl e identifier that anchors the artifact in a citeable,
academical ly recogni zed registry.

Dual - Layer Digital Permanence:
Atermoriginating in the work of L.J. Reilly (see REM protocol
ref erences) describing the conbination of DO archival and
bl ockchai n timestanpi ng as conpl enentary, independent pernanence
mechani sms.  Neither |layer alone is considered sufficient; both
are required for full permanence assurance.
Evi dence Record:
A structured JSON or CBOR docunment conforming to the RRP
evi dence scherma that captures the result of a single control
execution, including netadata, SLO outcomne, cryptographic
di gest, and coll ector signature.

Evi dence Store:
WORM or functionally equival ent i mmutabl e object storage in
whi ch evi dence records and associated artifacts are preserved

with configurable retention policies.

Mer kl e Root :
The root digest of a binary Merkle hash tree constructed over
all evidence record digests collected within a given aggregation
period (typically one cal endar day in UTC).

REM Pr ot ocol :
The Reilly EternaMark Protocol. A conplementary protocol that
specifies dual -1 ayer digital permanence for arbitrary docunents
and data artifacts using DO registration and bl ockchain
ti mestanpi ng. See [ DRAFT- REM 00].

Resi | i ence Scorecard:
A structured report, consumable in PDF or dashboard form that
presents weighted pillar scores derived fromthe day’'s evidence
records, along with the Merkle root, anchor receipt reference,
and i ndependently verifiable evidence URl s.

SLO (Service Level bjective):
A quantitative target associated with a Control. An SLO defines
the threshold bel ow which a control result is classified as PASS,
WARN, or FAI L.

WORM St or age:
Wite-Once- Read- Many storage. Storage in which witten objects
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cannot be nodified or deleted for a configured retention period,
provi di ng tanper-evidence for stored evidence records.

Prot ocol Principles
RRP is founded on four non-negoti abl e design principles:
4.1. Test Restores, Not Backups

Backup existence is not proof of recoverability. Recovery
MUST be denonstrated by executing an actual restore operation
and validating that the restored artifact is consistent with
the original. Merely confirmng that a backup job conpleted
is explicitly insufficient evidence under this protocol

4.2. Evidence Over Narrative

Every resilience claim MJST map to a signed, imutabl e evidence
record stored at a resolvable URI. Narrative assertions such
as "our systemis highly avail able" MJST be supported by
verifiable evidence records or they carry no wei ght under RRP

4. 3. M ni mum On- Chai n

RRP recogni zes that publishing full evidence records to public
bl ockchai ns rai ses cost, |atency, throughput, and privacy
concerns. Only the daily Merkle root MJUST be anchored on-chain.
Ful | evidence records, artifacts, and supporting | ogs MJST
remain off-chain in the Evidence Store. The on-chain comntnent
is sufficient to provide tinme attestation for all off-chain

evi dence |inked through the Merkle tree.

4.4. Conposability

RRP is not a replacenment for existing nonitoring, observability,
or testing infrastructure. Existing systems SHOULD be w apped
to produce standardi zed RRP evi dence records. A Collector

MAY be a thin adapter that invokes an existing check and
transforns its output into the RRP evidence schena.

Architecture Overview

1. Roles and Responsibilities

RRP defines the following distinct roles within an inplenentation

Col | ector:
MUST execute one or nore assigned Controls on a configured
schedule. MJST enit a canoni cal evidence record per execution
MUST conpute the SHA-256 digest of the evidence record prior
to signing. SHOULD be isolated such that conprom se of one
Col | ector does not conprom se ot hers

Si gner:
MUST hol d a signing key (Ed25519 [ RFC8032] or ECDSA P-256) in
a hardware security nmodule (HSM or Key Managenent Service
(KMS). MUST sign the SHA-256 digest of each evidence record
usi ng the associated private key. MJIST NOT expose the private
key outside the KM5/ HSM boundary. A Collector and Signer NAY
be co-located in a single process if the signing key is
protected by a KMS APl call rather than in-process nenory.

Evi dence Store:
MJST accept signed evidence records and associated artifacts
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(e.g., restore validation | ogs, screenshots, structured
test outputs). MIST enforce WORM semantics or functionally
equi valent inmutability for the configured retention period
( RECOMMENDED i ni nrum 7 years for conpliance-rel evant

i mpl ementations). MJST return a stable, resolvable URl for
each stored record.

Aggr egat or:
MUST retrieve all evidence records produced within the
aggregation wi ndow (default: one UTC cal endar day). MJST
val i dat e each coll ector signature before including the record
in the Merkle tree. Records failing signature validation
MJST be excluded and flagged. MJST construct a Merkle tree
over the validated set and conpute the root digest per the
algorithmin Section 7.2. MJST output a signed Aggregate
Mani fest referencing all included record URIs, their digests,
and the Merkle root.

Anchor :
MUST publish the daily Merkle root to at | east one public
bl ockchain within the Anchor Wndow. The Anchor W ndow opens
at 00: 00: 00 UTC on the day foll ow ng the aggregati on wi ndow
and MJST cl ose no later than 23:59:59 UTC of that same day.
MJST retain the anchor receipt returned by the anchoring
service. SHOULD publish to a second i ndependent chain to
mtigate single-chain risk.

Scorecard Generator:
SHOULD conpute wei ghted pillar scores per Section 10 and
produce a hunman-readabl e Resilience Scorecard in PDF or
dashboard format. The Scorecard MJST include the Merkle root,
an anchor receipt reference, and the aggregati on date.
The Scorecard SHOULD i ncl ude evi dence record URIs for
audi tor self-service verification.

Verifier:
Any party wi shing to independently verify a resilience claim
A Verifier MIUST be able to re-derive evidence digests from
stored records, validate Collector signatures agai nst published
public keys, verify Merkle inclusion proofs Iinking individua
records to the published Merkle root, and confirmthe Merkle
root matches the on-chain anchor without trusting any
organi zati onal assertion

Data Fl ow

The foll owi ng describes the end-to-end data flow for a single
aggregation cycl e:

(1) Collectors execute Control checks on schedul e.

(2) Each Coll ector produces an evidence record (Section 6)
and conputes its SHA-256 digest.

(3) Each Signer signs the digest; the signature is enbedded
in the evidence record’s "sig" field.

(4) Signed evidence records are subnmtted to the Evidence Store,
which returns a stable URI for each record.

(5) At end of aggregation wi ndow (UTC day boundary), the
Aggregator retrieves all records, validates signatures,
and constructs the Merkle tree.

(6) The Anchor publishes the Merkle root to the bl ockchain(s)
and retains the anchor receipt.



(7) The Scorecard Generator conputes pillar scores from
the day’s evidence and produces the Resilience Scorecard.

(8) Auditors use the Scorecard’ s evidence URI's, Merkle root,
and anchor receipt to independently verify any claim

6. Evidence Schema
6.1. Evidence Record Structure

Each evi dence record MJST be a valid JSON docunent [RFC8259]
or CBOR docunent [RFC8949] conformng to the followi ng schema.
JSON is RECOVWENDED for interoperability; CBOR is OPTIONAL for
constrai ned environnents.

The canonical field nanes and their senantics are as foll ows:

"rrp_version" (string, REQU RED)
The RRP version string. For records confornming to this
specification: "1.1".

"record_id" (string, REQU RED)
A globally unique identifier for this evidence record.
MUST be a UUI D v4 [ RFC4122] fornatted as a | owercase
hyphenat ed stri ng.

"control _id" (string, REQUI RED)
A stabl e, human-readable identifier for the Contro
that was executed. RECOMVENDED format: reverse- DNS
prefix followed by a descriptive slug (e.qg.,
"com exanpl e. db. restore-verify").

"control _version" (string, REQU RED)
The version string of the Control definition in use,
allowing traceability to a specific control specification
revision.

"collector_id" (string, REQU RED)
The stable identifier for the Collector that produced
this record, corresponding to a published public key.

"ts_start" (string, REQUI RED)
| SO 8601 tinmestanp with UTC tinmezone (ending in "Z")
i ndi cati ng when the Control execution began

"ts_end" (string, REQUI RED)
1 SO 8601 timestanp with UTC timezone indicating when
the Control execution conpl eted.

"result" (string, REQUI RED)
One of: "PASS', "WARN', "FAIL", "ERROR'. See
Section 6.2 for semantics.

"slo target" (object, REQUI RED)
An obj ect describing the SLO threshold. MJST contain:
"metric": the netric name (string),
n Oper at Or n : One Of n I t eII , n gt eII , n I t n , n gt n , n eqII ,
"val ue": the threshold value (number or string),
"unit": the unit of measurenent (string).

"slo_actual" (object, REQU RED)
The sane structure as "slo target"” with the "val ue"
field set to the actual neasured val ue.
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"artifacts" (array, OPTIONAL)

An array of artifact descriptor objects, each containing:
"uri": resolvable URI to the artifact in the Evidence
Store (string, REQU RED),
"sha256": hex-encoded SHA-256 di gest of the artifact
(string, REQU RED),
"type": M ME type or descriptor (string, OPTIONAL).

"met adata" (obj ect, OPTI ONAL)

ud'

S

Arbitrary key-value pairs for inplenmentation-specific
met adata. Val ues MJUST be strings.

gest" (string, REQU RED)

The hex-encoded SHA-256 di gest of the canonica
serialization of this record with the "digest" and
"sig" fields set to enpty strings. See Section 6. 3.

g" (object, REQU RED)

An obj ect contai ni ng:

"al g": the signing algorithm ("EJd25519" or "ES256"),

"kid": key identifier referencing the Signer’'s
publ i shed public key,

"val ue": base64url -encoded signature over "digest".

An exanpl e evi dence record (JSON, |ine-wapped for readability):

{

}

PASS:

]

}

rrp_version": "1.1",
record_id": "550e8400-e29b-41d4-a716-446655440000",
control _id": "com exanple.db.restore-verify"
control _version": "2.0.1",
collector_id": "collector-db-prod-us-east-1",
ts_start": "2026-03-21T00: 05: 00Z",
ts_end": "2026-03-21T00: 23: 412",
result": "PASS",
slo target": {
"metric": "restore_duration_m nutes”,
"operator": "lte",
"val ue": 30,
"unit": "mnutes"
sl o_actual ": {
"metric": "restore_duration_m nutes”,
"operator": "lte",
"val ue": 18,
"unit": "mnutes"

értifacts": [

{
"uri": "s3://evidence-store/2026-03-21/restore-log.txt",
"sha256": "a3fl...c9d2",
"type": "text/plain"

tadata": { "env": "production", "region": "us-east-1" },
digest": "4de2a...b7f0",
sig":
"al g": "Ed25519",
"kid": "collector-db-prod-us-east-1-key-v3",
"val ue": "base64url - encoded- si gnat ure”

Control Result Codes



The control executed successfully and the nmeasured SLO actua
val ue satisfies the SLO target threshold. No action required.

WARN:
The control executed successfully but the nmeasured SLO actua
val ue approaches (within a configurable margin of) the SLO
target threshold, or a non-critical advisory condition was
detected. Inplenenters SHOULD define warni ng margi ns per
control

FAI L:
The control executed but the neasured SLO actual value did
not satisfy the SLO target threshold. FAIL results MJST
trigger alerting and MJUST cap the affected pillar score at
a maxi mum of 60 per Section 10. 2.

ERROR:
The control execution itself failed to complete (e.g., the
Col I ector encountered an infrastructure error, tineout, or
unexpect ed exception before producing a valid neasurenent).
ERROR results MJST be treated as FAIL for scoring purposes.
The distinction is retained for operational root-cause
anal ysi s.

6.3. Canonical Serialization
To conpute the "digest" field, inplenmenters MJST

(1) Set the "digest" field to the enpty string "".

(2) Set the "sig" field to {"alg":"","kid":"","value":""}.

(3) Serialize the record to UTF-8 JSON with keys in
| exi cographi ¢ (al phabetical) order, no trailing whitespace,
and no trailing newine.

(4) Compute SHA-256 over the resulting UTF-8 byte sequence.

(5) Hex-encode the resulting 32-byte digest (lowercase).

(6) Set the "digest" field to this hex-encoded val ue.

(7) Sign the "digest"” value per Section 7.1

7. Cryptographic Operations
7.1. Evidence Signing
Col I ector signing keys MJUST be one of the follow ng al gorithns:

Ed25519 [ RFC8032]:
RECOMVENDED. Produces 64-byte signatures. Key pairs are
64 bytes (private) and 32 bytes (public). Determnistic;
does not require a random nunber generator at signing tine.

ECDSA with P-256 and SHA-256 (ES256):
ACCEPTABLE where Ed25519 is not supported by the KVS
I mpl enent ers SHOULD use deterninistic ECDSA [ RFC6979] to
mtigate nonce-reuse vulnerabilities.

RSA- PSS with SHA-256 (PS256):
MAY be used in | egacy environnents where neither Ed25519
nor ECDSA is available. M ninmmkey size: 3072 bits.
NOT RECOMMENDED for new i npl enent ati ons.

Al'l Signer public keys MJST be published in JW format [ RFC7517]
at a stable, resolvable URI and SHOULD be published in a JWK
Set docunent al ongside the collector identity netadata.

Si gned evi dence records SHOULD additionally be w apped i

n a
COSE Signl structure [RFC9052] when interoperability with
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COSE- aware verification toolchains is required.
Merkl e Tree Construction

The Aggregator MJST construct a binary Merkle tree using the
foll owi ng al gorithm

(1) Collect the set D={d 1, d 2, ..., d_n} of SHA 256
digests fromall validated evidence records in the
aggregation wi ndow, sorted in ascendi ng | exi cographic order.

(2) If n =0, no anchor SHALL be produced for this w ndow.
The Aggregator MJST | og the enpty w ndow conditi on.

(3) If nis odd, duplicate the | ast elenment: append d nto D
so that |D is even. This is consistent with the
construction in [ RFC9162] .

(4) Compute parent nodes by hashing pairs:
parent (i) = SHA-256( O0xO01 || child_left || child_right )
Leaf nodes are conputed as:
leaf (d_i) = SHA-256( Ox00 || d_i )
The 0x00/0x01 domai n separation prefixes prevent second-
prei mage attacks on the tree [RFC9162] Section 2. 1.

(5) Recurse until a single root digest renains.
(6) The resulting root is the Merkle Root for this w ndow.

I nclusi on proofs for individual evidence records MJST be
generated and stored al ongsi de the Aggregate Mnifest, enabling
any Verifier to prove that a specific evidence record is included
in the published Merkle root w thout requiring access to all
ot her records.

Bl ockchai n Anchori ng

The Anchor MUST publish the Merkle root using at | east one
of the foll owi ng nechani sns:

Bitcoin via OpenTi nest anps:
The Merkle root is commtted using OpenTi mestanps’ OP_RETURN
enbeddi ng or equival ent cal endar server nechanism The
returned .ots file constitutes the anchor recei pt and MJST
be retained al ongsi de the Aggregate Manifest.
RECOMVENDED f or i npl ementations prioritizing imutability
and chain longevity.

Et hereum or EVM Conpati bl e L2:
The Merkle root MAY be submitted as calldata in a standard
Et hereum transaction, or via a purpose-built smart contract.
The transaction hash and bl ock nunber constitute the anchor
receipt. Inplenenters SHOULD prefer a Layer 2 network with
Et hereum settl enent for cost efficiency.

The Anchor Wndow is defined as the 24-hour UTC period
i medi ately following the close of the aggregati on w ndow.
Anchoring MJST conplete within the Anchor W ndow.

SHOULD use two i ndependent chains (e.g., Bitcoin and an EVM
chain) to mtigate the risk of a single chain reorganization
or availability failure invalidating the anchor.

The on-chain commitnent MJUST include only the Merkle root digest
and a mnimal protocol identifier. Full evidence records, PII,
and sensitive operational data MJST NOT be published on-chain.



8. Key Managenent

Proper key managenent is essential to the integrity of all RRP
evi dence. The follow ng requirenents apply:

(1) Al Signer private keys MJUST be stored in a hardware security
nmodul e (HSM or a cloud KMs with HSM backed key storage
(e.g., AWS d oudHSM GCoogle O oud HSM Azure Dedi cated HSM .

(2) Private keys MUST NOT be stored in filesystemfiles, source
control, container images, or environment variables.

(3) Each Collector MJUST have a distinct signing key pair.
Shared keys across Col |l ectors are NOT RECOMMVENDED as t hey
prevent individual Collector attribution in the event of
comnprom se.

(4) Collector public keys MJST be published to a well-known
endpoint prior to the Collector emtting any evidence
records. The published JWK Set MJUST be updated within 24
hours of any key rotation.

(5) Signing keys MIUST be rotated at |east annually. Key
rotati on MJUST NOT invalidate previously issued signatures.
The previous public key MJST renmi n published and
resol vabl e for the duration of the evidence retention
peri od.

(6) Key conprom se MIST be decl ared by publishing a revocation
notice at the public key endpoint within 24 hours of
di scovery. All evidence records signed by the conprom sed
key after the declared conpromise tinme MJST be treated
as invalid.

(7) I'mplementers SHOULD mai ntai n an out-of - band key backup

in a geographically separate HSMto enabl e recovery
wi t hout evidence continuity interruption.

9. (Operational Procedures

9.1. Control Definition
I mpl enenters MUST define a mininumof 5 Controls and SHOULD
define 8 to 12 for a production deploynent. Each Control MJST
have:
(a) A stable "control id" (reverse-DNS fornmat RECOVMVENDED) .

(b) A human-readabl e description and rational e.

(c) A nmeasurable SLO target with a specific nmetric, operator,
threshol d val ue, and unit.

(d) An assigned Collector or set of Collectors.

(e) An execution schedul e (RECOMWENDED: at m ni mum once per
24- hour period).

(f) Mapping to at | east one conpliance framework control (see
Section 11) where applicable.

The foll owi ng are RECOWENDED basel i ne Control s:



Backup Restore Verification:
Execute a full restore of a production backup to an
i solated environment. Validate restored artifact
consi stency. SLO exanple: restore conpletes in <= 30 mn
with 100% data integrity checksum mat ch.

TLS Certificate Expiry:
Verify all externally facing TLS certificates have
remaining validity > N days (RECOWENDED: N >= 30).

Dat abase Replication Lag:
Confirmreplication |lag across all read replicas is
bel ow a defined threshol d.

Al Mddel Drift Scan:
Conpare current inference distribution against a
val i dated baseline distribution. Trigger WARN i f

drift exceeds a configurable threshold; FAIL if it
exceeds a critical threshold.

Network Partition Recovery:
Inject a controlled network partition and verify
that the systemrecovers within the defined RTO
I nci dent Response Drill:
Log evidence of a conpleted tabletop or live incident
response exercise, including participant count, scenario,
and findi ngs.
9.2. Evidence Collection
Each Col | ect or MJST:
(1) Execute the assigned Control check at the schedul ed tine.
(2) Record ts_start imediately before execution begins.
(3) Capture raw output, logs, and any relevant artifacts.

(4) Map the result to one of: PASS, WARN, FAIL, ERROR

(5) Populate all REQU RED fields of the evidence schema
(Section 6.1).

(6) Store raw artifacts in the Evidence Store and popul ate
the "artifacts" array with their URI's and digests.

(7) Compute the canonical serialization (Section 6.3) and
set the "digest” field.

(8) Submit the pre-signature record to the Signer.

Col I ectors MJST be designed to be idenpotent with respect to

re-execution. A re-run of the sane Control within the sane

aggregati on wi ndow MUST produce a new record with a uni que

"record_id"; it MJUST NOT overwite the prior record.

9.3. Signing and Storage

The Signer MUJST:

(1) Receive the pre-signature evidence record froma Coll ector
over an authenticated, encrypted channel (TLS 1.3 REQU RED
per [ RFC8446]).

(2) Re-conpute the canonical digest and verify it matches



the submtted "digest” field before signing. A msmatch
MUST result in rejection of the record.

(3) Sign the digest using the Collector’s assigned private key.
(4) Return the signed evidence record to the Collector.
The Evidence Store MJST:

(1) Accept only signed evidence records (records mssing a
valid "sig" block MIST be rejected).

(2) Verify the Collector signature against the published
public key before storing.

(3) Return a stable, resolvable URI for the stored record.
(4) Enforce the configured WORM retention peri od.

9.4. Aggregation and Anchoring
At the close of each aggregation wi ndow, the Aggregator MJST:

(1) Query the Evidence Store for all records with "ts_end"
falling within the cl osed w ndow.

(2) For each record, validate the Collector signature against
the published JWK Set. Exclude records failing validation.

(3) Log all excluded records with the reason for exclusion.
(4) Construct the Merkle tree per Section 7.2.

(5) Produce and sign an Aggregate Manifest containing:
- Aggregation wi ndow (ts_w ndow start, ts_w ndow_end),
- List of included record URIs and their digests,
- List of excluded record identifiers and reasons,
- Merkle root (hex-encoded SHA-256),
- Aggregator’s own signature over the manifest.

(6) Store the Aggregate Manifest in the Evidence Store.
(7) Submit the Merkle root to the Anchor.

(8) Receive and store the anchor receipt al ongside the
Aggregat e Mani f est.

9.5. Scorecard Publication

The Scorecard Generator SHOULD publish the Resilience Scorecard
within 4 hours of the Anchor conpleting its on-chain conmmtnent.

The Scorecard MJST i ncl ude:

(a) The aggregation date (UTC).

(b) The overall RRP conposite score (0-100).

(c) Per-pillar scores with weights and contributing controls.

(d) Result summary (counts of PASS, WARN, FAIL, ERROR).

(e) The Merkle root for the period.

(f) Areference to the anchor receipt (chain and txid or
proof identifier).

(g) Evidence Store URIs for all included records.

The Scorecard SHOULD be produced in a nmachi ne-parseabl e format
(JSON) in addition to a human-readabl e format (PDF).
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I ndependent Verification

Any Verifier MJST be able to performthe follow ng steps without
access to internal systenms or organizational trust:

(1) Retrieve a specific evidence record fromits published URI.

(2) Re-conpute the canonical serialization and SHA-256 di gest,
confirmng it matches the "digest"” field in the record.

(3) Retrieve the Collector’s public key fromthe published JW
Set using the "kid" in the "sig" field.

(4) Validate the signature in the "sig" field over the "digest"
val ue using the retrieved public key.

(5) Retrieve the Aggregate Manifest for the rel evant w ndow.

(6) Confirmthe record s digest appears in the manifest’s
i ncluded record |ist.

(7) Recompute the Merkle root fromthe nmanifest’s record |ist
and the provided inclusion proof.

(8) Confirmthe reconputed Merkle root matches the manifest’s
stated Merkle root.

(9) Confirmthe Merkle root natches the on-chain connmtnent
by i ndependently querying the referenced bl ockchai n.

A Verifier conpleting all nine steps has independently confirmed
the evidence record’ s authenticity w thout trusting any
organi zati onal assertion

Resi |l i ence Scorecard Specification
1. Pillars and Wights
RRP organi zes resilience across five standard Pill ars.
I mpl ementers MAY redefine pillar weights for their specific

risk profile, provided weights sumto 1.0 (100%. The default
wei ghts are:

T S ocmmnaaan +
| Pillar | Synmbol | Weight |
Fom e meemeeieeeeeceieemeaacaaas Fommmaa - T +
| Recovery Capability | RC | 0.25 |
| Availability & Continuity | AC | 0.25 |
| Security Integrity | S | 0.20

| Al Pipeline Resilience | Al | 0.15 |
| Operational Conpliance | oC | 0.15 |
T Fommmaa - T +
| Total | | 1.00

o e e e e e e e e e o Fomm oo S R +

Each Control defined in Section 9.1 MJST be assigned to exactly
one Pillar. Inplenenters SHOULD ensure at | east one Control is
assigned to each active Pillar.

2. Scoring Al gorithm

For each Pillar P, let:

C P = set of Controls assigned to Pillar P
r(c) =result of Control c: PASS=100, WARN=75, FAIL=0, ERRCR=0



10.

11.

The raw pillar score is:
raw P = (sumof r(c) for cin CP) / |CP
The capped pillar score accounts for critical failures:

If any ¢ in CP has result FAIL or ERROR
pillar P = mn(raw P, 60)

El se:
pillar_P = raw_P

The conposite RRP score is:
RRP_score = sumover P of ( weight P * pillar_P)
Where weight P is the pillar weight from Section 10. 1.

The conposite score is a value in [0, 100]. For reporting
pur poses, RECOMMENDED bands are:

[90, 100]: Excellent - Al controls passing with strong SLO
mar gi n.

[75, 90): Good - M nor warnings present; review recomrended.

[60, 75): Moderate - Miultiple warnings or a capped pillar;
renedi ati on required.

[0, 60): At Risk - One or nore critical failures; inmediate
remedi ati on required.

3. Score Decay

Evi dence currency is critical to the integrity of the Scorecard.
To prevent stale evidence frominflating scores:

(1) If a Control has not produced any evidence record within
the 48-hour period ending at scorecard generation tine,
its result MIJST be treated as ERROR for scoring purposes.

(2) If a Control’s nost recent record has "result": "ERROR'
due to stal eness, the Scorecard CGenerator MJST annotate
the Scorecard with a "stal e evidence" warning for that
Control.

(3) Inplenenters MAY define shorter decay w ndows for higher-
frequency controls (e.g., controls schedul ed hourly may
apply a 4-hour decay w ndow).

Conpl i ance Mappi ng

RRP evi dence records directly support audit evidence requirenents
across the followi ng conpliance franeworKks:

SOC 2 (Trust Services Criteria):
CC7.1 (System Monitoring), CC7.2 (Anomaly ldentification),
Al. 2 (Recovery Plan Testing), Al.3 (Recovery Ohjectives).
RRP Pillars: Recovery Capability, Availability & Continuity.

| SO 27001: 2022:
Annex A 8.6 (Capacity Managenent),
Annex A 5.29 (Information Security During Disruption),
Annex A 5.30 (I CT Readiness for Business Continuity).
RRP Pillars: Recovery Capability, Operational Conpliance.

NI ST SP 800-53 Rev 5:
CP-9 (System Backup), CP-10 (System Recovery and
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Reconstitution), SI-12 (Information Managenent and
Retention), SI-7 (Software, Firmvare, and Infornmation
Integrity). RRP Pillars: Al pillars.

PCI DSS v4. 0:
Requi rement 10 (Log and Monitor Al Access),
Requi rement 12.10 (I ncident Response Pl an).
RRP Pillars: Security Integrity, Operational Conpliance.

H PAA Security Rule (45 CFR Part 164):
164.308(a)(7) (Contingency Plan), 164.312(c)(1) (Integrity).
RRP Pillars: Recovery Capability, Security Integrity.

DORA (EU Digital Operational Resilience Act):
Article 11 (Backup Policies), Article 12 (Recovery Pl ans
and Procedures), Article 25 (Advanced TLPT).
RRP Pillars: Recovery Capability, Availability & Continuity,
Oper ational Conpli ance.

I mpl enenters SHOULD i ncl ude conpliance framework mappi ng net adat a

in the Control definition and in the "netadata" field of
evidence records to facilitate automated conpliance reporting.

Thr eat Model
1. Adversary C asses
RRP considers the foll owi ng adversary cl asses

Internal Attacker (1A):
An enpl oyee or contractor with access to Collector
infrastructure who may attenpt to falsify evidence records
or suppress evidence of failures.

External Attacker (EA)
An adversary without initial access who may attenpt to
tanmper with stored evidence records, conprom se Coll ector
si gni ng keys, or perform a bl ockchain reorgani zation

Col lusion (CO:
Two or nmore internal parties (e.g., Collector operator
and Evidence Store administrator) colluding to produce
and store fraudul ent evidence records.

Avail ability Adversary (AA):
An adversary whose goal is to prevent the Anchor from
publishing the Merkle root within the Anchor W ndow,
thereby creating gaps in the evidence chain.

2. Attack Scenarios and Mtigations

Scenario 1: Evidence Record Tanpering
Threat: I A or EA nodifies an evidence record after storage.
I mpact: Fraudul ent resilience claim
Mtigation: WORM Evi dence Store prevents nodification
Verification: Canonical digest msmtch detected by any
Verifier reconputing the digest.

Scenario 2: Collector Key Conprom se
Threat: EA conpronises a Collector’s private signing key
and generates fraudul ent signed evidence records.
I npact: Fraudul ent records accepted by the Aggregator
Mtigation: HSM KMS key storage (Section 8 requirement 1).
Key revocation (Section 8 requirement 6) linmts forward
i mpact. Per-Collector keys (Section 8 requirenent 3)
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limt blast radius.

Scenario 3: Aggregator Manipul ation
Threat: | A manipul ates Aggregator to exclude FAIL records
fromthe Merkle tree or conpute an incorrect root.
I mpact: Inflated score, inconplete audit trail.
Mtigation: Aggregate Manifest is signed and stored in WORM
Excl uded record log (Section 9.4 step 3) enabl es detection.
Verifiers can independently reconpute the Merkle root from
the mani fest and confirmit matches the on-chain anchor.

Scenario 4: On-Chain Reorg
Threat: EA perforns a bl ockchain reorganization that renoves
the Merkle root anchor transaction.
I npact: Anchor receipt invalidated.
Mtigation: Wait for sufficient confirmati on depth before
treating an anchor as finalized. RECOMVENDED: 6 bl ocks
for Bitcoin, 32 blocks (finalized checkpoint) for Ethereum
Use of two independent chains (Section 7.3) neans both
nmust be reorgani zed sinmultaneously.

Scenario 5: Anchor W ndow Deni al
Threat: AA disrupts Anchor infrastructure, preventing on-
chain publication within the Anchor W ndow.
Impact: Gap in the evidence chain for that day.
M tigation: Redundant Anchor agents. Late anchoring MJST
be flagged in the Scorecard with an expl anati on. Anchor
recei pts anchored outside the wi ndow remain valid evidence
but MUST reduce the Scorecard score for the affected w ndow.

Security Considerations
1. Cryptographic Agility

The signing algorithmand hash function are specified per-record
via the "sig.alg" field and are expected to evol ve.

I npl enenters MUST NOT hard-code algorithmidentifiers into
verifier logic. Verifiers MJST support at m ni num Ed25519

and ES256 (P-256 ECDSA with SHA-256).

Thi s specification mandates SHA-256 for evidence and Merkle
tree hashing. Future versions of this protocol MAY specify
SHA- 384 or SHA-3 variants as cryptographi c standards evol ve.

2. Replay Attacks

An adversary who obtains a valid signed evidence record for a
PASS result may attenpt to replay it for a future w ndow.

The "ts_start" and "ts_end" fields provide tenporal scope.

The Aggregator MJST reject records whose "ts _end" falls outside
the current aggregation wi ndow The "record_id" UU D prevents
exact -duplicate subm ssion within the sane w ndow.

3. Sybil Attacks on Public Key Publication

An adversary may publish a forged public key at a URL desi gned
to resenble a legitimte Collector’s key endpoint.

I mpl ementers MUST publish Collector public keys at URLs under
organi zational control w th DNSSEC enabl ed [ RFC4033] and
protected with TLS [ RFC3446]. Verifiers MJST validate the TLS
certificate of the key endpoint.

4. Privacy

Evi dence records MAY contain operationally sensitive data
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(e.g., systemnanes, |P addresses, restore durations). They
MUST NOT contain personally identifiable information (PIl) or
protected health information (PH). Artifacts stored in the
Evi dence Store that contain sensitive data MJST be encrypted
at rest. Only the artifact’s URI and SHA- 256 di gest appear
in the evidence record; the artifact itself is not on-chain.

5. Chain Selection

I mpl ementers SHOULD sel ect bl ockchain networks with established
proof - of -work or finalized proof-of-stake security. Chain

sel ection criteria SHOULD i nclude: years of continuous operation,
total value secured, and reorganization history.

6. Transport Security

Al'l conmuni cati ons between Coll ectors, Signers, Evidence Stores,
and Aggregators MJUST use TLS 1.3 [RFC8446]. Certificate
val i dati on MJUST be enforced; self-signed certificates are NOT
RECOMVENDED i n production depl oynents.

Rel ati onship to Gther RRP-Suite Protocols

RRP i s designed as one nenber of a suite of tanper-evident
assurance protocols sharing a comon architectural |ineage.

REM Pr ot ocol [ DRAFT- REM 00] :
The Reilly EternaMark Protocol defines dual-layer digita
per manence for arbitrary artifacts via DO registration and
bl ockchai n ti mestanpi ng. RRP evidence packages SHOULD be
archived usi ng REM by publishing Aggregate Manifests and
Scorecard artifacts as DO -archived objects. The Merkle
root and anchor recei pt SHOULD be enbedded in the REM
met adat a envel ope.

RSP (Reilly Sentinel Protocol):
Focuses on Al nodel behavioral integrity and inference
attestation. RSP-generated nodel integrity proofs MAY
be referenced as artifacts in RRP evidence records for the
"Al Pipeline Resilience" pillar.

RBIP (Reilly Banking Integrity Protocol):
Ext ends RRP with domain-specific controls for financial
institution resilience, including transaction reconciliation
proofs and regul atory reporting anchori ng.

RGP (Reilly Government Integrity Protocol):
Extends RRP with controls for governnent I T and public
record integrity, including FISMA alignment and FedRAMP
control mappi ng.

CTS (Cognitive Trust Stack):
The Cognitive Trust Stack [DRAFT-CTS-00] addresses Al
behavi oral provenance, bridging alignnment clains and
crypt ographi c proof. CTS-generated behavioral attestations
MAY be incorporated as evidence in the Al Pipeline
Resilience pillar.

These protocols share a foundational architecture combining
crypt ographi c signing, imutable storage, Merkle tree
aggregation, and bl ockchai n anchoring. They are designed to
i nteroperate and conpose while renai ning i ndependent|y

depl oyabl e.



15. I nplenentati on CGui dance

Thi s section provides non-normative gui dance for inplenmenters.
15.1. doud-Native Reference Architecture

The followi ng reference mapping to cloud primtives is provided:

Evi dence Store: AWS S3 with Object Lock (COVPLI ANCE node),
CGoogl e C oud Storage with Bucket Lock, or Azure Blob
Storage with imutability policies.

Signer / KMs: AWS KMS with C oudHSM key material, Google
Cloud HSM or Azure Dedicated HSM

Anchor (Bitcoin/OTS): OpenTi nestanps cal endar client or
sel f-hosted cal endar server.

Anchor (Ethereum: A dedicated EOA submitting calldata
transactions, or integration with a notarization
service (e.g., Chainlink Proof of Reserve, custom
smart contract).

Aggregator: A schedul ed Lanbda/ d oud Function/ Azure Function
triggered at UTC m dni ght.

Scorecard Generator: A serverless rendering pipeline
produci ng PDF via headl ess browser or LaTeX

15.2. Bootstrappi hg Sequence
New i npl enenters SHOULD foll ow this bootstrappi ng sequence:

(1) Define Controls and SLGCs per Section 9. 1.
(2) Provision KM5 keys for each Coll ector.
(3) Publish Collector public keys at well-known URLs.
(4) Deploy Collectors with automated schedul i ng.
(5) Deploy Evidence Store with WORM and TLS.
(6) Deploy Aggregator with WORMwrite access.
(7) Configure Anchor agent(s).
(8) Produce first Scorecard and verify end-to-end
usi ng the nine-step procedure in Section 9.6.

15.3. Increnental Adoption

Organi zations with existing nonitoring infrastructure

SHOULD begi n by wrapping one or two controls (e.g., backup
restore and TLS certificate expiry) to validate the pipeline
bef ore expanding to the full Control set. The Evidence Schema
(Section 6) is designed to be popul ated from existing check
tool outputs with mninmal transformation.

16. | ANA Consi der ati ons

This docunent has no | ANA actions at this tine.

A future revision of this specification MAY request registration
of the foll ow ng:

(a) A nedia type (application/rrp-evidence+json) for RRP
evi dence records.

(b) Awell-known URI suffix (/.well-known/rrp-keys) for
Col I ector public key publication.
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(c) A Structured Syntax Suffix (+rrp) for RRP-formatted
JSON docunents.

These registrations will be pursued through the appropriate
I ANA process when the protocol achieves sufficient inplenentation
and community revi ew
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Appendi x A, Changes from -00

The foll owi ng substantive changes were made from
draft-reilly-resilience-protocol-00 to this revision (-01):

A. 1. Protocol Provenance and Archi val

Added explicit references to the foundational whitepaper
archived at DO 10.5281/zenodo. 17100703, with notation that
the docunent was bl ockchain timestanped and DA archived on
Sept enber 11, 2025. Added reference to the -00 | ETF draft
recorded Septenber 27, 2025.

A. 2. Evidence Schena (Section 6)

Fully specified the evidence record JSON schema, including
all required and optional fields, canonical serialization
procedure, and an annotated exanple. Added Control result
codes (PASS, WARN, FAIL, ERROR) with precise semantics.

A. 3. Cryptographic Operations (Section 7)

Expanded signing algorithmrequirenents. Added explicit
Merkl e tree construction algorithmw th donai n-separation
prefixes per RFC 9162. Replaced RFC 8152 (COSE, now
obsolete) with RFC 9052. Added deterninistic ECDSA (RFC
6979) as a SHOULD for ES256 i npl enentati ons.

A. 4. Key Managenent (Section 8)
Added a dedi cated key nmanagenent section with seven explicit
requi renents coveri ng HSM backed storage, per-Collector
key isol ation, annual rotation, and revocation procedures.

A.5. Operational Procedures (Section 9)
Expanded control definition requirenents, including m ninmm
control count, conpliance mapping, and basel i ne recommended
controls. Added independent verification nine-step procedure
and Scorecard publication timeline requirenent.

A.6. Resilience Scorecard Specification (Section 10)
Formal ly specified five pillars with default weights.
Provided explicit scoring algorithmin nmathematical notation.
Added score bands and score decay rul es.

A. 7. Conpliance Mapping (Section 11)
Added specific control citations for SOC 2, |SO 27001: 2022,
NI ST 800-53 Rev 5, PCl DSS v4.0, HI PAA Security Rul e,
and DORA.

A.8. Threat Mdel (Section 12)

Added a fornal threat nodel covering four adversary cl asses
and five attack scenarios with specific mtigations.



A.9. Security Considerations (Section 13)

Expanded from one paragraph to six subsections covering
cryptographic agility, replay attacks, Sybil attacks on key
publication, privacy, chain selection, and transport security.

A.10. Protocol Suite Context (Section 14)

Added references to RSP, RBIP, RGP, and CTS within the
broader RRP-suite context, with integration notes.

A.11. Inplenentati on Gui dance (Section 15)

Added cl oud-native reference architecture, bootstrapping
sequence, and increnental adoption gui dance.

A.12. Reference Corrections

Repl aced obsol ete RFC 8152 (COSE) with RFC 9052. Added
RFC 8032 (EJDSA), RFC 6979 (Determnistic ECDSA), RFC 7517
(JWK), RFC 7519 (JWI), RFC 8446 (TLS 1.3), RFC 4122 (UUI D),
RFC 4033 (DNSSEC), and RFC 6962 (CT v1).
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