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Abst ract

Thi s docunent records and formally attests the first cryptographic
per manence record produced by a live inplementation of the Reilly
Et ernaMark (REM Protocol [DRAFT-REM that sinultaneously generates
SHA- 256 [ RFC6234], SHA3-512 [ FI PS202], and BLAKE3 [ BLAKE3SPEC]
fingerprints for a single subnmtted artifact, and anchors those
fingerprints across six independent permanence |ayers: Bitcoin

bl ockchai n timestanping via OpenTi mestanps [OrS], |PFS [IPFS]
distributed storage via Pinata, Zenodo DO registration [ZENODQ ,

I nternet Archive Wayback Machi ne submi ssion [IA], a persistent

SQLi te database | ayer, and a resol vable REM D pernanent identifier
[ DRAFT- REM .

This record constitutes what the author believes to be the first
docunent in history to be simultaneously anchored with SHA- 256,
SHA3- 512, and BLAKE3 under a single open | ETF-docunented protocol
specification with a live running inplenentation.

The SHA3-512 component of this record provides 256-bit post-quantum
security against Gover’s algorithm|[GROVER], exceeding the N ST
post - quantum security threshold [N STPQC] .

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF), its areas, and its working groups. Note that
ot her groups may al so distribute working docunents as
Internet-Drafts.

Internet-Drafts are draft docunents valid for a nmaxi mum of six
mont hs and nmay be updated, replaced, or obsol eted by other
docunents at any tine. It is inappropriate to use Internet-Drafts
as reference nmaterial or to cite themother than as "work in
progress."

The list of current Internet-Drafts can be accessed at
https://ww.ietf.org/1lid-abstracts. htn

The list of Internet-Draft Shadow Directories can be accessed at
https://ww.ietf.org/shadow. htm

This Internet-Draft will expire on 22 Septenber 2026.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
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Section 4.e of the Trust Legal Provisions and are provided wi thout
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1. Introduction

The Reilly EternaMark (REM Protocol [DRAFT-REM defines a
specification for Milti-Layer Permanence -- a cryptographic

per manence architecture conbining sinultaneous hash fingerprinting,
Bi t coi n bl ockchain tinestanping, decentralized storage, acadenic
DA registration, and web archiving into a single automated

pi pel i ne governed by an open | ETF-docunent ed standard.

On 22 March 2026 at 17:53:04 UTC, the first live inplenentation of
the REM Protocol at:

https://rem protocol -agent - producti on. up. rail way. app/

recei ved a docunent subm ssion and produced what is believed to be
the first triple-fingerprint permanence record in history -- a
singl e docunent sinmultaneously anchored with SHA-256 [ RFC6234],
SHA3-512 [FI PS202], and BLAKE3 [ BLAKE3SPEC] fingerprints across
si x i ndependent pernmanence | ayers.

This Internet-Draft formally attests that record, provides the
conpl ete cryptographic fingerprints, permanence |ayer attestations,
and verification endpoints, and docunents the post-quantum security
properties of the triple-fingerprint architecture.

The attested artifact is titled:
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"First Triple-Fingerprint Permanence Record -- REM Protocol "

aut hored by Law ence John Reilly Jr., originator of the REM
Protocol and the concept of Milti-Layer Pernanence.

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed
in BCP 14 [ RFC2119] [ RFC8174] when, and only when, they appear in
all capitals.

Mul ti-Layer Permanence:
The REM Protocol architecture conbining cryptographic hashing,
Bitcoin tinestanping, |PFS storage, DO registration, and web
archiving into a unified permanence pipeline under a single
| ETF- docunent ed protocol specification

Tri pl e-Fingerprint Record:
A permanence record carrying simultaneous SHA-256, SHA3-512, and
BLAKE3 cryptographic fingerprints of the sanme artifact.

REM D:
A permanent resolvable identifier issued by the REM Protoco
followi ng the format REM D: YYYY. MMDDY [ sha256- prefi x].

OTS Proof:
An OpenTi mestanps [OIS] proof file anchoring a hash to the
Bi t coi n bl ockchai n via cal endar server Merkle aggregation

Triple-Fingerprint Architecture

The REM Protocol’s Agent 1 (Hasher) generates three independent
cryptographic fingerprints for every submtted artifact before any
other agent in the pipeline activates. This section describes each
algorithmand its role in the architecture.

SHA- 256

SHA- 256 [ RFC6234] is a nenber of the SHA-2 family, standardized by
NI ST in FIPS 180-4 [FIPS180]. It produces a 256-bit digest and
serves as the foundation of the Bitcoin proof-of-work mechani sm
[BITCON . Its inclusion in the REM Protocol provides

0o Muximuminstitutional credibility -- SHA-256 is the nost w dely
recogni zed and legally cited hash al gorithm gl obally.

0 Bitcoin-native conpatibility -- the SHA-256 fingerprint directly
connects each REMrecord to Bitcoin's security nodel.

0 Legal framework alignment -- SHA-256 is recognized under the US
ESI GN Act [ESIGN\], UETA [UETA], and EU el DAS regul ati on [ El DAS].

SHA3- 512

SHA3- 512 [FI PS202] is a nenber of the SHA-3 fam |y, standardized
by NIST in 2015. It uses a Keccak sponge construction that is
mat hemati cal | y i ndependent fromthe Merkl e-Dangard construction
used by SHA-256. Its inclusion provides:

0 Algorithm c independence -- a cryptanal ytic breakthrough
af fecting SHA-256 woul d not affect SHA3-512 and vice versa.

0 Post-quantumresilience -- at 512-bit output, SHA3-512 provides
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256-bit security against Gover’s algorithm|[CGROVER], exceeding
the NI ST post-quantum m ni num threshold [ NI STPQC] .

0 NI ST standardi zation -- SHA3-512 satisfies US federal
post - 2015 crypt ographi ¢ requirenents.

BLAKES

BLAKE3 [ BLAKE3SSPEC] is a nodern cryptographic hash function
rel eased in January 2020. It is based on a binary tree structure
enabling practically unlimted parallelism Its inclusion provides:

0 Performance at scale -- BLAKE3 is 4-10x faster than SHA- 256
in software, enabling high-throughput enterprise depl oynents.

0 Mbddern cryptographic design -- BLAKE3 represents the current
state of the art in hash function design.

0 Architectural diversity -- three structurally independent
al gorithms defeat any single algorithmc attack vector.

Post - Quant um Resi | i ence Anal ysis

Quantum conput ers attack hash functions via Gover’s algorithm
[ GROVER], which provides a quadratic speedup reducing effective
security bits by half. The triple-fingerprint architecture
provi des | ayered post-quantumresilience:

Al gorithm Qutput Classical Security Quantum Security

SHA- 256 256 bits 128 bits 128 bits (min)
SHA3-512 512 bits 256 bits 256 bits (SAFE)
BLAKE3 256 bits 128 bhits 128 bits (mn)

SHA3- 512" s 256-bit quantum security exceeds the N ST post-quantum
security mnimumthreshold of 128 bits by a factor of two [N STPQC].

Al three algorithms would require sinultaneous defeat for a REM
record to be cryptographically conprom sed. G ven the structural

i ndependence of SHA-256 (Merkle-Dangard), SHA3-512 (Keccak sponge),
and BLAKE3 (binary tree), sinultaneous defeat is considered
practically imnpossible under any foreseeable classical or quantum
adversarial nodel .

Mul ti-Layer Permanence Stack

The REM Protocol pipeline processes each submi ssion through seven
i ndependent agents. Six produce external pernmanence attestations.

Layer 1: Cryptographic Hash Integrity

Agent 1 (Hasher) generates SHA-256, SHA3-512, and BLAKE3
fingerprints simultaneously before any network activity occurs.
Al'l subsequent permanence | ayers anchor records bound to these
fingerprints, ensuring end-to-end cryptographic integrity.
Layer 2: Bitcoin Blockchain Tinestanp

Agent 2 (Bitcoin) submits the SHA-256 fingerprint to three
i ndependent OpenTi nestanps [ OTS] cal endar servers:

o alice.btc.cal endar. openti nestanps. org
0 bob. btc. cal endar. openti nest anps. org
o finney.calendar.eternitywall.com

Each cal endar aggregates submi ssions into a Merkle tree and comits



the root to the Bitcoin bl ockchain in a single transaction. The
resulting OIS proof file provides independent third-party

crypt ographi c proof that the docunment existed at the subnitted

ti mestanp, verifiable against the Bitcoin bl ockchain by any party
wi thout trusting the REM Protocol infrastructure.

The tinestanp nonment is captured at submi ssion time and cannot be
altered regardl ess of Bitcoin block confirmation timng. Confirmation
provides the final cryptographic seal via Agent 7 (OTS Watcher),

whi ch polls cal endar servers every ten mnutes and aut o-upgrades

the OIS proof upon bl ock confirmation.

4.3. Layer 3: REM D Permanent ldentifier

Agent 3 (REM D) issues a permanent resol vable identifier follow ng
the REM D nanespace defined in [ DRAFT- REM :

REM D: YYYY. MVDDY [ fi r st - 8- hex- char s- of - sha256]

The REM D resolves to a live verification page displaying all

per manence | ayer statuses, the conplete citation record, and

file verification functionality. The REMD i s permanently bound
to the SHA-256, SHA3-512, and BLAKE3 fingerprints of the artifact.

4.4. Layer 4: IPFS Distributed Storage

Agent 4 (IPFS) pins the artifact to two i ndependent Pinata [Pl NATA]
| PFS providers, generating a content-addressed CID. The artifact

is retrievable by any | PFS node globally using the Cl D al one,

wi t hout dependence on the REM Protocol infrastructure.

4.5. Layer 5: Internet Archive

Agent 5 (Archive) submits three URLs to the Internet Archive

Wayback Machine [IA] Save API. Wayback Machi ne archival provides

a third i ndependent web-based permanence | ayer, operated by a
nonprofit institution with a docunented 30-year preservation nmandate.

4.6. Layer 6: Acadenic DO Registration

Agent 5.5 (Zenodo) publishes the artifact to Zenodo [ ZENODJQ and
registers a Digital Object Identifier (DO) via DataC te [DATAC TE].
The DO provides academ c-grade permanent citation infrastructure
recogni zed by scholarly publishers, institutions, and intell ectual
property franmeworks gl obally.

5. The Attested Record
This section provides the complete, verifiable attestation of the
first triple-fingerprint nmulti-layer permanence record produced
by the REM Protocol inplenentation.

5.1. Artifact Metadata

Title: First Triple-Fingerprint Permanence Record -- REM
Pr ot ocol
Aut hor : Lawence Reilly

Description: The first docunment in history anchored with SHA- 256,
SHA3- 512, and BLAKE3 si nul taneously under a single open
| ETF protocol. Authored by Lawence Reilly, originator
of the REM Protocol and Miulti-Layer Permanence.

Fi | ename: First _Triple_Hash_Permanence_ Record 2026. docx

Byte Length: 11,489 bytes

REM Version: 1.1

Record I D: 08f 11667-2128- 4032- b8al- 3eb0e3752792

| ssued: 2026-03-22T17: 53: 04. 880923 UTC



Pr ot ocol : draft-reilly-remprotocol -01
5.2. Cryptographic Fingerprints

The followi ng fingerprints were generated simultaneously by Agent 1
(Hasher) at 2026-03-22T17:53:04 UTC. Any party may independently
verify these fingerprints by hashing the original artifact file
usi ng the respective al gorithns.

SHA- 256:
29c75b03969a9a8138214f 06dcd3d6edd7cf ddb3a358031ef 614239764127746

SHA3-512:
5794acd3b0330c343839330ad6ad4ca2decle9bac3709c3f 1d501d706¢c18f 2cc
7e7e3946df e6c440f aacbe7e6¢c3edee21c5d0abe75ef 8e322e399e30729589d06

BLAKES:
6f 7bf 278ef 5e72ae9746eb8b4e051358eec79442f dd40ab44c44914f 30d65015

5.3. Permanence Layer Attestations

REM D
REM D: 2026. 0322/ 29¢75b03

REM D Resol ver
https://rem protocol -agent-production. up.rail way. app/id/
REM D¥8A2026. 03229%2F29¢75b03

Zenodo DA :
10. 5281/ zenodo. 19164261

Zenodo Concept DO :
10. 5281/ zenodo. 19164260

Zenodo Recor d:
https://zenodo. org/ records/ 19164261

| PFS CI D
baf kr ei bj y5nghf u2t kat gi kpa3onhvxn27h53nbdl abr 55queol wi et xi y

| PFS Gat eway:
htt ps://gateway. pi nat a. cl oud/ i pfs/
baf kr ei bj y5nghf u2t kat gi kpa3onhvxn27h53nbdl abr 55queol wi et xi y

| PFS JSON Cl D
baf kr ei f 2sa43i nr 25dnwenr ab4ql | he3shi 6y5j pdj j e5]j eywc50sagunq

Bitcoin OIS Subm ssion
2026- 03-22T17: 53: 05. 961535 UTC
Submitted to 3/3 cal endars: alice, bob, finney

Bi tcoin OIS Cal endar Receipts:

Alice (alice.btc.cal endar. openti nestanps. org):
8Ai 0j Ve4Z8x4Fgj wEPucZ5Y6el1+Yf 9SE+RTZv Yol 8SCCvayBVJIqgYwat +l ughzX
Yl f 5A28N/ f 93dnt XWEhTCt j G W BNJ4Et oi dPp6zUXi t JI ATMIkx ONHLCBmGuh
I MbNnumQCPEEacAsgf Al 7xCri sOVc98Ag9/ j DS75DI 4uLWh0dHBz G 8v YW pY2
UuYnR) LmNhbGVuZGFy LmbwzZWs0aWLl c3RhbXBzLmBy Zw==

Bob (bob. btc. cal endar. openti mest anps. org):
8AI Nangw4 DOy Bwj wECauk BbUF6v X3coh5PEaChQ 8SCswCZ3nBBLR1FxnQ | Ng
nh8sl ekvQRk02656XwoaHl 3gj xBGhALI HWCIr k/ dCpf f | HAI Pf 4w0u+QyOLCt 0
dHRwezovL2JvYi 5i dGVUY2FsZWbk YXI ub3Bl bnRpbW/zdG-t cHVUb3Jn

Fi nney (finney.cal endar.eternitywall.com
8BBWDZEZhXxRr z6r J7Xj dh2l CPEg7i t f gt OBAZP2Myl SES25yhOCzus G SFe9
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S040t KHhul | 8SDhVp8Il PXZZYUDBhFt MBOI oLpQXy SEt hUZaz +HOB8/ nugj xBGn
ALl HWCAz KcbKI FSc2Al Pf 4w0u+QyOKShodHRwezovL2Zphnbl eS5) YWkI bnRh
ci 51 dGvybm 0eXdhbGa Y29t

I nternet Archive:
Submitted 3 URLs to Wayback Machi ne Save API
Search: https://web. archive.org/web/*/https://rem protocol - agent -
production. up.rail way. app/i d/ REM D¥8A2026. 0322%2F29¢c75b03

4. Machi ne- Readabl e Record

The conplete REM Record in JSON format (remversion 1.1) is
permanent|y avail able at:

https://rem protocol -agent - production. up.rail way. app/ record/
08f 11667-2128- 4032- b8al- 3eb0e3752792/j son

The JSON record includes all agent outputs, receipt data, and
per manence | ayer attestations in a machi ne-readabl e format
conformng to Section 6.1 of [DRAFT-REM.

Verification
1. Independent Hash Verification

Any party may independently verify the cryptographic fingerprints
in Section 5.2 by:

1. Retrieving the original artifact fromI|PFS using the CID in
Section 5.3 or from Zenodo using the DO in Section 5. 3.

2. Conputing the SHA-256, SHA3-512, and BLAKE3 fingerprints of
the retrieved file using any conform ng inplenentation

3. Conparing the conputed fingerprints against those in Section 5.2.

A match confirns the artifact is cryptographically identical to
the original subm ssion and has not been altered since
2026- 03-22T17:53: 04 UTC

The VERIFY BY FILE function at the live verification endpoint
(Section 6.2) perforns this verification automatically in the
browser when the original file is provided.

2. Live Verification Endpoint
The REM Protocol provides a live verification page for this record:

https://rem protocol - agent - producti on. up. rail way. app/ verify/
REM D¥8A2026. 03229%2F29c¢75b03

Thi s endpoi nt di spl ays:

Real -ti me pernmanence | ayer status for all six layers
Conpl ete cryptographic fingerprints

Bitcoin OIS proof status and bl ock confirmation details
| PFS retrieval link

Zenodo DO and citation data

File verification by upload

Citation record in machi ne-readabl e format

Downl oadabl e Verification Certificate

OO0OO0OO0OO0OO0OO0Oo

The live system accepts new docunent subm ssions at:

https://rem protocol -agent - producti on. up. rail way. app/
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Hi storical Significance

To the best of the author’s know edge and research, the record
attested in Section 5 of this docunent represents:

1. The first docunment permanently anchored with SHA-256, SHA3-512,
and BLAKE3 si mul t aneously under a single open | ETF-docunent ed
protocol with a live running inplenmentation

2. The first open protocol pernmanence systemto include BLAKE3
as a production hash al gorithm al ongsi de SHA-256 and SHA3-512

3. The first | ETF-docunented permanence protocol to formally
address post-quantumresilience through SHA3-512 inclusion
as a core architectural requirenent.

4. The first autononous nulti-agent permanence pipeline governed
by an I ETF Internet-Draft specification to achi eve operationa
status with publicly accessible document subm ssion

Prior systens conbining bl ockchain timestanping with distributed
storage [|I PFS] exist, nobst notably OpenTi mestanps [OIS] and
various bl ockchai n-1PFS hybrid architectures. However, nhone
combine triple-fingerprint hashing, academic DO registration,
web archiving, and a resol vabl e permanent identifier nanespace
under a single unified open protocol specification with a live

i npl ementation. The REM Protocol constitutes a new category of
permanence infrastructure rather than an extension of prior work.

Security Considerations
1. Hash Al gorithmIndependence

The three hash al gorithnms enpl oyed -- SHA-256, SHA3-512, and BLAKE3
-- use structurally independent constructions:

0 SHA-256 uses a Merkl e-Dangard constructi on [ RFC6234]
0 SHA3-512 uses a Keccak sponge construction [FIPS202]
0 BLAKE3 uses a binary tree construction [ BLAKE3SPEC]

A cryptanal ytic attack effective agai nst one construction is
extrenmely unlikely to be effective against either of the other two.
The triple-fingerprint architecture therefore provides defense

in depth against future cryptanal ytic devel opnents.

2. Post-Quantum Security

As analyzed in Section 3.4, SHA3-512 provides 256-bit quantum
security against Gover’'s algorithm|[CGROVER], exceeding the N ST
post - quantum m ni num threshold [Nl STPQC]. REM records produced
by the live inplenentation are therefore post-quantumresilient

t hrough the SHA3-512 pernanence | ayer

| mpl enentors SHOULD i ncl ude SHA3-512 or equival ent 512-bit out put
hash al gorithns in any REM Protocol - conpliant inplenmentation
seeki ng post-quantum per manence guarant ees.

3. Milti-Layer Redundancy

The six-1layer pernmanence architecture ensures that no single point
of failure can conprom se a REMrecord. The permanent |ayers --

Bi t coi n bl ockchain, |IPFS, Zenodo DO, and Internet Archive -- are
operat ed by independent organi zati ons on i ndependent infrastructure.
No single entity controls nore than one | ayer. An adversary seeking
to erase or alter a REMrecord woul d require sinultaneous contro

of Bitcoin mning consensus, the global |IPFS network, CERN s Zenodo
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infrastructure, and the Internet Archive -- a practical inpossibility.
I ANA Consi derations
Thi s docurment has no | ANA acti ons.

The REM D nanespace (REM D: YYYY. MMDD/ [ hash-prefix]) is defined
and adm ni stered by the REM Protocol specification [ DRAFT-REM.
Regi stration of this nanespace with ANA is deferred to a future
revi sion of [DRAFT-REM .
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