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Abst ract

The Reilly EternaMark (REM Protocol defines a dual-layer method for
digital permanence through the integration of Digital Object
Identifiers (DOs) and bl ockchain tinestanping. The protocol ensures
digital artifacts are permanently identifiable, imutable, and
verifiable for both present and future use.

This revision (-01) extends the -00 specification with a formal REM
Record structure, a machi ne-readable artifact manifest format, a
verification procedure, inplenentation guidance, and expanded
security and interoperability considerations. It also corrects an
erroneous nornative reference present in -00.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 20 Septenber 2026.
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunments
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust

i ncl ude Revised BSD License text as described in Section 4.e of the
Trust Legal Provisions and are provided wi thout warranty as descri bed
in the Revised BSD License.
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1. Introduction
Exi sting digital preservation nethods are largely centralized and
therefore vulnerable to alteration, corruption, admnistrative
failure, or deliberate suppression. Tinestanping services dependent
on a single authority introduce a single point of failure; DO
registries, while durable, do not al one provide cryptographic proof
of a docunent’s content at a specific nonent in tine.
The REM Protocol addresses these shortcom ngs by conbining the
di scoverability and persistence of the DO systemw th the
cryptographic immutability of bl ockchain tinestanping into a single
composabl e permanence prinitive
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The resulting dual -1ayer record:

* Proves that a specific artifact existed at a specific ti
content integrity verifiable without reliance on any thi

* Remai ns di scoverable via globally resolvable DO infrast
i ndependent of any single hosting provider.

me, with
rd party.

ructure

* Produces a machi ne-readabl e REM Record |inki ng hash, bl ockchain

attestation, and DO into a single verifiable unit.

The protocol is intentionally bl ockchain-agnostic and DO - provi der -
agnostic, enabling broad adoption across academ c, |egal, comercial,

and governmental contexts.

Thi s docunent extends the -00 specification

[draft-reilly-remprotocol-00] with a formal artifact manifest

format, a structured verification procedure, inplenmentation

consi derations, and an expanded security analysis. It also corrects



an erroneous informative reference in -00 where RFC 9162 (Certificate
Transparency Version 2.0) was nistakenly cited in place of the
QpenTi nmest anps speci fication [ OpenTi mest anps] .

2. Term nol ogy
The following terns are used throughout this docunent.

Artifact:
Any digital object (docunent, dataset, source code, nodel weight
file, contract, etc.) whose existence at a given point intinmeis
to be permanently recorded using the REM Protocol

DO (Digital Ohject Identifier):
A globally unique, resolvable, and persistent identifier for
digital objects, standardized in | SO 26324 [| SO 26324] and
adm ni stered by the International DO Foundation

REM Recor d:
The machi ne-readabl e output of a conpl eted REM Protocol operation,
linking a SHA-256 artifact hash, a bl ockchain TXID or bl ock
reference, and a DO into a single verifiable unit. The
canoni cal serialization format is defined in Section 6

SHA- 256 Hash
A cryptographic digest of the artifact conmputed using the Secure
Hash Al gorithm 2 (256-bit output) as specified in [FIPS-180-4].
The hash serves as a content-addressable fingerprint of the
artifact.

Bl ockchai n Ti nest anp:
A proof of existence record anchored to a specific block in a
distributed | edger, providing cryptographic attestation that the
artifact hash existed no later than the block’s confirmation tine.
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TXI Dt
A transaction identifier on a bl ockchai n network uniquely
identifying the transaction carrying the artifact hash or its
Mer kl e-tree aggregati on.

QpenTi nest anps (OTS) :
An open standard for bl ockchain tinestanping that aggregates
mul ti pl e docunent hashes into a Merkle tree and anchors the root
hash to the Bitcoin blockchain [ QpenTi nmest anps] .

Dual - Layer Permanence:
The original term introduced in this protocol suite, describing
the conbined use of DO registration and bl ockchai n ti nestanping
to achi eve sinultaneously discoverable and cryptographically
i mmut abl e di gital permanence.

3. Requirenents Language
The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMVENDED', "NOT RECOMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed
in BCP 14 [ RFC2119] [ RFC8174] when, and only when, they appear in
all capitals, as shown here.

4. Protocol Overview

The REM Protocol consists of four sequential steps:



1. Hashing - Conpute a SHA-256 digest of the digital artifact.

2. Blockchain Tinestanping - Submit the hash to a bl ockchain
ti mestanpi ng service and obtain a confirmed bl ock reference
or TXID.

3. DA Assignnent - Register the artifact with a DO -issuing
repository and obtain a persistent DO .

4. REM Record Publication - Publish the hash, TXI D bl ock reference,
and DO together as a nachine-readabl e REM Record, constituting
the permanent dual -1 ayer provenance record.

Steps 1 and 2 MJUST be conpleted before Step 3. The DO registration
met adat a SHOULD i ncl ude the bl ockchain TXID or block reference as a
custom nmetadata field to enable cross-referencing fromw thin the
DA infrastructure itself.
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5. Specification

This section provides normative detail for each of the four
pr ot ocol steps.

5.1. Step 1: Artifact Hashing

The i npl enenter MJUST conpute a SHA-256 hash of the canonical binary
representation of the artifact prior to any other protocol steps.

For textual docunments, the canonical representation is the UTF-8
encoded byte sequence of the docunment in its final, intended form

No normalization (e.g., line-ending conversion or whitespace renoval)
MAY be applied after the hash has been computed and recorded, as any
such transformation woul d invalidate the hash.

The resulting digest MIUST be encoded as a | owercase hexadeci nal
string of exactly 64 characters.

Exanpl e:
Input: "Universal Al Ethics & Mdral Framework v1.0" (UTF-8 PDF)
Qut put: 02439f 01ba0b805ba3011aaeb2783f f b096c1c6ad847876e75. .

[truncated for illustration]

| mpl enent ati ons SHOULD al so record the artifact’s byte I ength at
the time of hashing to assist in detecting accidental truncation
or corruption during later transm ssion

5.2. Step 2: Bl ockchain Tinestanping

The artifact hash obtained in Section 5.1 MJST be subnitted to a
bl ockchai n timestanping service. The subnmission MJST result in a
confirnmed on-chain record prior to DO registration

I mpl enent ati ons SHOULD use the OpenTi nmestanps protoco

[ OpenTi nest anps], which aggregates nultiple hashes into a Merkle
tree and anchors the root to the Bitcoin bl ockchain. This approach
provi des high security guarantees (inheriting Bitcoin s proof-of-
wor k) while mnimzing on-chain footprint.

Al ternatively, direct on-chain transaction enbedding (e.g., via
Bitcoin OP_RETURN) or timestanping on other sufficiently secure
public | edgers MAY be used, provided the chain selection is
docunented in the REM Record.



Upon confirmation, the inplenmenter MJST record one of the foll ow ng:

* For OpenTinestanps: the .ots calendar attestation file and the
Bi tcoi n bl ock height at which the attestati on was confirned.

* For direct on-chain enbedding: the TXID and the bl ock hei ght.
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A mni mum confirmation depth of six (6) blocks is RECOMVENDED f or
Bi t coi n-anchored ti mestanps before proceeding to Step 3, to guard
agai nst bl ockchai n reorgani zati on (see Section 10.2).

Exanpl e (fromthe original REM Protocol archiving operation):

Bl ockchai n: Bitcoin

Bl ock Height: 914168

Bl ock Dat e: 2025-09-10 (EST)
Met hod: QpenTi nest anps

5.3. Step 3: DA Assignnent

The artifact MJST be deposited with a DO -issuing repository.
Zenodo [ ZenodoSt andards] is the RECOMVENDED repository due to its
integration of DataCite DO's, open-access nmandate, and | ong-term
CERN i nfrastructure backing. Oher DataCite or Crossref nenber
repositories MAY be used.

The DA registration nmetadata MJST incl ude:

Artifact title and version.

Aut hor name(s).

Publication or deposit date.

The SHA-256 hash from Section 5.1 (in the description or a
custom nmet adata field).

E

The DA registration nmetadata SHOULD i ncl ude:
The bl ockchain TXID or block reference from Section 5. 2.
The nane of the bl ockchain network used.
* Areference to this specification (draft-reilly-rem protocol).

The resulting DO MJST be recorded for inclusion in the REM Record.

Exanpl e:
Repository: Zenodo
DA : 10. 5281/ zenodo. 17096230
Resol ver: https://doi.org/10. 5281/ zenodo. 17096230

5.4. Step 4: REM Record Publication

Upon successful conpletion of Steps 1 through 3, the inplenenter
MUST assenbl e and publish a REM Record as defined in Section 6.

The REM Record MJST be nmade publicly accessible via at |east one of:

* Inclusion in the DO -registered artifact or its |andi ng page
met adat a.

* Publication to a persistent public archive (e.g., Internet
Archi ve Wayback Machine) with the artifact URL noted in the
Recor d.



* Inline enbedding within the artifact

itself (e.g.,

appendi x or docunent footer).

Reilly
Internet-Draft

6. REM Record For mat

This section defines the canonical
The for mat

REM Recor d.
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isintentionally mnimal to maximze

conpatibility with existing netadata pipelines.

6.1. JSON Mani f est

The RECOMMENDED serialization of a REM Record is a JSON obj ect

conformng to the followi ng schena.
fields marked OPTI ONAL MAY be omitted.

be present;

{

"remversion":
"artifact": {
"title":
"version":
"aut hor":
"description":
"byte | ength":
}
"hash": {
"al gorithni:
"val ue":

}

, | ockchain": {
"net wor k" :
"met hod":

"txid":

"bl ock_hei ght ":

"bl ock_dat e":

"ots file_ uri":

}1

"doi": {
"val ue":
"resol ver":
"repository":

}

emrecord": {
"created":

"protocol _ref":
"archive_uris":

}
}

The "remversion" field MJST be set to
under this (-01) specification.

1.1,

<string, REQU RED>,
<string, OPTI ONAL>,
<string or array of
<string, OPTI ONAL>,
<i nteger, OPTI ONAL>

strings, REQU RED>,

" SHA- 256",

<64-char | owercase hex string, REQU RED>

<string, REQU RED>,

<"openti nmest anps" |
REQUI RED>,

<string, OPTI ONAL>,

<i nt eger, REQUI RED>,

<I SO 8601 date string,

<URI string, OPTI ONAL>

"op_return" | "other",

REQUI RED>,

<DA string, REQUI RED>,
<URI, OPTI ONAL>,
<string, OPTI ONAL>

<| SO 8601 datetine, REQU RED>,
"draft-reilly-rem protocol -01",
[<array of URI strings>, OPTIONAL]

Records produced under -00 MAY

use "1.0" for backward-conpatibility identification.

Reilly
Internet-Draft
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The following is a conplete exanpl e REM Record JSON mani f est:

{

"remversion":
"artifact": {
"title":
"version":

1.1,

"Reilly Eternavark (REM Protocol",
"draft-reilly-rem protocol -01",

as a netadata
[ Page 6]

March 2026

machi ne-readabl e format for a

Fi el ds marked REQUI RED MUST

1.1" for records produced

[ Page 7]
March 2026



"author": "Lawence John Reilly Jr.",
"description": "Dual -layer digital permanence specification.",
"byte | ength": 48291

}
"hash": {
"al gorithnt: "SHA- 256",
"val ue": "02439f 01ba0b805ba301laaeb2783ff b096clc6ad847876e75"
1
"bl ockchain": {
"network": "Bitcoin",
"met hod": "opentinestanps",
"bl ock_height": 914168,
"bl ock_date": "2025-09-10",
"ots file uri": "https://zenodo. org/records/ 17096230/ fil es/
rem protocol.ots"
},
"doi": {
"val ue": "10.5281/zenodo. 17096230",
"resolver": "https://doi.org/10.5281/zenodo. 17096230",
"repository": "Zenodo"
},

"remrecord":
"created": "2026-03-20T00: 00: 00Z",
"protocol _ref": "draft-reilly-rem protocol-01",
"archive_uris": [
"https://web. archive. org/ web/ 2025/ ht t ps: // zenodo. or g/
records/ 17096230"

]

}
}
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6. 2. Field Definitions

remversion:
Identifies the REM Record schema version. Enables parsers to
apply the correct field semanti cs.

artifact.title:
Human-r eadabl e nane of the archived artifact.

artifact.version:
Version string of the artifact, if applicable (e.g., "vl1.0",
"draft-00").

artifact.author:
Nane or nanes of the artifact’s author(s). MAY be a single
string or a JSON array of strings.

artifact. byte_Il ength:
Size of the artifact in bytes at the noment the hash was conput ed.
Assists in detecting corruption or truncation.

hash. al gorithm
MUST be " SHA-256" for records conforming to this specification.
Future revisions MAY introduce additional algorithmidentifiers.

hash. val ue:
The full SHA-256 digest in | owercase hexadeci mal, exactly 64
characters.

bl ockchai n. net wor k:
Nanme of the blockchain network (e.g., "Bitcoin", "Ethereuni).
| mpl enent ati ons SHOULD prefer networks with substantial proof-



of -work or proof-of-stake security history.

bl ockchai n. net hod:

Ti mest anpi ng mechani sm used. "opentinmestanps” refers to the
OpenTi mest anps aggregati on and Bitcoi n anchoring protoco
[ OpenTi mestanps]. "op_return" refers to direct enbedding via

a Bitcoin OP_RETURN output. "other" MJIST be accomnpani ed by a
human-r eadabl e description in the artifact.description field.

bl ockchai n. t xi d:
The transaction identifier, if applicable to the chosen nethod.

bl ockchai n. bl ock_hei ght :
The confirnmed bl ock height at which the tinestanp attestation
i s anchor ed.

bl ockchai n. bl ock_dat e:
Cal endar date of the confirmed block in | SO 8601 fornat
(YYYY- MM DD) .

bl ockchain.ots file_ uri
URI fromwhich the .ots proof file may be retrieved for
i ndependent verification
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doi . val ue:
The DO string in its canonical form e.g.,
"10. 5281/ zenodo. 17096230".

doi . resol ver:
The HTTPS URI of the DO resolver, typically
"https://doi.org/10. 5281/ zenodo. 17096230"

doi . repository:
Human-r eadabl e nanme of the repository that issued the DA,
e.g., "Zenodo".

remcrecord. created
| SO 8601 datetine at which this REM Record was assenbl ed.

remrecord. protocol ref:
MUST contain the draft name of the REM Protocol version under
which this record was produced (e.g.
"draft-reilly-remprotocol -01").

remrecord. archive_uris:
Array of URIs at which this REM Record or the artifact itself
has been independently archived (e.g., Internet Archive
snapshot URLS).
7. Verification Procedure
Any party wishing to verify a REM Record MJST foll ow t he procedure
inthis section. Verification is fully independent and requires
no trust in the original publisher
7.1. Hash Verification
1. Obtain the original artifact.

2. Compute its SHA-256 hash using the sane canonical representation
described in Section 5.1

3. Conpare the conputed hash to the value in hash.value of the



REM Recor d.

4. 1f the hashes match, hash integrity is CONFIRMED. |f they do
not match, the artifact has been nodified after tinestanping
and the record is INVALID for that artifact.

7.2. Blockchain Verification

For OpenTi nest anps records:

1. Retrieve the .ots proof file fromblockchain.ots_file_uri

2. Run the OpenTi mestanps verification tool against the artifact
hash and the .ots file.
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3. Confirmthat the tool reports a valid Bitcoin block attestation
at or before bl ockchain. bl ock_hei ght.

For direct on-chain records:

1. Look up blockchain.txid in a public bl ockchain explorer for
the network identified in bl ockchain. network.

2. Confirmthat the transaction output contains a val ue natching
hash. value (or a Merkle path leading to it).

3. Confirmthat the transaction is in block bl ockchain. bl ock_hei ght
or earlier.

If the on-chain attestation matches the hash and precedes or equals
the stated bl ock height, blockchain attestation is CONFI RMED

7.3. DA Resolution Verification
1. Resolve doi.resolver using an HITPS client.

2. Confirmthat the DO resolves to an accessibl e | andi ng page or
artifact downl oad.

3. If the landing page netadata includes the SHA-256 hash or TXID
recorded in the REM Record, cross-referencing is CONFl RVED

DA resolution verifies discoverability and persistence; it does NOT
i ndependently verify content integrity, which is the role of hash
verification in Section 7.1.

7.4. Full Verification Qutcone
A REM Record is considered FULLY VERIFIED if and only if:
* Hash verification (Section 7.1) confirms artifact integrity.

* Bl ockchain verification (Section 7.2) confirns the hash existed
no later than the stated bl ock tinestanp.

* DA resolution (Section 7.3) confirnms the artifact remains
publicly discoverable.

A record may be PARTIALLY VERIFIED if one or two of the three checks
pass whil e the remai ni ng check(s) are inconclusive due to tenporary
infrastructure unavailability. A PARTIALLY VERI FI ED record SHOULD
NOT be treated as failed pending resolution of the infrastructure

i ssue.



A record is INVALID if hash verification fails, indicating content
nodi fication after the tinestanp was establi shed.
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8. I nplenentati on Considerations

8.1. Tool chain Recommendati ons

The foll owi ng open-source tool chain is RECOWENDED for REM Prot ocol
i mpl ement ati ons:

Hashi ng:
The sha256sumutility (avail able on Linux, macGCS, and W ndows
Subsystem for Linux) or any FIPS 180-4 conpliant SHA-256
i mpl ement at i on.

Bl ockchai n Ti nest anpi ng:
The OpenTi nestanps client, invoked as:

ots stamp <artifact-file>
ots upgrade <artifact-file>. ots
ots verify <artifact-file> ots

The client is available at https://opentinestanps. org.

DA Registration:
The Zenodo REST APl or web deposit interface at
https://zenodo. org. Zenodo sandbox at
htt ps://sandbox. zenodo. org SHOULD be used for testing prior
to production deposits.

REM Record Cenerati on:
Any JSON serializer producing output conformng to the schema
in Section 6.1. Inplenmentations SHOULD val i date agai nst the
schema before publishing.

8.2. Tinming and Ordering Constraints

The ordering of operations is not nmerely procedural; it carries
| egal and evidentiary significance:

* The bl ockchain tinmestanp establishes the legally cognizable
earliest possible creation date of the artifact. Performng
DA registration before the blockchain tinmestanmp is confirmnmed
means the DO record cannot be cited as independently
corroborating the timestanp.

* For QpenTi nest anps, cal endar servers provide i mediate
attestation but Bitcoin block confirmation requires

approximately 10 minutes per block. Inplenmenters MJST wait
for on-chain confirmation before treating the tinmestanp as
finalized.

* Zenodo issues DOs i medi ately upon deposit; however, the
deposit nmetadata nay be updated after issuance. |nplenmenters
SHOULD finalize the artifact and its hash before depositing
to avoid version di screpancies between the hash and the
deposited artifact.
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8.3. Versioning and Anendments



If an artifact is revised after a REM Record has been publi shed:
* The original REM Record MJUST NOT be nodified or deleted.

* A new, independent REM Protocol operation MJST be performed for
the revised artifact.

*  The new REM Record SHOULD reference the original record’s DO in
the remrecord.archive uris field or in the artifact description,
establishing an explicit provenance chain between versions.

This policy ensures that the historical record of all artifact
versions renains intact and i ndependently verifiable.

9. Interoperability
9.1. Relationship to Oher Reilly Protocol Suite Menbers

The REM Protocol serves as the foundational pernmanence primtive for
the broader Reilly Protocol Suite. Qher suite nenbers reference
and build upon REM as fol | ows:

* The Cognitive Trust Stack (CTS) [draft-reilly-cts-00] uses REM
as its Layer 3 (Provenance Layer) mechani smfor anchoring Al
behavi oral attestation records, enabling third parties to verify
that an Al systenis published alignment clainms correspond to
specific, immutably tinestanped behavi oral evidence.

* The REM License Token (RLT) Cenesis specification
[draft-reilly-rlt-genesis] uses REMto timestanp its own
specification, creating a self-referential provenance record in
whi ch the token that represents REM anchored rights is itself
protected by the REM Prot ocol

* The Reilly Sentinel Protocol (RSP), Reilly Resilience Protoco
(RRP), Reilly Banking Integrity Protocol (RBIP), and Reilly
Government Integrity Protocol (RAP) all designate REM as their
canoni cal archiving and provenance-anchori ng mechani sm

I mpl ementers building on any menber of the Reilly Protocol Suite
SHOULD i mpl enent REM first, as it underpins all cross-suite
provenance and integrity guarantees.

9.2. Bl ockchain Agnosticism
While Bitcoin is the RECOWENDED bl ockchain due to its security
hi story, proof-of-work finality, and broad public verifiability,

the REM Protocol is explicitly blockchai n-agnosti c.

| npl enenters MAY use Ethereum Pol ygon, or other public |edgers
provi ded:
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* The chosen network has been operational for a mninmumof three
years at the tinme of tinmestanping.

* Block tinestanps on the chosen network are publicly verifiable
via multiple i ndependent explorers.

* The inpl enenter docunents the network nane, consensus mechani sm
and explorer references in the REM Record.

10. Security Considerations



10.1. Hash Integrity

The SHA- 256 al gorithm provides 128 bits of collision resistance
under current cryptanal ytic understanding [FIPS-180-4]. No
practical collision attacks agai nst SHA-256 are known at the time
of this witing.

I mpl enenters concerned with long-termor post-quantumintegrity
SHOULD record the artifact under nultiple hash algorithns (e.g.,
SHA- 256 and SHA3-256) in parallel and include both values in the
REM Record. A future revision of this specification MAY formalize
mul ti-al gorithm hashing.

10. 2. Bl ockchai n Reorgani zati on Ri sk

Al'l proof-of-work bl ockchains are subject to probabilistic finality.
A bl ock that appears confirnmed may be reorgani zed out of the
canoni cal chain if a conpeting chain of greater cunulative work is
publ i shed. For Bitcoin:

* Reorgani zations of depth greater than six blocks are
historically exceedingly rare.

* Inplementers SHOULD wait for a mninmum of six confirmations
before treating a Bitcoin-anchored tinestanp as final

* For artifacts of exceptional |egal or financial significance,
wai ting for 100 confirmations (approximtely 16.7 hours) is
RECOMVENDED.

10.3. DA Resolver Availability

DA resolution depends on the availability of the issuing repository
and the DO federation infrastructure. Inplenmenters SHOULD mitigate
this risk by:

* I ncluding i ndependent archive URIs (e.g., Internet Archive
shapshots) in remrecord. archive_ uris.

* Self-hosting a copy of the artifact at a stable URl and including
that URI in the REM Record.
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10.4. Tinmestanp Granularity

Bitcoin block tinmestanps are set by mners and may vary by up to two
hours fromwall-clock time under network rules. Additionally,
QpenTi nest anps cal endar servers aggregate hashes and submit Merkle
roots to Bitcoin in batches, neaning the cal endar attestation tine
may precede the Bitcoin block confirmation by mnutes to hours.

I mpl enenters SHOULD record both the cal endar attestation datetine
(i f using OpenTinestanps) and the confirmed block date in the REM
Record to preserve full tenporal evidence

10.5. Privacy of Artifact Content

The REM Protocol records a SHA-256 hash, not the artifact content
itself. Publishing a REM Record does not expose the artifact’'s
content. However, if the artifact contains sensitive infornmation,

i mpl ement ers SHOULD consi der whether the DO | andi ng page netadata
or description fields nay inadvertently reveal details about artifact
contents that the author did not intend to disclose.



11.

12.

For artifacts that nmust renmain confidential, inplenmenters MAY perform

Steps 1 and 2 (hashing and bl ockchain tinmestanpi ng) w thout
proceeding to Step 3 (DA registration), thereby obtaining a

bl ockchai n-anchored proof of existence wi thout public disclosure.
Such a record is a Partial REM Record and SHOULD be clearly marked
as such in any associ ated docunentati on

| ANA Consi der ati ons
Thi s docunent has no | ANA acti ons.

Future revisions of this specification MAY request registration of
a nedia type (e.g., application/remrecord+json) with IANA to
facilitate standardi zed handling of REM Record JSON nani f ests.
Such registration would follow the procedures in [ RFC6838].

Appli cations

The REM Protocol is applicable in any domain requiring durable,
i ndependently verifiable proof of the existence and content of a
digital artifact at a specific point in tine.

Academ ¢ Publ i shing:
Authors may tinmestanp preprints and datasets prior to subm ssion,
establishing a verifiable priority record i ndependent of the
peer-review tineline.

Intellectual Property:
Prior-art establishment for inventions, protocols, and standards
wi t hout dependence on patent prosecution timelines or
institutional internediaries.
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13.

Regul at ory Conpl i ance:
Fi nance, healthcare, and |ogistics operators subject to
recor d- keepi ng nandates nmay use REMto produce tanper-evident
audit trails. The EU Al Act [EU-Al-Act] and simlar instruments
requi ring docurmented Al system provenance represent energing
use cases for this application domain.

Al and ML Gover nance:
Trai ni ng datasets, nodel weights, eval uation benchmarks, and
al i gnment - assessnment records may be REM anchored to establish
verifiabl e provenance chains, supporting the requirenments of
the CTS framework [draft-reilly-cts-00].

Legal and Evidentiary Contexts:
Contracts, affidavits, and correspondence nmay be REM anchored
to produce an independent record of docunent existence and
content at a specific date, suitable for evidentiary purposes.
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Appendi x A.  Change Log

(This appendi x to be renoved before or upon RFC publication.)

Changes from-00 to -01:

* Added Section 3 (Requirenents Language) with RFC 2119 / RFC 8174
nornmative | anguage boilerplate. The -00 contained no normative
MUST/ SHOULD/ MAY requirenents; the specification has been updated
t hroughout to use RFC 2119 key words consistently.

* Added Section 6 (REM Record Format) defining the canonical JSON
mani f est schema (remversion "1.1"), field semantics, and a
conpl ete worked exanpl e.

* Added Section 7 (Verification Procedure) specifying i ndependent
hash verification, blockchain verification (both OpenTi mestanps



and direct on-chain paths), and DO resolution verification,
with defined outcone states: FULLY VERI FI ED, PARTI ALLY VERI FI ED
and | NVALI D

* Added Section 8 (Inplenentation Considerations) covering
recomrended tool chain, timng and ordering constraints (including
the | egal significance of operation ordering), and a versioning
and anendnent policy requiring that original REM Records not be
nodi fi ed.

* Added Section 9 (Interoperability) docunenting REMs role as the
foundati onal pernanence primtive for the Reilly Protocol Suite,
its relationship to CTS, RLT Genesis, RSP, RRP, RBIP, and RGP,
and criteria for bl ockchain agnosticism

* Expanded Section 10 (Security Considerations) with five
subsections: hash algorithmagility and post-quantum readi ness
gui dance; bl ockchai n reorgani zati on depth recomrendati ons;

DA resolver availability mtigation; timestanmp granularity
consi derations; and content privacy guidance including the
Partial REM Record option for confidential artifacts.

* Corrected erroneous informative reference: RFC 9162 (Certificate
Transparency Version 2.0) appeared in -00 as if it described
OpenTi nestanps; it does not. RFC 9162 has been renoved and
replaced with the correct QpenTi nestanps reference [ QpenTi nest anps].
* Added informative references to draft-reilly-cts-00,
draft-reilly-rlt-genesis, FIPS-180-4, RFC 2119, RFC 6838,
RFC 8174, and EU- Al - Act.
* Renoved duplicate Author’s Address section present in -00.

* Updated expiry date from5 March 2026 (|l apsed) to
20 September 2026.
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