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Abst ract

The Reilly EternaMark (REM Protocol defines a dual-1layer nethod for
digital permanence through the integration of Digital bject
Identifiers (DOs) and bl ockchain tinestanping. The protocol ensures
digital artifacts are permanently identifiable, imutable, and
verifiable for both present and future use.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”

This Internet-Draft will expire on 5 March 2026.
Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roducti on

Exi sting digital preservation nethods are centralized and vul nerabl e
to alteration, corruption, or loss. The REM Protocol addresses these
i ssues by conbining DO persistence with bl ockchain imutability.

DA ensures discoverability, persistence, and interoperability.
Bl ockchai n tinestanpi ng ensures imutability and tanper-proof
verification. This creates a dual-layer permanence system suitable
for academ a, conpliance, intellectual property, and Al data
gover nance.

2. Term nol ogy

DO: Digital Object Identifier, a globally unique and resol vable
identifier.

Ti mestanmp: A bl ockchai n-anchored proof of existence and creation
time.

Artifact: Any digital object (paper, dataset, contract, etc.)
preserved via REM Protocol .

3. Protocol Overview
The REM Protocol consists of four steps:

1. Hashing — Conpute SHA-256 hash of the digital artifact. Exanple:
02439f 01ba0b805ba3011aaeb2783f f b096c1c6ad847876e75. . .

2. Blockchain Tinestanping — Submit the hash to a bl ockchain

ti mestanpi ng service. Exanple: Bitcoin block 914168 attests
exi stence as of 2025-09-10 EST.
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3. DO Assignnent — Register the artifact with a DO system (e.g.
Zenodo). Exanple: https://zenodo.org/records/ 17096230

4. Archival Integration — Publish DO, blockchain TXID, and hash
together as the pernanent record.

4. Specification
Inputs: Digital artifact.

Process: SHA-256 hash -> Bl ockchain tinmestanp -> DO registration ->
Publ i cati on.

Qut puts: A permanent, verifiable record consisting of: DO
(discoverability), Blockchain TXID (imutability), Hash (integrity
proof).
5. Security Considerations
Integrity: Provided by SHA-256 hashi ng.
Imutability: Guaranteed by bl ockchai n consensus.
Persi stence: Ensured by DO federation and gl obal resol ution
6. | ANA Consi derations
Thi s docunment has no | ANA acti ons.
7. Applications
Academ ¢ publishing and research archiving.

Conpl i ance (finance, healthcare, |ogistics).

Intellectual property (true prior art, pernanent alternative to
patents).

Al and M. datasets (trustworthy sources).
8. Informative References
[1SO 26324]
International DA Foundation, "DO Handbook (1SO 26324)",
2012, <https://ww. doi . or g/ doi _handbook/ >.

[ RFC9162] Todd, P., "OpenTi nestanps Proofs", RFC 9162, 2021
<https://www. rfc-editor.org/rfc/rfc9162. ht m >.
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CERN Zenodo, "Zenodo Archiving Standards”,
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