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Abst ract

The Reilly Governnent Integrity Protocol (RG@P) defines a

st andards-al i gned nethod for producing permanent, independently
verifiable public records by conbining nulti-al gorithm content
hashi ng, public bl ockchai n anchoring via OpenTi nestanps, DA -based
archival, decentralized storage, and web archiving into a single
aut omat ed pipeline. This revision (01) expands the protocol to
incorporate a Triple-Hash Chain architecture running SHA-256

[ RFC6234], SHA3-512 [FIPS202], and BLAKE3 [ BLAKE3] in parallel,
bound toget her by a cryptographic Cross-Chain Hash at every bl ock
RGP introduces the REMD (Reilly EternaMark ldentifier), a self-
sovereign persistent identifier derived directly fromartifact
content, replacing reliance on externally assigned identifiers as
the sole chain anchor. The protocol specifies the Evidence Receipt
(ER), an expanded canonical i zed netadata obj ect binding the
artifact’s triple-hash fingerprint, a REMD, a DA, an
QpenTi nest anps Bitcoin proof, an IPFS CID, and an Internet Archive
URI. Processing steps, chain integrity procedures, autononous
verification, and post-quantumresilience properties are defined.
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I ntroduction

Public institutions produce records whose integrity is foundationa
to denocratic governance, |egal accountability, and public trust.
Legi sl ative acts, regulatory filings, judicial decisions, agency
rul emaki ngs, procurenent records, budget authorizations, and
intelligence assessnments all depend on an unbroken chain of custody
fromthe nonent of creation. Wen that chain is interrupted -

whet her by accident, negligence, or deliberate suppression, the
record loses its evidentiary value and public accountability fails.

Exi sting nechani sns for establishing record pernmanence are
structurally insufficient. Institutional custody concentrates
control in the entity whose conduct the record is neant to docunent.
Paper archives are subject to physical destruction. Certified copies
depend on the integrity of the certifying authority. Digital records
stored in government-controlled systens are alterable by the sane

adm ni strators who produce them None of these nechani sns provides

i ndependently verifiable proof that a record existed at a specific
nmoment and has not been nodified since.

The threat is not hypothetical. Public records have been altered,
sel ectively deleted, retroactively reclassified, and withheld in
contexts ranging fromfinancial regulation to nmlitary operations to
el ectoral admnistration. The absence of a tanper-evident anchoring
| ayer means that any alteration, if discovered at all, is discovered
too | ate.



RG P addresses this structural gap by anchoring government records
to infrastructure that no single institution controls. The Bitcoin
bl ockchai n provides a tinestanp that cannot be altered w thout
reconputing proof-of-work for the entire subsequent chain, a
computation that is infeasible for any actor including nation-states.
I PES provi des content-addressed storage i ndependent of any hosting
provider. DO archival at Zenodo provides a citable, persistent
reference backed by CERN infrastructure. The Internet Archive

provi des an additional independent crawl. Together these four |ayers
ensure that no single point of failure, and no single institutiona
actor, can suppress or alter a record that has been processed

t hrough RG P.

RGP is relevant to a wi de range of governnent contexts

* Legislative records: bills, amendnents, votes, and comittee
reports anchored at the monent of publication

* Regul atory records: rul enaking notices, agency gui dance, and
public coments with tanper-evident tinestanps proving the
sequence of publication and response.

* Judicial records: court filings, orders, and opinions with
crypt ographi ¢ proof of content at time of issuance.

* Procurenent and contracting: solicitations, awards, and
nmodi fications with an immuutable audit trail.

* Budget and financial records: appropriations, expenditures, and
audit findings anchored before any revision cycle.

* Intelligence and national security: where chain of custody for
assessnents and supporting evidence is operationally critical

* Election adninistration: voter rolls, ballot definitions, and
canvass reports with independently verifiable creation timnmestanps.

RG P does not nandate a specific regulatory franmework or |ega
standing for anchored records. It provides the cryptographic
infrastructure on which |legal and regulatory frameworks can rely.

RG P addresses this by cryptographically anchoring records to
infrastructure that no single actor controls

Version -01 significantly expands the -00 specification in four
di mensi ons:

1. The content hashing | ayer is upgraded from single-algorithm
SHA- 256 to a Tripl e-Hash Chain runni ng SHA- 256 [ RFC6234],
SHA3-512 [ FI PS202], and BLAKE3 [ BLAKE3] sinultaneously. Al
three chains are bound at every block by a Cross-Chai n Hash,
meani ng an adversary nust defeat all three algorithns
si mul t aneously, not independently, to forge a valid record.

2. A self-sovereign identifier, the REMD, is introduced. The
REM D is derived determnistically fromartifact content and
submi ssion tinmestanp, naking it independent of any registrar
or external authority. The REM D nanespace is defined and
normatively specified.

3. The permanence | ayer is expanded from DA -pl us-bl ockchain to a
four-layer stack: Bitcoin OpenTi nestanps anchoring, |PFS
cont ent - addressed pi nning, DO archival via Zenodo, and
Wayback Machine web archival. Each |ayer is independently
verifiable; failure of any single |ayer does not invalidate
the ot hers.



4. An autononous agent architecture is defined for continuous
chain integrity verification, self-healing of degraded
per manence | ayers, tanper detection, and Al-governed protocol
state analysis. This architecture enables RA P deploynments to
operate wi thout continuous human oversi ght.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here.

Ter mi nol ogy

Artifact: The public record content being made permanent (e.g.,
PDF, text, JSON, inage, or docunent bundle).

Tri pl e- Hash Fi ngerprint:
The ordered triple (SHA-256, SHA3-512, BLAKE3) of an
Artifact’s canonical byte stream conputed
simul taneously and stored as the artifact’s content
identifier.

Cr oss- Chai n Hash:
The SHA3-512 di gest of the concatenation of the
current bl ock’s SHA-256 chain hash, SHA3-512 chain
hash, and BLAKE3 chain hash. Binds all three chains
at every bl ock.

REM D: Reilly EternaMark Identifier. A self-sovereign
persistent identifier for an Artifact derived from
the artifact’s SHA-256 hash prefix and subm ssion
date, in the nanmespace REM D: YYYY. MVDD/ <hash8>.

Cl D Content ldentifier per the |IPFS content addressing
speci fication [|PFS SPEC] .

DA : Digital Object Identifier resolving to an archival
| andi ng page for the Artifact.

OrS Proof: An OpenTi mestanps [OIS] proof file linking an artifact
hash to a Bitcoin bl ock header via a Merkle path.

ER: Evi dence Recei pt defined by this docunent.

Bl ock: A single entry in the RGP chain, corresponding to

one Artifact subm ssion.
ni URI: A content-hash URI per [RFC6920].

Anchor : The inclusion of a content hash or coomitnent in a
public bl ockchain transacti on.

Genesi s Block: The initial block of an RAP chain, with all
previous chain hash fields set to the all-zeros
string of the appropriate |ength.

Prot ocol Goal s and Non- Goal s
CGoal s
* Cryptographically binding each Artifact to a triple-hash

fingerprint that is resistant to both classical and quantum
adversari es.



* Chaining all Artifacts in a verifiable sequence where any
retrospective alteration is detectable.

* Anchoring the chain to a public blockchain providing an
i mrut abl e, independently observabl e tinestanp.

* Distributing Artifacts and their metadata across multiple
i ndependent pernanence layers with no single point of failure.

* Enabl i ng aut ononous, continuous verification without requiring
hurman over si ght .

* Supporting post-quantum m gration by including SHA3-512 and
BLAKE3 as prinmary chain algorithnms fromthe outset.

Non- Goal s

* Mandating a specific bl ockchain beyond specifying Bitcoin
OpenTi nmest anps as t he RECOMVENDED anchor .

* Defining new cryptographic primtives.

* Governing the legal or regulatory standing of records.

* Prescribing access control policies for Artifact content.
H gh- Level Overview

An RG P producer processes an Artifact through the follow ng
pi pel i ne:

(1) Compute the Triple-Hash Fingerprint (SHA-256, SHA3-512, BLAKE3)
of the Artifact’s canonical byte stream

(2) Derive a REMD fromthe SHA-256 prefix and submi ssion timestanp.

(3) Compute the new bl ock’s three chain hashes by chaining the
previous block’s chain hashes with the current artifact hashes,
REM D, and ti nestanp.

(4) Compute the Cross-Chain Hash binding all three chain hashes.

(5) Anchor the SHA-256 hash to Bitcoin via OpenTi nestanps [OTS],
receiving a tinmestanped proof.

(6) Pin the Artifact and its Evidence Receipt to | PFS, obtaining
a Cl D

(7) Archive the Artifact in a DO -issuing repository (RECOMVENDED:
Zenodo), obtaining a DO.

(8) Submit the REM D resolver URL to the Internet Archive Wayback
Machi ne for web archival.

(9) Sign and publish the Evidence Receipt (ER) incorporating all
of the above.

Verifiers retrieve the ER, reconpute all hashes, validate the chain,
check each pernmanence | ayer independently, and verify the signature.

Government Use Cases

This section is informative. It illustrates the application of
RGP to specific governnent record categories. |n each case, the
RGA P pi peline produces an Evi dence Receipt that is independently
verifiable by any party with access to the public pernmanence | ayers.



5.1. Legislative and Regul atory Records

A legislative body or regulatory agency publishes a docunent
(bill text, final rule, guidance, or public notice). The agency
processes the docunent through RA P at the nmonment of publication
produci ng an Evidence Receipt with a Bitcoin OIS tinestanp, |PFS
CID, DO, and Wayback Machi ne record.

Any subsequent claimthat the docunent was published at a different
time, or that its content differs fromthe published version, is
refutabl e by reconputing the artifact hashes and validating the
Bitcoin tinestanp. The tinestanp is anchored in a block m ned by
the global Bitcoin network and cannot be altered retroactively by
any party.

5.2. Procurenent and Contracting

CGover nment procurenment generates records that are frequently

di sputed: solicitation | anguage, proposal subm ssions, eval uation
scores, and award decisions. Each docunent in the procurenent
lifecycle is processed through RGP at the nonment of creation or
receipt.

The chain structure ensures that the sequence of records is
provable. A chain where a proposal subm ssion precedes a
solicitation anendnent cannot be forged wi thout invalidating the
cross-chain hash for every subsequent block. Audit agencies can
i ndependently verify the full procurenment record chain w thout
relying on the contracting agency’s internal systens.

5.3. Financial and Budget Records

Appropriations, expenditure authorizations, and audit findings
processed through RGP receive Bitcoin tinestanps at the nonent of

i ssuance. Any retroactive anendnent to a financial record requires
creating a new bl ock, preserving the original record in the chain.
The original record renains independently retrievable via its REM D
DA, and | PFS CID regardl ess of subsequent anendnents.

5.4. Judicial Records

Court filings, orders, and opinions processed through RGP at the
monent of issuance carry an imutable creation timestanp. The
Tri pl e-Hash Fingerprint ensures that any nodification of the
docunent after issuance is detectable by reconputing the artifact
hashes. This is particularly relevant for records subject to
expungenent or retroactive sealing orders, where the existence of
an original record may itself be materi al

5.5. Intelligence and National Security Records

Assessnents, briefings, and supporting evidence processed through
RGP carry a tanper-evident record of their content at the time of
production. This is operationally relevant for chain of custody
in legal proceedings, for inspector general oversight, and for

hi stori cal declassification review where the original content nust
be di stinguishabl e from subsequent revisions.

RA P's post-quantumresilience (Section 15) is directly rel evant
to national security contexts where adversaries with access to
quant um conputing resources nmay attenpt to undernine the
cryptographic integrity of anchored records.

5. 6. El ecti on Adm ni stration



Voter registration files, ballot definitions, cast vote records,
and canvass reports processed through RGP at defined intervals
create an independently verifiable audit trail. The Bitcoin

ti mestanp anchors the state of each file to a specific block,
enabling post-election audit by any party with access to the
publ i c permanence | ayers, wi thout reliance on any el ection

adm nistrator’s internal systens.

6. Triple-Hash Chain Architecture

RGA P's chain architecture runs three independent hash chains in
parallel. Each block Nin the chain is defined by three chain hashes
and one cross-chain hash.

6.1. SHA-256 Chain
The SHA-256 chain hash at block N is defined as:

sha256_chai n[ N] = SHA- 256(
prev_sha256_chai n[ N-1] ||
artifact_sha256 ||
record id ||
remd ||
ti mestamp

)

where || denotes concatenation of UTF-8 encoded strings and
SHA- 256 is defined in [ RFC6234]. For the Cenesis Bl ock,
prev_sha256_chain[0] is the all-zeros 64-character hex string.

SHA- 256 provi des Bitcoin-native conmpatibility. The SHA-256 hash
of the Artifact is the value submtted to OpenTi nestanps [OTS],
ensuring that Bitcoin tinestanping and chain integrity share a
common cryptographic root.

6.2. SHA3-512 Chain
The SHA3-512 chain hash at block N is defined as:
sha3 chain[N] = SHA3-512(

prev_sha3_chain[N-1] ||
artifact_sha3_512 ||

record_id ||
remd ||
ti mestanp

)

where SHA3-512 is defined in [ FI PS202]. For the Genesis Bl ock,
prev_sha3 chain[0] is the all-zeros 128-character hex string.

SHA3- 512 provi des 256-bit post-quantum security, neeting the
threshol d established by NI ST for post-quantum cryptographic
strength [ NIST-PQC]. SHA3-512 is based on the Keccak sponge
construction [ KECCAK], which is structurally independent of SHA-2
and not susceptible to |l ength-extension attacks. [Its inclusion
ensures that a quantum adversary capabl e of attacking SHA-256 via
Grover’s algorithm[GROVER] cannot sinultaneously invalidate the
SHA3- 512 chai n.

6.3. BLAKE3 Chain
The BLAKE3 chain hash at block N is defined as:
bl ake3_chai n[ N = BLAKE3(

prev_bl ake3_chai n[ N-1] ||
artifact_bl ake3 ||



6. 4.

6. 5.

record_id ||
remd ||
ti mestanp

)

where BLAKE3 is defined in [BLAKE3]. For the Genesis Bl ock,
prev_bl ake3 chain[0] is the all-zeros 64-character hex string.

BLAKE3 provi des a nodern, high-performance hash function desi gned
for parallelismand future-proof security. |Its structura

i ndependence from both SHA-2 and SHA-3 provides a third,
orthogonal attack surface that a chain adversary nust overcomne

si mul t aneousl y.

Cross- Chai n Bi ndi ng Hash
The Cross-Chain Hash at block N is defined as:

cross_chain[N] = SHA3-512(
sha256_chain[N] ||
sha3 _chain[N ||
bl ake3_chai n[ N]

)

The Cross-Chain Hash conmits to the state of all three chains
simul taneously at every block. |Its properties are:

* Any nodification to any single chain hash at bl ock N changes
cross_chain[N], which cascades forward to invalidate al
subsequent cross-chai n hashes.

* An adversary attenpting to forge a single block nust produce
valid outputs for SHA-256, SHA3-512, and BLAKE3 si nul t aneously,
then satisfy the SHA3-512 Cross-Chain Hash binding. This
converts three independent attack problens into one sinultaneous
mul ti-al gorithm probl em

* SHA3-512 is used as the outer algorithmfor the Cross-Chain Hash
because it provides post-quantumresilience [FIPS202], ensuring
the binding itself is protected agai nst quantum att acks.

* Awverifier can confirman entire block’s chain state integrity

by checking only the cross_chain val ue, which serves as a

singl e-hash summary of all three chains at that height.

Chain Integrity Verification

Verifiers MJST validate all four chain hash values at every bl ock:

1. Reconpute sha256 chain[N] fromthe inputs specified in
Section 6.1 and conpare to the stored val ue.

2. Recompute sha3 chain[N] fromthe inputs specified in
Section 6.2 and conpare to the stored val ue.

3. Recompute bl ake3 chain[N] fromthe inputs specified in
Section 6.3 and conpare to the stored val ue.

4. Reconpute cross_chain[N as SHA3-512 of the concatenation of
the three stored chain hashes and conpare to the stored val ue.

5. Confirmthat prev_sha256 chain[N equals sha256 chai n[N-1],
prev_sha3 chain[N] equals sha3_chain[N-1], and
prev_bl ake3 chai n[N] equal s bl ake3 chai n[ N-1].

6. Confirmthat the Genesis Block’s prev_* fields are all-zeros



strings of the appropriate |ength.
Verification MJST fail if any of the above conparisons do not natch.
Partial verification (checking only a subset of the four hashes) is
NOT RECOMMENDED and MJUST be discl osed if used.
REM D: Sel f-Sovereign Artifact Identifier
The REM D (Reilly EternaMark ldentifier) is a persistent identifier
derived fromartifact content and submission tinme. |t does not
depend on any registrar, certificate authority, or external nam ng
aut hority.
REM D For mat

REM D: YYYY. MVDDY <sha256_prefi x8>

wher e:

* YYYY is the four-digit UTC year of subm ssion.
* MMis the two-digit UTC nonth of submi ssion.

* DDis the two-digit UTC day of submi ssion.

*

sha256_prefix8 is the first eight hexadeci nal characters
(four bytes) of the Artifact’s SHA-256 di gest.

Exanpl e:
REM D: 2026. 0327/ 3e48edc8
Properties

* Deterministic: The REMD for a given Artifact subnmitted on a
given UTC date is always the sane, regardl ess of the system
conputing it.

* Content-addressed: The REM D enbeds content identity via the
SHA- 256 prefix, enabling rapid matching against the full
artifact hash.

* Self-sovereign: No authority assigns or revokes REM Ds. A
REMD is valid if and only if its enbedded SHA-256 prefix
mat ches the corresponding Artifact.

* Collision-resistant: The probability of two distinct Artifacts
sharing the sane REM D on the sane date is bounded by the
collision resistance of SHA-256 [ RFC6234] truncated to 32 bits,
approximately 1 in 27232. |nplenmentations encountering a
col l'i sion SHOULD append additional hash characters to
di sanbi guat e.

REM D Resol ver

I mpl ement ati ons SHOULD publish a REM D resol ver endpoint at a
stable URL that maps a REM D to the correspondi ng Evi dence Recei pt
and Artifact nmetadata. The resolver SHOULD return JSON conformn ng
to the ER data nodel in Section 7.

Evi dence Recei pt (ER) Data Model

The ER is a UTF-8 JSON object [RFC8259], canonicalized per JCS
[ RFC8785] for signing and hashing. The follow ng nmenbers are
REQUI RED unl ess mar ked OPTI ONAL.

{
"er_version": "2",
"subject": {



"title": string,

"aut hor": string,
"remd": string, /1 REM D per Section 6
"doi ": string, /1 DA URI OPTI ONAL
"artifact _uri": string OPTIONAL // direct URL if available
},
"content": {
"medi a_type": string, /1 e.g., application/pdf
"byte | ength": i nt eger,
"sha256": string, /1 hex | owercase [ RFC6234]
"sha3_512": string, /1l hex | owercase [FIPS202]
"bl ake3": string, /1 hex | owercase [BLAKE3]
"nit: string /1 ni URI per [RFC6920]
1
"chain": {
"bl ock_i ndex": i nteger,
"sha256_chai n_hash": string, // hex |owercase
"sha3_chai n_hash": string, // hex |owercase
"bl ake3_chai n_hash": string, // hex |owercase
"cross_chai n_hash": string, // hex |owercase SHA3-512
"prev_sha256 chain": string,
"prev_sha3 chain": string,
"prev_bl ake3_chain": string,
"quantumresilient": bool ean
}
"event": {
"event _type": string, /1l e.g., "publish" | "anmend"
"created": string /1 RFC 3339 tinestanp [ RFC3339]
},
"per manence": {
"bitcoin": {
"status": string, /1 "pending" | "confirnmed"
"subnmitted at": string, /1 RFC 3339 [ RFC3339]
"bl ock_hei ght": i nteger OPTI ONAL
"bl ock_dat e": string OPTI ONAL
"cal endars": array /1 OTS cal endar URLs used
}
"ipfs": {
"status": string,
"cid": string OPTI ONAL,
"gat eway": string OPTI ONAL
"zenodo": {
"status": string,
"doi ": string OPTI ONAL,
"record_url": string OPTI ONAL
},
"archive": {
"status": string,
"wayback search": string OPTI ONAL
}
},
"security": {
"bi ndi ng_hash": string, /1l SHA-256(record_id||rem d||created)
"binding_fields": string
H
"sign": {
"al g": string, /] COSE al gorithm name or nunber
"cose_signl": string /1 base64url COSE_Si gnl [ RFC9052]
}
}
Fi el d Notes

* URI's MIUST conformto [ RFC3986] .



* The "ni" value MJST be an ni URl [RFC6920] encoding the SHA-256
content hash.

*  Tinmestanps MUST be RFC 3339 [RFC3339] with UTC of fset.
* The "cross_chai n_hash" MJST be conputed per Section 6. 4.

* The "binding_hash" is computed as SHA-256(record_id || remd |
created_at) and enabl es tanper detection independent of the
chai n hashes

* Signatures MJST use COSE_Signl [ RFC9052] with a RECOVMENDED
key al gorithm of Ed25519 [ RFC8032]. Inplenentations MAY
support additional COSE al gorithns per [RFC9053].

9. Pernanence Layer Stack
9.1. Bitcoin Anchoring via OpenTi mest anps

The SHA- 256 hash of the Artifact MJUST be subnitted to one or nore
QpenTi nestanps [ OTS] cal endar servers. The protocol RECOMVENDS
submi ssion to at | east three i ndependent OIS cal endar servers

si nul taneously to ensure receipt survival

The OIS cal endar servers aggregate subnmitted hashes into a Merkle
tree [ RFC6962] and commt the Merkle root to a Bitcoin block via
a Bitcoin OP_RETURN transaction. Once a Bitcoin block confirns
the conmitrment, the OIS proof is "upgraded" to include the ful
Merkle path fromthe submtted hash to the Bitcoin bl ock header,
provi ding a conpact and independently verifiable tinestanp.

I mpl enent ati ons MJUST store the raw OIS recei pt bytes for each

submi ssion. Wen an upgraded proof becones avail abl e,

i mpl ement ati ons SHOULD parse the Bitcoin bl ock height

SHOULD parse the Bitcoin bl ock height and confirmation date fromthe
proof and update the permanence.bitcoin fields of the ER accordingly.

The Bitcoin tinestanp provides an i mmutabl e, independently
observabl e tinmestanp. No institution, including the protoco
operator, can alter or renove a commtted Bitcoin block header

9.2. Decentralized Storage via | PFS

The Artifact and its Evi dence Recei pt JSON SHOULD be pinned to the
InterPlanetary File System [| PFS-SPEC] using a pinning service.

Pi nning produces a Content Identifier (CID) that is a

cont ent - addr essed, sel f-describing nultihash [ MILTI HASH] uni quel y
i dentifying the pinned content.

The CID MJUST be stored in the permanence.ipfs.cid field of the ER
An | PFS gateway URL resolving the CIDto the Artifact SHOULD be
stored in permanence. i pfs. gat eway.

| PFS provi des decentralized, content-addressed storage that remains
accessi bl e i ndependently of any single hosting provider. |[If the
ori gi nal host becones unavail abl e, any | PFS node hol ding a copy of
the content can serve it under the same CID.

9.3. DA Archival via Zenodo
Artifacts SHOULD be archived in a DO -issuing repository. Zenodo
(https://zenodo.org), operated by CERN, is RECOWENDED due to its
open access policy, long-term preservation comitnent, and
institutional independence.

Upon archival, a DA is assigned that provides a persistent,



human-r eadabl e resol ver URL i ndependent of any hosting provider.
The DO and the Zenodo record URL SHOULD be stored in the
per manence. zenodo fields of the ER

DA archival provides a citable, stable reference that integrates
with acadenmic and institutional citation infrastructure.

9.4. Wb Archival via Internet Archive
The REM D resolver URL for each Artifact SHOULD be subnitted to
the Internet Archive Wayback Machine for web archival. This
creates a permanent crawl of the public-facing record page,
providing an additional, institutionally independent copy of the
Artifact metadat a.

The Wayback Machi ne search URL for the REM D resol ver SHOULD be
stored i n permanence. ar chi ve. wayback_search of the ER

10. Step-by-Step Inplenmentati on (Nornmative)

This section is normati ve.

Step 1: Prepare the Artifact

1. Determine the Artifact format. For JSON, producers MJST
canonically serialize using JCS [ RFC8785]. For other formats,
producers MJST use the exact byte streamintended for
publi cati on.

2. Compute the Triple-Hash Fingerprint simultaneously:
a. SHA-256 [RFC6234] of the canonical byte stream
b. SHA3-512 [FIPS202] of the canonical byte stream
c. BLAKE3 [BLAKE3] of the canonical byte stream

3. Construct an ni URI of the form "ni:///sha-256; <di gest>"
[ RFC6920] using the SHA-256 digest.

Step 2: Assign a REM D
4. Determ ne the UTC subm ssion date.

5. Derive the REM D as REM D: YYYY. MDD/ <sha256_pr ef i x8> per
Section 6.

Step 3: Conpute Chain Hashes
6. Retrieve the previous block’s sha256_chai n_hash,
sha3 _chai n_hash, and bl ake3 chai n_hash. For the Genesis Bl ock,
use all-zeros strings.
7. GCenerate a unique record_id (RECOMVENDED: UUI D v4 [ RFC9562]).
8. Record the current UTC tinmestanp in RFC 3339 format [ RFC3339].

9. Compute sha256_chai n_hash, sha3_chai n_hash, and
bl ake3 _chai n_hash per Sections 5.1, 5.2, and 5.3 respectively.

10. Conpute cross_chai n_hash per Section 6. 4.

11. Compute the bindi ng_hash as SHA-256(record_id || remd ||
created_at).

Step 4: Anchor to Bitcoin

12. Submit the SHA-256 artifact hash to at |east three OIS cal endar
servers simultaneously. Record submtted_at, cal endars used,
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and initial receipt bytes.
Step 5: Pin to | PFS

13. Pin the Artifact bytes to IPFS. Record the resulting CID
and gateway URL.

Step 6: Archive to DO Repository

14. Upload the Artifact to Zenodo or another DO -issuing repository.
Record the DA and record URL.

Step 7: Archive to Wayback Machi ne

15. Submit the REM D resolver URL to the Internet Archive Wayback
Machi ne. Record the resulting wayback search URL.

Step 8: Build and Sign the ER
16. Populate all ER fields per Section 7.
17. Canonicalize the ER using JCS [ RFC8785].

18. Create a COSE _Signl object [RFC9052] over the JCS-canonicalized
ER usi ng Ed25519 [ RFC8032] ( RECOMVENDED) .

19. Enbed the base64url -encoded COSE Signl in sign.cose_signl.
Step 9: Publish

20. Publish the Artifact and ER The DA | andi ng page and REM D
resol ver SHOULD |ink bot h.

Step 10: OTS Upgrade

21. Mnitor OTS cal endar servers for proof upgrades. Wen an
upgraded proof is available, parse the Bitcoin bl ock height
and date, update permanence. bitcoin.status to "confirned",
and update the ER

Verification Procedure (Nornative)

Verifiers MIST performthe foll owi ng steps:

1. Retrieve the ER for the Artifact to be verified.

2. Compute the Triple-Hash Fingerprint of the Artifact byte stream
and confirmthat all three digests match the stored values in

content.sha256, content.sha3 512, and content. bl ake3.

3. Recompute all four chain hash values per Section 6.5 and confirm
they match the stored val ues.

4. \Verify the cross_chain_hash by conmputing SHA3-512 of the
concatenati on of the three stored chain hashes and conparing
to the stored cross_chai n_hash.

5. Re-derive the REMD fromthe Artifact’s SHA-256 prefix and
submi ssi on date and confirmit matches subject.remd.

6. Recompute the binding_hash as SHA-256(record_id || remd ||
created _at) and confirmit matches security. binding_hash.

7. Validate the OTS proof by:
a. Parsing the OIS receipt bytes to extract the Merkl e path.
b. Confirmng the path connects the SHA-256 artifact hash to
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a Bitcoin block header
c. Confirmng the Bitcoin bl ock header appears in the Bitcoin
bl ockchain at the stated bl ock _hei ght.

8. Resolve the CID via any | PFS gateway and confirmthe returned
content matches the Artifact’s SHA-256 di gest.

9. Resolve the DO and confirmthe | anding page links to the
correct Artifact.

10. Re-canonicalize the ER with JCS [ RFC8785] and verify the COSE
si gnature [RFC9052] using the publisher’s public key.

11. Confirmall tinestanps are valid RFC 3339 [ RFC3339] and
consi stent with anchor observation and DO publication tine.

Verifiers SHOULD i ndependently confirmat |east three permanence
layers (Bitcoin, IPFS, DO). A record MAY be considered
unverified if fewer than two | ayers return consistent results.

Aut ononobus Agent Architecture

RGA P depl oynments SHOULD i npl enent aut ononmous verification agents
to provide continuous integrity assurance w thout human oversi ght.
This section defines the recormended agent rol es.

Agent 1 (Hasher):
Conputes the Triple-Hash Fingerprint for each incomng Artifact
simul taneously in menmory. MJST produce all three digests before
any subsequent agent runs.

Agent 2 (Bitcoin Anchor):
Subm ts the SHA-256 hash to OIS cal endar servers. SHOULD subnit
to at least three cal endars simultaneously to ensure receipt
r edundancy.

Agent 3 (REM D):
Derives and mints the REMD for each Artifact per Section 6

Agent 4 (1 PFS)
Pins the Artifact and ER to | PFS using a pinning provider.
Stores the resulting CIDin the ER

Agent 5 (Archive):
Subnmits the REM D resol ver URL to the Wayback Machi ne API

Agent 5.5 (DA ):
Creates a deposition in a DO -issuing repository and publishes
it to obtain a citable DO .

Agent 6 (Database):
Persists each ERto a |l ocal datastore. SHOULD i npl enent
integrity-checked storage with hash verification on read.

Agent 7 (OIS Watcher):
Pol I s OIS cal endar servers for upgraded proofs on pending
records. SHOULD poll at intervals not exceeding 15 m nutes.
When an upgraded proof is found, MJST parse the bl ock height,
updat e per manence. bitcoin.status to "confirned", and persi st
the updated ER

Agent 11 (Self-Heal):
Periodically scans all stored ERs for degraded per nanence
| ayers (e.g., |PFS pins that have | apsed, missing Bitcoin
submi ssi ons, unarchived records) and re-executes the rel evant
agent for each degraded layer. SHOULD run at intervals not
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exceedi ng one hour

Agent 13 (Sentinel):
Periodically reconmputes all four chain hash values for all stored
bl ocks and conpares agai nst stored val ues per Section 6.5.
MJUST al ert on any di screpancy. SHOULD al so nonitor OTS cal endar
server availability and enforce rate limts on artifact
submi ssion. SHOULD run at intervals not exceeding 15 m nutes.

Agent 14 (Intelligence):
Applies Al-assisted analysis to the protocol state snapshot,
producing a risk assessnent, findings, and remnedi ati on
directives dispatched to Agent 11. SHOULD run at intervals
not exceedi ng 30 m nutes.

Agents MJST be inplenented as i ndependent processes or coroutines
with crash isolation. Failure of any single agent MJST NOT
prevent other agents from continuing operation. Agents MJST
handl e Cancel | edError and sim | ar asynchronous term nation
signals gracefully.

Oper ational Considerations

Key Management :
Publ i shers SHOULD use Ed25519 [ RFC8032] keys for ER signing.
Keys SHOULD be rotated periodically. Public keys SHOULD be
published via the DO |anding page or a verifiable channel

Chain Continuity:
| mpl enent ati ons MJUST mai ntai n an unbroken chain of bl ocks from
Genesis. If the datastore is |lost, chain state MAY be
reconstructed from persisted ERs by sorting by block index and
reconputing chain hashes in order. The reconstruction procedure
is equivalent to the backfill operation described in Section 12
(Agent 11).

Updat es and Anendnents:
Amrendnents MUST create a new Artifact with a new REM D, a new
ER, and a new bl ock. The anended ER SHOULD ref erence the
original REMD in the subject.artifact _uri field.

Mul tiple Formats:
If the same content is distributed in multiple formats, each
format SHOULD receive its own ER to avoid anbiguity.

I nteroperability:
Profiles MAY restrict permanence |ayer inplenentations, mandate
specific COSE al gorithns, or define PKI discovery methods to
support procurement or sectoral policies.

Cal endar Redundancy:
At | east three independent OIS cal endar servers SHOULD be used
for each submission. |f a calendar server becones permanently
unavail abl e, the OTS proof from remaining servers renmains
i ndependent |y vali d.

Security Considerations

Chain Integrity:
RGA@ P s chain integrity relies on the collision resistance of all
three hash functions. An adversary who can find a SHA-256
collision does not thereby break the SHA3-512 or BLAKE3 chai ns,
and cannot satisfy the SHA3-512 Cross-Chain Hash bi nding w t hout
simul taneously producing valid outputs for all three al gorithns.

Tamper Detecti on:
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The bi ndi ng_hash field (SHA-256 of record_id, REM D, and
created_at) provides tanper detection independent of the chain
hashes. | nplenentati ons SHOULD verify the binding_hash
separately fromchain verification.

Bi t coin Anchor Security:
Anchoring on the Bitcoin bl ockchai n provides an append-only
timestanp. An adversary altering a committed Bitcoin block would
require reconputing proof-of-work for that block and all
subsequent bl ocks, which is conputationally infeasible for the
current Bitcoin network.

Key Comprom se:
Conprom se of an ER signing key allows an adversary to sign
fraudul ent ERs but does not allow alteration of the chain hashes
or Bitcoin anchors. Publishers SHOULD nai ntain key revocation
met adat a.

Repl ay and Substitution:
Verifiers SHOULD acquire Artifacts fromthe DO host over
aut henticated TLS [ RFC8446] and conpare size and nedia type
metadata. The REM D derivation ties the identifier to content,
limting substitution attacks.

Rate Limting:
I mpl enent ati ons SHOULD enforce rate limts on Artifact subm ssion
per source address to prevent chain flooding.

Post - Quant um Resi | i ence

RGP is designed to remain cryptographically valid in the presence
of | arge-scal e quantum conput ers.

SHA3-512 Security:
SHA3- 512 [ FI PS202] provi des 256-bit post-quantum security under
the nmodel of G over’'s algorithm|[CGROVER]. This meets the NI ST
m ni mum t hreshol d for post-quantum hash security [N ST-PQC] .
SHA3-512 is based on the Keccak sponge construction [ KECCAK],
which is structurally orthogonal to SHA-2 and is not weakened
by quantum speedups that exploit SHA-2's Merkl e-Dangard structure.

BLAKE3 Security:
BLAKE3 [ BLAKE3] provides a nodern construction with 128-bit
classical security (256-bit output truncated by G over's algorithm

to approximately 128-bit quantumresistance). |Its structural
i ndependence from SHA-2 and SHA-3 provides a third orthogonal
chai n.

Cr oss- Chai n Bi ndi ng:
The Cross-Chain Hash uses SHA3-512 as the outer algorithm
ensuring the binding conmtnent retains post-quantum security
that the binding conmitnment retains post-quantum security even if
SHA- 256 i s weakened by quantum har dwar e.

Future M gration:
I npl enent ati ons MAY extend the Triple-Hash Chain to include
addi ti onal post-quantum hash functions as N ST standards nature
(e.g., those based on [NIST-PQC] finalists). The ER data nodel
i s designed to acconmodate additional content hash fields wthout
br eaki ng backward conpatibility.

Signature Mgration:
As post - quantum si gnature standards mature, inplenentations
SHOULD pl an m gration from Ed25519 [ RFC8032] to a NI ST-approved
post - quantum si gnature al gorithm COSE [ RFC9052] supports
algorithmagility, enabling this mgration without restructuring
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the ER format.
Privacy Consi derations

ERs SHOULD avoi d enbeddi ng personal data beyond what is necessary
for Artifact identification and attribution. Wen personal data
i s unavoi dabl e, publishers SHOULD m nim ze fields and consider
pseudonym zati on.

Bi tcoin anchors are public and pernanent. Publishers MJST NOT

i nclude sensitive personal data in anchor conmitnments. The
SHA- 256 hash of an Artifact is a one-way commitnent and does not
by itself reveal Artifact content.

IPFS CIDs are public. If Artifact content is sensitive, publishers
SHOULD apply appropriate access controls at the pinning | ayer rather
than relying on CI D obscurity.

DA | andi ng pages SHOULD of fer appropriate access controls if
required by law or policy. Zenodo supports restricted access
deposi tions.

I ANA Consi derations

Thi s docunment has no | ANA acti ons.
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Changes fromdraft-reilly-government-integrity-00
The foll owi ng substantive changes were made in this revision

* Section 5 (Triple-Hash Chain Architecture) is new. The single
SHA- 256 content hash from-00 is replaced by a Tripl e-Hash Chain
runni ng SHA- 256 [ RFC6234], SHA3-512 [FI PS202], and BLAKE3 [ BLAKES3]
simul taneously. All three chains are bound at every block by a
SHA3-512 Cross-Chain Hash (Section 6.4).

* Section 6.5 (Chain Integrity Verification) is new, providing a
normative four-step verification procedure covering all four hash
val ues per bl ock.

* Section 6 (REMD) is new The REM D repl aces reliance on
externally assigned DOs as the sole persistent identifier. The
REM D nanespace and derivation algorithmare normatively defined

* Section 7 (Evidence Receipt Data Mddel) is substantially expanded.
The ER version is updated from"1" to "2". New required fields
i nclude: content.sha3_512, content.bl ake3, all chain.* fields
i ncludi ng cross_chai n_hash, the full permanence.* object covering
all four layers, and security.binding_hash

* Section 8 (Pernmanence Layer Stack) is new. The -00 Bitcoin
anchoring section is expanded and joi ned by normative subsections
for IPFS (Section 9.2), DA archival via Zenodo (Section 8.3),
and I nternet Archive web archival (Section 8.4).

* Section 9 (Inplenentation) is expanded from 12 steps to 21 steps
to cover REM D derivation, triple-hash conmputation, cross-chain
hash conput ati on, bindi ng hash conmputation, |IPFS pinning, and
Wayback Machi ne subni ssion

* Section 10 (Verification) is expanded from5 steps to 11 steps to
cover all three artifact hashes, all four chain hashes, REMD
re-derivation, binding hash verification, OIS proof parsing, and
| PFS CI D resol ution.

* Section 12 (Autononous Agent Architecture) is new, defining
normative agent roles for continuous integrity assurance,
sel f-healing, sentinel verification, and Al-assisted protoco
state anal ysis.

* Section 14 (Post-Quantum Resilience) is new, providing detailed
anal ysis of SHA3-512 and BLAKE3 quantum resi stance properties,
Cross- Chai n bi ndi ng post-quantum properties, and a migration path
for signatures

* Normative references added: RFC 8259, RFC 8446, RFC 9053,
RFC 9562, FI PS202, BLAKES.
FI PS202, BLAKE3.

* |Informative references added: N ST-PQC, GROVER, KECCAK, OIS
| PFS- SPEC, MULTI HASH, REM
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