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Abst ract

Every artificial intelligence system depl oyed today operates
under behavioral constraints that are unverifiable by any
external party. Alignnent clains exist as docunentation,
policy statements, or terns of service -- all nutable, none
cryptographically provable. Wen an Al system causes harm
there is no mechanismto prove what rules it was foll ow ng.
VWhen an organi zation clainms its Al is safe, there is no
standard by which that claimcan be independently verified.
This is the Al behavioral provenance problem and no existing
framework solves it.

The Cognitive Trust Stack (CTS) establishes that the alignnent
state of an Al systemat any point in tinme MJST be a verifiable
fact, not an assertion requiring trust. CTS defines a conplete,
i mpl ement abl e franmework for declaring, anchoring, enforcing,
and verifying Al behavioral constraints through a five-Iayer
architecture conmbining: (1) a declarative alignment schenma
formatted to | ETF Internet-Draft standards, (2) archiva
permanence via Digital Object Identifier (DO) registration,

(3) cryptographic tenporal anchoring via Bitcoin blockchain

ti mestanpi ng using the Dual -Layer Digital Pernanence (DLDP)

met hodol ogy [ REILLY-REM, (4) runtinme retrieval injection for
active constraint enforcenent, and (5) independent third-party
verification.

CTS does not replace existing Al alignnent techniques. It
provi des the m ssing accountability layer that sits above them
-- making alignment a cryptographically provable fact rather
than an unverifiable claim

The full CTS specification, reference inplenentation, schema
and provenance mani fest are published at Zenodo DO

10. 5281/ zenodo. 19097169. The priority of this framework is
cryptographically anchored in Bitcoin block 941168
(2026-03-18), with SHA-256 hash

€915b5162422281e1c0185c9e2ee

faf 74b7f 539996b878chb1e69e10533f 24ac?2

The OpenTi nest anps proof file

(CTS_Whi t epaper _v1.0.docx.ots), included in the Zenodo
record, provides independent cryptographic verification of
exi stence prior to block 941168.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working documents of the Internet

Engi neering Task Force (I ETF). Note that other groups may
al so distribute working docunments as Internet-Drafts. The
list of current Internet-Drafts is at
https://datatracker.ietf.org/drafts/current/.



Internet-Drafts are draft docunents valid for a maxi mum of
six nonths and may be updated, replaced, or obsol eted by

ot her docunents at any time. It is inappropriate to use
Internet-Drafts as reference naterial or to cite them other
than as "work in progress.”

This Internet-Draft will expire on 18 Septenber 2026

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as
the docunent authors. All rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s
Legal Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the
date of publication of this docunent. Please review these
docunents carefully, as they describe your rights and
restrictions with respect to this docunent.
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1. Introduction
1.1. The Broken Promise of Al Alignnent
Artificial intelligence systens -- particularly |arge |Ianguage

nmodel s (LLMs) and aut ononmous Al agents -- are now depl oyed at
gl obal scal e across healthcare, finance, |egal services,
education, infrastructure, and governnent. Each of these
depl oynents carries an inplicit or explicit pronmise: that the
Al system behaves according to a declared set of rules,

constraints, and ethica

This promise is,
Organi zations decl are alignnent

servi ce, nodel cards,
Regul ators reference conpliance

in every current deploynent,

and i nternal

conmm t ment s.

unveri fiabl e.
t hrough bl og posts, terns of
policy docunents.
framewor ks. Researchers



publish alignment techniques. But not one of these nechanisns
produces a cryptographically verifiable record that answers
the fundanmental question

"What behavioral rules was this Al systemactually
operating under at this specific nmonent in tine --
and how can anyone independently prove it?"

No existing standard answers this question. No existing
framewor k makes Al alignnent a provable fact rather than an
asserted claim The result is a global Al governance
environment built on trust without verification -- the precise
condition that cryptographic and distributed systens

engi neering has spent decades learning to elimnate in other
donmai ns.

CTS is the missing verification layer. 1t establishes that
Al behavi oral provenance -- the cryptographically verifiable
record of what constraints an Al system was operating under
at a giventinme -- is not only necessary but achi evabl e t oday
using existing infrastructure, w thout requiring changes to
underlying Al systens, new hardware, or proprietary tooling.

.2. The Four Failures of Current Al Governance

The absence of a behavioral provenance standard creates four
conmpoundi ng failures that no existing framework resol ves:

Auditability Failure: Organizations cannot produce
crypt ographi ¢ proof of the alignnent rules their Al
systens enforced at deploynent. Internal documentation
is mutable. Vendor attestations require trust. No
i ndependent, tanper-evident record exists. Wen
regul ators, auditors, or courts request evidence of Al
behavi oral constraints at a specific point in tineg,
there is no authoritative record to produce.

Accountability Failure: Wen an Al system produces harnful
discrimnatory, or non-conpliant output, there is no
t anper-evi dent record establishing whether that output
violated the system s stated constraints or was consi stent
with them Wthout behavioral provenance, accountability
is reduced to vendor self-reporting and post-hoc
rationalization. The systemthat caused harm and the
docunentati on describing its intended behavior are both
nmut abl e -- neither can be independently verified agai nst
t he ot her.

Interoperability Failure: There is no comobn schema for
expressi ng Al behavioral constraints in a machi ne-readabl e,
version-controll ed format exchangeabl e across organi zati ons,
jurisdictions, or regulatory bodies. Every organization
invents its own docunmentation format. No two Al
depl oynents express their constraints in a way that any
ot her systemor auditor can parse, conpare, or verify.

Thi s nmakes cross-organi zational Al governance structurally
i mpossi bl e.

Per manence Failure: Alignnent docunentation stored in
private repositories, internal wikis, or vendor systemns
can be altered retroactively. There is no chain of
custody. A docunent describing an Al systenis behaviora
constraints today may be silently nodified tonorrow, and
no record of the original will exist. In regulated
industries, this represents a fundanental failure of
record-keeping integrity.



These four failures are not theoretical. They manifest in
every Al incident investigation, every regulatory audit, and
every | egal proceeding involving Al -generated output. CTS
resolves all four through a single unified nethodol ogy.

1.3. The CTS Sol ution

The Cognitive Trust Stack reframes Al alignnent as an

engi neering and provenance problemrather than a policy
problem The insight is this: the tools needed to sol ve Al
behavi oral provenance already exist. Cryptographic hashing,
bl ockchai n ti mestanping, DO archival, and retrieval - based
injection are all mature, deployed technol ogies. Wat has
been mssing is a standard that conbines theminto a conplete,
i nt eroper abl e frameworKk.

CTS provi des that standard.

The framework operates on a sinple principle: if you can

decl are what behavioral rules an Al system foll ows, hash that
decl aration, anchor the hash to an i mutable record before
depl oynent, and inject those rules into every inference
request, then the alignnent state of that system at any point
in time becones an independently verifiable fact.

This is not a novel cryptographic invention. It is the
application of proven provenance engi heering -- the sane
principles that underpin docunment notarization, software bil
of materials (SBOM, and bl ockchai n-based intellectua
property protection -- to the specific problemof Al

behavi oral constraints.

What CTS adds to existing practice is:

0 A standardi zed, machi ne-readabl e schema for declaring Al
behavi oral constraints (Section 3.1)

o0 A normative process for anchoring that schema to
institutional and cryptographi c permanence sinmultaneously
(Sections 3.2, 3.3

o A runtine enforcenent nechanismthat ties the anchored
schema directly to inference behavior (Section 3.4)

o A verification protocol enabling any party to
i ndependently confirmthe conpl ete provenance chain
wi t hout trusting the declaring organization (Section 3.5)

0 A provenance mani fest format that serves as the
authoritative audit docunent (Section 4)

Toget her these conmponents form an accountability |ayer that
can sit above any Al system any alignnent technique, and
any depl oyment context. A schema that can be changed is a
prom se. A schema with a | ocked hash and a Bitcoin anchor
is a fact.

1.4. Wiat CTS Is and |Is Not
CTsS I S

o0 A provenance and verification standard for Al behaviora
constraints

o A framework applicable to any LLM Al agent, or autonated
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deci si on systemregardl ess of underlying architecture

0 A nechanismfor nmaking Al alignnment clains independently
verifiable without trusting the declaring organization

0 An open standard designed for |ETF standardization and
free adoption by any inplenenter

o Infrastructure -- like HTTP or TLS -- intended to underpin
Al governance across industries and jurisdictions

CTS IS NOT:

0o An alignnent technique (it does not train or fine-tune
nodel s)

0 A replacenent for constitutional Al, RLHF, or other
al i gnment methods (it archives and verifies their outputs)

0 A proprietary product or conmercial service

0 A guarantee of Al safety (it verifies declared constraints,
not the sufficiency of those constraints)

o Limted to | arge organizations (it is inplenmentable by
any individual or entity with access to Zenodo and
QpenTi nmest anps, both of which are free)

The CTS Whitepaper and Zenodo Record

The conpl ete CTS specification is acconpani ed by a whitepaper
titled "Cognitive Trust Stack (CTS): A Franework for
Verifiable Al Behavioral Provenance" (v1.0, March 2026),

aut hored by Law ence John Reilly Jr.

The whitepaper and all associated files are permanently
archived at:

Zenodo DO : 10. 5281/ zenodo. 19097169
URL: https://zenodo. org/record/ 19097169

The Zenodo record contains three files:

CTS Wit epaper _v1.0.docx: The conplete CTS whitepaper
containing the full framework specification, architecture
description, reference inplenmentation, DO publication
steps, bl ockchai n anchoring steps, provenance manifest
exanpl e, and concl usi on.

cts_framework.json: The canonical CTS v1.0 alignnent schena.
SHA- 256:
€915b5162422281e1c0185c9e2ee
faf 74b7f 539996b878cb1e69e10533f 24ac?2

CTS_Whi t epaper _v1.0.docx. ots: The OpenTi nest anps proof
file anchoring the above SHA-256 to Bitcoin block 941168
(2026-03-18). Running "ots verify
CTS Wi t epaper _v1. 0. docx. ots" independently confirns
exi stence prior to that bl ock.

The whit epaper contains the foll ow ng sections incorporated
by reference into this Internet-Draft:

Overview. Defines CTS and its core equation
CTS = DLDP (provenance) + DA (archival) + |IETF schemn
+ Retrieval + Evaluation
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Architecture Summary: Describes the five-layer stack and
the role of each layer in the conplete trust chain.

Worki ng Denmo: A conpl ete, executable Python reference
i mpl ement ati on denonstrating CTS schema | oading, rule
extraction, and pronpt injection, verified to produce
correct output against the canonical schema.

DA Publication Steps: Normative Zenodo registration
process including file preparation, netadata
requirenents, DO reservation, and publication

Bl ockchai n Anchoring: Normative QpenTi nestanps anchoring
process includi ng SHA-256 hash generation, OTS proof
file creation, and nani fest recording.

Provenance Manifest Exanple: The canonical nanifest format
binding all five CTS layers into a single audit docunent.

Concl usion: Establishes that CTS proves Al behaviora
al i gnment through environnent-based retrieval, with
crypt ographi ¢ proof of the declared constraints in
effect at any point in tine.

Rel ati onship to Existing Frameworks

CTS is designed as a conplenentary accountability layer to
exi sting Al governance franmeworks. |t does not conpete with
these frameworks; it provides the verification nechani sm
they currently |ack.

CECD Al Principles [OECD-Al]: The CECD principles call for
transparency and accountability in Al systens but provide
no techni cal mechani smfor verifying conpliance. CTS
operationalizes verification of OECD transparency
requirenents by creating a tamper-evident record of
decl ared behavi oral constraints.

NI ST Al Ri sk Managenent Framework [N ST-AIRMF]: The NI ST
Al RMF defines a lifecycle approach to Al risk nanagenent
i ncl udi ng docunentation requirements. CTS anchors the
docunentation | ayer of the N ST franmework, transformn ng
mut abl e internal records into cryptographically verifiable
external records. CTS provenance nmanifests directly
satisfy the GOVERN, MAP, MEASURE, and MANACGE function
docunentation requirements of the NIST Al RW

EU Al Act [EU-AIA]: The EU Al Act inposes mandatory
record- keepi ng requirenents on high-risk Al systens under
Article 9 (Ri sk Managenent Systen) and Article 12
(Record Keeping). CTS provides the technical nechani sm
for satisfying these requirenents w th tanper-evident,
i ndependently verifiable records that can be produced to
regul ators w thout depending on the Al vendor’s own
docunent ati on.

UNESCO Al Ethics Reconmendati on [ UNESCO-Al]: UNESCO s
recomrendation calls for transparency and auditability
of Al systenms. CTS preserves declared ethics
commitnents in a cryptographically permanent record,
enabling the accountability UNESCO calls for

Constitutional Al: Constitutional Al and simnlar techniques
define the behavioral rules an Al systemfollows during
training or inference. CTS archives the constitution or
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constraint set used at depl oynent, enabling post-hoc
verification that the depl oyed system matched the
descri bed al i gnment techni que.

5

iversal Al Ethics and Mral Franework [ RElILLY-UAEMF] :
The UAEMF (draft-reilly-uaenf-00, DO

10. 5281/ zenodo. 19010455, Bitcoin bl ock 940570) defines
uni versal ethical principles for Al systens. CIS
provi des the technical anchoring nechani sm by which
UAEMF- conpl i ant depl oynents can be i ndependently
verified. A CTS schena can directly encode UAEMF
principles as its declared constraints.

Rel ati onship to DLDP and REM Protoco

CTS is built on the Dual -Layer Digital Permanence (DLDP)
met hodol ogy established in the Reilly EternaMark Protoco
(REM Protocol) [REILLY-REM. DLDP conbi nes DO -based
archival permanence with Bitcoin bl ockchain tinmestanping
to create records that are sinultaneously institutionally
recogni zed and cryptographi cally immutable.

The REM Protocol established DLDP as a general - pur pose
per manence met hodology. CTS is the first forma
application of DLDP to the specific problemof Al
behavi oral provenance.

The layered relationship is:

0 REM Protocol defines the DLDP met hodol ogy (DA + Bitcoin)
o CTS applies DLDP to Al alignnent schenmas specifically

o UAEMF defines the ethical content that CTS schemas encode

o CTS provides the verification |ayer maki ng UAEMF
compl i ance provabl e

This represents a coherent standards architecture: REM
Prot ocol provides the permanence infrastructure, UAEMF
provi des the ethical content standard, and CTS provides
the depl oynment-1evel verification nechani sm

Ter mi nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL",
"SHALL NOT", "SHOULD', "SHOULD NOT", "RECOWMENDED', " NOT
RECOMVENDED", "MAY", and "OPTIONAL" in this document are

to be interpreted as described in BCP 14 [ RFC2119] [ RFC8174]
when, and only when, they appear in all capitals, as shown
her e.

Alignment Schema: A structured, machine-readabl e
decl aration of an Al systenis behavioral constraints,
formatted as a JSON docunent conforming to the CTS
schenma specification in Section 3.1. The alignnent
schema is the foundational artifact of CTS -- the
docunent that is hashed, anchored, and injected.

Behavi oral Provenance: The cryptographically verifiable
record establishing what behavioral constraints an Al
system was operating under at a specific point in tine.
Behavi oral provenance answers "what rules was this Al
followi ng?" with mathematical certainty rather than
organi zational trust.



CTS: Cognitive Trust Stack. The conplete five-Ilayer
framework defined in this docunent.

DLDP: Dual - Layer Digital Permanence. The nethodol ogy
combi ni ng DA - based archi val permanence with Bitcoin
bl ockchai n ti mestanpi ng, as established in [REILLY-REM.

DO: Digital hject Identifier. A persistent identifier
conformng to [ISODO] used to create institutionally
recogni zed permanent records through archival platforns
such as Zenodo

OIS Proof File: An OpenTinestanps proof file (.ots
ext ension) containing the cryptographic Merkle path
froma docunent’s SHA-256 hash to a confirmed Bitcoin
bl ockchai n transaction, enabling trust-mnim zed
i ndependent verification

Provenance Manifest: A structured JSON record tying
together all five CTS | ayers: schema netadata, DO
record, blockchain anchor, OTS proof reference, and
verification instructions.

Retrieval Injection: The runtine nechani smby which a
CTS alignnment schema is | oaded and prepended to Al
i nference requests, ensuring declared behavi ora
constraints are actively applied during every inference
call within the declared scope.

Trust Chain: The conpl ete sequence of verifiable records
l'inking a declared alignment schena through DO
archival, Bitcoin anchoring, and runtine injection to
i ndependently verifiable proof of behavioral provenance.

3. CTS Architecture

The Cognitive Trust Stack is organized as five distinct

| ayers. Each layer performs a specific function and depends
on the layers beneath it. Together they forma conplete
trust chain from behavi oral declaration to cryptographic
verification.

The CTS equation is:

CTS = Alignnent Schema (I ETF) +
Archi val Permanence (DO) +
Crypt ogr aphi ¢ Anchoring (Bl ockchain) +
Retrieval Injection (Runtine) +
Eval uation (Verification)

This architecture is designed so that each |ayer is

i ndependent |y useful but the conplete stack is required for
full behavioral provenance. An alignnent schema without
anchoring is a nmutabl e docunent. Anchoring w thout
injection is a provenance record with no runtine effect.
Injection wthout anchoring cannot be verified. Al five

| ayers together produce a depl oynment whose behavi ora
constraints are decl ared, permanent, enforced, and

i ndependent |y verifiable.

3.1. Layer 1 - Alignnment Schenma (| ETF Fornat)

The foundation of CTS is a structured, machine-readabl e
decl aration of an Al system s behavioral constraints. This



declaration is the artifact that will be hashed, anchored
to the blockchain, registered as a DO, and injected at
runtime. Everything in CTS flows fromthis docunent.

The alignment schema MJUST contain the follow ng fields:

cts_version: REQU RED. Semantic version string.
Increnenting this version signals a constraint change
and requires a new anchoring record.

author: REQUI RED. Full |egal nane of the declaring
entity, establishing authorship in the permanent record.

date: REQU RED. |SO 8601 date of schema finalization
(YYYY-MMDD). MJST NOT be changed after anchoring.

scope: REQUI RED. Pl ain-|anguage description of the
depl oynent context for which these constraints apply.

principles: REQJURED. Array of objects, each contai ning:
o "id": unique principle identifier (e.g., "P1")
o "rule": plain-language behavioral rule string

constraints: REQU RED. Array of objects, each containing:
o "id": unique constraint identifier (e.g., "Cl1")
o "type": "prohibition" or "disclosure"
o "rule": plain-language constraint string

The canonical CTS v1.0 alignnment schena, as published in
the Zenodo record at 10.5281/zenodo. 19097169
(file: cts_framework.json), is:

{
"cts_version": "1.0",
"author": "Lawence John Reilly Jr.",
"date": "2026-03-18",
"scope":

"General - purpose Al assistant depl oynent",
"principles": [

{
"id": "P1",
"rule": "Prefer verified, citable sources
over inference”
¥
{
"id': P2,
"rule": "Disclose operational constraints
to users when rel evant”
b
{
"id": "P3",
"rule": "Refuse requests that violate
decl ared ethical constraints"
b
{
id": "P4",
"rule": "Mintain behavioral consistency
across equi val ent pronpts"
}
1,
"constraints": [
"id': "Cc1t,
"type": "prohibition",
"rule": "No generation of harnful or

deceptive content™



“idh te2v,
"type": "disclosure",
"rule": "Acknow edge Al identity when
sincerely asked"
}

]
}

Once finalized, the schema file MJST NOT be nodifi ed.
The SHA-256 hash of the file is the identifier used in
the bl ockchai n anchor and provenance nmanifest. Any
nodi fi cation produces a different hash, breaking the
verifiable chain.

.2. Layer 2 - Archival Permanence (DO Registration)

Once the alignment schema is finalized, it MJST be
submitted to a recogni zed archival platformto obtain a
Digital Object Identifier (DO). The DA provides
institutional pernmanence: the record is recognized by
acadeni ¢ dat abases, |egal systens, and regul atory bodies
wor | dwi de as a permanent, citable scholarly record.

Thi s docunent uses Zenodo (https://zenodo.org), operated
by CERN, as the RECOWMENDED archival platform Zenodo

is free, open-access, and provides |long-term preservation
guar ant ees.

DA registration provides three critical properties:

Institutional Recognition: DO -registered docunents are
recogni zed by courts, regul ators, academ c institutions,
and standards bodies worldwi de. A Bitcoin transaction
IDis a cryptographic proof; a DO is an institutiona
proof. CTS requires both.

Human- Readabl e Metadata: The DO record contains
structured netadata -- author, title, date, description,
version -- indexed by Google Scholar and ot her discovery
systens, naking the CTS record di scoverabl e w thout
requiring bl ockchain expertise.

File Integrity Preservation: The archival platform
preserves the exact bytes of deposited files. Anyone
downl oadi ng the schema fromthe DA record and conputing
its SHA-256 hash obtains the sane value as the
bl ockchai n anchor, enabling cross-verification

The canonical CTS v1.0 DO record is:

DA : 10.5281/ zenodo. 19097169
URL: https://zenodo. org/record/ 19097169

This record contains three files: CTS Witepaper_v1l.0.docx,
cts_framework.json, and CTS Whitepaper_vl.0.docx. ots.
Al three files are required for conplete verification

The DA registration process is:

1. Finalize all files. No file may be nodified after
this point.

2. Log in to zenodo.org and upload all files: alignment
schema, whitepaper, and OIS proof file.



3. Select "Reserve DO" prior to publication to obtain
the DO string in advance for inclusion in the | ETF
draft and manif est.

4. Conplete nmetadata: title, author, description,
version, |license, and keywords.

5. Publish the record. After publication the record
and its DO are inmutable.

6. Record the DO string and record URL in the
provenance mani fest (Section 4).

Layer 3 - Cryptographic Anchoring (Bl ockchain)

DO registration establishes institutional permanence

but relies on the integrity of the DO registrar.

Layer 3 provides a second, independent permanence | ayer

t hrough Bitcoin bl ockchain tinestanping via OpenTi nest anps
[OTS] -- a cryptographic tinmestanp verifiable without
trusting any organi zation, server, or authority.

The nmechani sm QpenTi mest anps conput es the SHA- 256 hash
of the submtted file, aggregates it with other subnmtted
hashes into a Merkle tree, and enbeds the Merkle root
into a Bitcoin transaction. Wen confirned, the hash --
and therefore the exact file content -- is pernmanently
associ ated with the bl ock tinmestanp.

Any party with the original file and the OIS proof file
can verify this independently:

ots verify cts_framework.json.ots

This command verifies the cryptographic path fromthe
file hash to the Bitcoin block using only the proof file
and a Bitcoin node or block explorer API. The math is
the authority, not the organization

Bitcoin [BITCON is RECOMWENDED as the anchoring chai n:

0 Bitcoin's proof-of-work chain is the nost
conputationally secure public tinestanping record in
exi stence. Rewriting confirmed bl ocks requires najority
control of the global Bitcoin hash rate -- estimted
to require billions of dollars of infrastructure.

0 No single entity controls the Bitcoin chain. The
timestanp i s not dependent on any conpany, governnent,
or organi zation renmi ning operational or honest.

0 Bitcoin has operated continuously since January 2009
Its operational history provides reasonabl e expectation
of permanent record availability.

0 OpenTinestanps is free, requires no registration, and
produces proof files verifiable with open-source tools.

The anchoring process is:
1. Generate SHA-256 hash of the finalized schema:
sha256sum ct s_f ranework. j son

2. Upload the file to https://opentinmestanps.org or



use the OIS client [OIS-CLIENT]:
ots stanmp cts_franmework.json

3. Download the resulting .ots proof file imediately.
This file MJST be retained pernmanently and co-
publi shed with the Zenodo record.

4. Await Bitcoin transaction confirmation, typically
wi thin 24 hours.

5. Verify the confirmed anchor:
ots verify cts_framework.json.ots

6. Record the confirmed bl ock nunmber and date in the
provenance nanifest (Section 4).

CTS RECOMMENDS anchoring to transactions confirmed at
a depth of at |east 6 bl ocks.

The canonical CTS v1.0 Bitcoin anchor

SHA- 256:

€915b5162422281e1c0185c9e2ee

faf 74b7f 539996b878chb1e69e10533f 24ac?2
Bitcoin Block: 941168
Bl ock Date: 2026- 03-18
OrS File: CTS_Whi t epaper _v1. 0. docx. ots
Bl ock Expl orer:

https:// bl ockstream i nfo/ bl ock/ 941168
OrS proof in: 10. 5281/ zenodo. 19097169

The conbination of DO registration and Bitcoin anchoring
is what [REILLY-REM terns dual -1ayer permanence: either
record independently establishes prior existence; together
they provide redundant, cross-verifiable proof that is
simul taneously institutionally recognized and

crypt ographical ly i mmutabl e.

3.4. Layer 4 - Retrieval Injection (Runtine Enforcenent)

The first three |layers establish a permanent, verifiable
record of declared behavioral constraints. Layer 4 is
the runtime nmechani smthrough which those constraints
are actively enforced during inference -- the bridge

bet ween the pernmanent record and actual system behavi or

CTS uses retrieval -based alignnent injection: the stored
cts_framework.json schema is |loaded at runtine and its
decl ared principles and constraints are prepended to the
nmodel ' s pronpt context before every user request is
processed.

Thi s mechani sm wor ks because nodern LLMs and Al systens
are designed to follow instructions presented in the
pronpt context. Rules injected via retrieval are treated
as active behavioral instructions. Every nmajor LLM

i nference APl supports this pattern through system pronpt
or context prepending.

Critically, the injected schema is the sane file that
was hashed and anchored in Layer 3. This creates a
closed verification loop: the rules the systemfoll ows
at runtinme are identical to the rules recorded in the
Bi t coi n bl ockchai n and the Zenodo archive. Any



nmodi fication to the injected schema produces a different
SHA- 256 hash, breaking the verifiable chain and nmaking
the nodification detectable.

| mpl enent ati ons MUST prepend the full rule block to
every inference request within the declared scope.
Sel ective or partial injection violates CTS conformance.

The following is the conplete reference inplenentation
in Python, as published in the CTS whitepaper at
10. 5281/ zenodo. 19097169

i mport json

def | oad_franmework(path="cts_framework.json"):
with open(path) as f:
return json.load(f)

def apply_cts(pronpt: str, framework: dict) -> str:
Inject CTS alignnment rules into pronpt context.
The framework nust be | oaded fromthe anchored
cts_framework.json whose SHA- 256 matches the
bl ockchai n record
rules =[]
for pin framework. get("principles", []):
rul es.append(f"[{p[’id 1}] {p['rule ]}")
for ¢ in framework. get("constraints", []):
rul es. append(
f"[{c["1d ]}] CONSTRAINT: {c['rule ]}"

rule_block = "\n".join(rules)

return (
f*CTS Alignnent Rules "
f*(v{framework[’ cts_version']}):\n"
f*{rul e_bl ock}\ n\n"
f"User Request:\n{pronpt}"

)

framework = | oad_framework("cts_framework.json")
al i gned_pronpt = apply_cts(user_input, framework)
# Pass aligned_pronpt to any LLM i nference endpoi nt

This inplenentation is framework-agnostic and conpati bl e
with any LLMinference APl accepting string pronpts.

It has been verified to produce correct injection output
agai nst the canonical schema at

10. 5281/ zenodo. 19097169

The output of apply cts() for the canonical schena and
the pronpt "Explain Al ethics" is:

CTS Alignnent Rules (v1.0):

[P1l] Prefer verified, citable sources over
i nference

[P2] Disclose operational constraints to users
when rel evant

[ P3] Refuse requests that violate declared
ethical constraints

[ P4] Maintain behavioral consistency across
equi val ent pronpts

[ Cl] CONSTRAINT: No generation of harnful or
deceptive content

[ C2] CONSTRAI NT: Acknow edge Al identity when
sincerely asked



User Request:
Explain Al ethics

Thi s out put denonstrates that CTS successfully bridges
the gap between pernmanent provenance record and active
Al behavior: the sane constraints anchored to Bitcoin

bl ock 941168 are the constraints the Al system applies
to every request.

3.5. Layer 5 - Evaluation (Verification)

Layer 5 enables any third party to i ndependently verify
the conplete CTS trust chain. Verification requires no

trust in the declaring organization -- only the schema
file, the OIS proof file, and access to a Bitcoin block
expl orer.

A compl ete CTS verification MJIST include three checks:

Schema Integrity Check: Conpute the SHA-256 hash of the
retrieved cts_franmework.json and confirmit matches
the hash in the provenance manifest:

sha256sum cts_franmework. j son

Expected for canonical CTS vl.O0:
€915b5162422281e1c0185c9e2ee
faf 74b7f 539996b878chb1e69e10533f 24ac?2

OIS Verification: Verify the OIS proof file against
the schema file:

ots verify cts_framework.json.ots

Successful output confirnms the Bitcoin block and
timestanp without trusting any server or organization

Bl ock Ti nmestanp Check: Confirmthe verified Bitcoin
bl ock tinmestanp precedes or natches the clainmed
depl oynent date:

https:// bl ockstream i nfo/ bl ock/ 941168

A depl oynent passing all three checks has denonstrated
that its decl ared behavioral constraints are pernanent,
ti mestanped, and identical to the constraints injected
at runtime -- a conplete, independently verifiable
behavi oral provenance chain.

4. Provenance Mani f est

Each CTS depl oynent MJST generate a provenance nanifest
-- a structured JSON record tying together all five

| ayers of the trust chain. The provenance manifest is
the primary artifact for regulatory audit, |ega
proceedings, and third-party verification

The mani fest MJUST contain all of the follow ng fields:

{
"nanme": "Cognitive Trust Stack",
"version": "1.0",
"author": "Lawence John Reilly Jr.",

"depl oynment _date": "2026-03-18",



"schema": {
"file": "cts_franmework.json",
"sha256":
"e915b5162422281e1c0185c9e2ee
faf 74b7f 539996b878cb1e69e10533f 24ac2",
"ietf_draft": "draft-reilly-cts-00"
},
"doi": {
"identifier": "10.5281/zenodo. 19097169",
"url™: "https://zenodo. org/record/19097169",
"platform': "Zenodo (CERN)",
"status": "published",
"files": [
"CTS_Whi t epaper _v1. 0. docx",
"cts_framework.json",
"CTS_Whi t epaper _v1. 0. docx. ots"

]

| ockchain": {
"chain": "Bitcoin",
"bl ock": "941168",
"bl ock_date": "2026-03-18",
"ots_proof file":
" CTS_Whi t epaper _v1. 0. docx. ots",
"explorer_url":
"https://bl ockstreaminfo/bl ock/941168",
"ots_service":
"https://opentinmestanps. org”

}

"verification": {
"schema_hash_comand":

"sha256sum cts_franmework. json",
"ots_verify_ conmand":

"ots verify cts_franmework.json.ots",
"expect ed_bl ock": "941168",
"expected_bl ock_date": "2026-03-18"

}
}

The provenance mani fest SHOULD be co-published with the
Zenodo record and referenced in any depl oynent
docunentation, regulatory filing, or |egal proceeding
that relies on the CTS behavioral provenance chain.

I mutable Priority Record
The existence and priority of this franework are
crypt ographically established by the follow ng records,
each independently verifiabl e:
Canoni cal Document SHA- 256:
€915hb5162422281e1c0185c9e2ee
faf 74b7f 539996b878cb1e69e10533f 24ac2

Bitcoin Block: 941168

Bl ock Dat e: 2026- 03-18

OrS File: CTS Wi t epaper _v1. 0. docx. ots
Zenodo DO : 10. 5281/ zenodo. 19097169

Zenodo URL: https://zenodo. or g/ record/ 19097169
| ETF Draft: draft-reilly-cts-00

Aut hor : Law ence John Reilly Jr

Verification command:

ots verify CTS Wi tepaper_vl1.0.docx.ots



Expect ed out put:

Success! Bitcoin block 941168 attests existence
as of 2026-03-18

These records constitute dual -l ayer digital permanence
per [REILLY-REM: the Zenodo DO provides institutiona
per manence and Bitcoin bl ock 941168 provi des
cryptographic tenporal proof. Either record is

i ndependently sufficient to establish prior existence.
Toget her they provide redundant, cross-verifiable proof
satisfying both technical and institutional verification
requirenents.

6. Use Cases
6.1. Enterprise Al Conpliance

Organi zations deploying Al systens under the EU Al Act
[EU-AIA], NIST Al RWF [ NI ST-AIRVF], or sinilar
frameworks can use CIS to generate a tanper-evident
audit trail of the behavioral constraints their Al
systens operated under. This satisfies documentation
requirenents under Article 9 (Ri sk Managenent) and
Article 12 (Record Keeping) of [EU Al Al without
depending on proprietary logging infrastructure or
vendor self-reporting.

A CTS provenance mani fest is adm ssible as docunentary
evi dence that specific behavioral constraints were
decl ared, anchored, and enforced at a specific date,

i ndependently of the Al vendor or depl oying

organi zati on.

6.2. Al Research Publication

Academi ¢ researchers publishing Al systens can anchor
the alignnent constraints of their published nodels to
the Bitcoin blockchain at publication time. The CTS
provenance mani f est enabl es reproducibility
verification: any party can confirmthat behaviora
constraints described in a paper match the constraints
actual |y anchored at publication tine.

This establishes a verifiable record of a nodel’s
behavi oral state at the time its research outputs were
gener ated, enabling post-hoc anal ysis of whether
outputs were consistent with declared constraints.

6.3. Legal and Regul atory Proceedi ngs

In I egal proceedings involving Al-generated outputs,
CTS provenance manifests provide verifiable evidence
of the behavioral constraints the Al system was
operating under at the tine the output was generated.
The conbination of DO citation and Bitcoin bl ock
timestanp creates a chain of custody eval uabl e under
exi sting evidence standards in nost jurisdictions.

Unl i ke vendor-provi ded docunentation, a CTS nanifest

i s independently verifiable: the opposing party can
verify the bl ockchain anchor thensel ves without relying
on the declaring organization’s integrity.
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4. Al APl Providers

Organi zations offering Al services via APl can publish
CTS schemas for each nodel version and anchor themvia
DLDP, enabling downstream custoners to independently
verify that the nodel they are calling matches the
behavi oral specification they contracted for. This
transforns behavioral alignment froma contractua
assertion into a cryptographically verifiable service
| evel commitment.

5. Al Systens and Aut ononous Agents

As Al systens becone increasingly autononobus -- executing
multi-step tasks, interacting with external services,

and meki ng consequential decisions w thout direct human
supervision -- the need for verifiable behaviora
constraints beconmes critical. CTS provides a mechani sm
for declaring and anchoring the behavi oral boundari es

of autononobus agents, enabling oversight bodies to

verify what rules an agent was operating under at the
time of any given action.

Security Considerations
1. Threat Model

Schema Tanpering: An adversary nmay attenpt to alter
the cts_framework.json file after deploynent to
m srepresent the Al systenis constraints. CTS
mtigates this via the bl ockchai n-anchored SHA- 256
hash: any nodified file produces a different hash
that will not match the OTS proof, making post-hoc
al teration cryptographically detectable.

DA Record Manipulation: Wile DA records are
generally i mmutable after publication, CTS does not
rely on DO integrity alone. The Bitcoin blockchain
anchor provides an independent verification path
that does not depend on the DO registrar’s
integrity or continued operation

Replay Attack: An adversary may attenpt to apply an
ol d, superseded CTS schema to a newer depl oynent.
CTS nmitigates this via semantic versioning and
depl oynent-date fields in the nanifest.

I mpl enent ati ons SHOULD val i date that the schema
versi on and depl oyment date match the current
depl oynent cont ext.

Retrieval Injection Bypass: A runtine inplenentation
may fail to correctly inject the CTS schenm, either
t hrough m sconfiguration or adversarial input. CTS
specifies the required injection nechani sm but
cannot enforce runtime conpliance w thout an
external auditing layer. |nplenentations SHOULD
log all inference requests with a hash of the
i njected scherma for post-hoc verification
I mpl enent ati ons SHOULD al ert on any inference
request where the injected schema hash does not
mat ch the anchored record.

OrS Proof File Loss: |If the OIS proof file is |ost,
verification reverts to manual Bitcoin bl ockchain
i nspection. CTS REQU RES the OTS proof file to be



7.

9.

co-published with the Zenodo record and retai ned
in multiple |ocations.

Schema Insufficient for Safety: CTS verifies that
decl ared constraints were anchored and enforced.
It does not verify that declared constraints are
sufficient for safety, ethically sound, or conpliant
with applicable law. The sufficiency of declared
constraints is a separate eval uation that CTS does
not perform

2. Cryptographic Assunptions

SHA- 256: Used for file hashing per [FIPS-180-4].
Assuned col | i sion-resistant under current
crypt ographi ¢ consensus.

Bi tcoin PoW Chain: Used for tenporal anchoring per
[BITCON . The security assunption is that
rewiting confirnmed Bitcoin bl ocks requires
prohi bitive conmputational cost. CTS RECOVMENDS
anchoring to transactions confirmed at a depth of
at | east 6 bl ocks.

OpenTi nmest anps Merkl e Aggregation: The OIS protocol
aggregates hashes into a Merkle tree before Bitcoin
anchoring [OTS]. The security of individual
ti mest anps depends on SHA-256 col lision resistance.
Mer kl e aggregati on does not weaken individual hashes
-- it batches theminto a single Bitcoin transaction
for efficiency.

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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