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1. Introduction
1.1. Motivation

Fi nanci al regulators and auditors require trustworthy, tanper-

evident audit trails of banking operations. Conventiona

centralized | ogs and dat abase snapshots are susceptible to
undetectabl e alteration, retrospective deletion, or insider
mani pul ation. High-profile failures -- fromfraudul ent reserve
attestations to undocunented collateral substitution -- denpbnstrate

that cryptographic guarantees are no |onger optional; they are a
structural prerequisite for systemc trust in financia
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infrastructure

Exi sting audit frameworks rely on periodic sanpling, self-reported
attestations, and trusted-third-party certifications. None of

t hese nechani sns produce i ndependently verifiable, continuous,
tanper-evi dent records that auditors can validate w thout
institutional cooperation. RBIP closes this gap by conbining two
orthogonal nechani sns:

o Deep archival of evidence artifacts under persistent, globally
resol vable identifiers (DO s), ensuring permanent accessibility
and citation permanence independent of any single institution.

0 Cryptographic anchoring of artifact digests to a public
bl ockchai n, establishing a chronol ogically ordered, tanper-
evi dent | edger of events that cannot be rewritten w thout
det ect abl e proof-of-work invalidation

Toget her, these mechani sms produce audit trails that are permanent,
tanmper-evident, and regul ator-verifiable -- properties that no

exi sting proprietary conpliance product achieves sinultaneously and
at open-protocol scale.

Scope

RBIP is a protocol specification for the generation, archival,
anchoring, and verification of banking integrity evidence. It does
NOT prescribe any particul ar bl ockchain platform DO provider, or
financial core system |Inplenentations MJST conformto the
cryptographic requirenments and data mnodel s specified herein but MAY
choose conform ng backends.

RBI P covers:

0 Proof-of-Reserves and Liquidity attestati ons (PRL nodul e)
0 Loan origination, underwiting, and collateral chain events
(LOC nodul e)
0 KYC/AM identity verification and case managenent (KAL nodul e)
0 Bundle formation, DO archival, and bl ockchai n anchoring workfl ows
0 Regulator, auditor, and public transparency APIs
0 Security, privacy, and regulatory conpliance requirenents

RBI P does NOT cover

Core banki ng transacti on processing
Paynment clearing and settl ement protocols
Smart contract execution |ogic

Speci fic bl ockchai n consensus nechani sns

O O0OO0oOo

Tri pl e- Layer Permanence Decl arati on

The RBIP specification is itself protected and tinmestanped under
the author’'s Reilly EternaMark (REM Protocol [I-D.draft-reilly-rem
protocol], applying triple-layer digital permanence:

Layer 1 -- DA Archival

The foundational RBIP whitepaper was published and DO -archived
at a persistent archival provider on Septenber 13, 2025. The
assigned DO is permanently resol vabl e via the Handl e System and
i ndexed by DataCite and OpenAl RE

DA : 10.5281/zenodo. 17114424

URL: https://zenodo.org/records/ 17114424
NOTE: Zenodo (operated by CERN) was used as the initial archiva
provider for this specification. RBIP inplenmentations MAY use
any DataCite-nmenber DO registrati on agency or equival ent
persistent identifier infrastructure (e.g., Zenodo, Figshare,



institutional repositories, or national data archives). The
requirenent is a globally resolvable, persistent identifier --
not any specific platform

Layer 2 -- Bl ockchain Ti nestanping:
The specification artifact was submitted to a public bl ockchain
ti mestanpi ng service, producing a cryptographic proof-of-existence
attestation with a block tinestanp that is i mutable by design of
proof - of -work consensus. This tinestanp PRECEDES any subsequent
regul atory mandate, derivative inplenentation, or conpeting claim
NOTE: OpenTi nest anps anchored to the Bitcoin bl ockchai n was used
as the initial tinmestanping nmechanismfor this specification
RBI P i mpl enent ati ons MAY use any public, proof-of-work blockchain
with sufficiently deep finality (RECOWENDED: 6+ confirmations)
and a conpati bl e open tinestanping protocol. Oher suitable
i npl emrent ati ons include Ethereum based anchoring services,
Heder a Hashgraph, or any | ETF-conpatible distributed tinmestanping
mechani sm conformng to [RFC3161]. The requirenent is a publicly
verifiable, tanper-evident chronol ogical commtnent -- not any
speci fic bl ockchain platform

Layer 3 -- |IETF Internet-Draft Subni ssion
The protocol was subnitted to the | ETF as an Internet-Draft
on Septenber 27, 2025 (draft-reilly-banking-integrity-00),
recorded in the | ETF Datatracker at:
https://datatracker.ietf.org/doc/draft-reilly-banking-integrity/
| ETF subnission tinestanps are publicly | ogged, independently
verifiable, and archived by the | ETF docunent repository.

The conbi nati on of these three independent, redundant archiva
and tinestanpi ng nechani sns constitutes triple-layer digita
per manence. Any attenpt to di spute authorship, priority, or
provenance of this specification nust contend with three

i ndependent |y operated, cryptographically verifiable systens.

2. Requirenents Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', " MAY",
and "OPTIONAL" in this docunent are to be interpreted as descri bed
in BCP 14 [ RFC2119] [ RFC8174] when, and only when, they appear in
all capitals, as shown here.

3. Term nol ogy
This section defines terns used throughout this docunent.

Evi dence |tem
The atomic unit of RBIP. A structured record capturing a
di screte banking event, including cryptographic |inkage to
prior events. Analogous to a journal entry in a tanper-evident
| edger.

Evi dence Bundl e:
A collection of Evidence Itens aggregated for a defined interva
(e.g., daily, hourly). Bundles are the unit of DA archival and
bl ockchai n anchori ng.

Bundl e Root Di gest:
A single SHA-256 (or SHA3-256) hash representing the Merkle root
of all Evidence Items in a bundle. This is the value subnitted
to the bl ockchai n anchoring service.



DO (Digital Ohject Identifier):
A persistent, globally unique identifier assigned to a published
artifact. RBIP uses DOs to ensure long-term institution-
i ndependent accessibility of Evidence Bundl es.

Bl ockchai n Anchor:

A transaction on a public blockchain that enbeds or commits to
the Bundl e Root Di gest, producing a tanper-evident proof-of-
exi stence for the bundle. The transaction’s block tinestanp
constitutes chronol ogi cal proof that the bundl e existed at or
before that time. Any public, proof-of-work or proof-of-stake
bl ockchain with sufficient finality and public verifiability
(e.g., Bitcoin, Ethereun) MAY be used as the anchoring chain.

Tr

pl e- Layer Permanence:

The RBI P-defined property of an artifact that has been

simul taneously (1) DO -archived, (2) blockchain-timestanped,
and (3) submitted to a public standards body. Each layer is
i ndependently verifiable and redundant.

PRL (Proof-of-Reserves & Liquidity):
The RBI P nodul e capturing reserve attestations, liquidity
stress test outcones, and regul atory capital snapshots.

LCC (Loan Origination & Collateral Chain):
The RBI P nodul e capturing the full lifecycle of |oan events
fromapplication through default resolution

KAL (KYC/ AML Evi dence Ledger):
The RBIP nodul e capturing identity verification, transaction
monitoring alerts, SAR filings, and AML case |ifecycle events.

Canoni cal Form
A deterministic, byte-for-byte reproduci ble serialization of
an Evidence Item RBIP mandates JCS (JSON Canoni cal i zati on
Schene) [RFC8785] for JSON serialization and CBOR Determnistic
Encodi ng [ RFC8949] for CBOR serialization

prev_di gest:
The SHA-256 digest of the inmediately precedi ng Evidence |Item
in the same nodul e chain. Creates an unforgeabl e chain |inking
all events in chronol ogi cal order

evi dence_i d:
A globally unique identifier for an Evidence Item formatted
as a UU D v4 [RFCO562] prefixed with the nodul e code.
Exanpl e: " PRL-550e8400- e29b- 41d4- a716- 446655440000"

HSM (Har dwar e Security Mdul e):
A tanper-resistant hardware device used to generate, store, and
manage cryptographi c keys. RBIP REQU RES HSM backed key
operations for bundl e signing.

RBI P Node:
A software conponent deployed within a financial institution
that inplenments the RBIP Evidence Generation, Bundling, and
Anchoring workflows as specified in this docunent.

Auditor Interface:
The RBI P APl endpoi nt exposed to authorized regul ators and
auditors for evidence retrieval, Merkle path verification, and
anchor validati on.



4. Design Overview
4.1. Architecture and Modul es

RBI P i s conposed of three cooperating conpliance nodul es and a
shared anchoring infrastructure |ayer:
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The RBIP Node integrates with the financial institution’s core
systens via an event adapter layer. Al events captured by the
three nodul es flow t hrough the Evidence Generator, are aggregated
into Bundl es, and sinultaneously subnitted to the DO Archival and
Bl ockchai n Anchoring services.

4.2. Threat Mbdel
RBI P is designed to resist the follow ng adversarial scenarios:

Tl -- Retrospective Record Mdification:
An internal actor or attacker wth database access attenpts to
alter historical event records. RBIP counters this via
crypt ographi ¢ chai ning (prev_digest) and bl ockchai n anchori ng.
Any nodification breaks the digest chain and invalidates the
bl ockchai n anchor.



T2 -- Record Del etion:
An actor attenpts to delete records covering a specific period.
RBI P counters this via DO archival (bundles are pernanently
archived) and Merkle proofs (absence of a bundle produces a gap
in the chain that auditors can detect).

T3 -- Event Reordering:
An actor attenpts to reorder events to alter the apparent
sequence of decisions. RBIP counters this via prev_digest
chai ning and bundl e tinestanp ordering anchored to the
bl ockchai n.

T4 -- Insider Collusion with Log Manager
Qperators collude to replace archived bundles. RBIP counters
this via the bl ockchain anchor: the bundle’'s Merkle root is
publicly anchored, so any replacenent bundl e woul d produce a
different root digest, invalidating the anchor

T5 -- Custoner Data Exposure:
An attacker or unauthorized auditor accesses sensitive Pl or
financial data via the RBIP APIs. RBIP counters this via
sel ective encryption, rol e-based access control on the Auditor
APl , and zero-know edge proofs for public transparency (MAY be
i mpl ement ed per Section 7.3).

T6 -- Tinmestanp Fraud:
An actor backdates an event to claimit occurred before a
regul atory deadline. RBIP counters this via blockchain
anchoring: the block timestanmp is determined by network
consensus and cannot be retroactively altered w thout
i nvalidating the proof-of-work or proof-of-stake chain
fromthat point forward

T7 -- APl Replay Attacks:
An attacker replays a valid APl request to duplicate evidence
submi ssions. RBIP counters this via idenpotency keys, nonce
requirenents, and TLS with nutual authentication

4.3. Trust Hierarchy
RBI P defines the follow ng trust hierarchy:

Level 1 -- RBIP Node (Institution-Controlled):
Generates Evidence Itens. Trusted for event capture and
serialization. MJST be deployed in an HSM backed environnent.

Level 2 -- DO Archival Provider:
Archi ves Evidence Bundles. Trusted for |ong-term preservation.
SHOULD be a DataCite-menber repository or equival ent persistent
identifier infrastructure that guarantees |long-term
institution-independent accessibility.

Level 3 -- Blockchain Anchoring Service
Enbeds the Bundl e Root Di gest on-chain. Trusted for
chronol ogi cal ordering. MJST use a public bl ockchain with
sufficient finality and publicly verifiable transaction
history. At least 6 block confirmations are REQUI RED before
treating an anchor as final (see Section 9.2).

Level 4 -- Independent Auditors and Regul ators:
External verifiers. Trust nothing except the cryptographic
proofs. RBIP enables trustless verification: auditors MJST
be able to verify all clains without institutional cooperation



5. Dat a Mbdel and Canonical Serialization
5.1. Evidence Item Structure

Each Evi dence Item MJST be serialized in canonical JSON form per
[ RFC8785] (JCS -- JSON Canonicali zati on Schene) before hashing.
The canoni cal form MJUST NOT include insignificant whitespace.

| mpl enent ati ons supporting CBOR MJUST use CBOR Determnistic
Encodi ng [ RFC8949] Section 4. 2.

Evi dence Item JSON Schemn

{

"$schema": "https://json-schema. org/draft/2020-12/schema",

"$id": "https://rbip.blackseedl abs. i o/ schena/ evi dence-itemv1l",

"type": "object",

"required": |
"evidence_id", "schema_version", "nodule", "event_type",
"institution_id", "timestanp", "prev_digest", "data_digest",
"data _fields", "signature"

]

roperties": {
"evidence_id": {

"type": "string",

"pattern": "~(PRL|LOC KAL)-[0-9a-f]{8}-[0-9a-f]{4}-4[0-9a-f]{3}-[89ab][0-9a-f]{3
}-[0-9a-f]{12}$",

"description": "Mdul e-prefixed UU D v4 [ RFC9562] uniquely identifying this Evid

ence ltem"
},
"schema_version": {

"type": "string",

"const": "rbip-01",

"description": "RBIP schema version. MJST be 'rbip-01'" for this specification.”
} i)
"modul e": {

"type": "string",

"enunt: ["PRL", "LOC', "KAL"],

"description": "The RBIP nodule that generated this item?"
}

vent type": {
"type": "string",
"description": "One of the event type strings defined in Sections 5.4-5.6."
}
"institution_id": {
"type": "string",
"description": "LEl [I1SO 17442] or BIC [ISO 9362] of the reporting institution."
}

"timestamp": {

"type": "string",

"format": "date-tine",

"description": "ISO 8601 [ RFC3339] UTC tinestanp of event occurrence. MJST be UT

}

rev_digest": {

"type": "string",

"pattern": "~sha256:[0-9a-f]{64}%$",

"description": "SHA-256 hex digest of the preceding Evidence Itemin this nodule
chai n. ’'sha256: 0000...0000" (64 zeros) for the genesis item"

}

ata_digest": {

"type": "string",

"pattern": "~sha256:[0-9a-f]{64}3%",

"description": "SHA-256 hex digest of the canonical serialization of data fields

}

1ata_fie|ds": {



"type": "object”,

"description": "Mdul e-specific event payload. Content varies by event type (se
e Sections 5.4-5.6). MAY be encrypted per Section 10."
},
"met adata": {
"type": "object",
"description": "Optional key-value netadata for indexing, tagging, and audit ann
otation.",
"properties": {
"regulatory_ref": { "type": "string" },
"jurisdiction": { "type": "string" },
"tags": { "type": "array", "items": { "type": "string" } },
"rbi p_node_id": { "type": "string" },
"operator_id": { "type": "string" }
}
}

1ignatur€% {
"type": "string",
"description": "Base64url-encoded JW5 Conpact Serialization [RFC7515] signing th

e canoni cal Evidence Item (excluding the signature field itself) using the institution's
RBI P si gni ng key."

}

}
}

The data_digest field MIUST be conputed over the canonica
serialization of data fields only (not the full Evidence Item.
The signature field MUST be conputed over the full canonica

Evidence Itemwi th signature set to the enpty string , ensuring
the signed payload is stable and reproducibl e.

5. 2.

Evi dence Bundl e

Evi dence Itenms are aggregated into Evi dence Bundles for DO
archival and bl ockchai n anchoring. Bundles MAY be forned on a
ti me-based schedule (e.g., every 15 minutes, hourly) or on an
event-count threshold (e.g., every 1000 Evi dence Itens).

I mpl enent ati ons MUST form and anchor at | east one bundl e per 24-
hour UTC day per active nodul e.

Evi dence Bundl e JSON Schema

{

"bundl e_i d": "<UU D v4>",
"schena_versi on": "rbip-01",
"institution_id": "<LEl or BIC",
"nmodul es_i ncluded": ["PRL", "LOC', "KAL"],
"interval start": "<| SO 8601 UTC datetime>",
"interval _end": "<| SO 8601 UTC datetime>",
"itemcount": <i nt eger >,
"merkle_root": "sha256: <64 hex chars>",
"merkle tree": [
{ "index": 0, "evidence_id": "<id>", "digest": "sha256:<...>" },
I,
"prev_bundl e_digest": "sha256: <64 hex chars>",
"doi ": "<DA URI or null if not yet archived>",
"bl ockchai n_anchor":
"chai n": "<chain identifier, e.g., bitcoin, ethereums",
"tx_id": "<transaction hash>",
"bl ock_hei ght ": <i nt eger >,
"bl ock_tinestanp": "<ISO 8601 UTC datetine>",
"proof": "<Base64- encoded ti nestanpi ng proof bl ob>"
}
"bundl e_di gest": "sha256: <64 hex chars>",

"bundl e_si gnature": "<JW5 Conpact Serialization over bundl e_di gest>"



}

The nerkle root field MUST be conputed as the root of a binary
Merkl e tree [ RFC9162] constructed fromthe ordered list of

dat a_di gest values of all Evidence Itens in the bundle. Odd-
count trees MJST duplicate the last |eaf per the convention in
[ RFC9162] Section 2.1

The bundl e_di gest field MJST be conputed over the canonica
serialization of the entire bundl e object with bundl e_di gest and
bundl e_si gnature set to enpty strings ""

5.3. Merkle Anchoring Structure

RBI P enpl oys a binary Merkle tree for bundle integrity. The
Merkl e tree enables auditors to verify a single Evidence Itenis
inclusion in a bundl e wi thout downl oading the full bundle, which
is inportant for privacy-preserving partial disclosure.

Merkl e Proof Ohject (returned by Auditor APl for single-item
verification):

{
"evi dence_id": "<id>",
"bundl e_id": "<id>",
"| eaf _digest": "sha256: <...>",
"proof _path": [
{ "direction": "left", "digest": "sha256:<...>" },
{ "direction": "right", "digest": "sha256:<...>" },
I,
"merkle_root": "sha256: <...>",
"doi": "10. 5281/ zenodo. <record>",
"bl ockchai n_anchor": { ... }
}

Audi tors MJST be able to reconstruct the Merkle root fromthe

| eaf _digest and proof path, then conpare it against both the DO -
archived bundl e and t he bl ockchai n anchor, wi thout any invol venent
fromthe reporting institution.

5.4. PRL Mbdul e Events
The PRL nodul e captures reserve, liquidity, and capital adequacy
events. Al nonetary anmounts MJST be expressed as strings in the
format "<amount > <I SO 4217 currency code>" (e.g., "1500000000. 00
USD') to avoid floating-point precision errors.
5.4.1. ReserveSnapshot

Triggered at a regul ar cadence (RECOMVENDED: daily at cl ose-of -
busi ness) or on demand by a regul ator request.

data fields:

{

"snapshot _type": "daily_close" | "regulator_requested" | "stress_triggered",

"reporting date": "<| SO 8601 date>",

"reserve_assets": [

{

"asset _cl ass": "cash" | "hqgla_l1" | "hgla_l2a" | "hgla_l2b" | "other",
"asset _id": "<internal asset reference or |SIN>",
"mar ket _val ue": "<anmount > <CCY>",
"haircut_pct": "<deci mal 0. 00-100. 00>",
"post haircut_val ue": "<anmpunt> <CCY>"



"total _hqgla": "<amount > <CCY>",

"lcr_ratio": "<deci mal >",

"nsfr_ratio": "<deci mal >",

"tierl capital _ratio": "<decinml>",

"attestation_officer": "<name and LEl or enpl oyee |D>",

"attestation_method": "automated_system | "manual _review' | "external _audit"

}
5.4.2. LiquidityStressTest

data_fiel ds:

"stress_scenario": "regul atory_standard" | "adverse" | "severely_adverse" | "ins
titution_defined",
"scenario_id": "<identifier>",
"horizon_days": <i nt eger >,
"baseline_lcr": "<deci mal >",
"stressed lcr": "<deci mal >",
"survival _days": <i nt eger >,
"assunptions": [
{ "paraneter": "<string>", "value": "<string>", "basis": "<string>" }
] i)
"nodel _version": "<senver string>",
"run_timestanp": "<] SO 8601 UTC dateti me>"
}
5.4.3. ReserveAttestation
A signed certification by an authorized officer or externa
auditor that the ReserveSnapshot accurately reflects the
institution s assets.
data_fiel ds:
{
"attests_to_snapshot _id": "<evidence_id of the ReserveSnapshot>",
"attestor_nanme": "<full |egal name>",
"attestor_role": "CFO' | "CRO' | "external _auditor™ | "regulator”,
"attestor _institution": " <LEl >",
"attestation_scope": "<free text, e.g., Basel Ill LCR conpliance, 4 2025>",
"pgp_si gnature": "<arnored PGP signature over the attested snapshot digest>
"certificate_ref": "<X.509 certificate serial nunmber or thunbprint>"
}

5.5. LOC Modul e Events

The LOC nodul e tracks the full lifecycle of |oan origination,
underwriting, and coll ateral managenent.

5.5.1. LoanApplication

data_fields:

{
"application_id": "<internal |oan application |ID>",
"application_date": "<] SO 8601 date>",
"l oan_type": "residential _nortgage" | "commercial _real _estate" | "auto" | "

personal " | "sme" | "syndicated" | "other",

"requested anount": "<amount > <CCY>",
"requested_termnonths": <integer>,
"appl i cant _hash": "sha256: <hash of anonym zed applicant identifier>",
"origination_channel ":"branch" | "digital" | "broker"” | "whol esal e",
"jurisdiction": "<| SO 3166-1 al pha-2 country code>"

}

NOTE: applicant_hash MJST be the SHA-256 of a stable interna
applicant identifier. The identifier itself MJST NOT appear in



any RBIP evidence record to conply with privacy requirenents
(Section 10).

5.5.2. UnderwitingDecision

data fields:

{
"application_id": "<ref to LoanApplication>",
"deci si on": "approved" | "declined" | "referred" | "conditionally_ approved
"deci si on_date": "<| SO 8601 date>",
"deci sion_rational e_hash": "sha256: <hash of rational e docunent>",
"approved_anmount ": "<amount > <CCY>",
"approved_rate": "<deci mal as percentage>",
"approved_term nonths": <integer>,
"conditions": [
{ "condition_id": "<id>", "description_hash": "sha256:<...>", "deadline": "<date>"
}
I,
"deci sion_nodel id": "<nodel version reference>",
"underwriter_ hash": "sha256: <hash of underwriter |D>"
}

5.5.3. Collateral Bi ndi ng

data_fiel ds:

"l oan_id": "<approved | oan | D>",

"collateral _id": "<uni que collateral item|D>",

"col lateral _type": "residential _property" | "commrercial _property" | "securities"
| "vehicle"” | "equipnment"” | "cash_deposit” | "guarantee" | "other",

"collateral ref": "<ISIN, title nunmber, VIN, or other external reference>",

"val uation": " <ampunt > <CCY>",

"val uati on_net hod": "aut omat ed_val uation" | "desktop_ appraisal" | "full _appraisal”
| "market _price",

"val uation_date": "<| SO 8601 date>",

"Itv_ratio": "<deci mal >",

"lien_position": "first" | "second" | "subordinate",

"bi ndi ng_date": "<| SO 8601 date>",

"perfection_ref": "<UCC filing nunmber or land registry reference>"

}

5.5.4. Collateral Reval uati on

data_fields:

{
"col lateral _id": "<ref to Coll ateral Bi ndi ng>",
"prior_valuation": "<anmount > <CCY>",
"new_val uation": "<ampunt > <CCY>",
"reval uati on_date": "<| SO 8601 date>",
"trigger": "schedul ed_review' | "narket _event" | "borrower_request" | "re
gul ator _order" | "inpairnment _indicator",
"reval uation_method": "autonated_valuation" | "desktop_appraisal" | "full_appraisal"”
| "market price",
"updated_|tv_ratio": "<decimal>",
"margin_call _triggered": <bool ean>
}

5.5.5. LoanDi sbursenent

data _fields:

{
"l oan_id": "<id>",
"di sbursenent _id": "<uni que di sbursenent | D>",
"di sbursenent _date": "<ISO 8601 UTC datetine>",

"anount ": "<anpunt > <CCY>",



"di sbursenent _nethod":"wire_transfer” | "ach" | "check” | "internal credit",
"destination_hash": "sha256: <hash of destination account reference>",
"conditions_satisfied": [{ "condition_id": "<id>", "satisfied date": "<date>" }]

}

5.5.6. Paynent Recei pt

data_fiel ds:

{
"l oan_id": "<id>",
"paynent _i d": "<uni que paynment |D>",
"paynent _date": "<| SO 8601 UTC datetime>",
"amount " : "<amount > <CCY>",
"principal _conponent":"<anount> <CCY>",
"interest_conponent": "<anount> <CCY>",
"fees_conponent ": "<amount > <CCY>",
"days_past _due": <integer, 0 if current>,
"paynent _channel ": "ach" | "wire" | "internal" | "cash" | "check"”
}

5.5.7. DefaultEvent / RecoveryEvent

data_fiel ds:

"loan_id": "<id>",

"event _subtype": "default_declaration" | "recovery_partial" | "recovery_full"
"charge_of f" | "workout agreenent",

"event _date": "<| SO 8601 date>",

"days_past _due_at _default": <integer>,

"out st andi ng_bal ance": " <anount > <CCY>",

"recovery_anount": "<amount > <CCY>",

"l gd_estinate": "<decimal, |oss given default, 0.00-1.00>",
"resolution_tineline_days": <integer>

5.6. KAL Mdul e Events
The KAL nodul e captures identity |lifecycle and AM. case events.
Al'l personally identifiable informati on MUST be encrypted or
hashed before inclusion in RBIP Evidence Itens (see Section 10).

5.6.1. ldentitySubm ssion

data_fiel ds:

{
"subni ssion_id": "<uni que | D>",
"subni ssi on_date": "<] SO 8601 UTC datetime>",
"cust oner _type": "individual" | "entity" | "correspondent_bank" | "pep",
"identity_doc_type": “"passport” | "national _id" | "drivers_license" | "entity regis
tration" | "other",
"doc_hash": "sha256: <hash of identity docunent inmge or data>",
"l'iveness_check result": "pass" | "fail" | "not_required",
"subni ssion_channel ": "branch" | "digital _onboarding" | "api_partner"
}

5.6.2. ldentityVerificationResult

data_fields:

{
"subni ssion_id": "<ref to ldentitySubm ssion>",
"verification_date": "<ISO 8601 UTC dateti nme>",
"result": "verified" | "failed" | "referred" | "escal ated",
"verification_nethod":"automated ocr_bionetric" | "manual _review' | "third_party_ bur
eau" | "video_interview',
"risk_score": <i nteger 0-1000>,

"risk tier": "low' | "mediunt | "high" | "prohibited",



"sanctions_checked": <bool ean>,

"pep_checked": <bool ean>,
"adverse_nedi a_checked": <bool ean>,
"next _review date": "<| SO 8601 date>"

}

5.6.3. TransactionMnitorAlert

data_fields:

{

"alert_id": "<unique alert |1D>",

"alert_generated_at": "<|SO 8601 UTC datetinme>",

"alert_type": "structuring"” | "layering" | "unusual _velocity" | "sanctions_m

atch" | "pep_activity" | "high_risk_ jurisdiction" | "other",

"rule_id": "<AML rule or nodel ID that triggered>",

"cust oner _hash": "sha256: <hash of custoner |D>",

"transaction_count": <integer>,

"aggregate_anount": "<ampount > <CCY>",

"risk_score": <i nt eger 0-1000>,

"aut o_di sposition": "escal ated_to_analyst" | "auto_cl eared" | "pending"
}

5.6.4. SARSubm ssi on

data fields:

"sar_reference_hash": "sha256: <hash of SAR filing reference nunber>",

"subni ssi on_date": "<] SO 8601 UTC datetinme>",

"jurisdiction": "<| SO 3166-1 al pha-2>",

"fiu_agency": "FinCEN' | "NCA" | "FINTRAC' | "AUSTRAC' | "other",

"activity_type": "noney_| aundering” | "terrorist_financing” | "fraud" | "struct
uring" | "other",

"subj ect _count": <i nt eger >,

"reporting period_start": "<l SO 8601 date>",

"reporting_period_end": "<| SO 8601 date>",

"filing_status": "initial" | "corrective" "conti nui ng"

}

5.6.5. CaseEscal ation

data_fiel ds:

{
"case_id": "<uni que case | D>",
"escal ation_date": "<| SO 8601 UTC dateti me>"
"fromtier": "I'1l _analyst” | "lI2 investigator"” | "I3 senior",
"to_tier": "l 2_investigator"” | "I3_senior" | "conpliance officer" | "law_
enf orcenment ",
"escal ation_reason": "<free text, hashed if sensitive>",
"l'inked_al ert _ids": ["<alert_id>", ...],
"l'i nked_sar_hashes": ["sha256:<...>", ...]
}

5.6.6. CaseCd osure

data _fields:

"case_id": "<ref to CaseEscal ati on>",

"cl osure_date": "<| SO 8601 UTC datetinme>",

"cl osure_out cone": "no_action" | "sar _filed" | "account_closed" | "law_ enforcenen
t referral” | "regulatory_discl osure”,

"investigation_duration_days": <integer>,

"di sposi tion_hash": "sha256: <hash of case disposition docunent>"



6. Pr ot ocol Wor kfl ow
6.1. Evidence Ceneration

The foll owi ng steps MJST be executed for every banking event
captured by RBIP:

Step 1 -- Event Capture:
The RBI P Node receives an event notification fromthe core
banki ng systemvia the Internal Bank Systens |nterface
(Section 7.1).

Step 2 -- Field Popul ati on:
The RBI P Node popul ates the Evidence Item structure per
Section 5.1. Sensitive fields MJST be encrypted or hashed
per Section 10 before popul ating data fields.

Step 3 -- Prev-Digest Linking:
The RBI P Node retrieves the data_digest of the nost recently
committed Evidence Itemin the sane nodul e chain and sets
prev_digest to that value. For the genesis item prev_digest
MUST be set to "sha256:" followed by 64 zeros.

Step 4 -- Data Digest Conputation:
Serialize data fields to canonical JSON per [RFC8785].
Conput e SHA-256 of the canonical bytes. Set data_digest.

Step 5 -- Full Item Serialization:
Serialize the full Evidence Item (with signature set to "")
to canoni cal JSON per [RFC8785].

Step 6 -- Signing:
Using the institution's RBIP signing key (HSM backed, see
Section 8.3), conpute a JW5 Conpact Serialization [ RFC7515]
signature over the canonical Evidence Itembytes. Set the
signature field.

Step 7 -- Em ssion:
Enmit the signed Evidence Itemto the Bundl e Aggregator.
The item MUST be persisted atonically before the event
notification is acknow edged.

6. 2. Bundl e Formati on

Step 1 -- Collection:
The Bundl e Aggregator collects Evidence Items per the
configured bundling policy (tine-based or count-based).

Step 2 -- Ordering:
Itens are sorted ascending by tinmestanp, then by evidence_ id
| exi cographically to resolve sane-tinestanp ties.

Step 3 -- Merkle Tree Construction:
Construct a binary Merkle tree over the ordered list of
dat a_di gest values. Compute the nerkle_root.

Step 4 -- Bundle Digest:
Serialize the full Bundle object (wth bundl e digest and
bundl e_signature set to "") to canonical JSON per [RFC8785].
Conput e SHA-256 to obtain bundl e_di gest.

Step 5 -- Bundl e Signing:
Si gn bundl e_di gest using the institution’s RBIP bundl e
signing key (MAY be the sane as the item signing key).
Set bundl e_si gnat ure.



6.

6. 4.

3.

DA Archival Step

RBI P does not nmandate any specific DO archival provider.
Conform ng inpl ementati ons MAY use any DataCite-nmenber DO

regi stration agency or equival ent persistent identifier
infrastructure (e.g., institutional repositories, national data
archives, or certified research data repositories). The
requirenent is a globally resol vable, persistent identifier that
guarantees long-term accessibility independent of any single
institution.

Step 1 -- Subm ssion:
The RBI P Node subnits the compl ete Evidence Bundl e (excl uding
bl ockchai n_anchor fields, which are popul ated post-anchori ng)
to the configured DA archival provider via its published
deposit API.

Step 2 -- Metadata:
The subm ssion MJST include nmetadata conformng to the
DataCite Metadata Schema 4.5 [DataCite4.5]:
* title: "RBIP Evidence Bundle - <institution_id> -
<interval _start> to <interval _end>"

* creator: <institution |egal name and LElI >

* publicationYear: <YYYY>

* resourceType: "Dataset"

* description: "RBIP-01 evidence bundl e: <npdul es> events,
mer kl e_root: <val ue>"

* identifier: <DO assigned by provider>

*

rel atedldentifier: <prior bundle DO >

Step 3 -- DA Recording:
Upon receiving the DO fromthe archival provider, the RBIP
Node updates the bundle record s doi field.

Step 4 -- DA Verification (RECOMVENDED) :
The RBI P Node SHOULD re-resolve the DO via the Handl e System
(https://doi.org/<doi>) within 30 minutes to confirm
successful archival before triggering bl ockchain anchoring.

Bl ockchai n Anchoring and Ti nestanpi ng

RBI P does not mandate any specific bl ockchain platform or

ti mestanpi ng service. Conform ng inplenmentati ons MAY use any
public, proof-of-work or proof-of-stake blockchain with
sufficient finality guarantees, provided the anchoring produces
a publicly verifiable, tanper-evident chronol ogi cal commtnent.
Sui tabl e inplenmentations include, but are not limted to,

open timestanping protocols conpatible with public blockchains
and distributed timestanpi ng mechani sms confornmng to [ RFC3161].

Step 1 -- Anchor Data Preparation:

Conmput e the Anchor Payl oad as:
anchor _payl oad = sha256(bundl e_di gest |
where || denotes concatenation. |f doi i
failed), anchor_payl oad = bundl e_di gest.

doi _uri _bytes)
n

| doi _
s null (DA archival

Step 2 -- Subm ssion to Anchoring Service:
Subnit anchor payl oad to the configured bl ockchai n anchori ng
service. The service MJST return:
a. A transaction identifier (tx_id) on the target chain.
b. A proof artifact (e.g., a Merkle inclusion proof or
ti mestanpi ng proof blob) sufficient for independent
of fline verification.
c. The block height and bl ock tinmestanp upon confirnmation.

Step 3 -- Confirmation Witing:



RBI P REQUI RES at |east 6 block confirmations on the target
chain before treating the anchor as final. 10 confirnmations
are RECOMMENDED for high-val ue bundles (e.g., daily PRL
snapshots). The required nunber of confirmations MAY be

i ncreased by institutional policy based on the finality
characteristics of the chosen chain.

Step 4 -- Anchor Recording:

Record in bl ockchai n_anchor:
chain: <chain identifier string, e.g., "bitcoin", "ethereun >
tx_id: <transaction hash>
bl ock_hei ght: <bl ock nunber>
bl ock_ti mestanp: <bl ock header tinestanp, |1SO 8601 UTC>
proof : <Base64-encoded ti nestanpi ng proof bl ob>

* % % % X

Step 5 -- Bundl e Update and Re-sign:
Update the bundle with the popul ated bl ockchai n_anchor fi el ds.
Recomput e bundl e_di gest and bundl e_si ghature over the updated
canoni cal bundle. Archive the final bundle to the DO provider
as a new version.

6.5. Triple-Layer Permanence Attestation

After Steps 6.3 and 6.4 are both conplete, the RBI P Node MJST
generate a Tripl e-Layer Pernmanence Attestation (TLPA) record for
t he bundl e:

{

"tlpa_version": "rbip-01",

"bundle_id": "<id>",

"bundl e_di gest”: "sha256:<...>",

"layer 1 doi": {
"doi": "<DO assigned by archival provider>",
"doi _url": "https://doi.org/<doi>",
"archived_at": "<I SO 8601 UTC datetinme>",
"provider": "<name of DO archival provider>"

ayer 2 bl ockchain": {

"chain": "<chain identifier, e.g., bitcoin, ethereunm",
"tx_id": "<tx hash>",

"bl ock_hei ght": <integer>,

"bl ock_tinestanp”: "<ISO 8601 UTC datetine>",

"proof _sha256": "sha256: <hash of tinestanping proof blob>",
"confirmations_at finality": <integer>

"layer 3 ietf": {
"draft_name": "draft-reilly-banking-integrity-01",

"ietf_datatracker_url": "https://datatracker.ietf.org/doc/draft-reilly-banking-int
egrity/",

"submi ssion_date": "2025-09-27",
"this version_date": "2026-03-21"

}

"tl pa_digest": "sha256: <hash of canonical TLPA object with tlpa_digest="5>",

"tl pa_signature": "<JW5 over tl pa_digest>"

}

The TLPA MUST be stored al ongsi de the Evidence Bundl e and MJUST
be returned to auditors upon request (Section 7.2).

6. 6. Evi dence Verification and Audit

An independent auditor wishing to verify an Evidence Item
MUST execute the follow ng steps without institutional cooperation:

Step 1 -- Retrieve TLPA:
Obtain the TLPA for the relevant bundle fromthe Auditor API.



Step 2 -- Resolve DO :
Resol ve the DO at https://doi.org/<doi>  Download the
archived bundle. Verify bundl e _di gest nmatches the TLPA

Step 3 -- Verify Bl ockchain Anchor:
Verify the tinestanping proof artifact against the target
bl ockchai n using an appropriate verifier for the configured
chain and protocol. Confirmthe bundl e _di gest (or
anchor_payload) is commtted to the proof. Confirmthe
bl ock_timestanp mat ches the TLPA

Step 4 -- Verify Merkle Proof:
For each Evidence Item under investigation, request a Merkle
proof fromthe Auditor APl (Section 7.2). Reconpute the
Merkl e root fromthe proof path and |eaf digest. Confirmit
mat ches the bundl e’ s nerkl e_root.

Step 5 -- Verify Digest Chain:
For sequential Evidence Itens in a nodule, verify that each
items prev_digest equals the SHA-256 of the preceding itenis
canoni cal serialization. Gaps or m smatches indicate tanpering.

Step 6 -- Verify Signatures:
Verify the JWS signature on each Evidence Itemusing the
institution s published RBIP signing key certificate.
Verify the bundl e_signature using the institution’s bundle
signing key certificate.

An Evidence Itemis VERIFIED if and only if all six steps

succeed. Failure of any step MJST be reported to the institution's
regul ator as a potential integrity incident.

7. Interfaces and APIs
Al RBIP APl endpoints MJST be served over TLS 1.3 [ RFC8446].
Al'l APl requests MJST include a JWs-signed JWI [ RFC7519] Bearer
token in the Authorization header. Mitual TLS (nifLS) [RFC8705]
is REQUI RED for the Regul ator/Auditor APl (Section 7.2).

7.1. Internal Bank Systens Interface
The Internal Bank Systens Interface is a REST APl exposed by the
RBI P Node to the institution’s core banking systens for event
submni ssi on.
Base URL: https://<rbip-node.institution.internal>/vl/
7.1.1. Submt Evidence Event
POST /events

Request Body:

{
"modul e": "PRL" | "LOC' | "KAL",
"event _type": "<event type string>",
"occurred_at": "<ISO 8601 UTC datetinme>",
"data_fields": { ... },
"met adat a": { ...}

}

Response 202 Accept ed:

{

"evidence_i d": "<nodul e-prefixed UU D>",



"accepted_at": "<l SO 8601 UTC datetime>",
"bundl e_queue_position": <integer>

}

Response 400 Bad Request:

{
"error": "INVALI D _EVENT_TYPE" | "M SSI NG REQUI RED_FI ELD" | "SCHEMA VI CLATI ON',
"detail": "<human-readabl e description>"

}

The endpoi nt MJST be idenpotent with respect to a client-supplied
i denpot ency- key header (format: UU D v4). Duplicate subm ssions
with the sane idenmpotency key MJIST return 200 OK with the origina
evi dence_i d.

7.1.2. Query Evidence Item

GET /events/{evidence_id}

Response 200 OK: Full signed Evidence Item JSON
Response 404 Not Found: Item does not exist

7.1.3. Query Mdule Chain
GET / nmodul es/ {modul e}/ chai n?f rom i d=<evi dence_i d>& i m t =<i nt >

Returns an ordered array of Evidence Itens fromfromid forward
Useful for continuous integrity nonitoring by internal conpliance.

7.1.4. Bundle Status
GET /bundl es/ {bundl e_i d}

Response 200 OK: Full Evidence Bundl e JSON (i ncl uding TLPA)
Response 404 Not Found

7.1.5. List Bundles
CGET / bundl es?nodul e=<nodul e>&st art =<dat et i ne>&end=<dat et i mre>&page=<i nt >

Returns pagi nated |ist of bundle sumaries with doi and anchoring
st at us.

7.2. Regulator / Auditor API
The Regul ator/Auditor APl is exposed to authorized external parties.
Al'l connections MJST use mlLS [ RFC8705]. dient certificates MJST
be pre-registered with the RBIP Node and bound to an authorized

auditor or regulatory identity. Al access MIJST be logged in a
separate tanper-evident access log that is itself RBIP-evidenced.

Base URL: https://<rbip-node.institution.external>/audit/vl/
7.2.1. Get Evidence Bundl e

GET /bundl es/ {bundl e_i d}

Returns the full Evidence Bundle including TLPA

Encrypted data fields are returned in their encrypted form

The auditor MAY request selective decryption via a separate
Sel ective Disclosure request (Section 7.2.5).

7.2.2. Get Merkle Proof

GET /bundl es/ {bundl e_i d}/ proof/ {evi dence_i d}



Ret ur ns:

"evi dence_i d": "<id>",
"bundl e_i d": "<id>",
"l eaf _di gest": "sha256: <...>",
"proof _path": [ { "direction": "left"|"right", "digest": "sha256:<...>" }, 1,
"merkle_root": "sha256:<...>",
"doi ": "<DA URI>",
"bl ockchai n_anchor": { ... },
"tlpa": }
}
7.2.3. Verify Chain Integrity
PCST /verify/chain
Request Body:
"nmodul e": "PRL" | "LOC' | "KAL",
"fromdate": "<ISO 8601 date>",
"to_date": "<| SO 8601 date>"
}
Response:
"status": "VERI FI ED" | "CHAI N_GAP_DETECTED' | "DI GEST_M SMATCH' | "ANCHOR | NVA
LI D',
"bundl e_count": <integer>,
"item count": <i nt eger >,
"first _bundle id": "<id>",
"last _bundle_id": "<id>",
"anomalies": [ { "type": "<string>", "bundle_ id": "<id>", "detail": "<string>" } ]
}
7.2.4. Verify Bl ockchain Anchor
PCOST /verify/anchor
Request Body:
"bundl e_id": "<id>"
}
Response:
"bundl e_i d": "<id>",
"anchor _valid": <bool ean>,
"chai n": "<chain identifier>",
"tx_id": "<hash>",
"bl ock_hei ght": <i nt eger >,
"bl ock_tinestanp": "<| SO 8601 UTC datetinme>",
"confirmations": <i nt eger >,
"proof verification": "VER FIED' | "PENDING' | "FAI LED",
"doi _resol vabl e": <bool ean>
}
7.2.5. Selective Disclosure Request
POST /di scl ose
Request Body:
{
"bundl e_id": "<id>",
"evidence_ids": ["<id>", .1,
"fields": ["<field_name>", .1,
" pur pose": "<regul atory authority and regul atory basis for disclosure>"



}

The RBI P Node verifies the requesting auditor’s certificate against
the pre-registered authorization list and, if authorized, decrypts
and returns only the specifically requested fields. This request
MJST itself be RBIP-evidenced as a KAL CaseEscal ati on event.
7.2.6. Audit Access Log
CGET /access-| og?fronme<dat eti ne>& o=<dat et i ne>
Returns the tanper-evident |log of all Auditor APl access events
for the specified period. The access |log MIST itself be bundl ed
and anchored per RBIP

7.3. Public Transparency API
Fi nanci al institutions MAY expose a Public Transparency AP
to provide limted, privacy-preserving assurance to the public
that reserves and conpliance operations are actively evidenced.
This APl MJST NOT expose any custoner PlIl, sensitive financia
data, or material non-public information. |nplenentations MJST
conduct a legal review before enabling this interface.
Base URL: https://<institution.exanple.conw/rbip/public/vl/
7.3.1. Get Anchor Summary

GET /anchor s?nmodul e=<nmodul e>&per i od=<YYYY- M\

Ret ur ns:
{
"institution_id": "<LEl or BIC",
"modul e": "PRL" | "LOC' | "KAL",
"period": "<YYYY- MVB"
"bundl e_count ": <i nt eger >,
"l atest _anchor": {
"bundl e_id": "<id>",
"bl ock_hei ght": <i nt eger >,
"block_timestanp": "<ISO 8601 UTC datetinme>",
"doi ": "<DA URI>",
"merkle_root": "sha256: <...>"
}

}

7.3.2. Verify Public Anchor
GET /verify/{bundl e_i d}
Returns a mninmal verification response confirm ng whether the
specified bundle is anchored and DO -archived. Does NOT return
any evidence item content.

7.4. \Webhook and Notification Interface
RBI P Nodes SHOULD i npl enent a webhook interface to notify
regi stered subscribers (e.g., regulatory systens, conpliance
dashboar ds) of key events:

Events triggeri ng webhooks:

0 bundl e_anchored -- bundl e successfully bl ockchai n-anchored

0 bundl e_doi _issued -- bundle DO successfully issued

o tlpa_conplete -- triple-layer permanence attestation conplete
o chain_gap_detected -- digest chain gap detected (CRI TI CAL)

o anchor_failed -- bl ockchai n anchoring failed (CRITI CAL)



o doi_archival _failed -- DO archival failed (CRITICAL)

Webhook payl oads MJST be signed with a JWs [ RFC7515] using the
RBI P Node' s webhook signing key. Subscribers MJST verify the JWs
bef ore processing.

8. Cryptographi ¢ Requirenents
8.1. Digest Algorithms

RBI P REQUI RES SHA- 256 [FI PS-180-4] as the primary digest algorithm
for all data_digest, prev_digest, bundle _digest, and nerkl e_root
conput ati ons.

SHA3- 256 [ FI PS-202] MAY be used as an alternative where required
by institutional policy. |If SHA3-256 is used, the digest strings
MJST be prefixed with "sha3-256:" rather than "sha256:".

MD5 and SHA-1 MUST NOT be used.
8.2. Signing and Key Managenent

RBI P si gni ng MJUST use one of the follow ng algorithnms as specified
in JSON Wb Al gorithns [ RFC7518]:

0 RS256 (RSASSA-PKCS1-v1_5 with SHA-256) -- minimum RSA key size
2048 bits; 4096 bits RECOMVENDED

0 ES256 (ECDSA with P-256 and SHA-256) -- RECOMMVENDED for new
i npl ementations due to smaller signature size

0 ES384 (ECDSA with P-384 and SHA-384) -- REQUI RED for high-
assurance PRL nodul e signatures

0 Ed25519 (EdDSA with Curve25519) -- MAY be used where supported

Al'l signing keys MJST have:

o0 A defined validity period not exceeding 2 years

0 A docunented key rotation procedure

0 A published X 509 certificate [ RFC5280] or JWK Set [RFC7517]
accessible to auditors for signature verification

8.3. HSM Requi renents

Al RBIP signing key operations MJUST be perfornmed within a FIPS
140-2 Level 3 or higher HSM The private key material MJST NEVER
exi st in plaintext outside the HSM boundary.

HSM r equi rement s:

0 Key generation MJST occur within the HSM

0 Key backup MUST use HSMt o- HSM key wrappi ng (key export in
pl ai ntext is PRCH Bl TED)

o Al signing operations MJST be | ogged by the HSM

0 HSM audit | ogs MJIST be i ndependently archived per RBIP KAL

9. Security Considerations
9.1. Digest Chain Integrity

The prev_digest chain is the primry mechani sm preventing

undet ected insertion, deletion, or reordering of Evidence Itens.

| mpl enent ati ons MJUST nai ntai n an unbroken chain within each nodul e.
Any detected gap MJST trigger an i medi ate alert and MJST be
reported to the institution s Chief Conpliance Oficer and to the
rel evant regul ator within 24 hours.



9.2. Blockchain Finality

RBI P REQUI RES at |east 6 block confirmati ons on the configured

bl ockchai n before treating an anchor as final. The precise
nunber of confirmations required SHOULD be calibrated to the
finality characteristics of the chosen chain (e.g., |onger

reorgani zati on wi ndows on chains with | ower hash rate require
nmore confirmations). Fewer confirmations risk chain

reorgani zation that could invalidate the anchor. During the
confirmation waiting period, bundl es MIST be treated as pendi ng
and MJUST NOT be represented to auditors as final

9.3. Key Conproni se Response

If an RBIP signing key is conprom sed:

(1) The institution MJST i medi ately revoke the key certificate.

(2) The institution MJUST publish a Key Conprom se Event in the
RBI P audit trail, anchored under the new key.

(3) Al Evidence Itens signed with the conprom sed key MJST be
cross-certified by a trusted third-party auditor

(4) The regulator MJST be notified within 72 hours.

9.4. HSM Fai |l ure Response

If the HSM fails during evidence generation, the RBI P Node MJST
queue events in an encrypted staging area and halt public API
availability until the HSMis restored. Evidence Itens generated
during an HSM out age MJUST be retroactively cross-signed by a
backup HSM wi thin 4 hours.

9.5. Denial of Service

The Internal and Auditor APIs MUST inplenment rate liniting.
The Auditor API MJST inpl enment adaptive rate linmiting that
tightens Iinmts when anonal ous query patterns are detected.

9.6. Cryptographic Agility

RBI P i s designed for cryptographic agility. |Inplenmentations

MUST support runtinme algorithm configuration, enabling mgration
to post-quantum al gorithns (e.g., M.-DSA [FIPS-204]) as they

are standardi zed. Al RBIP data structures include schema_version
to facilitate future al gorithm upgrades w thout breaking existing
archived evi dence

9.7. Supply Chain Attacks

RBI P Node software MJST be deployed with verifiable build pipelines.
Al RBIP software dependenci es MJST be pinned to specific, audited
versions. SBOM (Software Bill of Mterials) generation MIST be

part of the RBIP Node rel ease process

10. Privacy and Confidentiality Considerations
10.1. PIl Prohibition

Personally identifiable information (Pll) as defined by GDPR
[ GDPR] and CCPA MJST NOT appear in any RBIP Evidence Itemin
plaintext. Al PIl MJST be either
(a) Replaced by a stable, institution-internal pseudonynous
i dentifier hashed with SHA-256 (the "hash-and-reference"
pattern), or
(b) Encrypted using AES-256-GCM [ NI ST- SP-800-38D] with a per-



custonmer encryption key managed in the HSM
10.2. Selective Disclosure

The RBI P data nodel separates the cryptographic structure
(evidence_id, prev_digest, data_digest, merkle_root, blockchain
anchor) fromthe payload (data_fields). Auditors can verify the
exi stence, integrity, and chronol ogi cal ordering of events using
only the cryptographic structure, w thout accessing data fields.
This enables a "prove without reveal" disclosure nodel.

10.3. Right to Erasure Conpliance

GDPR Article 17 (Right to Erasure) creates a tension with RBIP' s
imutability requirenents. RBIP addresses this as foll ows:

o Al PIl in data_fields MJST be encrypted under per-subject
keys. "Erasure" of a subject’s data is achi eved by destroying
the subject’s encryption key, rendering data fields pernmanently
i ndeci pherabl e wi thout breaking the cryptographic structure.

0 The cryptographic structure (digests, anchors) renmins intact
to preserve the audit chain.

0 Institutions MJST mai ntain a docunented | egal basis mappi ng
bet ween RBI P evidence retention periods and applicable
regul atory retention requirenents.

10.4. Cross-Border Data Transfer

Evi dence Bundl es submitted to DO archival providers (e.g., Zenodo/
CERN, Switzerland) constitute cross-border data transfer under CDPR
Institutions MIUST ensure data_fields containing PIl are encrypted
bef ore subm ssion to DA providers, and that the decryption keys
never |leave the institution's jurisdiction. Effectively, the DO
provi der archives only ciphertext for PlIl-containing fields.

11. Conpliance with Regul atory Standards

Thi s section describes how RBI P addresses specific regulatory
requirenents. This is informational guidance; institutions MJST
seek independent |egal and conpliance counsel for their specific
jurisdictions.

11.1. Basel |11l / Basel |V (BCBS)

PRL Mbdul e directly addresses:

0 LCR (Liquidity Coverage Ratio) -- ReserveSnapshot captures HQLA
val ues and LCR ratios required by BCBS 238.

0 NSFR (Net Stable Funding Ratio) -- ReserveSnapshot includes
NSFR rati o.

o Pillar 3 Disclosure -- RBIP Public Transparency APl supports

voluntary or nmandatory Pillar 3 reserve disclosures.
o Pillar 2 ICAAP -- LiquidityStressTest events archive the
met hodol ogy, assunptions, and outcomes of internal stress tests.

11.2. Sarbanes-Oxl ey Act (SOX) Section 404

LOC and KAL Mdul es support SOX 404 conpliance by providing:

o Tanper-evident records of all material financial decisions
(loan origination, underwiting, disbursenent).

o0 Cryptographic evidence that records existed at the tine of
deci si on (bl ockchain tinmestanp).

0 Non-repudiable officer attestations (ReserveAttestation).

11.3. Bank Secrecy Act (BSA) and AML



KAL Modul e directly addresses BSA requirenents:

0 31 U S C 5318(g) SARfiling obligations -- SARSubm ssion events
archive netadata of SAR filings with cryptographic tinestanps
predating any regul atory inquiry.

0 Customer Due Diligence (CDD) -- IdentitySubmn ssion and
IdentityVerificationResult provide tanper-evident CDD records.
0 Transaction Mnitoring -- TransactionMnitorAlert provides

audi t abl e evidence of the nonitoring progranis operation.
11.4. EU Digital Operational Resilience Act (DORA)

DORA [ DORA2022] requires financial institutions to maintain
conprehensive I CT risk managenment and incident registers. RBIP s

tanmper - evi dent evi dence trail, blockchain tinestanping, and DO
archival satisfy DORA requirenments for:

o Article 9 -- Protection of ICT systens and data

0o Article 10 -- Detection nechani sns

0o Article 12 -- Backup policies

0o Article 17 -- ICT-related incident reporting

11.5. EU Markets in Crypto-Assets Regul ation (M CA)

For institutions subject to M CA [M CA2023]:

o PRL Mdul e provides the reserve attestati on mechani smrequired
for Asset-Referenced Token issuers under MCA Title Il1.

0 ReserveAttestation provides the cryptographic audit trail
required for quarterly reserve audits under M CA Article 37.

11.6. 1SQO 1 EC 42001: 2023 (Al Managenent Systens)

For institutions using Al-based credit scoring, AM detection,

or risk nodels:

0 LOC UnderwritingDecision includes decision_nopdel _id, enabling
traceability of Al nodel versions to decisions.

0 KAL TransactionMonitorAlert includes rule_id for the Al/rules
nmodel that triggered the alert.

0 RBIP provides the audit trail infrastructure required by |ISO
42001 for Al decision auditability.

12. I nplenentati on Gui dance
12.1. Reference |nplenentation Notes
A conformant RBI P Node inpl ementati on MJST provide:

o0 Event adapter nodul es for common core banking systens (CBS).
Ref erence adapters SHOULD be provided for |SO 20022 event
feeds, T24 (Tenmenos), Flexcube (Oracle), and FI S Mbdern Banki ng
Pl at f orm

0 A canonical JSON serializer conformng to [ RFC8785] (JCS).
I mpl enent ati ons MJUST NOT use standard JSON pretty-printers,
as these produce non-canoni cal output. Open-source JCS
libraries are available for Java, Python, Go, and Rust.

0 A Merkle tree inplenentation confornming to [ RFC9162] Section
2.1 using SHA-256 | eaves.

o A DO archival client capable of submtting bundles and
receiving DOs froma DataCite-nenber archival provider.
| mpl enent ors MAY use any conform ng provider’s deposit API.
Exanpl e: the Zenodo REST APl (https://zenodo.org/api/) was
used for initial reference inplenmentation archival.



0 A blockchain anchoring client supporting a public,
proof - of -wor k or proof-of-stake blockchain with publicly
verifiable tinestanping. The client MJST produce a proof
artifact sufficient for offline verification per Section 6.4.
Exanpl e: the OpenTi mestanps Pyt hon client
(https://github. conl openti mest anps/ openti nest anps-client)
was used for initial reference inplenentation anchoring.

0 A FIPS 140-2 Level 3 HSMintegration |ayer. Reference
i mpl ement ati ons SHOULD support PKCS#11 [ PKCS11l] and CNG
(W ndows CryptoNext Generation) interfaces for HSM abstraction

0 An audit | og subsystemthat applies RBIP evidencing
recursively to its own access and operational |ogs.

12. 2. Depl oynent Topol ogi es
12.2.1. Centralized Depl oynent (Single RBIP Node)

Suitable for smaller institutions. A single RBIP Node processes
all three nodul es. Evidence bundles are subnmitted to an externa
DA provider and bl ockchai n anchoring service.

12.2.2. Federated Depl oynment (Mdul e-Separated Nodes)

Each RBIP nodul e runs on a separate, isolated RBIP Node with
separ at e HSM backed signi ng keys. Mdul e nodes subnit bundl es
to a central Bundl e Aggregator, which coordinates anchori ng.
Recommended for Tier 1 financial institutions.

12.2.3. Consortium Depl oynent

Multiple institutions share an RBIP Bundl e Aggregator (operated
by a trusted third party such as a central bank or industry
utility). Each institution runs its own RBIP Node and subnits
bundl es to the shared aggregator, which co-anchors bundl es from
multiple institutions in a single blockchain transaction. This
anortizes anchoring costs and provides cross-institution
chronol ogi cal ordering.

13. | ANA Consi derati ons

Thi s docunent requests the registration of the follow ng nedia
types with | ANA

13.1. application/rbip-evidence-itemtjson

Type nane: application

Subt ype nane: r bi p- evi dence-itemtj son
Requi red parameters: version (e.g., "rbip-01")
Optional parameters: nmodule ("PRL", "LOC', "KAL")
Encodi ng: UTF- 8

Security considerations: See Section 9

Interoperability considerations: None

Publ i shed specification: This docunment (draft-reilly-banking-integrity-01)
Aut hor: Lawrence John Reilly Jr. <lreilly250@mail.cone

13. 2. application/rbip-bundl e+j son

Type nane: application
Subt ype nane: r bi p- bundl e+j son
Requi red parameters: version (e.g., "rbip-01")

Encodi ng: UTF- 8



Security considerations: See Section 9
Aut hor: Law ence John Reilly Jr. <lreilly250@nmail.conpr

13.3. application/rbip-tlpa+json

Type nane: application

Subt ype nane: rbi p-tl pa+j son

Required paraneters: version (e.g., "rbip-01")
Encodi ng: UTF- 8

Security considerations: See Section 9 and 6.5
Aut hor: Lawrence John Reilly Jr. <lreilly250@mail.cone
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