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Abst ract

Thi s docunent defines the Reilly Banking Integrity Protocol (RBIP),
a conpliance-grade architecture for generating inmmutable, auditor-
and regul ator-verifiable evidence trails in banking operations. RBIP
conbi nes cryptographi c anchoring (e.g. blockchain tinmestanping) wth
archival DO issuance to produce permanent, tanper-evident records.
RBI P addresses three core donmai ns: Proof-of-Reserves & Liquidity
(PRL), Loan Origination & Collateral Chain (LOC), and KYC/ AML

Evi dence Ledger (KAL).

RBIP is intended to help financial institutions satisfy requirenents
fromBasel 111/1V, SOX, BSA/AM., |SQ | EC 42001: 2023, and ot her

rel evant regul ati ons while preserving privacy, accountability, and
auditability.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six

mont hs and nmay be updated, replaced, or obsol eted by other documents
at any tine. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1. Introduction

Fi nanci al regulators and auditors require trustworthy, tanper-
evident audit trails of bank operations. Conventional centralized

| ogs or dat abase snapshots suffer the risk of undetectable
alteration or retrospective deletion. The Reilly Banking Integrity
Protocol (RBIP) is designed to provide cryptographic guarantees and
public verifiability while preserving the ability for selective

di sclosure to auditors or regul ators.

RBI P realizes this by conbining two orthogonal nechani sns:

* Deep archival of evidence artifacts with persistent identifiers
(e.g. DAs)

* Cryptographic anchoring (e.g. blockchain tinmestanping) to fix the
chronol ogical order and integrity of those artifacts

The result is an audit trail that is pernanent, tanper-evident, and
regul ator-verifiable.

Thi s docunent describes RBIP s architectural nodul es, workfl ows,
interfaces, security obligations, and how it hel ps satisfy
regul atory standards.

2. Requirenents Language
The key words MUST, MJST NOT, REQUI RED, SHALL, SHALL NOT, SHOULD
SHOULD NOT, RECOMMENDED, MAY, and OPTIONAL in this docunent are to
be interpreted as described in BCP 14, RFC 2119 and RFC 8174.
3. Design Overview
3.1 Architecture & Mdul es
RBI P i s conposed of three cooperating nodul es:
Proof - of - Reserves & Liquidity (PRL)
* Loan Origination & Collateral Chain (LOC)
* KYC/ AML Evi dence Ledger (KAL)
Each nmodul e records discrete events or mlestones. Each event is
assigned a unique Evidence Itemw th netadata and a digest of the

under|lying data. Bundl es of Evidence Itenms are periodically archived
and anchor ed.

A high-level architecture
Bank Core Systens -> RBIP Evidence Cenerator ->

-> DO Archival Service
-> Bl ockchai n Anchoring Service



-> Auditor / Regulator Query Interface
-> Optional Public Transparency Interface

3.2 Threat Model
RBI P assumes adversaries may attenpt:

* Retrospective deletion or nodification of archived evidence
* Reordering of event chronol ogy

* Col lusi on between internal operators and | og nmanagers

* Disclosure of sensitive custoner data

RBI P counters these by requiring cryptographic binding, end-to-end
chai n- of -cust ody, and sel ective encryption or redaction.

4. Data Mddel and Event Types
4.1 PRL Mdul e Events

Reser veSnapshot
* LiquidityStressTest
* ReserveAttestation

4.2 LOC Modul e Events

LoanAppl i cation

Underwri tingDeci sion

Col | at er al Bi ndi ng

Col | at er al Reval uati on

LoanDi sbur senent

Paynment Recei pt

Def aul t Event / RecoveryEvent

* % X * X X %

4.3 KAL Modul e Events

* | dentitySubm ssion

* ldentityVerificationResult
* Transacti onMonitorAl ert
* SARSubni ssi on
* CaseEscal ati on
* CaseCl osure

Each Event is represented by a JSON or CBOR object with mandatory
fields including evidence id, nodule, event type, tinestanp,
prev_di gest, data_digest, and netadata.

5. Protocol Workfl ow
5.1 Evidence Generation
1. Event data serialized into canonical form (JSOV CBOR).
2. SHA- 256 di gest conput ed.
3. Linked to prior digest.
4. Evidence Itemenitted.
5.2 DO Archival Step
1. Bundl es of Evidence Itens hashed to bundl e root digest.
2. DO ninted for bundle.
3. Metadata stored.
5.3 Bl ockchain Anchoring / Tinmestanping

1. bundl e_root digest submitted to bl ockchain.
2. Transaction ID and bl ock tinestanp recorded.



5.4 Evidence Verification & Audit

Audi tors check digests, Merkle paths, DA records, and bl ockchain
anchors to validate evidence.

Interfaces and APls

6.1 Internal Bank Systens Interface

REST/ gRPC APl for event submni ssion

6.2 Regulator / Auditor API

APl's for evidence retrieval, bundl e netadata, and anchor
verification.

6.3 Public Transparent API

10.

11.

12.

12.

12.

Optional limted disclosure interface.
Security Considerations

RBIP mtigates insider collusion and tanpering by using HSMs, access
controls, atom c event capture, backups, and key rotation

Privacy and Confidentiality Considerations

RBI P enforces selective disclosure, encryption of sensitive data, and
controll ed access to prevent exposure of customer information.

Conpl i ance with Regul atory Standards

RBI P hel ps satisfy Basel [11/1V, SOX, BSA/ AM_, |SQO | EC 42001: 2023,
and rel ated frameworks.

I ANA Consi derati ons

Thi s docunent nmakes no | ANA requests.
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