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Abst r act

It is expected that the Donmain Name System (DNS) will be used to
publish and retrieve Digital Enblenms. The objective of this Internet
Draft is to propose an architecture on how the DNS coul d be used and
outline the main challenges that will require work fromthe diem
Working Group. Publication of this docunent is intended to provoke
di scussi on and anal ysis of how digital enblens can be deployed in the
DNS.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on 2 Septenber 2026.

Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

This content-free placehol der text should be replaced with sonething
nore appropriate when the tine cones.

2. Requirenents Language

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.

3. Structuring the DI EM Nane Space

There are essentially two approaches to organi sing the nane space
used for digital enblens. These are not necessarily mutually
exclusive. Both nay be acceptibl e because of how digital enblens are
applied to different use cases.

One option would be to anchor these domai n nanmes under di em arpa
(say) and have that overseen by | ANA, just |ike how | ANA coordinates
the in-addr.arpa and i p6. arpa donains for reverse | ookups of |Pv6
addresses. | ANA del egates parts of these dommins to the Regi onal

Rei d Expi res 2 Septenber 2026 [ Page 2]



Internet-Draft draft-reid-di emdnsarch March 2026

Internet Registries who nanage the distribution of |IP addresses. For
digital enblenms, | ANA could delegate parts of diemarpa to the
appropriate authorities such as humanitarian organi sati ons or
international treaty bodies. Each of them would be responsible for
the oversi ght of subsequent del egations: for instance to the nationa
chapters of the ICRC or to | CAO nenber states.

An advantage of this approach is diemarpa, a potential apex for
these zones, would be notionally neutral and independent. O her top-
| evel dommins (TLDs) are in general either overseen by | CANN or the
rel evant country’s governnent. The Internet Architecture Board is
responsible for the .arpa top-level domain and | ANA does not
currently charge for operating the .arpa registry. Using .arpa would
fit with the | AB guidelines that the top-level domain gets used for
infrastructure resources [ RFC3172]. Digital enblens could reasonably
be viewed as infrastructure resources that should be anchored
sonmewher e under the .arpa TLD

One potential difficulty with using diemarpa (say) is the

adm nistrative burden on 1ANA. It would need to identify, establish
and maintain rel ationships with DI EM st akehol ders: internationa
humani tari an organi sations and/or treaty bodies. These relationships
woul d need to be docunented and processes put in place to nanage

del egations in diemarpa. There would probably need to be a

hi erarchi cal nam ng or nunbering schenme to identify digital enblens
so they can be easily napped into domain nanes, This would require a
global registry. It is currently unclear if such a registry exists,
if one would be set up or who would have the authority to create one
and pay for it.

The second approach woul d be for each participant in digital enblens
to choose the donmain name(s) that best suit and have each

organi sati on manage these independently. As an exanple, |ICRC could
anchor its DIEM entries under diemicrc.org and take care of nanagi ng
any del egations under that domain name. It would al so be advisable
to use discrete domain nanes and DNS platforns for the organisation
and those used to support digital enblens. Fate-sharing could have
undesi rabl e consequences, This is why | arge eyeball networks separate
the IT infrastructure used to run their business fromthe one used to
provide service to its custoners

Thi s ad-hoc approach might not scale. It will also rely on DNS
expertise that might not be readily available at some participants.
That way well create otherw se avoidable instability and operationa
pr obl ens.
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4.

Di scovery of DI EM donmai n nanes

It is not clear how clients woul d deci de which domain nanes to use
whenever they nake DI EMrel ated DNS | ookups. One possibility is a
client has a priori know edge of the rel evant domain nane, for
instance froma URL. This would probably require a diemspecific
tenplate to be added to the existing URL nami ng schenme. Anot her
option mght be for a client to be specially configured to | ookup the
domai n nane, eg refugee-canp.disaster-zone.relief-agency. TLD. While
that could work, it does present scaling problens,

This topic needs detail ed anal ysis by the working group
Provi si oni ng and Managi ng DI EM domai n nanes

Conventi onal donain nane registrations generally follow the well -
established registry-registrar-regi strant nodel. The registry
mai nt ai ns a dat abase of donmi n names and runs authoritative DNS
servers to publish delegation information for those domain nanes.

The regi strar updates that database on behalf of the end user, the
registrant. The registar often provides tools, typically a web-based
@UJ, so registrants can update the contents of their registered
domai n nanes. |In practice, these arrangenents are nuch nore
complicated. However that operational detail does not matter here
and is only of concern to pedants.

As an example, the IETF is the registrant for the ietf.org domain
nane. It uses Cloudflare as the registrar to nanage the registration
data for that domain nane in the .org registry which is operated by
PI R

It is likely this nodel would be adopted when identifying the roles
for managing the registration of DIEMrel ated domai n nanes. However
these rol es can be conbined. As a hypothetical exanple, |CRC ni ght
occupy the role as the registry for the domain nane used for a field
hospital, an official at that hospital serves as the registrant and
also fills the registrar role by using sonme | CRC supplied website or
smart phone app to manage the DIEM data for that field hospital’s
domai n nane. The main consideration for this docunment is the
separation of roles and responsibilities and not the actual entities
who provide those functions.

Appropriate controls may be needed on how DI EM data get published in
the DNS: who is authorised to add/renove DI EMrel ated DNS resource
records, checking these are being used correctly, how | ong these
records stay in the DNS, change managenent procedures, audits and so
on. Some digital enblens will have protected status in internationa
| aw and therefore need to be handl ed carefully. These controls
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shoul d ensure these resource records are used correctly and the
"registry" is aware who is using which DIEMrel ated DNS resource
records and for how |l ong. Discussion of these issues are probably
out of scope for this DNS architecture docunent. However they shoul d
be explored by the working group

6. The DI EM Resource Record

Digital enblens SHOULD be stored in the DNS in the as-yet undefined
DI EM resource record type (RRtype). Once this is docunented, the

| i ghtwei ght expert review process defined in Section 3.1 of [RFC6895]
will be used to obtain a formal RRtypecode and update the appropriate
I ANA dat abase.

Digital enbl ens SHOULD NOT be stored as TXT records because these are
al ready widely used for a diverse range of purposes: SPF data,
version control information, publishing DVARC policy, nonce

chal | enge-response strings and so on. Overloading TXT records with
yet another use case would be unwi se because it adds undesirable
complexity for DNS administrators and the tools used to nanage zone
files.

A |l ookup for a domain nane’s TXT records would return all of these
records, forcing the client to process all of themto find the one(s)
whi ch contain digital enblemdata. An additional concern is the
possibility of truncated DNS responses, forcing retried queries over
TCP when the anount of data in those TXT records is "too large"” for a
standard UDP responseq. Using a dedicated RRtypecode for DI EM
records is cleaner and sinpler.

The content of the proposed DIEMresource record has still to be
decided. It will probably be sonme blob of structured text in CBOR or
JSON format. This would allow the content of DIEMrecords to be

ext ended whenever el ements get added, updated or renbved w t hout
needi ng a new typecode allocation. The HHI T and BRI D resource
records described in DRIP Entity Tags [ RFC9886] provi de an exanpl e of
t hi s approach.

7. | ANA Consi der ations

I ANA wi |l be expected to issue a DNS RRtype code for the currently
undefi ned and undocunented DI EM record.

It may be necessary for 1ANA to operate a registry and the supporting
DNS infrastructure for the diem arpa domain as outlined above.
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8.

Security Considerations

The main security concerns for DNS-based digital enblens are data
validation, data authentication and client anonym sation

Val idation issues can be addressed by using Secure DNS, DNSSEC

[ RFC4033] [ RFC5155]. When DI EM resource records are signed,

val i dati ng DNSSEC- awar e resol ving servers can check the signatures on
these responses and detect spoofed or tanpered replies. They can

al so detect failures caused by DNSSEC signing errors such as
incorrect or out of date keys. |In short, clients receiving DNSSEC
signed responses can verify the replies exactly contain the data sent
by the authoritative nane servers that publish D EMrecords.

Secure DNS of fers provabl e non-repudiation as well as validation of
DNS data. Though this DNSSEC feature is not widely appreciated. The
private key used to sign DNS data inplicitly identifies the signer
and there is a chain of trust which terninates at the private key
used to sign the DNS root. In sinple terns, the private key for the
domai n nane a.b.c is signed by the private key for b.c which in turn
is signed by the private key for ¢ which is signed by the DNS root’s
private key.

In principle, this means it can be proven who signed DI EMrel ated
resource records. Provided the rel evant private keys are kept

secret, inpostors and other bad actors cannot sign those resource
records. Simlarly, the identity of the entity who does sign these
resource records can be proven and they cannot claimotherwise. ie It
can be shown a DNSSEC-signed DIEM record for (say) sone | CRC resource
was signed by the genuine authority for that resource and it could
not have been signed by anyone else. This would prove there was a
chain of trust show ng that |1 CRC had responsibility for issuing that
DIEM record and its acconpanyi ng DNSSEC si gnat ure(s).

The DNS provi des serveral nechani snms to anonym se the source of DNS
queries. However there is an unavoidable limtation. The client
maki ng the query usually sends the fully qualified domain name (FQDN)
to its resolving DNS server. So that resolving server is aware which
clients query for specific FQDNs. A client could nmake | abel -by-1| abe
iterative queries. Though this is unlikely. It wouldn't help
anonymi sati on because the resolving server would still in principle
be able to assenble the FQDN fromthat client’s iterative queries.

Query mninmsation [ RFC9156] inproves privacy for DNS clients and is
wi dely supported in resolving servers. Wen this is used, the

resol ving server does | abel -by-label iterative queries instead of
sendi ng the FQDN for each step of the resolution. ie Instead of
sending the FQDN a.b.c.d to the authoritative servers for the d, c.d
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9

9

and b.c.d domains, the resolver sends a query for c.d to the
authoritative servers for d, then a query for b.c.d to c.d’ s
authoritative servers and then queries b.c.d s authoritative servers
for a.b.c.d. Thus, the FQDN is ony visible to the resol ving server
and the authoritative server(s) for the b.c.d donmain.

It should be noted that nost resol ving servers support Cient Subnet
in DNS Queries [RFC7/871]. This discloses details about the source IP
address of a DNS client to authoritative servers. [The rationale was
so authoritative servers for a CDN could respond with the I P address
of the CDN node that was optimal for the client naking the initial
query.] dearly, this can have unfortunate privacy inplications

When this feature is used, authoritative DNS servers nmay be able to
identify the initiating client or at |east get a reasonable
indication of that client’s identity.

Encrypted DNS transports provide a degree of anonimty, nostly by
preventing eavesdropping and traffic interception. DNS over TLS

[ RFC7858], DNS over HTTPS [ RFC8484] and DNS over QUI C [ RFC9250] all
use Transaction Layer Security to encrypt DNS queries and responses
between clients and servers.

ol ivious DNS [ RFC9230] is another possibility for inproving client
anonimty. This introduces a proxy which forwards encrypted DNS
messages between a client and server. The proxy has no visibility of
these nessages and the server only receives the query and the source
| P address of the query.

Choosi ng between these DNS capabilities and features is out of scope
for this docunent because those are largely policy-based decisions
that will depend on the prevailing | ocal circunstances.

Ref er ences
1. Normative References

[ RFC2119] Bradner, S., "Key words for use in RFCs to Indicate
Requi rement Level s", BCP 14, RFC 2119,
DA 10.17487/ RFC2119, March 1997,
<https://ww.rfc-editor.org/info/rfc2119>

[ RFC3172] Huston, G, Ed., "Managenent CGuidelines & Operationa
Requi rements for the Address and Routing Paramneter Area
Domain ("arpa")", BCP 52, RFC 3172, DO 10.17487/ RFC3172,
Sept enber 2001, <https://ww. rfc-editor.org/info/rfc3172>

Rei d Expi res 2 Septenber 2026 [ Page 7]



Internet-Draft draft-reid-di emdnsarch March 2026

[ RFC4033] Arends, R, Austein, R, Larson, M, Massey, D., and S.
Rose, "DNS Security Introduction and Requirenents"”,
RFC 4033, DO 10. 17487/ RFC4033, March 2005,
<https://ww.rfc-editor.org/info/rfc4033>.

[ RFC5155] Laurie, B., Sisson, G, Arends, R, and D. Blacka, "DNS
Security (DNSSEC) Hashed Aut henticated Denial of
Exi stence", RFC 5155, DO 10. 17487/ RFC5155, March 2008,
<https://www.rfc-editor.org/info/rfc5155>.

[ RFC6895] Eastlake 3rd, D., "Domain Nane System (DNS) | ANA
Consi derations", BCP 42, RFC 6895, DA 10.17487/ RFC6895,
April 2013, <https://www. rfc-editor.org/info/rfc6895>.

[ RFC7858] Hu, Z., Zhu, L., Heidemann, J., Mankin, A, Wessels, D.,
and P. Hoffman, "Specification for DNS over Transport
Layer Security (TLS)", RFC 7858, DA 10.17487/ RFC7858, May
2016, <https://ww.rfc-editor.org/info/rfc7858>.

[ RFC7871] Contavalli, C, van der Gaast, W, Lawence, D., and W
Kumari, "Cient Subnet in DNS Queries", RFC 7871,
DO 10.17487/ RFC7871, May 2016,
<https://www. rfc-editor.org/info/rfc7871>.

[ RFC8174] Leiba, B., "Anmbiguity of Uppercase vs Lowercase in RFC
2119 Key Words", BCP 14, RFC 8174, DO 10.17487/ RFC8174,
May 2017, <https://ww.rfc-editor.org/info/rfc8174>.

[ RFC8484] Hoffman, P. and P. McManus, "DNS Queries over HITPS
(DoH)", RFC 8484, DO 10.17487/ RFC8484, Cctober 2018,
<https://ww. rfc-editor.org/info/rfc8484>.

[ RFC9156] Bortzmeyer, S., Dolmans, R, and P. Hof frmman, "DNS Query
Nanme M nim sation to Inprove Privacy", RFC 9156,
DO 10.17487/ RFC9156, Novenber 2021,
<https://www. rfc-editor.org/info/rfc9156>.

[ RFC9230] Kinnear, E., McManus, P., Pauly, T., Verma, T., and C A
Wood, "Oblivious DNS over HTTPS', RFC 9230,
DA 10.17487/ RFC9230, June 2022,
<https://www. rfc-editor.org/info/rfc9230>.

[ RFC9250] Huitema, C., Dickinson, S., and A Mankin, "DNS over
Dedi cat ed QUI C Connections", RFC 9250,
DA 10.17487/ RFC9250, May 2022,
<https://ww.rfc-editor.org/info/rfc9250>.

Rei d Expi res 2 Septenber 2026 [ Page 8]



Internet-Draft draft-reid-di emdnsarch March 2026

[ RFC9886] W ethuechter, A, Ed. and J. Reid, "DRIP Entity Tags
(DETs) in the Domai n Nane Systeni, RFC 9886,
DO 10.17487/ RFC9886, Decenber 2025,
<https://ww.rfc-editor.org/info/rfc9886>.

Acknowl edgenent s

Fill this in when anyone needs to be acknow edged

Aut hor’ s Addr ess

JimReid

RTFM 11 p

St Andrews House

G asgow

South CGeorgia and the South Sandwi ch | sl ands
Email: jim@fcl035.com

Rei d Expi res 2 Septenber 2026 [ Page 9]



