Net wor k Wor ki ng G oup C. Rehfeld
I nternet-Draft 29 April 2026
I ntended status: Informationa

Expires: 31 Cctober 2026

APl X | oT Device Profile: Discovery and Presence for Connected Device
Servi ces
draft-rehfel d-api x-iot-00

Abst ract
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presence managenent for physical connected devices. It specifies the
two-1 ayer discoverability nodel (public device class, private device
i nstance), the presence signal protocol, device instance token
managenent, device class |ifecycle, hub-nediated presence, ownership
transfer, and the data retention and privacy rules applicable to

devi ce instance records. Autononous agents that inplenment this
profil e can di scover device capabilities at the class |ayer w thout
any authentication, and retrieve live instance endpoint data at the

i nstance | ayer subject to owner-granted authorisation
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1.

1.

I nt roducti on

The API X Core Infrastructure [API X- CORE] defines the comon
foundation for agent-oriented service discovery: the API X Mnifest
(APM format, the three-dinensional trust nodel, commrercial
onboar di ng, sanctions conpliance, and the base Index API. That
docunent is the authoritative reference for all concepts and
normative requirenents shared across service types.

Thi s docunent extends API X Core for a fundanentally different service
category: physical connected devices. APl services have stable URLs
and are verifiable by a crawmer. 10T devices have dynam c network
addresses, are physically present in private spaces, and signal their
own liveness directly to the index. These differences require a
speci al i sed registration nodel, a presence protocol, and privacy
rules that do not apply to web APl services

I mpl ementors MUST satisfy all normative requirements in [ APl X- CORE]
bef ore applying the additional requirenents in this docunent.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [RFC2119]. Al JSON
payl oads defined in this docunent MJST use UTF-8 encodi ng as mandat ed
by [ RFC8259] Section 8.1

Ter mi nol ogy

The following terns are defined in [ APl X-CORE] and used here without
redefinition: API X, APM API X Manifest, service_id, trust nodel
organi sation trust level (OO0 through O5), service verification

|l evel (S-0 through S-4), liveness, comercial contract, sanctions
screeni ng, APl X Spider, consumer token, Connected Device.

Additional terns defined in this docunent:

*Devi ce Manufacturer* — The organi sation that produces a physica
device type and registers its device class with API X. A device
manuf acturer is a type of Service Oamer as defined in [ APl X- CORE]
The term "manufacturer” is used in this profile where the Service
Omer is specifically a producer of physical hardware.

*Devi ce Cass* — An APMregistration that describes a physical device
type: its capabilities, manufacturer APl versions, and presence
nmodel .  Corresponds to spec.type: "device-class" or spec.type: "hub"

in the APM A device class is the public, Layer 1 record
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*Devi ce Instance* — A record representing a single physical unit of a
device class. Created and naintai ned by the device' s presence
signals. A device instance is the private, Layer 2 record.

*Presence Signal* — An authenticated nessage sent by a device (or its
relay) to the API X presence endpoint to establish or maintain a
device instance record. Signal types: register, heartbeat, depart.

*Devi ce Instance Token* — A per-device secret credential issued by
APl X to the manufacturer at manufacture tine. Used exclusively to
aut henticate presence signals. Distinct fromconsuner tokens and
manuf act urer APl keys.

*token_id* — A stable, non-secret identifier assigned to a device
i nstance token at issuance. Used in token managenent APl calls
wi thout transmitting the token secret.

*Presence Mode* — The mechani sm by which a device class’s instances
send presence signals to API X. Values: push, cloud_relay, hub

*Hub* — An internet-capabl e gateway device that relays presence
signals for mesh-protocol devices that cannot reach API X directly.
Regi stered as spec.type: "hub".

*Layer 1* — The public, unauthenticated view of a device class
record. Contains capability nmetadata only. Never contains instance
dat a.

*Layer 2* — The private, authenticated view of device instance

records. Accessible only to the device owner and explicitly
del egat ed agents.

*Reachabl e* — An instance state flag. An instance is reachable:
false when its current api _version is not present in the device
class’s current supported _api_versions list. Such instances are
excluded fromall query results.

*Endpoi nt Confidence* — An API X-derived per-instance field that
captures the reachability trust ceiling inposed by the device's
networ k topology. Value "ipv6" indicates the device provided a valid
gl obal wunicast I Pv6 address in its nbst recent register signal and
can be reached directly. Value "ipv4 observed" indicates no | Pv6
address was provided; the device is reachable only via its

manuf acturer’s cloud relay. APIX derives this field fromthe

regi ster signal and MJUST NOT accept it fromthe device payl oad.
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*Law Enforcement Request (LER)* — A formally subnmitted request from
an aut horised | aw enforcenent authority to suppress the visibility of
one or nore device instances via the Law Enforcenent Cooperation
Interface defined in Section 9.8 of this docunment. LER processing
obligations and the non-surveillance framework w thin which they
operate are outlined in [ APl X- CORE] Section 5.

1.2. Devi ce Servi ce Nbdel

The 10T device trust nodel is architecturally distinct fromthe API
service trust nodel defined in [API X-SERVICES]. APl service trust is
pul | -based: the API X Spider probes the service. Device trust is
push-based: devices signal their presence to the index. The

manuf acturer registration process, not the Spider, governs device
class verification. The trust object structure in device class and
device instance APMs differs accordingly fromthat of APl service
APMs. See [API X-CORE] Section 6 (Trust Mdel) for the authoritative
description of all three trust inplenmentations.

APl X supports two fundamental ly distinct service types: APl services
and Devi ce services. The APM spec.type field determ nes which node
applies. Services with spec.type set to device-class are governed by
this section.

*The two service types*

APl services have a stable URL, a nmachi ne-readabl e specification
docunent, and are verified by the API X Spider. Device services are
physical or firmnare-based entities with dynam c network addresses.
They cannot be crawl ed. Their presence is inherently transient.

*Two- | ayer di scoverability nodel *

Devi ce services introduce a privacy and security requirenent that
does not apply to APl services: individual device instances MJST NOT
be publicly discoverable. A dishwasher’s online presence is a
househol d occupancy signal. An agent that can query which specific
devices are online at a given tine can infer whether a home is
occupied. This is an unacceptable security and privacy exposure for
bot h manufacturers and end users.

APl X enforces a strict two-layer nodel for device services
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Layer 1 -- Device Cass (public): The device class registration is
publicly discoverable by any agent, including anonynous queries. It
descri bes what the device type is, what it can do, and which protoco
it uses. No instance data is present at this layer. This layer is
safe to expose publicly and serves as the capability advertisenent
manuf act urers want agents to find.

Layer 2 -- Device Instance (private): Individual device instance data
-- whether a specific device is online, its current network endpoint,
its operational state -- is NEVER returned to anonynous or

unaut henti cated queries. Instance-level data is accessible only to
agents that have been explicitly authorised by the device owner, and
only for instances owned by that principal

Anonynmous agent query: home. appl i ance. di shwasher
Resul t: device class record -- capabilities, protocol, nmanufacturer, APM
NO i nstance data. NO online/offline. NO location. NO count.

Aut henti cat ed agent (device owner):
Result: instances owned by principal -- online status, endpoint, state

The API X i ndex MJST enforce this separation at the query layer. An
i ndex inplenentation that returns instance-level data to
unaut henti cated queries is non-conformant.

Device Cass APM (tenplate, registered by manufacturer)

o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +
| service_id stable class identifier

| api _base url nfr cloud APl base URL |
| supported api _versions ["2.0", "1.1", "1.2"]

| api x_presence_protocols ["v1", "v2"] |
| capability_class "home. appl i ance. *" |
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +

Devi ce | nstanc (operational, reported by device at runtine)
o m mm e e e e e e e e e e e e e e e e e e e e e e mm e mmaa o s +
| instance_id per-devi ce UU D |
| device class_ id -> class above |
| api_version "1.2" (firnmnare) |
| network.ipv6é "2001: db8:: 1" |
o m o e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e o +

|
| firmvare sel ects API X protocol from
| api x_presence_protocols |ist

I
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%

POST / presence/ v2/register <- v2 fromfirmare

{ "api _version": "1.2", <- nfr APl ver fromfirmare
“network": { "ipve": "..." } }

| API X validates

| protocol version in apix_presence_protocol s
| api _version in supported_api _versions
v

| validates: |
| protocol version in apix_presence_protocol s |
| api _version in supported_api _versions |

| Layer 1 PUBLIC | Layer 2 PRI VATE |
| class netadata | api _version: "1.2" |
| capabilities | api _endpoint.cloud rel ay |
| protocol info | api _endpoint.direct_ipv6 |
| (no instances) | network.ipv6é |

o e e e e oo oo o e e e e e e e e e e aa o - +
N N
| .
anonynous agent aut henti cat ed agent
GET /search?capability=... GET / devi ces?capability=..

&onl i ne=true
*Manuf act urer registration*

A devi ce manufacturer registers a device class once. The
registration defines the capability profile, the comrunication
protocol, and the presence nodel for all physical instances of that
class. Individual device instances are not registered by end users
-- they are provisioned by the manufacturer at the point of
manuf act ur e.
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"apmversion": "1.0",
"service_id": "UUDVv4 -- stable identifier for this device class",
"name": "Haustec Pro 8 Di shwasher",
"description": "Connected di shwasher -- energy optim sation",
"l'ifecycle_stage": "stable",
"owner": {

"organi sati on_nane": "BSH Honme Appliances GrbH',

"jurisdiction": "DE",

"registration_nunber”: "HRB 123456",

"contacts": {

"operations": "apix-ops@sh-group. cont,
"escal ation": "apix-escal ati on@sh- group. conf

}
}
"spec": {

"type": "device-class",

"protocol": "home-connect",

"api _base_url": "https://api.haustec. exanpl e/ api ",

"supported_api _versions": ["1.0", "1.1", "1.2"],

"capability_class": "home. appliance. di shwasher",

"presence_node": "push",

"api x_presence_protocol s": ["v1"],

"heartbeat interval seconds": 300,

"max_of fline_seconds": 900
},
"capabilities": ["hone. appliance.di shwasher”, "hone.energy"],
"pricing": {

"model ": "freem unt,

"pricing url": "https://devel oper. haustec. exanpl e/ prici ng"

"custont': [
"com haust ec. energy_cl ass",
"com haust ec. max_water _tenp_c"

]

"trust": {

"organi sation_level": "O 4",

"service level": "S- 1",

"spec_consi stency": null

"l'iveness": {
"presence_node": "push",
"heartbeat interval seconds": 300,
"max_of fli ne_seconds": 900
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Note that the public device class record contains no instance count,
no online status aggregate, and no presence tinestanps. All such
data is confined to the authenticated instance |ayer

Devi ce class APMs MAY include a pricing field using the schema
defined in [ API X-SERVI CES]. For 10T device classes, the "dynam c"
pricing nmodel is particularly relevant: a cloud relay service may
price per connected device-hour at rates that vary with platform

| oad. Wen nodel is "dynam c", the pricing_endpoint MJST be queried
by the agent before initiating a comand session, not on every

i ndi vi dual command wi thin an established session

Devi ce class APMs MAY include a customfield using the schema and
normative rules defined in [API X-SERVI CES]. The customarray is a
capability declaration list: it signals the existence of hardware-
specific properties (energy classification, operating tenperature
ranges, protocol variant details) that frequently precede

standardi sation. Values are not stored in the index; they are
defined in the manufacturer’s own APl docunentation and retrieved
directly fromthe device class service. The same rules apply as in
[ APl X- SERVI CES] : entries MJST use reverse-donmain notation, the array
MUST NOT exceed 20 entries, each entry MJUST NOT exceed 128
characters, and declared key nanes are indexed and exposed via the
custom key search paraneter.

*Heartbeat interval and offline tol erance contract*

Two conpanion fields in the device class APMtogether define the

|iveness contract for all instances of the class. Both are set at
class registration tinme by the manufacturer and are binding on al

i nst ances.

heart beat interval _seconds — the target rate at which conformant

i nstances MJST send presence signals. This is the expected steady-
state cadence. An instance that signals |less frequently than this
val ue i s non-confornant.

max_of fl i ne_seconds — the maxi num age of the nost recently received
heart beat before the index MJST mark the instance offline. This

val ue encodes the manufacturer’s know edge of normal connectivity
gaps for the device type and MJST be greater than or equal to
heartbeat interval seconds. API X MJST reject device class

regi strations where nax_offline_seconds is | ess than

heart beat i nterval seconds.

Manuf act urers MJST choose val ues appropriate to the device's

depl oynent context and connectivity nodel. A mains-powered, always-
connected field device (for exanple, a traffic surveillance canera)
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SHOULD decl are a short heartbeat interval seconds (for exanple, 30
seconds) and a max_offline_seconds only nodestly larger (for exanple,
90 seconds), to enable fast offline detection. A battery-powered or
intermttently connected sensor (for exanple, a forest fire snoke
detector in a renote area) SHOULD declare a | ong

heartbeat interval seconds (for exanple, 3600 seconds) and a
max_of fl i ne_seconds that accommopdat es known connectivity gaps in the
depl oynent environnment (for exanple, 86400 seconds for a device in an
area with intermttent network coverage)

The API X i ndex uses the class-declared val ues, never any instance-
reported value, to determnine |iveness.

*Notification channels for device cl asses:*

Devi ce class APMs MAY include a notifications field to all ow
consum ng agents and device owners to receive push notifications
about cl ass-level changes (spec updates, trust |evel changes,
lifecycle transitions). The permitted channel types for device class
registrations are restricted to webhook only. sse and websocket
channel types defined in [API X-SERVI CES] MJST NOT be used in device
cl ass APMs.

This restriction exists because device class changes are sparse,

i nfrequent events. A persistent open connection (SSE or WebSocket)
hel d by thousands of agents waiting for a class manifest change that
occurs at nost a few times per year is architecturally wasteful. A
webhook is the correct nodel: the service calls the agent when an
event occurs; no connection is held between events.

Devi ce instance liveness (online/offline transitions for individua
devices) is served by the presence signal nmechani smand by the
devi ces. presence del egation scope (Section 6), not by notification
channel s.

*Devi ce version contract*

The device class APM decl ares all manufacturer APl versions the

devi ce cl ass supports in supported_api_versions. This is the
exhaustive version contract between the manufacturer and API X. Wen
a physical device sends a presence signal it MJST declare exactly one
of these versions as its currently running version; API X MJST reject
presence signhals that declare a version outside the registered list.

The api x_presence_protocols field declares the list of API X Presence
Prot ocol versions (Section 6) that devices of this class may use when
sendi ng presence signals. At initial registration the list typically
contains a single version. Wen the manufacturer rel eases a firmware
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update that noves devices to a newer API X presence protocol, the
manuf act urer updates the device class registration to add the new
version to the list. Both versions remain valid simultaneously:

devi ces that have received the firmvare update call the newer
presence endpoi nt; devices not yet updated continue calling the ol der
one. APl X MJST accept presence signhals fromany endpoint version
present in apix_presence_protocols.

The API X presence protocol version a device uses is inplicit in the
endpoint URL it calls (e.g. POST /presence/vl/register vs POST
[ presence/v2/register). It is not repeated in the signal body.

The devi ce versi on nodel provides two i ndependent guarantees:

Reliability axis (device to API X): Every device firmware version
knows exactly which API X presence endpoint URL to call. This URL is
stable for the full support w ndow of that protocol version

(Section 6). A device running a given firmvare version will always
be able to signal its presence to API X without nodification, as |ong
as the protocol version it was built against remains in its support
wi ndow. A firmvare update that introduces a newer API X protocol
version is the device's own upgrade path, not a requirenent.

Flexibility axis (agent through API X to device): The manufacturer API
version (api_version) running on a physical device instance is
reported by the device itself and may change when the device perforns
a firmnvare upgrade through the manufacturer’s own update process. A
firmvare upgrade that changes the running APl version MJST be
signalled to API X by the device sending a new regi ster signha

carrying the updated api _version. APIX updates the instance record

i medi ately. Consuming agents that re-fetch the instance record
after a connection failure automatically receive the current AP
version and the correct versioned endpoint. The firnware update
process is out of scope for this specification; API X is version-aware
only at the presence signal boundary.

Exanpl e: a device class initially registered with firmvare D1. 0 using
APl X presence protocol v2 ships with apix_presence_protocols: ["v2"].
VWhen a firmwvare update introduces D1.3 with support for APIX presence
protocol v3, the manufacturer adds v3 to the device class

regi stration: api x_presence_protocols: ["v2", "v3"]. Updated devices
call /presence/v3/register; unupdated devices continue calling

[ presence/v2/register. Both are accepted.

*Devi ce i nstance tokens*
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Each physical device is provisioned at manufacture with a device

i nstance token. This token is used exclusively to authenticate
presence signals sent to the API X presence endpoint. Tokens are

i ssued by API X to the manufacturer as part of the comrercial contract
and are scoped to a specific device class registration

Token requirenments: tokens MJST contain a m ni num of 256 bits of
crypt ographi ¢ randommess and MJST be encoded as base64url| without
paddi ng. Tokens MJST NOT be derivable from device serial nunbers,
MAC addresses, or any other publicly accessible or predictable
identifier. APIX stores only the SHA-256 hash of each token; the
plaintext is delivered once at issuance and cannot be re-retrieved.

Each token is assigned a stable, non-secret token_id by API X at

i ssuance. The token_id uniquely identifies a token in APl operations
(rotation, revocation) without requiring the token secret to be
transmtted. The token_id is returned al ongside the token in the
batch delivery payl oad and appears in the device instance record,

al l owi ng the manufacturer to correlate their production records with
APl X i nstance dat a.

*Token rotation*

A device instance token MJST be rotatable w thout changing the
device’'s instance_id. The rotation preserves the device’'s ownership,
hi story, and position in any consum ng agent’s workflow, only the
credential changes.

Rotation is initiated by the manufacturer via the Token Managenent
APl , referencing the token_id of the token to be replaced. APl X MJST
i ssue a single replacenent token and enter a dual-valid state for
that instance: both the existing token and the repl acenent token are
accepted for presence signals for a configurable handover w ndow
(default: 24 hours; manufacturer may request shorter or longer within
operator limts).

The manufacturer delivers the replacenent token to the physica
device via the manufacturer’s OTA channel (out of scope for this
specification). Wen the device sends its first presence signa

usi ng the repl acenent token, API X MJST atomically revoke the previous
token. Subsequent signals using the old token MJST be rejected with
HTTP 401 t oken_revoked.

I f the handover w ndow expires before the repl acenent token has been
used in a successful presence signal, API X MIST revoke the ol d token
at wi ndow expiry. The device transitions to offline and enters the
HTTP 401 dormant state until the manufacturer resolves the delivery
failure via a further OTA cycle or re-provisioning.
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Repl acenent tokens MJST nmeet the same entropy and format requirenents
as initial tokens. Previously issued tokens MJST NOT be reissued
after rotation or revocation.

*Devi ce owner authorisation*

A devi ce owner associates their device instances with their API X
identity through a one-tine ownership claimprocess defined by the
manuf acturer. Once clainmed, the device owner MAY del egate access to
specific agents -- for exanple, a hone energy nmanagenent agent

aut horised to query the dishwasher’s availability and schedul e a wash
cycle during off-peak tariff wi ndows. Delegation is scoped,
revocabl e, and does not expose the device to any other agent.

*Onnership transfer and rel ease*

Devi ce ownership is transferable wi thout changing the device's
instance_id. A device owner MAY rel ease their ownership claimat any
time by calling DELETE /devices/{instance_id}/claim APl X MJST
renove the owner _id association and revoke all agent del egations
scoped to that device instance. The instance record and its presence
history are retained. The device continues to signal presence and
remains online, but is not visible in Layer 2 queries until a new
owner conpletes a claim

A manuf acturer MAY issue a new claimtoken for a device that already
has an active ownership claim-- for exanple, to facilitate a resale
or to respond to a factory reset. Wen a new claimis conpl eted,
APl X MUST atomically replace the existing owner_id with the new
claimant’s identity and revoke all del egations fromthe previous
owner. The previous owner receives no notification; their Layer 2
access ceases i medi ately upon the new cl ai m bei ng recorded.

A device that is factory-reset at firmmvare | evel SHOULD send a depart
signal with "reason": "factory reset" before clearing its operationa
state. On receipt, APIX MIST rel ease the ownership association
(clear owner_id) and mark the instance offline, in addition to the
standard depart processing. |If no factory-reset depart signal is
received (e.g., the reset is hardware-triggered), the ownership
association persists until the manufacturer issues a new cl ai mtoken
or the previous owner explicitly releases their claim

*Presence signal mechani snt
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Device liveness is maintai ned by push signals, not Spider crams. A
presence signal is not a bare keepalive: it carries the device’'s
currently running manufacturer APl version and its network addresses,
allowing API X to construct the full instance record at registration
time.

Signal types: register (first contact after power-on or reconnect),
heart beat (periodic keepalive, MJIST NOT change api _version or network
addresses without re-registering), depart (graceful shutdown or
factory reset). The depart signal MAY carry an optional "reason"
field; the only defined value in this specification is

"factory reset", which triggers ownership release in addition to
standard offline processing. Unrecognised reason values MJST be

i gnored by API X.

PCST https://api x. exanpl e. org/ presence/ vl/register
Aut hori zati on: Bearer device-instance-token
Cont ent - Type: application/json

{
"device_class_id": "dc-haustec-pro8-di shwasher",
"signal _type": "register",
"api _version": "1.2",
"network": {
"ipv6": "2001: db8: 85a3:: 8a2e: 370: 7334"
}
}

When a register signal carries an api _version not present in the
device class’'s supported_api _versions list, API X MJST return HITP 422
api _version_not_supported and MJST create or update the instance
record with reachable: false. The record is not visible in
capability searches but IS visible in the device owner’s Layer 2
query, allowi ng the owner to observe and di agnose the version

m smat ch wi thout direct device access. API X MJST reject a presence
signal received at a protocol endpoint version not listed in the

devi ce class’s api x_presence_protocols with HTTP 400; no instance
record is created for endpoint version nismatches.

Presence signal flow
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Devi ce powers on
I
%
Devi ce sends register signal to /presence/vl/register
api _version, network.ipv6é (OPTIONAL -- absent for |Pv4-only devices)
I
v
APl X records HTTP request source | P as observed_source_ipv4 (internal)
APl X val i dates: instance token valid, api_version in supported |i st
APl X derives endpoi nt_confi dence:
"i pv6" if network.ipvé is a valid global unicast address
"i pv4_observed" ot herw se
I
v
APl X records instance as online -- visible only to authorised agents
I
%
Aut hori sed agent queries /devices: capability, online filter
I
v
APl X returns instance record: api_version, network, api_endpoint
I
%
Heart beat tineout OR explicit depart signa
I
v
APl X marks instance offline; clears network addresses fromrecord

The index determ nes instance |iveness by conparing the age of the
nmost recently received heartbeat against the max_of fline_seconds

val ue declared in the device class APM

online IF: (current_tine - |ast_heartbeat_at) <= max_offline_seconds
The threshold is always derived fromthe class tenplate, never from
any instance-reported value. An instance whose condition eval uates
to fal se MUST be nmarked of fline by the index.

Manuf act urers SHOULD i npl enent a departure signal on gracefu
shutdown; relying solely on heartbeat tineout is permtted but
results in a delayed offline transition

*Presence relay options*

Three presence_node val ues are defined for device cl asses:
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push — the device contacts the API X presence endpoint directly over
HTTPS wi t hout any internediary. This is the highest-integrity path:
the signal originates fromthe device itself. Device classes using
push may achi eve any service trust level up to S-4.

cloud relay — the manufacturer’s cloud infrastructure relays presence
signals on behalf of the device. The device sends signals to a

manuf act ur er - oper at ed endpoi nt; the manufacturer’s cloud forwards
themto API X using the device's instance token. This nodel is
appropriate for devices on constrai ned networks or behind carrier-
grade NAT that cannot reach API X directly. Device classes using
cloud relay are bounded at service trust level S-1. The

manuf acturer’s cloud intermediary holds all instance tokens for
devices of that class, and can attest any device state value (online
status, api_version, network addresses) wi thout independent
verification by API X. A consum ng agent applying a trust policy that
requires S-2 or higher MJUST NOT rely on cloud relay device instances.

hub — a hub gateway devi ce nedi ates presence for devices that
communi cat e excl usively over short-range mesh protocols, as specified
in Section 3.6. Service trust level is bounded at S-1 for the same
reasons as cloud rel ay.

The presence_node MJST be declared in the device class APM The
presence_node determines the trust ceiling for all instances of that
class; it cannot be overridden per-instance.

*Endpoi nt confi dence*

presence_node captures signal-integrity trust — how reliably API X can
attribute a presence signal to the physical device. A separate per-
instance field, endpoint_confidence, captures reachability trust —
how reliably a consum ng agent can forma direct connection to the
devi ce.

APl X MUST derive endpoint_confidence from each register signal
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uni cast | Pv6
address in
net wor k. i pv6

| Val ue | Condition | Direct endpoint |
| | | avail abl e |
[ bbb el s s sy e s
i pv6 | Device provided | api _endpoint.direct _ipv6

| a valid gl obal | is present

I I

I I

| |

No valid gl oba
uni cast | Pv6
provi ded; API X

| | No direct _ipv6; no
| |
| observed a |
| |
I I

direct _ipv4; cloud relay
or hub_gateway only

source | Pv4 from
the HTTP request

Table 1

| Pv4 addresses self-reported by a device MIST NOT be accepted in the
networ k payl oad. APIX records the HITP request source address as
observed_source_ipv4 for internal operational use (abuse detection,
geo-routing) and MJUST NOT surface it in any instance record or API
response. The reason is structural: a device behind NAT knows only
its private LAN address; the public I P API X observes is the NAT
gateway, not the device. Neither value reliably supports direct
agent -t o-devi ce connectivity without port forwardi ng, which cannot be
assumed.

A consumi ng agent MJST read endpoi nt_confidence before sel ecting an
endpoi nt. Agents perform ng consequential operations (device
commands, ownership actions) MJST NOT assunme a direct endpoint is
avai l abl e for instances with endpoint_confidence: "ipv4 _observed";
they MUST route through cloud relay or hub_gat eway.

*APl X Presence Endpoi nt Versioni ng*

The API X Presence Protocol is versioned i ndependently of the Index
APl . The version identifier is enbedded in the endpoint path:

htt ps://api x. exanpl e. or g/ presence/ vl/regi ster
htt ps://api x. exanpl e. or g/ presence/ vl/ heart beat
htt ps:// api x. exanpl e. or g/ presence/ vl/ depart

A device class declares all presence protocol versions its devices

may use in api x_presence_protocols. The list starts with the version
supported at initial registration. Wen a firmvare update introduces
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support for a newer protocol version, the manufacturer adds it to the
list -- the older version remains valid for devices not yet updated.
Mul tiple versions in apix_presence_protocols are all sinultaneously
active for that device class.

Long-term support guarantee: API X MJST naintain each presence
protocol version in full operation for a mnimmof ten (10) years
fromthe date on which the first device class registration including
that version is accepted. After this window, a five (5) year
deprecation period applies during which the version continues to
operate but no new device class registrations may add it to their

api x_presence_protocols list. Renpbval of a presence protocol version
bef ore the conbined fifteen-year wi ndow has el apsed is a

speci fication violation.

Thi s guarantee exists because 10T appliances frequently have
commercial service |lifespans of ten to twenty years, and not al

depl oyed units receive firmvare updates on a predictable schedule. A
manuf act urer must be able to guarantee to their customers and channe
partners that presence signalling will remain operational for the
full product life, independently of which firmvare version a specific
unit happens to run

*Pr ot ocol version sunset*

APl X presence protocol versions do not remain operationa
indefinitely. After the m ni mum support w ndow (Section 3.5), APIX
may sunset a version. Sunset proceeds in two phases:

Deprecation phase: API X marks the version as deprecated. Al
responses fromthe deprecated endpoi nt version MJST include the
Deprecation response header ([RFC9745]) and the Sunset response
header ([RFC8594]) carrying the planned renoval date. API X MJST
notify the regi stered operations contact of every device class that
lists the deprecated version in api x_presence_protocols. Device
class records that still include the deprecated version receive a
standard_warni ngs entry indicating the sunset date. The deprecation
phase MJUST last a minimumof five (5) years.

Renoval : On the sunset date, the endpoint version is renoved.
Requests to the renpved endpoint MJST return HTTP 410 Gone with a
response body referencing current mgration docunentation. Device

i nstances that have not migrated to a supported protocol version wll
cease to appear in API X as online. Their device class registrations
remain valid; only presence signalling is affected.
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The sunset obligation runs between API X and the devi ce manufacturer.
The manufacturer accepted the API X terns of service at registration
and is contractually responsible for managing their fleet’s mgration
path. API X is not liable to individual device owners whose devices

| ose API X connectivity because the manufacturer did not deploy a
firmvare update within the deprecation wi ndow The manufacturer may
satisfy this obligation by updating device firmvare to a supported
protocol version, by routing presence signals through a manufacturer-
side relay that perforns protocol translation, or by retiring the
devi ce class and communi cati ng end- of - APl X- support to custoners.

*| Pv6 as prinmary network addressing*

The API X Presence Protocol uses |IPv6 as the sole self-reported
networ k address in device presence signals. Physical devices SHOULD
include a global unicast |IPv6 address in the network.ipve field of
their presence signals. Devices that cannot provide a gl obal unicast
| Pv6 address send presence signals without a network field; APIX
observes their source |Pv4 address fromthe HTITP request for interna
operational use only (see endpoint_confidence semantics above). |Pv4
MUST NOT be included in the network payl oad of a presence signal

| Pv6 addresses MUST be provided as unbracketed strings in the
network.ipve field of the presence signal. APIX stores and returns
them as unbracketed strings; consum ng agents construct RFC 3986-
compliant bracketed URIs (e.g. https://[2001:db8::1]/api/1.2/) when
bui | di ng endpoi nt URLs frominstance records.

*Spi der excl usi on*

Devi ce services with spec.type: device-class MJST NOT be craw ed by
the API X Spider. The Spider specification in [API X-CORE] does not
apply to device services. Spec consistency checking
(spec_consistency) is not applicable and MUST be set to null for
devi ce class registrations.

*Trust | evels for device services*

Organi sation trust levels (O-0 through O-5) apply to device

manuf acturers in the same way as APl service owners. Service
verification levels S-0 through S-4 (as defined in [API X- CORE]) apply
in full, with the follow ng device-class-specific neaning for S-2:
S-2 (Spec Verified) means the declared capability class is registered
in the API X capability taxonony and the device class has conpl eted
the manuf acturer registration process including KYC/AML screeni ng.
The Spi der does not contribute to device service verification
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The maxi mum S-1 evel achi evabl e by a device class is constrained by
its presence_node. The full S-0 through S-4 range is defined; the
tabl e bel ow states the ceiling inposed by each node:

Maxi mum servi ce
| node trust |evel
Direct device signal |
path; no internediary |
Manuf act urer cl oud |
| | | attests device state; not |
| | | independently verifiable

| hub | S-1 | Hub gateway attests |
| I | device state; not |
| | | independently verifiable |

Table 2

A consuning agent that requires S-2 or higher for its trust policy
MUST excl ude device classes with presence _node: cloud relay or
presence_node: hub fromits query results. Agents SHOULD filter by
service_l evel _m n when querying the Device Instance Query API.

1.2.1. Hub- Medi ated Devi ce Services

Many | oT devi ces communi cate exclusively over short-range nesh
protocols (Matter over Thread, Zigbee, Z-Wave) and have no direct
path to the public internet. These devices are physically incapable
of sending presence signals to API X thenselves. A hub gateway -- an
i nternet-capabl e device that bridges the |ocal nmesh to the I P network
-- nmust act as their API X presence rel ay.

APl X supports this through two conpl enentary registrations: a hub
device class (type hub) for the gateway hardware, and a hub-nedi at ed
devi ce cl ass (presence_npode hub) for the devices the hub serves.

_Hub entity_

A hub is registered in API X as a device class with spec.type: "hub".
Hub physical units receive their own instance tokens at manufacture,
identical in structure to device instance tokens. Hubs signal their
own presence directly to the API X presence endpoint (presence_node
push). A hub instance that is offline cannot relay presence for any
of its connected devices.
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{
"apmversion": "1.0",
"service_id": "UUDv4 -- stable hub class identifier",
"nanme": "Haustec Connect Bridge v2",
"description": "Matter/ Thread hub for BSH hone appliances”,
"l'ifecycle_stage": "stable",
"owner": {
"organi sati on_nane": "BSH Honme Appliances GrbH',
"jurisdiction": "DE",
"registration_nunber”: "HRB 123456",
"contacts": {
"operations": "apix-ops@sh-group. cont,
"escal ation": "apix-escal ati on@sh- group. conf
}
}
"spec": {
"type": "hub",
"hub_protocol s": ["matter"],
"supported_device_cl asses": ["dc-haustec-pro8-di shwasher"],
"presence_node": "push",
"api x_presence_protocol s": ["v1"],
"heartbeat interval seconds": 60,
"max_of fline_seconds": 180
}
}

supported_device_classes is the exhaustive list of device class IDs
for which this hub type nay rel ay presence signals. APIX MIST reject
hub-rel ay signals for device classes not in this |ist.

_Hub- nedi at ed device class_

A devi ce cl ass whose physical instances cannot signal directly sets
presence_node: "hub" inits APM It also declares hub_protocols to
i dentify how the hub-to-device |ocal channel carries the instance
token during the pairing process.
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{
"spec": {
"type": "device-class",
"presence_node": "hub",
"hub_protocols": ["matter"],
"pernitted hub_cl asses": ["hc-haustec-connect-bridge-v2"],
"api _base_url": "https://api.haustec. exanpl e/ hub- gat eway/ api ",
"supported_api _versions": ["1.0", "1.1"],
"api x_presence_protocol s": ["v1"],
"heartbeat interval seconds": 300,
"max_of fline_seconds": 600
}
}

hub_protocol s informs APl X and consum ng agents which | ocal protoco
carries the device' s instance token to the hub at pairing tinme. The
mechani sm for token transfer is hub-protocol specific and outside the
scope of this specification

permitted_hub_classes is an optional field. When present, it is a
manuf acturer capability declaration that restricts which hub cl asses
may relay presence signals for instances of this device class. APIX
MUST reject relay signals fromhub i nstances whose class IDis not in
the list. Wen absent, any hub whose supported_devi ce cl asses
includes this device class may rel ay.

This field is a capability and interoperability declaration, not a
per-instance pairing or authentication mechanism It encodes the
manuf acturer’s know edge of which hub types their device is designed
to work with correctly. Instance-level device-to-hub pairing is
governed by the local network provisioning process (for exanple,
Matter conmm ssioning) and the manufacturer’s devi ce nmanagenent
infrastructure; it is outside the scope of this specification

_Hub-relay presence signal _

A hub signals presence for a connected device using a dedicated hub-
rel ay endpoint. Each signal carries two credentials: the hub’s own
instance token in the Authorization header (authenticating the hub),
and the paired device's instance token in the request body
(authenticating the specific device). APIX validates both

i ndependent | y.
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POST https://apix. exanpl e. org/ presence/ vl/ hub-rel ay/register
Aut hori zati on: Bearer hub-instance-token
Cont ent - Type: application/json

{
"hub_instance_id": "di-hub-a4c27f...",
"signal _type": "register",
"device": {
"instance_token": "device-instance-token",
"device_class_id": "dc-haustec-pro8-di shwasher",
"api _version": "1.0"
}
"hub_gat eway_endpoi nt":
"https://api.haustec. exanpl e/ hub-gw api /1. 0/di-f47acl..."
}

Not e that hub-nedi ated device presence signals carry no network.ipv6é
field: the device has only a |ocal nesh address, which is not

i nternet-routable and MJUST NOT be included. The agent reaches the
devi ce exclusively via the hub_gateway_endpoi nt at the manufacturer’s
cl oud, which routes requests to the device through the hub

APl X MUST rej ect a hub-relay signal where: (a) the hub instance token
is invalid or revoked, (b) the device instance token is invalid or
revoked, (c) the device class is not in the hub class’s
supported_device_cl asses, (d) the hub instance is not itself
currently online, or (e) the device class declares
permtted hub classes and the relaying hub's class IDis not in that
list.

_Layer 2 instance record for hub-mediated devices_
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{
"instance_id": "di-f47acl0b-58cc-4372-a567-0e02b2¢c3d479",
"device_class_id": "dc-haustec-pro8-di shwasher",
"api _version": "1.0",
"online": true,
"presence_node": "hub",
"hub_i nstance_id": "di-hub-a4c27f...",
"l ast _seen_at": "2026-04-24T09: 00: 00Z",
"api _endpoint": {
"hub_gat eway":
"https://api.haustec. exanpl e/ hub-gw api/ 1. 0/di-f47acl..."
}1
"owner _id": "usr-7e8a9b2c...",
"claimed_at": "2026-01-10T10: 00: 00Z",
" _links": {
"sel f": {
"href": "https://apix.exanpl e. org/devices/di-f47acl..."
}1
"hub": {
"href": "https://apix. exanpl e. or g/ devi ces/ di - hub-a4c27f..."
}1
"device_class": {
"href": "https://apix.exanpl e. org/ devi ce-cl asses/ dc- haust ec- p8"
}
}
}
_Cascading offline_
When a hub instance is marked offline -- whether by heartbeat tinmeout
or explicit departure signal -- API X MJUST mark all device instances

currently attributed to that hub as offline and MJUST clear their
api _endpoi nt. hub_gateway fields. API X MIJST NOT return online: true
for any device instance attributed to an offline hub

_Hub migration_

A device may nove fromone hub to another. When a hub-relay register
signal is received for a device whose instance record is currently
attributed to a different hub, API X MJST update the device instance
record: hub_instance id is set to the new hub’'s instance id and

api _endpoi nt. hub_gateway is replaced with the value fromthe new
signal. The device instance_id MJST be preserved. API X MJST return
HTTP 409 device_not _attributed_to_hub on any subsequent hub-rel ay
signal fromthe previous hub for that device.

_Trust boundary_
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Hub relay introduces an internmediary trust boundary absent fromthe
push nmodel . The device’'s instance token validates that the specific
devi ce was genuinely provisioned for this class and cl ass owner, but
the hub’'s reported api _version and hub_gateway endpoint are attested
by the hub and cannot be independently verified by APIX. A

conprom sed hub can ni srepresent the state of devices it genuinely
control s but cannot forge presence signals for devices whose instance
tokens it does not hol d.

Devi ce cl asses using presence_node: "hub" are bounded at service
trust level S 1. S-2 (Spec Verified) requires a direct device signa
path and is not achievable via hub relay in this specification

versi on.

Physi cal Device (nesh -- Thread/Zi gbee/Z-\Wave, not internet-capable)

T +
| instance_token (in secure enclave) |
| api_version firmvare APl version |
| local _nesh_addr NOT internet-routable |
o m e e e e e e e e e e e e e e e e e e e e e e e e e o +

hub protocol (Matter/Zi gbeel/Z-Wave)
pai ring: hub reads instance_token

| hub_instance_id own API X identity |
| hub_instance_t oken own API X credenti al |
| paired devices: [{instance_token,...}] |

I
| POST /presence/vl/ hub-rel ay/register

| Auth: hub_instance_token (hub identity)

| Body: device instance_token (device identity)
%

Layer 1 (PUBLI Q) Layer 2 (PRI VATE)
hub cl ass net adat a hub i nstance: online
device class nmeta devi ce i nstance:

I I I
I I I
| | |
| no instance data | hub_instance_id |
I I I
I I I

api _endpoi nt.
hub_gat eway
S o +
N N
| |
anonynous agent aut henti cated agent
cl ass di scovery GET /devi ces?onl i ne=true
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1.2.2. Device Oass Lifecycle

Device class lifecycle is defined by this profile. Valid
|ifecycle stage values for device classes are stable, deprecated, and
end _of |ife. These are the conplete set for this service type

A device class progresses through three lifecycle stages that the
manuf acturer sets via registration updates. Transitions are
unidirectional: stable — deprecated — end_of life.

_stable_ — Full operation. Al normative rules apply w thout
nmodi fi cati on.

_deprecated_ — The manufacturer is w nding down the class. APl X MJST
continue accepting presence signals from existing device instances.
Deprecat ed cl asses MJST be excluded from Layer 1 capability searches
by default; they remain directly retrievable by service_id. Device

i nstances of deprecated cl asses MJST be excluded from Layer 2 query
results by default; a consuming agent MAY include them by addi ng

i ncl ude_deprecated=true to the query. Instance records MJST carry
"class_lifecycle_stage": "deprecated”
end of life_ — API X MIST reject all presence signals for the class

with HTTP 410 Gone. All existing instances are marked online: false
and reachabl e: false. Cass and instance records are retained for

hi stori cal query by the device owner but MJST NOT appear in any
capability or instance search

1.2.3. Instance Reachability

A devi ce instance MJUST be marked "reachable": fal se when its current
api _version is absent fromthe device class’s current

supported_api _versions list. This condition arises when a
manuf act urer renobves a version fromthe supported list -- for
exanple, as part of a class deprecation cycle -- while one or nore
physi cal devices remain on that version. Such a device is stil
online (liveness signals continue to be accepted) but its APl version
is no |longer endorsed, so no valid endpoint can be constructed by a
consum ng agent.

APl X MUST excl ude instances with reachable: false fromquery results
regardl ess of the online filter value. A query for online=true
devi ces MUST NOT include an instance that is reachable: false.

When reachabl e: fal se, instance records MJST onmit api_endpoint

fields. The api _version field is retained to allow the owner to
identify the version m snatch.
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I nstance records MJST include "reachable": fal se and
"class_lifecycle stage" (with its non-stable value) whenever those
conditions apply. Neither field is present in the response when the
instance is reachable and its class is stable.

1.3. Data Retention and Privacy
*Personal data in device instance records*

Devi ce instance records contain personal data fields. The index
operator is the data controller for these fields within the nmeaning
of applicable data protection law (including GDPR where applicable).
The following fields are classified as personal data:

* owner_id — links the instance to a natural person’s consuner
account

* network.ipve — the device's | Pv6 address, which may identify a
natural person’s home network or device location. Note: APIX
observes the device’'s source |Pv4 address internally at
registration for abuse detection and geo-routing purposes; this
address is not stored in the instance record and is not classified
as instance-level personal data.

* api _endpoint fields — URLs that may carry device-specific
identifiers attributable to a natural person

* claimed _at and last_seen_at — tinestanps that, in conbination with
networ k addresses, constitute behavioural data

instance_id and device_class_id are pseudonynous technica
identifiers and are not classified as personal data on their own.

Net wor k addr esses and api _endpoint fields MJST be cleared fromthe

i nstance record when a device transitions to offline, as specified in
the presence signal processing rules. This is both an operationa
requi renent and a data minimsation obligation

*Offline record retention*

An instance record that has been offline without re-registration for
nmore than ninety (90) days MJST be transitioned to archived state.
In archived state:

* owner_id, clained at, |ast_seen_at, and went_offline_at are
cl ear ed.
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* instance_id, device_class_id, and api _version are retained for
operational audit purposes (legitimate interest).

* The record MUST NOT appear in any Layer 2 query result.

An archived record that has not been re-activated by a new
registration within twelve (12) nonths of archival MJST be
per manent |y del et ed.

*Ri ght to erasure*

When a device owner submits an erasure request for a device instance
(or when the owner del etes their consuner account), API X MJST:

1. dear owner_id, clainmed_at, and all network address and endpoi nt
fields fromthe instance record

2. Revoke all agent del egations scoped to the device instance.

3. Retain instance_id, device_class_id, api_version, and presence
activity tinmestanps for the mninum period required by the
operator’s legitinate interest (audit trail, dispute resolution).
RECOMVENDED retention: 90 days fromthe erasure request date,
after which the record transitions to the standard archived
st ate.

The device's instance token is not affected by an erasure request.
The token is a device credential, not owner personal data. The

devi ce MAY continue to send presence signals; however, w thout an
owner _id association the instance record will not appear in any Layer
2 query until re-clained.

An erasure request does not affect device class records, which are
owned by the manufacturer and do not contain end-user personal data.

1.4. Device Instance Query AP

Devi ce instance queries give an authorised agent access to Layer 2 --
the private, per-principal view of device instances. All endpoints
in this section require authentication. The consuner token MJST
carry the devices.read scope. APIX enforces ownership boundari es at
query time: a principal MAY only retrieve instance records for

devi ces they own or have been explicitly del egated access to.

Queries that woul d match instances bel onging to other principals MJST
return an enpty result, not an error, to prevent ownership
enumer ati on.
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The devices link in the Index root resource (defined in [APIX-CORE])
provides the tenplated entry point to this API. Agents MJIST foll ow
this link rather than constructing the URL i ndependently.

*Query endpoint:*

GET / devi ces?capabi | i t y=home. appl i ance. di shwasher
&onl i ne=true
&api _version=1.2
&page=1
&page_si ze=20
Aut hori zation: Bearer consuner-token-wi th-devices.read-scope

*Normative query paraneters:*
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b oo
| Parameter |
[ e e °}
| capability |
I I
I I
I I
I I
o e e e +
| online |
I I
I I
I I
I I
o e e e +
| api_version |
I I
I I
I I
I I
o e e e +
| include_deprecated

I I
I I
I I
I I
| |
I I
oo e ee oo +
| page I
o e ee e ee oo +
| page_size |
| |
o e e e e oo +

*Devi ce | nstance Sunmary

Rehfel d
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Table 3

(Level 1):*

Expires 31 October 2026

April 2026
B sl
| Description |
+o———ooo———————————————+

| Capability taxonomny |
| term Filters to |
| instances of device |
| classes declaring |
| this capability |

| true: online |
| instances only. |
| false: offline only. |
| Absent: all |
| instances |

| Filter by |
| manufacturer AP |
| version currently |
| running on the |
| instance |
| When true, results
| include instances of |
| deprecated classes. |
| I'nstances with |
| reachable: false are
| excluded regardl ess |
| of this paraneter |

| Results per page. |
| Maxi mum 100
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{
"instance_id": "di-f47acl0b-58cc-4372-a567-0e02b2¢c3d479",
"device_class_id": "dc-haustec-pro8-di shwasher",
"device_class_nane": "Haustec Pro 8 Di shwasher",
"api _version": "1.2",
"online": true,
"l ast _seen_at": "2026-04-24T08: 01: 00Z",
" links": {
"sel f":
"href": "https://apix.exanpl e. org/devices/di-f47acl..."
},
"device_class": {
"href": "https://apix.exanpl e. org/ devi ce-cl asses/ dc- haust ec- p8"
}
}
}

The fields reachable and class_|lifecycle stage are present only when
their value is non-default (reachable: false; class_lifecycle_stage
other than stable). Network addresses and resol ved endpoi nt options
are not returned at Level 1. Agents retrieve themby fetching the
detail resource via the self |ink.

*Devi ce I nstance Record (Level 2):*
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{
"instance_id": "di-f47acl0b-58cc-4372-a567-0e02b2¢c3d479",
"device_class_id": "dc-haustec-pro8-di shwasher",
"device_class_nane": "Haustec Pro 8 Di shwasher",
"api _version": "1.2",
"online": true,
"endpoi nt _confidence": "ipv6",
"l ast _seen_at": "2026-04-24T08: 01: 00Z",
"network": {
"ipv6e": "2001: db8: 85a3:: 8a2e: 370: 7334"
},
"api _endpoint": {
"cloud_relay": "https://api.haustec. exanpl e/api/l.2/di-f47acl",
"direct _ipv6": "https://[2001: db8: 85a3:: 8a2e: 370: 7334]/api/1.2/"
},
"owner _i d": "usr-7e8a9b2c- 1234-5678- 90ab- cdef 01234567",
"clainmed at": "2026-01-10T10: 00: 00Z",
"_links": {
"self": {
"href": "https://apix.exanpl e. org/ devi ces/di-f47acl..."
},
"device_class": {
"href": "https://apix.exanpl e. org/ devi ce-cl asses/ dc- haust ec- p8"
}
}
}

The endpoi nt _confidence field governs which api_endpoint keys are
present in the record. Wen endpoint_confidence is "ipve", the
device provided a valid global unicast IPv6 address in its nost
recent register signal; both api_endpoint.cloud relay and

api _endpoint.direct_ipv6 are present. direct_ipv6 is the preferred
endpoi nt for agents on |Pv6-capable networks as it avoids the
manuf acturer’s relay infrastructure.

When endpoi nt_confidence is "ipv4 observed", no | Pv6 address was
provi ded; only api_endpoint.cloud_relay is present. APIX observes
the device's source | Pv4 address internally for abuse detection and
geo-routing purposes but MJST NOT surface it in instance records: the
observed IPv4 is a NAT gateway address and is not a usable direct
endpoi nt ..

api _endpoint.cloud_relay is always present when the manufacturer’s
devi ce cl ass APM decl ares api _base url; it is the mandatory fall back
for all endpoint_confidence val ues.

*Devi ce Instance Record (Level 2 — endpoint_confi dence:
"i pv4_observed"): *

Rehfel d Expires 31 October 2026 [ Page 32]



I nternet-Draft APl X | oT April 2026

{
"instance_id": "di-alb2c3d4-0001-0002-0003-000400050006",
"device_class_id": "dc-haustec-pro8-di shwasher",
"device_class_nane": "Haustec Pro 8 Di shwasher",
"api _version": "1.1",
"online": true,
"endpoi nt _confidence": "ipv4_observed",
"l ast _seen_at": "2026-04-24T09: 15: 002",
"api _endpoint": {
"cloud_relay": "https://api.haustec.exanple/api/l.1/di-alb2c3d4"
},
"owner _id": "usr-la2b3c4d-5678-90ab-cdef-012345678901",
"clainmed_at": "2025-11-03T14: 30: 002",
" links": {
"sel f":
"href": "https://apix.exanpl e. org/ devi ces/ di -alb2c3d4..."
},
"device_class": {
"href": "https://apix.exanpl e. org/ devi ce-cl asses/ dc- haust ec- p8"
}
}
}

No network object is present: the device did not report an | Pv6
address and API X does not surface the observed NAT gateway | Pv4.
Agents MJST route all control traffic through

api _endpoint.cloud_relay for such instances.

Wien a device transitions to offline, network addresses and

api _endpoi nt values are cleared fromthe instance record. An agent
that cached endpoint data froma previous online period MIJST re-fetch
the instance record after a connection failure to obtain fresh

net wor k addresses, as dynam c | P assignments may have changed

1.5. Manufacturer Fleet Summary API

Manuf acturers require aggregate visibility into the depl oyment status
of their device classes — for version migration planning, token
rotation batch operations, and protocol deprecation conpliance. The
Devi ce Instance Query APl is scoped to device owners and their

del egated agents; it does not serve the nanufacturer’s operationa
needs.
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The Manufacturer Fleet Sunmary APl exposes aggregate, per-class
statistics to the registering manufacturer. It MJST NOT return any
per-instance data: no instance_id values, no network addresses, no
owner _id associations, and no individual presence tinestanps.

Ret urni ng such data would constitute a Layer 2 enuneration violation
(Section 8.2).

*Aut henti cati on: * Requests MJST be authenticated using the

manuf acturer’s API X APl key, which is the sane credential used for
device class registration updates and token nmanagenent operations
(Section 4.2). APIX MIST reject requests whose APl key does not
mat ch the regi stering organi sation of the requested device cl ass.

*Endpoi nt : *

GET https://apix. exanpl e. org/ devi ce-cl asses/{class_id}/fl eet-sumary
Aut hori zation: API X-Key {manufact urer-api-key}

*Response: *

{
"class_id": "dc-haustec-pro8-di shwasher",
"class_|ifecycle stage": "stable",
"total _registered": 47832,
"online_count": 31209,
"uncl ai med_count": 412,
"api _version_distribution": {
"1.0": 8201,
"1.1": 15447,
"1.2": 24184
},
"as_of": "2026-04-25T12: 00: 00Z"
}
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Count of all instances of this |
class currently in the index, |
regardl ess of online status or |
owner shi p |

| I'nstances that have sent a |
| presence signal within the |
| configured heartbeat tineout |
| w ndow |

| uncl ai mred_count | I'nstances present in the index |
| | that have no owner_id association

| Map of manufacturer APl version |
| string to count of instances |
| currently reporting that version. |
| Values are sourced exclusively |
| from device presence signals |

| as_of | Tinmestanp of the aggregate |
| | conmputation. MAY be up to 15 |
| | minutes stale |

Tabl e 4

The online_count field is a scalar count only; it does not identify
whi ch instances are online. An inplenentation MIST ensure that no
derivation path fromfleet sumary data can identify the presence or
absence of any individual device instance.

1.6. Agent Del egation
1.6.1. Del egation Model

A devi ce owner MAY del egate access to specific device instances to an
aut ononous agent. Delegation is explicit, scoped, tine-bounded, and
revocable. It does not expose the instance to any other agent and
does not nodify the instance record visible to other principals.

Del egation is distinct fromconsumer token issuance. A consurmer
token identifies a principal (human or organisation). A delegation
grant authorises a specific agent, identified by its own consuner
token, to act on behalf of the owner for a defined set of operations
on a defined set of instances.
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1.6.2. Delegation Scopes

The foll owi ng del egati on scope val ues MJST be support ed:

Read devi ce instance records (Level 2) |
for del egated instances, including
net wor k addresses and api _endpoint fields

| devices. presence | Receive presence change notifications |
| | (online/offline transitions) for |
| | del egated instances via webhook |

| devices.command | Authorised to call the manufacturer’s |
| | device APl on behal f of the owner, using |
| | the api _endpoint fromthe instance record

Table 5

Scopes are additive. A delegation grant MJST specify at |east one
scope. devices.comand MJUST NOT be granted wi thout also granting
devi ces.read, as command routing requires know edge of the current
api _endpoi nt .

1.6.3. Delegation Gant API

The owner creates a del egation grant via the API X del egati on
endpoi nt :

POST /devi ces/{instance_i d}/del egati ons
Aut hori zati on: Bearer owner-consuner-token
Cont ent - Type: application/json

{
"agent _token_id": "token_id of the agent’s consuner token",
"scopes": ["devices.read", "devices.conmand"],
"expires_at": "1SO 8601 tinestanp -- REQUI RED',
"note": "human-readabl e description -- OPTI ONAL"

}

agent _token_id is the non-secret token identifier of the agent’s
regi stered consunmer token. The owner does not need to hold or
transmt the agent’s token secret; the token_id is sufficient for
APl X to resolve the del egation at query tine.
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expires_at is REQU RED. Perpetual del egation grants are not
permitted. Maxi mum del egation duration MJST be enforced by the index
operator; the RECOMVENDED maxi numis 365 days. Omners SHOULD grant
the m nimumduration sufficient for the agent’s task

APl X MUST return the del egation grant identifier (delegation_id) in
the response. The owner uses delegation_id to list, inspect, and
revoke grants.

1.6.4. Del egated Agent Query

An agent that holds a valid del egati on grant queries device instances
using its own consumner token

GET /devi ces/{instance_id}
Aut hori zation: Bearer agent-consumner-token

APl X MUST resol ve the del egation at query tine: if a valid, non-

expi red del egati on grant exists for the requesting token_id covering
the requested instance_id with the devices.read scope, API X MJST
return the full Level 2 instance record as if the agent were the
owner .

If no valid del egati on exists, API X MJST return an enpty result
(consistent with the enuneration prevention requirenment in
Section 6.2).

1.6.5. Del egation Revocation
An owner revokes a del egation by calling:

DELETE / devi ces/{i nstance_i d}/ del egati ons/ {del egati on_i d}
Aut hori zati on: Bearer owner-consuner-token

Revocation is immediate. Any in-flight agent request that has not
yet received a response at the tinme of revocation MJST return an
enpty result. API X MJST NOT return instance data to a revoked

del egati on.

Del egation grants are al so revoked autonatically when: - The

del egation expires_at tinmestanp is reached - The owner rel eases their
ownership claimon the instance - The agent’s consuner token is
revoked by the agent itself or by API X - The instance is placed in
quarantine state (fleet circuit breaker)
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1.6.6. Delegation and Privacy

Del egation grants are personal data: they link a device owner
identity to an agent identity. They MJST be subject to the sane data
m nimsation and retention rules as other personal data in device
instance records. On receipt of a device owner erasure request, al
del egation grants for that owner’s instances MJST be revoked and
del et ed.

1.7. Open Questions

The foll owi ng questions are unresolved and explicitly invited for
conmunity input:

1. *Human operator as a first-class entity in the 10T service
chain*: This specification recognises two hunman rol es: the device
owner (owner _id, a passive claimant) and the authorised hunman
approver in the LER dual -control protocol (Section 9). Neither
constitutes a first-class, addressable participant in the
aut omat ed service chain.

The AINS Internet-Draft ([I-D.vandeneent-ains-di scovery]) defines
a "human" entity type whose identity is bound to the person
rather than to any device — a hunman operator who can be directly
addressed within an agent ecosystem for exanple via a phone
nunber, a push endpoint, or a termnal identifier. This raises
the question of whether APIX IoT should formalise an equival ent
concept: a *Human Qperator Profile* that allows an automated |oT
service chain to include a callable hunan participant as an

of ficial Iink.

Concrete notivating scenarios include: an agent requiring human
confirmation before executing a high-inpact device command; a
device entering a fault state that requires hunman attention
before the autonmated chain can continue; and regul atory human-
oversight requirements for Al-driven device control (such as
those inplied by EU Al Act Article 50).

The existing LER dual -control protocol denonstrates that APIX

al ready supports the human-in-the-loop pattern in a specific
context. The open question is whether this pattern should be
generalised into a first-class Human Operator entity type with
its own presence, del egation, and contact-endpoi nt semantics —
and what the privacy, GDPR, and contact-protocol inplications of
doing so would be. A future Human Operator Profile is the

candi date home for this work. Community input is invited on the
scope, contact protocol requirenents, and governance nodel for
such a profile.
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2. *Device APl call budget as a capability descriptor*: Adjacent
di scovery specifications introduce rate limt fields on
regi stered services and devices. This specification deliberately
omts arate limt field. Rate limting as a defence agai nst
mal i ci ous or abusive callers is not a discovery-layer concern
APl X's trust nodel (Olevels, S-levels, consuner token systen)
addresses bad actors systemically at the index |ayer, and
i ndi vi dual device registrations MJST NOT be desi gned around the
assunption of hostile consuners. Surfacing a device-level rate
limt as a security neasure would reintroduce the adversari al
fram ng that API X' s trust nodel is specifically designed to
retire.

There is, however, a distinct and legitinmate use case that is
unrel ated to security: *agent workfl ow pl anni ng agai nst hardware
constraints*. A resource-constrai ned enbedded device — limted
processor, limted nmenory, firnmware-defined command queue — has a
physi cal maxi mum t hroughput that is a factual property of the
device class, no different fromits supported_api _versions or
presence_node. An agent orchestrating a nulti-step workfl ow
across a fleet of such devices needs this information before
execution begins, not as a wall it discovers md-run. A future
api _call _budget object on the device class APM — franed
explicitly as a *capability descriptor*, not a security nechani sm
— could serve this planning use case. Exanple fields:
max_comands_per _m nute (hardware ceiling), typical _response_ns
(planning | atency), concurrent_conmmand_|limt (firnware queue
depth). Community input is invited on whether this capability
descriptor should be standardised in a future revision, and on
the correct schena to represent hardware-bound throughput
constraints w thout reintroducing defensive rate-lint semantics.

1.8. Security Considerations
1.8.1. Instance Token Security

Devi ce instance tokens are long-lived secrets stored on constrained
hardware. |nplenmentors MJST store tokens in hardware-backed secure
storage (secure enclave, TPM or equival ent) where the device

pl atform supports it. Tokens MJUST NOT be transmitted in | og output,
di agnostic APls, or any channel other than the API X presence endpoi nt
Aut hori zati on header

The token_id is a non-secret correlation handle. It MAY be | ogged
and MAY appear in diagnostic interfaces w thout security risk
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1.8.2. Layer 2 Enuneration Prevention

APl X MUST return an enpty result set (not HTTP 404 or HITP 403) for
aut henticated queries that would match instances bel onging to other
principals. An attacker with a valid consuner token MJUST NOT be able
to determ ne whether a given instance_id or device_class_id exists in
the system by observing error responses.

1.8.3. Hub Conprom se Scope

A conprom sed hub instance can msrepresent the state (online status,
api _version, hub_gateway endpoint) of devices it genuinely controls.
It cannot forge presence signals for devices whose instance tokens it
does not hold. The blast radius of a hub conmprom se is bounded to
the set of devices paired to that hub. This is a smaller blast

radi us than cl oud_relay conprom se, where the nanufacturer’s cloud
hol ds all fleet tokens.

1.8.4. Presence Signal Replay

APl X MUST enforce that presence signals are processed at-nost-once
within the heartbeat window. Duplicate signals within the sane
heart beat interval seconds w ndow MJUST be idenpotently accepted (no
state change) rather than counted as separate registrations.

1.8.5. Physical Device Privacy

The two-1layer nodel (Section 3) is a security requirenent, not only a
privacy preference. |Index inplenentations MJST enforce it at the
infrastructure layer. Returning instance-level data to

unaut henticated queries is a critical vulnerability, not a
configuration error.

1.8.6. APIX as a Hi gh-Vvalue Attack Target

APl X occupies a structurally unique position: it is the single
presence endpoint for potentially millions of physical devices and
hol ds the mappi ng bet ween device identifiers, network addresses, and
owner identities at global scale. A full conprom se of the API X
index is not a data breach in the conventional sense — it is a globa
occupancy intelligence | eak conbined with the ability to disable an
arbitrary set of connected devices by nass-revoking their instance
tokens. This threat profile requires architectural mtigations
beyond standard application security.

APl X i npl ement ati ons MUST satisfy the follow ng architectura
requirenents:
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* The presence endpoint (which receives device signals) MIST be
architecturally separated fromthe token store. A conprom se of
the presence endpoint infrastructure MJST NOT yield access to the
token hash store or the Layer 2 owner-to-network-address mappi ngs.

* APl X MUST NOT store plaintext device instance tokens at any point
inthe live system Only the SHA-256 hash of each token is
stored, as specified in Section 3. Hash storage and the presence
endpoint MJUST run in separate trust boundari es.

* Token issuance (the process by which new tokens are generated and
delivered to manufacturers) MJST be performed in an air-gapped or
har dwar e- security-nodul e (HSM isol ated process. Token issuance
infrastructure MJUST NOT be reachable fromthe public internet.

* The presence endpoi nt MJST be geographically distributed across
i ndependent infrastructure regions. No single region outage or
conprom se MUST affect gl obal device presence signalling.

* Al admnistrative operations that affect token validity
(revocation, suspension, fleet circuit breaker actions) MJIST be
recorded in a tanper-evident append-only audit log. This |og MJST
be replicated to at | east two geographically separate |ocations.
Log entries MJUST be individually signed.

* APl X MUST publish an annual infrastructure security report
di scl osi ng the nunber of tokens issued, rotated, and revoked; the
nunber of presence signals processed; and any confirnmed security
i nci dent s.

1.8.7. Fleet Circuit Breaker
An emer gency nechani sm MUST be available to index operators to
quarantine a conprom sed manufacturer fleet or a rogue device class
at the index layer, wthout requiring physical access to the affected
devi ces.

Two di stinct comprom se scenarios are addressed:
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*Scenario A — Manufacturer systenms conprom sed.* An adversary has
gai ned access to the manufacturer’s cloud infrastructure and is
forging presence signals on behalf of real devices (false |iveness,
fal se network addresses, false api _version). The appropriate
response is to suspend the manufacturer account and revoke all fleet
tokens for the affected device classes, followi ng the same atonic
four-step procedure defined for sanctions suspension in [ APl X- CORE] .
Token revocation MJUST trigger HITP 401 token_revoked at the presence
endpoint, and all affected instances MJST be marked of fline

i medi at el y.

*Scenari o B — Devices thensel ves are weaponi sed.* The physica
devices are operating normally fromthe device credential perspective
(valid tokens, authentic presence signals) but are under adversary
control and are being used maliciously. 1In this scenario, revoking
devi ce tokens would brick legitimte consuner devices w thout
stopping the threat. The appropriate response is presence signa
suppressi on w thout token revocation

APl X MUST support a quarantine state for individual device instances
or entire device classes. In quarantine state:

* Presence signals from quarantined i nstances MJST continue to be
accepted at the presence endpoint. The device is unaware of the
quar anti ne; presence processi ng appears nornal .

* api_endpoint fields MJST be withheld fromall Layer 2 query
responses for quarantined instances. The consunmi ng agent receives
an instance record showi ng the device as online but with no
reachabl e endpoint. No agent can connect to the device through
API X.

* Quarantined instances MJST be excluded from Layer 1 capability
searches, as if lifecycle stage were end_of life.

* The quarantine state MJUST be reversible. Wen the quarantine is
lifted, api_endpoint fields are restored and the instance returns
to normal Layer 2 visibility.

* Al presence signhals received while an instance is quarantined
MUST be | ogged with enhanced detail (source IP, signal content,
timng) and retained for a mininmmof twelve (12) nmonths for |aw
enf orcement pur poses.
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The fleet circuit breaker MJST be operable at three scopes: instance
(single device), device_class (all instances of a class), and

manuf acturer (all classes and instances under an organisation
account). The scope MJUST be explicitly declared in the activation
record. Activation MJIST require authorisation fromat |east two

i ndependent API X operator roles (dual-control requirenent).

1.8.8. Law Enforcement Cooperation Interface

APl X MUST provide a Law Enforcenent Request (LER) interface: a
restricted-access channel through which authorised public authorities
may submit | P addresses of device instances identified as nenbers of
a malicious botnet, together with a suppression action request.

*Accepted jurisdictions:*

Two authority tiers are defined. Tier | covers supranationa

judicial instrunents; Tier |l covers national |aw enforcenent
requests. Both tiers require a judicial authorisation docunent.

Admi ni strative orders w thout judicial oversight MJST NOT be accepted
at either tier.

_Tier | — Supranational (automatically accepted):

Orders and provisional neasures issued by the *International Court of
Justice (1CJ)* are accepted automatically and are not subject to the
Accepted Jurisdiction Witelist. The ICJ is the principal judicia
organ of the United Nations (ICJ Statute, June 1945). Its

provi sional neasures under Article 41 of the IC) Statute are legally
bi nding on states and represent the highest-authority |ega
instrument available for cross-jurisdictional cases where no single
nati onal court has clear conpetence over a nulti-state botnet
operation. An LER citing a verified ICJ provisional neasure or fina
j udgrment MJST be processed within 4 hours of receipt and is not

subj ect to the 72-hour provisional reversal w ndow, the suppression
remains in force for the duration stated in the I CJ instrument.

_Tier Il — National |aw enforcement (whitelist-governed):

The LER interface MJUST only accept requests frompublic authorities
in jurisdictions that satisfy ALL of the following criteria:

* The jurisdiction has ratified the Budapest Convention on

Cybercrime, ORis the domicile jurisdiction of the API X governing
body (currently Switzerl and).
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* The request is acconpanied by a valid judicial authorisation
docunent: a court order, nmagistrate warrant, or equival ent
judicial instrunent issued by a court of conpetent jurisdiction in
the requesting state.

* The jurisdiction is included in the governing body’'s Accepted
Jurisdiction Wiitelist, naintained as a public docunment and
updat ed by governing body board deci sion

*Jurisdiction Contact Registry:*

The governing body MJUST nmaintain a Jurisdiction Contact Registry
(JCR) as part of the API X operational infrastructure. The JCRis

est abl i shed during systemramp-up, before the LER interface is opened
for subm ssions. A jurisdiction MIJST NOT be added to the Accepted
Jurisdiction Wiitelist until all three mandatory contact roles have
been confirmed for that jurisdiction

Three contact roles MJIST be registered per Tier Il jurisdiction

_Operational contact_ — the national authority responsible for
submitting LERs: typically the national cybercrine unit, CERT, or
equi val ent | aw enforcenent body with cybercrine nandate (e.g.,
Bundeskrim nal amt in Germany, ANSS|I in France, FBI Cyber Division in
the United States). This contact subnits LER requests and provides
the I P address lists.

_Judicial contact  — the authority responsible for obtaining and
validating judicial authorisation: the Mnistry of Justice, Attorney
General , Prosecutor General, or equival ent governnent |egal division
with authority to conm ssion court orders in the requesting
jurisdiction. This contact is the issuing or co-signing party for
the judicial authorisation docunent acconpanyi ng each LER I ncl uding
the judicial/legal division of governnent in the contact structure is
REQUI RED — | aw enforcenent subm ssion without a validated judicia
pathway is insufficient to activate the LER process

_Energency contact_ — a named duty officer or on-call role reachable
24 hours a day, 7 days a week, for Tier I (I1CJ) and emnergency

provi sional national requests. MJST be distinct fromthe operationa

contact and MJST have authority to act on behalf of the jurisdiction

wi t hout waiting for business-hours approval

For the *ICJ (Tier 1)*, the governing body MJST establish contacts
with the foll owi ng bodies during system ranp-up:
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* *|CJ) Registry (Geffe de la Cour)*: the adm nistrative organ of
the Court, responsible for receiving and comruni cating all
instruments. Contact for standard I CJ instrument subm ssion

* *President’s Office of the 1CJ*: the authority responsible for
ordering provisional neasures under Article 41. Contact for tinme-
critical 1C) provisional neasure cases requiring 4-hour
processi ng.

The governi ng body MJST formally notify each regi stered contact of
the following at initial establishnent and whenever the LER franework
is materially updated:

1. The existence and purpose of the LER interface.

2. The legal basis under which API X operates (Swiss Stiftung,
Budapest Convention obligations, applicable data protection |aw).

3. The contact’'s specific role in the LER process and what actions
are expected of them

4. The API X operational security contact and escal ati on path.

5. The jurisdiction's reference code in the JCR, to be cited in al
LER submi ssions fromthat jurisdiction

The governi ng body MUST review and re-confirmall JCR contacts at

| east annually. Contacts that cannot be confirnmed MUST be fl agged;
the associated jurisdiction MJST be placed in suspended status on the
Accepted Jurisdiction Witelist until confirmed contacts are
restored. A jurisdiction in suspended status MJUST NOT submit new
LERs; active suppressions fromthat jurisdiction remain in force.

*Process tiers:*
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The governi ng body MJUST notify both the operationa
contact of the reversal

suppressions are not subject to automatic reversal;

API X | oT

::::::::::::::::::+::::::::::::::
Aut hori sation | Processing
required | time
e ————————— e p—p—_—
Verified I CJ | MUST be
provi si onal | processed
nmeasure or | within 4
j udgment | hours

|

I
__________________ o e e e e e e o - -
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case reference; | within 4
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aut horisation to | receipt
followwithin 72 |
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.................. .
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.................. .
Aut hori sation | NA
absent, invalid, |
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rol es not |
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__________________ T,

Table 6

suppressi on that

duration specified in the ICJ instrunent.

*LER subm ssi on protocol:*
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The LER interface is a restricted-access HITPS endpoint. It is not
publicly documented or reachable fromthe open internet. Access is
limted to network addresses registered for the jurisdiction's
operational contact in the JCR

_Aut hentication: _ LER submni ssions MJUST use mutual TLS (niTLS). Each
regi stered operational contact is issued a client certificate by the
APl X governing body at the tine their jurisdiction is onboarded to
the JCR The certificate is scoped to the submitting jurisdiction’s
reference code. Certificate issuance and renewal is the governing
body’ s operational responsibility.

Each JCR contact record MJST include a preferred_| anguage field: a
single BCP 47 | anguage tag ([ RFC5646]) indicating the | anguage in

whi ch API X conducts the voice call back verification with that

contact. APIX MJST use this |anguage for all spoken exchanges during
the cal | back procedure, including reading the API X TAN and requesti ng
the personal verification code and upl oader auth TAN. If the
contacted person responds in a different |anguage, API X MJST treat
this as an anomaly and log it, but MJST NOT reject the callback on

| anguage grounds al one. Exanple values: "de" for Bundeskrim nal ant
"en" for FBI Cyber Division, "fr" for ANSS|

_In-jurisdiction dual authorisation:_Each jurisdiction MJST register
at | east two named operational contacts in the JCR each hol ding an

i ndependently issued client certificate. A single individual MJST
NOT hold both certificates; API X MIST enforce this by verifying that
the countersigning contact’s certificate subject is distinct fromthe
submitting contact’s certificate subject.

A valid LER subm ssion MJST be countersigned by a second registered
contact fromthe sane jurisdiction before it enters the human revi ew
queue. The protocol uses a two-step commt:

1. The primary contact subnmits the LER via their authenticated mILS
connection. The submission is recorded with status
pendi ng_countersign and no reviewis initiated.

2. A second registered contact fromthe sanme jurisdiction MIST
aut henticate via their ow niILS certificate and issue a
countersign request referencing the ler_id returned in the
initial subm ssion response. The countersign wi ndowis 60
m nutes for standard and ICJ tier; 20 mnutes for
ener gency_provi sional tier.
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3. If the countersign is not received within the w ndow, the
submi ssi on MUST be automatically rejected and | ogged with reason
countersign_tineout. No reviewis initiated and no suppression
is applied.

4. For energency_provisional tier, the 4-hour processing comm tnent
runs fromthe timestanp of the countersign, not the initia
submi ssi on.

_Submi ssi on endpoint: _

The LER interface endpoint URL is not publicly published. It is
communi cated to each jurisdiction' s registered operational contact as
part of the JCR onboarding process. The interface requirenments are:

PCST <l er-endpoint-url >
Aut hori zation: nfLS client certificate (jurisdiction contact)
Cont ent - Type: application/json

The <l er-endpoint-url> is operator-specific and MIUST NOT be

di scoverabl e fromthe public Index API. |npl enentati ons MJST ensure
the LER endpoint is not reachable from network addresses outside
those registered for the jurisdiction’ s operational contact in the
JCR

_Request format: _

{
"jurisdiction_ ref": "JCR reference code -- issued by API X",
"tier": "emergency_provisional | standard | icj",
"judicial _ref": "court order or ICJ instrument reference nunber",
"judicial _doc_url": "HTTPS URL -- API X-verifiable docunent”,
"case_ref": "internal case reference of the submtting authority",
"devi ce_addresses": |
{"type": "ipv4", "address": "203.0.113.42"},
{"type": "ipve", "address": "2001:db8::1"}
"requested_scope": "instance | device_class | manufacturer”,
"request ed_duration_hours": 168,
"enmergency_declaration": "tier: emergency_provisional only"
}
devi ce_addresses MJST contain at |east one entry. Bulk requests
wi t hout specific device addresses (e.g., "all devices in jurisdiction

X") MJIST be refused per the Non-Surveillance Comm tnent in
[ APl X- CORE] Section 5.
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requested_duration_hours is advisory. APIX MJST apply the
suppression for the duration specified in the judicial instrunent if
it differs. For emergency_provisional, the suppression is
automatically reversed after 72 hours unless judicial authorisation
is verified (Section above).

_Response format: _

{
"ler_id": "API X-assigned unique LER identifier",
"status": "accepted | refused | pending countersign | ...",
"estinmated processing_seconds": 14400,
"refusal _reason": "null | invalid jurisdiction| ... (see spec)",
"api x_tan": "one-tine code (pending_countersign only; null)",
"upl oader _auth_tan": "one-time code (countersign only; null)"

}

ler_id is the only external reference API X issues for an LER case.
It MJUST be used in all subsequent conmmuni cations about the case and
is included in the annual transparency report aggregate statistics.

api x_tan and upl oader _auth_tan are one-tine codes generated per

submi ssion and returned only in the initial POST response when the
submi ssion is accepted for the countersign step. They are shown once
and never again.

APl X MUST NOT provide any endpoint or mechanismto retrieve the TAN
val ues after the initial POST response. The fields MJST be absent —
not null, not redacted — fromall subsequent APl responses including
LER status queries, countersign responses, and any other interface.
No GET path to TAN val ues exists. This follows the sane principle as
one-tinme APl key generation: if the recipient does not retain the
values fromthe initial response, they are permanently unavail abl e.

Bot h codes expire upon conpletion of any verification exchange in

whi ch credentials are requested fromthe contacted person, regardl ess
of whether the exchange results in confirmation or failure. An
unanswered call attenpt does not constitute a verification exchange
and does not consume the codes. A new subm ssion generates new
codes; expired codes cannot be reissued for the sane ler_id.

APl X MJUST store both codes internally in a formthat pernits
verification during the callback (hashed) but does not expose
pl ai nt ext val ues through any interface after the initial POST
response.

_Count ersign endpoint: _
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The second registered contact MJUST subnit the countersign via an
aut henticated request to the same LER interface:
PCST <l er-endpoi nt-url >/ countersign

Aut hori zation: miLS client certificate (second jurisdiction contact)
Cont ent - Type: application/json

"ler_id": "API X-assigned LER identifier (initial submssion)",

"countersign_statenent": "confirmation statenent (see spec)"
}
Response:

“ler_id": "...",

"status": "countersigned | rejected",

"rejection_reason": "null | w ndow expired | sanme_contact | ..."
}

On countersigned status, the subm ssion transitions to the call back
verification step (see below). On rejected, the submission is
term nated and MJUST be re-subnitted fromthe begi nning.

_Submi ssion cal |l back verification:_

After countersign is confirmed and before the subm ssion enters the
human revi ew queue, API X MJUST perform a voice callback to the
jurisdiction’s registered operational contact. The callback uses
three i ndependent verification el ements:

* *API X TAN* — a one-time code returned in the initial subm ssion
response. APIX reads this to the contacted person at the start of
the call, proving the caller is the legitimte API X system

* *Personal verification code* — a standing secret established per

regi stered contact during JCR onboardi ng, known only to that
i ndividual and API X. This code is never transmtted via any API
or electronic channel

*  *Upl oader auth TAN* — a one-tinme code returned in the initia
submi ssi on response al ongside the API X TAN. The contacted person
reads this back to API X, binding the answering individual to the
speci fic subm ssi on.

APl X MUST require both the personal verification code and the

upl oader auth TAN together in a single exchange. Neither alone
constitutes confirmation.
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The cal | back procedure is:

1.

APl X retrieves the stored cal |l back nunber fromthe JCR record for
the submitting jurisdiction

I medi ately before initiating the callback (within 5 mnutes of
countersign confirmation), API X MJST re-validate the stored
nunber agai nst the independent authoritative public source

est abli shed at onboarding tine.

If the stored nunber does not match the current public record,
APl X MUST NOT call either nunber. The subm ssion MJUST be

i medi at el y suspended and an incident procedure initiated. No
suppression is applied during suspension. The subm ssion remains
suspended until the incident is resolved and the call back nunber
is re-established with confidence.

If the stored nunber nmatches the current public record, APIX
initiates the call to the stored nunber and reads the API X TAN.
This allows the contacted person to verify they are speaking to
the legitimte API X system before providing any credenti al

APl X then requests, in a single exchange: the contacted person’s
full name, personal verification code, and upl oader auth TAN.

APl X verifies all three against its stored records. Any msmatch
on any element MJST result in imediate term nation of the call
No partial credit applies. The failure node then deternines the
di sposition (see bel ow).

If the call is not answered on the first attenpt, APIX MJST nake
one further attenpt before permanently rejecting the subni ssion
Two unanswered attenpts exhaust the call back allowance. |f the
contact answers and a verification exchange begins, no further
attenpt is permtted regardl ess of outcone — the exchange result
is final. |If the contacted person explicitly denies any

know edge of the subm ssion, the LER is permanently rejected with
reason cal | back_verification_failed (see bel ow).

Cal | back failure dispositions differ by cause and MJUST be handl ed
distinctly:

Rehfel d
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cal l back_verification_failed — operational failure, pernanent
rejection: Triggered when credential verification fails (wong or
absent upl oader auth TAN or personal verification code), when the
call is not answered after two attenpts, or when the contact denies
the submission. The LER is permanently rejected. This is not a
security event: no Security Oficer escalation is initiated. The
jurisdiction MIUST file a new LER, the rejected ler_id cannot be
recovered. Logged as operational failure.

cal | back_nunber _m smatch — security event, subni ssion suspended:

Tri ggered when the stored call back nunber does not match the current
public record at re-validation tine (step 2 above). The subni ssion

i s suspended pending incident resolution. Security Oficer is
notified. No suppression is applied. The subm ssion remains
suspended until the callback nunber is re-established with confidence
and the incident is closed.

cal | back _interception_reported — confirned security incident,

submi ssi on suspended: Triggered when the contacted person reports
havi ng al ready received a call froma party claimng to be API X
before this call. The subm ssion is inmmediately suspended. The
Security O ficer and a governi ng body board nmenber MJUST be notifi ed.
The incident is treated as a confirned attenpt to conpronmi se the LER
verification process and handl ed under the security incident response
procedure in [ APl X- CORE] Section 12

The cal | back confirmation is a mandatory pre-condition for entering
the human revi ew queue. |t does not substitute for the human revi ew
and dual -control activation procedure.

APl X MUST NOT acknow edge by any nmeans that a suppression is active
on a specific device or instance when responding to queries from
parties other than the submtting jurisdiction. Device owner queries
for affected i nstances MJUST receive responses indistinguishable from
an of fline or unreachabl e instance.

*Audit | ogging obligations:*
Every event in the LER lifecycle MIST be witten to the tanper-
evident audit log defined in [API X- CORE] Section 12. Log entries

MUST be individually signed and i mutable. The follow ng events are
i ndi vi dual Iy | ogged:
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|
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Table 7

record for all LER activity.

The

al transparency report derives its aggregate statistics fromit;
the log is the authoritative source and MIUST be retained for a
m ni mum of seven (7) years fromthe date of each entry.

*Human aut hori sati on and revi ew *

APl X MUST NOT activate a suppression through a purely automated path.
Every suppression activation requires human authori sation and post -

hoc review by a naned, accountabl e operator

by t

_Standard and ICJ tiers: _

1.

Rehfel d

ier:

Upon receipt of a valid LER subm ssion (certificate valid,
valid, jurisdiction in accepted whitelist),
No suppression is active at this point.

a human revi ew queue.
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A designated LER reviewer (a naned API X operator with the
ler_review role) MIST read the subm ssion and the referenced
judicial docunent before authorising activation

Activation MIST foll ow the dual -control requirenent of the fleet
circuit breaker ([APIX-CORE] Section 12): two independent
operators with the ler_activate role MJIST independently confirm
bef ore suppression is applied. Neither operator nmay be the sane
i ndi vi dual who reviewed the submni ssion

The activation record in the audit | og MJST include the
identities of both activating operators and the tinmestanp of each
confirmation.

A post-activation review MIST be conpleted within 72 hours by a
third operator (the LER oversight role) confirmng that the
activation was | awful, proportionate, and consistent with the
judicial instrunent scope. The review outcone MJUST be recorded
in the audit | og.

_Energency provisional tier (4-hour w ndow): _

The 4-hour processing comitnent creates tine pressure. The
foll owi ng nodi fied procedure applies:

1.

Rehfel d

Aut omat ed validation on receipt: certificate valid, jurisdiction
in whitelist, energency declaration field present, at |east one

devi ce address specified. |If validation passes, the subni ssion

i Mmedi ately enters the energency queue with an alert to the on-

call LER reviewer.

The on-call LER reviewer MJST authorise activation within 4
hours. Activation requires only one authorising operator
(single-control) in this tier due to the tinme constraint.

A second operator MJST conplete a dual -control confirnmation
within 24 hours of activation. |If the second confirmation is not
received within 24 hours, the suppression MJST be autonmatically
reversed.

The post-activation oversight review (step 5 above) MJST be

conpl eted within 24 hours of activation (not 72 hours) for
ener gency provisional cases.
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5. Judicial authorisation MIST be verified within 72 hours (the
automatic reversal window). |If the judicial document review
confirns the authorisation is invalid or the scope is exceeded,
the suppressi on MUST be reversed i medi ately regardl ess of the
dual -control confirmation in step 3.

*Qperator role structure:*

The foll owi ng named operator roles MJST be defined and staffed in the
APl X operating nodel. No individual MJUST hold nore than two of these
rol es sinultaneously (segregation of duties):

+

| Responsibility |
[S peemesfoms b esoms b esoe s esoe s esey Ses e o ps ey o}

| Reviews LER subm ssions and judicial docurments

| before authorisation. My not activate. |

+

| ler_activate | Provides one of the two required authorisation |
| | confirmations for activation. My not review |
| | the sane subm ssion. |

| ler_oversight | Perfornms post-activation review. Mist be |
| | independent of both reviewer and activating |
| | operators for the case under review |

| ler_emergency | On-call role, 24/7. Holds both |er_reviewer |
| | and single-control ler_activate authority for
| | emergency provisional tier only. |

Tabl e 8

Rol e assignments MJST be published in the governing body’' s annua
security report. Changes to role assignnents MJST be | ogged in the
audit | og.

Any operator who receives an instruction — from any source, including
governi ng body board nmenmbers — to activate a suppression outside this
procedure MJST refuse and MJST exercise the whistlebl ower protection
right defined in [ API X-CORE] Section 12. This right is not waivable
by role, contract, or board resol ution.

*Suppr essi on effect:*
LER-tri ggered suppression follows the fleet circuit breaker Scenario

B nodel : presence signals continue to be accepted (the adversary
controlling the botnet has no signal of identification), while
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api _endpoint fields are withheld from Layer 2 responses. The
suppression scope is specified by the requesting authority as a |ist
of device I Pv4 and/or | Pv6 addresses; APIX matches these agai nst
active presence signal source addresses.

APl X MJUST NOT di sclose to any party other than the requesting
authority that a specific device instance is under LER-triggered
suppression. Device owners querying their instance records MJST
recei ve the same response as for any offline or unreachabl e instance;
the suppressi on reason MJUST NOT be di scl osed.

*Transparency: *

APl X MUST publish aggregate LER statistics in its annual transparency
report, disclosing: number of LER requests received by requesting
jurisdiction, nunber accepted, nunber refused, nunber of provisiona
suppressi ons reversed, and nunmber of device instances affected (by
jurisdiction, not by individual identity). No individual case
details, case references, or device identifiers MAY appear in the
transparency report.

1.8.9. Bad-Bot Graduated Response

APl X MUST mai ntain a Bad-Bot Registry: a classified |list of device
instance identifiers and consumer token identifiers that have been
confirmed as operating maliciously. Sources for registry entries

i nclude: LER subm ssions (Section 5.7), manufacturer abuse reports,
and API X operator investigation of anonal ous signal patterns (e.g.,
rapid multi-instance registration froma single |P, heartbeat
floodi ng, or token reuse patterns inconsistent with legitinmate device
operation).

Three response tiers are defined. The active tier for each registry
entry MUST be explicitly recorded in the Bad-Bot Registry and MJST be
changeabl e by operator action

*Tier 1 — observe* (investigation in progress; entry not yet
confirmed hostile or confirmation is recent):

* Presence endpoint: Accept signal normally. Instance record
updated. HTTP 200 returned. No signal to the device that it is
under observation

* Consuner query endpoint: Full response returned normally.
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* Loggi ng: Enhanced. All presence signals and consuner queries from
this identity MJUST be I ogged with full detail (IP, payload,
timng, response) and retained for a m nimumof twelve (12)
nont hs.

*Tier 2 — degrade* (confirned hostile; investigation active; covert
restriction required to limt harmw thout alerting adversary):

* Presence endpoint: Accept signal normally (HTTP 200). |Instance
record updated to reflect online status. However, api_endpoint
fields MJUST be withheld fromall Layer 2 query responses for the
af fected instance (fleet circuit breaker Scenario B). |If active
bl ocki ng of the presence signal itself is additionally required
during this phase, API X MJST return HTTP 401 with error code
token_revoked — identical to a normal token rotation response.
This response MUST NOT include any indication that the device has
been identified as nmalicious.

* Consuner query endpoint: Response returned with an intentiona
processi ng del ay of 210 seconds (configurable per entry).
Results MAY be limted to high-trust entries only (org_level _mn
O 2, service level _mn: S-2). No error is returned; the delay and
filtering are silent.

* Loggi ng: Enhanced, as per observe.

*Tier 3 — block* (law enforcenment action taken or inmm nent; covert
restriction no | onger required):

* Presence endpoint: MJST return HTTP 401 with error code
devi ce_quarantined. This response explicitly signals that the
device’s APl X access has been adm nistratively suspended. This
tier MIST be activated in coordination with the relevant |aw
enforcenment authority and SHOULD be tined to coincide with or
foll ow an enforcenment action (arrest, infrastructure seizure,
bot net takedown).

* Consuner query endpoint: MJST return HITP 403. No result data
returned.

* Logging: Full detail, with real-tinme alert to API X operator
security team

Tier transitions MJIST follow the direction observe — degrade — bl ock
Downgrade (e.g., block to degrade) is permtted only by explicit
operator authorisation with docunented justification. Renpval from
the Bad-Bot Registry requires dual-control operator authorisation and
is logged permanently in the tanper-evident audit |og.

Rehfel d Expires 31 October 2026 [ Page 58]



I nternet-Draft APl X | oT April 2026

1.

1.

1.

9

9

9

The exi stence of the Bad-Bot Registry and its aggregate statistics
(total entries by tier, by source type, by jurisdiction) MIST be
di scl osed in the annual transparency report. Individual registry
entries MJUST NOT be disclosed publicly.

I ANA Consi derations
1. Additions to the API X Protocol Type Registry
Thi s docunent requests the following additions to the Protocol Type

Regi stry nmi ntai ned by the governi ng body at
api x. exanpl e. org/regi stry/ protocol s:

| Registry | Standard | Spider | Status
| val ue | | behavi our |

[ el el ety gt o}
| device-class | API X | oT Device | No Spider crawl | active
| | Profile (this | -- presence- |

| | document) | based Iiveness

o e e - o e e e e e e oo o e e e oo Fomm oo
| hub | API X | oT Device | No Spider crawl | active
| | Profile (this | -- presence- |

| | docunent) | based liveness |

o e e o - o e e e e a e oo oo o R

Table 9
2. APl X Presence Mdde Registry

Thi s docurment defines the initial contents of the API X Presence Mode
Regi stry, maintained by the governing body at

api x. exanpl e.org/regi stry/ presence-nodes. Values in this registry
MUST be used in the presence node field of device class APMs.
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Descri ption | Trust |
| ceiling |

s s s s sy L pe—p—_———r—— L]
Device signhals directly to API X | S-4 |
presence endpoint wthout intermediary | |
---------------------------------------- oot
Manuf acturer cloud relays signals on | S-1 |
behal f of the device | |
---------------------------------------- S
Hub gateway rel ays signals for nesh- | S-1 |
prot ocol devices | |
---------------------------------------- oot

Tabl e 10

New val ues MAY be registered by the governing body through its
registry extension process. Each new value MJST specify the trust
ceiling it inposes and the conditions under which API X can

i ndependently ve

1.9.3. API X Device

rify the signal’s authenticity.

Del egati on Scope Registry

Thi s docunent defines the initial contents of the API X Device

Del egati on Scope

Regi stry, maintained by the governing body at

api x. exanpl e. org/ regi stry/ del egati on-scopes. Values in this registry
MJST be used in the scopes field of delegation grant requests

(Section 6.3).

| Scope val ue
+::::::::::::::
devi ces. read

Rehfel d

+ +
I I

| Read Layer 2 device instance

| records (network addresses, |

| api _endpoint) for del egated

| instances |
| Receive presence change |
| notifications (online/offline | |
| transitions) via webhook for | |
| del egated instances | |

nd | Call the nmanufacturer’s | devices.read
| device APl via api_endpoint | |
| on behalf of the device owner | |

Table 11
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New scope val ues MAY be regi stered by the governing body. Each new
scope MUST specify: the operations it permts, any prerequisite
scopes, and whether it inplies any data access beyond what is already
visible in the device instance record.

1.9.4. Additions to the API X Capability Taxonony Registry
Thi s docunent requests the following additions to the Capability

Taxonony Regi stry mai ntai ned by the governi ng body at
api x. exanpl e.org/regi stry/capabilities:

| Term | Description | Status |
| iot | Sensor and device data | active
o e e e e e e e e e o e e e e e e e oo S SRR +
| hore | Smart hone and connected | active
| | appliance services | |
Fom e meemeeieeeeeceieemeaacaaas T Fommmaa - +
| hore. appli ance | Connected home | active
| | appliances (device-class | |
| | services) | |
. O S I +
| hore. appl i ance. di shwasher | Di shwasher appliance | active
e Fem e meemeeeeeeecieaaaaaaa Fommmaa - +
| hore. appli ance. heati ng | Heating and climate | active
| | control | |
o e e e e e e e e e o e e e e e e e oo S SRR +
| hore. appl i ance. washi ng | Washi ng nmachi ne and | active
I | dryer I I
Fom e meemeeieeeeeceieemeaacaaas T Fommmaa - +
| hore. appl i ance. cooki ng | Oven, hob, and cooking | active
| | appliances | |
o e e e e e e e e e o e e e e e e e oo S SRR +
| hore. appliance.refrigeration | Refrigerator and freezer | active
S e S +
| hore. ener gy | Home energy managenent | active
| | and tariff services | |
o e e e e e e e e e o o e e e e e Fomm oo +
| hone.energy.tariff | Energy tariff and | active
| | pricing APIs | |
TS e S +
| hone.energy.grid | Gid demand and | oad | active
| | bal anci ng signals | |
o e e e e e e e e e o o e e e e e Fomm oo +
Tabl e 12
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