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Abst r act
The internet was designed for human actors. [Its discovery
infrastructure — search engines, directories, and hyperlinked
docunents — assunes a human readi ng and navi gati ng. Autononous

agents (bots) operating on the internet today face a structural gap:
there is no nmachine-native, globally accessible index of services
they can consune.

Thi s docunent defines the core infrastructure of the *APl | ndex

(APl X)*: a HATEOAS- based, gl obally accessible, comrercially
sust ai nabl e service discovery infrastructure designed for autononous
agents as its prinary consuners. |t specifies the governance nodel,
the three-di nensional trust nodel, the API X Mani fest (APM base
format, commercial onboardi ng and sanctions conpliance, the supply-
si de funding nodel, and the base Index API. These elenments are
shared across all API X service types

Profil e docunments extend this core for specific service categories:
the API X Services Profile (draft-rehfel d-apix-services-00) defines
the web APl and bot service profile; the API X | oT Device Profile
(draft-rehfel d-api x-iot-00) defines the |oT device profile.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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1.1. The Bot Ecosystem Gap

The internet’s foundational infrastructure — HITP, HTM., DNS, and
search engi nes — was designed with human actors as the primary
consuners. Wb pages render visual layouts for human eyes. CAPTCHA
systens explicitly discrimnnate agai nst non-human access. Discovery
mechani sms such as search engi nes i ndex content for human-readabl e
navi gati on.

Aut ononobus agents — software prograns that independently execute
tasks, consunme APls, and interact with external services w thout per-
action human instruction — are not recognized as legitimate, first-

class internet participants in this architecture. They are
systematically treated as threats to be filtered, blocked, or rate-
limted.

This situation is changing. The rapid growth of |arge |anguage
nmodel - based agents, robotic process automation, and programatic
service consuners nmeans that non-human actors now represent a

significant and growi ng proportion of internet traffic. As this

proportion increases, internet service providers will increasingly
need to serve autononbus agents as a recogni zed user class al ongside
humans.

The APl Index is premised on this trajectory: bots are beconing
first-class internet participants, and the infrastructure to support
them — starting with service discovery — does not yet exist.

Regul ators are converging on the sane direction: the EU Al Act
(Article 50) requires transparency and identity disclosure for Al
systens that interact with people, and NIST's Center for Al Standards
and | nnovation solicited public input on securing Al agent systens in
early 2026. APIX s verifiable trust nodel is designed to neet these
energi ng conpliance requirenents by construction.

1.1.1. Mdtivation: A Concrete Oigin

The APl | ndex was not conceived in the abstract. It emerged froma
concrete practical failure

A buying bot was built for a private use case: nonitoring online
shops for a specific product and purchasing it automatically the
moment it becanme available. This is a straightforward task for an
aut ononous agent — exactly the kind of task agents are well-suited
for.

The bot failed, not because the task was technically conpl ex, but
because the internet’'s infrastructure is actively hostile to it:
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*HTML- onl y product pages.* Product availability, price, and purchase
state were encoded in HTM. rendered for a human eye. No machi ne-
readabl e APl existed. The bot had to parse HTM. — fragil e,

mai nt enance-i ntensive, and broken by every redesign

*Cl oudf | are Bot Managenent and equival ent shields.* The mgjority of
commerci al web services now sit behind bot nitigation infrastructure.
Cl oudfl are Bot Management, and equi val ent products from Akanai,

I mperva, and others, are deployed specifically to detect and bl ock
non- human request patterns. Repeated autonated requests — even at
nodest frequency — trigger rate limting, CAPTCHA chal |l enges, or
silent blocking. A buying bot that polls a product page to detect
availability is treated identically to a malicious scraper or a DDoS
partici pant.

* CAPTCHA paynent barriers.* Even when product pages were reachabl e,
paynent flows required solving CAPTCHAs that explicitly excluded non-
human actors. The purchasing step — the final, necessary action —
was deliberately made inaccessible to the bot.

*Proxy network pollution.* To work around rate limts and bot
detection, the bot required a rotating proxy network — different IP
addresses on each request to disguise its automated origin. This is
not a solution: it pollutes internet traffic with avoi dable requests,
rai ses the cost of operation, and contributes directly to the
adversarial dynam c between bots and infrastructure operators. Every
proxy request is a wasted roundtrip that a machi ne-readabl e API
endpoi nt woul d have nmade unnecessary.

*Polling as the only state-change nechani sm* Because the bot had no
way to subscribe to product availability events, it had to poll the
product page continuously. This is architecturally wasteful: the bot
consunes server resources and network bandwi dth to repeatedly ask a
questi on whose answer has not changed.

These are not edge cases. They are the standard experience for any
aut ononobus agent attenpting to consume a conmmercial internet service
today. The buying bot illustrates why the APl Index is necessary:
not as an acadenic exercise, but as the infrastructure |ayer that
makes aut ononpus agents functional participants in the comrercia

i nternet.

1.1.2. The Discovery Problem

When an autononpbus agent must fulfill a task that requires an
external service, it faces a fundanmental discovery problem how does
it find services that can fulfill its requirenent?
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Current approaches are inadequate:

* *Hardcoded URLs*: brittle, require human mai nt enance, do not adapt
to new or changed services

* *LLMtraining data*: stale, non-authoritative, not nachine-
verifiable.

* *Human-curated lists*: do not scale, not machi ne-navigable, |ack
structured met adat a.

*  *Web search*: returns HTM. docunents designed for humans, not
structured service descriptions for agents.

VWhat is needed is a machine-native equivalent of a search engine: a
gl obal, always-current, structured index of services that autononous
agents can query by capability, trust level, |iveness, and other
machi ne-rel evant criteria.

1.1.3. The Discovery Shift

Every automated systemthat calls an external service today does so
because a human hardcoded that endpoint. The human is the discovery
| ayer — the autonation executes instructions, it does not find
candi dat es i ndependently.

APl X addresses this gap at infrastructure |level: a globally queryable
i ndex of services that an agent can search by capability, trust

| evel, and liveness — without prior human configuration of the
specific endpoint. The agent discovers what exists; the human does
not need to enunerate it in advance.

1.1.4. Infrastructure Efficiency and the Overhead of Human-Faci ng
Responses

When an autononpus agent retrieves data froma web service today, it
typically receives a response designed for a human browser: HTM

mar kup, CSS styl esheets, JavaScript bundl es, enbedded fonts,

adverti sing payl oads, and anal ytics tracking instrunentation. The
actual information content — an endpoint URL, a price, an
availability flag — may occupy two kil obytes. The page wei ght
delivering that content is routinely one to three negabytes.

This is a 500- to 1500-fold payload multiplier that carries no val ue
for a machi ne consuner. |t consumes bandwi dth at the client, conmpute
at the server, transit capacity on the network, and — at the scale of
t he grow ng aut ononobus agent popul ation — represents a neasurabl e and
unnecessary energy expenditure.
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Machi ne-native APIs elimnate this overhead entirely. A structured
JSON response delivers exactly the informati on the agent requested
and nothing else. The |ETF Datatracker provides a concrete
illustration: the human-faci ng docunent page for an Internet-Draft

| oads several hundred kil obytes of rendered HTM. and supporting
assets; the equivalent information retrieved via the Datatracker REST
APl returns in under one kilobyte of JSON. The data is identical

The difference is entirely overhead serving a human rendering

pi peline that a machi ne does not have.

APl X addresses both the discovery gap and this efficiency gap
together. By providing infrastructure that indexes machi ne-native
service endpoints, API X encourages Service Omers to expose
structured, agent-consumable APlIs al ongside or in place of hunman-
facing interfaces. The aggregate effect, as autononmpbus agent
wor kl oads scale, is a reduction in the payl oad overhead carried by
bot traffic across the internet as a whole. This is an explicit co-
m ssion of API X: machi ne-native infrastructure is not only nore
functional for agents — it is nore efficient for the internet, and
hel ps reduce humanity’s environnental footprint as rmuch as possi bl e.

1.1.5. Lessons fromPrior Art

The APIX is not the first attenpt at a gl obal service registry.
Prior efforts nmust be understood explicitly so that their failure
nmodes are not repeat ed.

*UDDI (Universal Description, Discovery and Integration)* UDDI was a
SOAP-era standard for a global service registry with the sane
conceptual goal as API X, published as an OASIS Comrmittee Draft in
October 2004. It failed for three reasons: (1) extrene conplexity of
the XM.-based data nodel; (2) no automatic verification — all data
was self-asserted with no crawling or validation; (3) no adoption
incentive — there was no conmercial nodel to sustain registration or
di scovery. API X addresses all three directly: a sinple JSON
mani f est, automated spider verification, and a conmercial tier nodel.

*robots. txt (Robots Exclusion Protocol)* Mchi ne-readabl e, but
concerned with exclusion — telling craw ers what not to access — not
with discovery of capabilities. Per-domain only. Not a registry.

*MCP (Mbdel Context Protocol)* Defines tool and capability
descriptions for LLM based agents. Excellent for consunption once a
server URL is known. Does not address the discovery problem there
is no index of MCP servers. APIX is complenentary to MCP — it can
i ndex MCP servers as one supported spec type. As of Decenber 2025,
MCP is governed by the Linux Foundation Agentic Al Foundation

([ AAIF]), under a vendor-neutral SEP (Specification Enhancenent
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Proposal ) process that explicitly prevents single-conpany control — a
gover nance philosophy that directly aligns with API X' s own neutrality
requirenents.

*Wel | - Known URI's (RFC 8615)* Per-donai n nachi ne-readabl e netadata at
/.well-known/. Useful for per-service nmetadata but requires the
consuner to already know the domain. No cross-service search or

gl obal i ndex.

*DNS* DNS resol ves nanmes to addresses but carries no capability
semantics. It is an architectural analogy for API X' s federation
nmodel , not a conparabl e system

1.1.6. Rel ated | ETF and WBC Wrk

As of April 2026, the nunber of Internet-Drafts working in adjacent
areas of agent/bot infrastructure has grown significantly. None
addresses the sanme problemas APIX. This section docunents each and
states the relationship explicitly.

*draft-pioli-agent-discovery (ARDP)* Proposes a federated agent

regi stration and discovery protocol. Deliberately decentralised — no
gl obal registry mandate, no central query URL. Relationship to API X
conpl enentary. ARDP addresses agent-to-agent capability
advertisenent within a federation. APIX addresses gl obal, cross-
organi sation service discovery froma neutral central index. ARDP s
JWE- based signing of registration payl oads provi des cryptographic
non-repudi ati on of the manifest content — a property API X currently
achi eves through | ayered governance verification (DNS ownership proof
at O 1, Spider crawl, KYC pipeline). APMnanifest-level signing is a
candi date extension for a future API X revision, and ARDP s signing
model is the reference design for that work.
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*draft-narajal a- courtney-ansv2 (ANS v2)* Anchors aut ononous agent
identities to DNS domain names with Registration Authority
verification. Focused on agent identity and trust anchoring, not
service capability discovery. ANS v2 builds on a peer-revi ewed
predecessor published at | EEE | CAIC 2026, sinplifying the name fornmat
to three conponents (ans://v{version}.{agentHost}), introducing a
dual -certificate nodel, and replacing conceptual registry integrity
with a cryptographic Transparency Log. ANS v2 explicitly identifies
the limtation of DNS-SD ([ RFC6763]): DNS-SD adds service di scovery
but cannot tell a client whether the agent at an address is the one
it clains to be. ANS v2 fills that identity gap. Relationship to
APl X: conpl ementary. DNS-SD | ocates a service; ANS v2 verifies the
identity of the agent at that address; APIX provides capability
search and multi-di nensional trust netadata across organisations.
ANS v2 could serve as the identity |ayer for service operators
registered in API X

*draft-vandeneent - ai ns-di scovery (AINS)* Agent discovery via signed,
append-only replication logs. No central authority. No comrerci al
sustainability nmodel. Relationship to APIX: different phil osophy.
AINS prioritises decentralisation and cryptographic verifiability.
API X prioritises a single authoritative global index with a governed
trust nodel

AINS defines a multi-channel verification nodel in which each
verified channel produces an independent evidence object. The
principle is sound: independent signals frommultiple channels
produce stronger identity assurance than any single channel alone.
AI'NS nanmes DNS, HTTPS, and enmil as verification channels — all of
whi ch are conpatible with API X s own trust evidence nodel (DNS TXT
record at O 1, HTTPS-reachabl e nmanifest verified by the API X Spider).
AINS additionally names source code repositories (e.g., GtHub) as a
verification channel. APIX does not adopt repository access as an
evi dence channel. For open-source projects and devel oper platforns
this channel is accessible and useful; however, the majority of
enterprise APl services — financial institutions, healthcare

provi ders, manufacturers, and proprietary |oT backends — rmaintain
private repositories as protected intellectual property, often under
regul atory or contractual obligations that prohibit external access
APl X' s gover nance-based evi dence channels (DNS, |egal entity
registration, commercial contract, third-party audit) apply

uni versal ly regardl ess of whether a registrant’s codebase is open-
source or proprietary, and this universality is a deliberate scope
deci si on.

*draft-ai endpoi nt-ai-discovery (Al Discovery Endpoint)* Defines

/.well-known/ai as a per-host machi ne-readabl e capability docunent.
Per-domain only; not a global index. Relationship to APIX directly
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compl enentary. The API X Spider SHOULD read /.well-known/ai when
present on a registered service's domain as an additional source of
capability netadat a.

This draft defines a flat category taxonony for service

classification: "productivity", "ecommerce", "finance", "news",
"weat her", "maps", "search", "data", "communication", "cal endar",
"storage", "nedia", "health", "education", "travel", "food",
"government”, "devel oper”. The convergence with API X s capability

taxonony is notabl e: search, comunication, storage, and nedi a appear
in both; ecomrerce and finance correspond directly to API X s comerce
and data.financial terns. The two taxonomies differ in architecture
— Al Discovery Endpoint uses flat single-word | abels optinmised for
human-r eadabl e cl assification; APIX uses hierarchical dot-separated
terns (commrerce. marketpl ace, data.financial) optimsed for machine-
queryabl e precision — but the independent convergence on the sane
fundanental service categories validates both approaches. Categories
present in Al Discovery Endpoint but not yet in APIX' s v1.0 starter
set (health, education, governnent, travel, food, news, weather,

maps, devel oper) are candidates for future additions through the
governi ng body’s capability taxonony governance process

([ API X- SERVI CES] ) .

*draft-batumaidre (AIDRE)* Defines /.well-known/ai-discovery as a
per-origin discovery docunent. Decentralised by design

Rel ati onship to API X: conpl ementary. API X provi des the gl oba
aggregation and trust verification |ayer that per-origin endpoints
cannot provide al one.

*draft-cui-ai-agent-di scovery-invocation* Specifies a netadata fornat
for agent capabilities and a registry-based di scovery mechani sm
Explicitly permts multiple coexisting registries; no globa

aut hority defined.

This draft introduces a notable split between two netadata fields:
capabilities (high-level descriptors of what the service does, e.g.,

["translation", "summarization"]) and tags (broader, orthogona
properties such as domin, |anguage support, or depl oynent nodel,
e.g., ["nlp", "chinese", "transformer_nodel", "cloud"]). The split

recogni ses that some service properties are functional capabilities
whil e others are orthogonal classifiers that do not fit a strict
capability hierarchy.

APl X takes a different approach. The hierarchical dot-separated
capability taxonony (nlp.translation, comrerce. marketpl ace) encodes
both the category and the specific capability in a single governed
term enabling prefix-based machine queries (nlp.*) and registry-
controll ed vocabulary. Orthogonal dinmensions that draft-cu
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expresses as free-formtags are handl ed in API X through dedi cated
typed fields: |anguage (BCP 47, [RFC5646]) covers | anguage support;
depl oynent nodel is not yet represented and is noted as a potenti al
future gap. The API X design trades the flexibility of a free-form
tag bag for nmachine-queryability and governance — a tag field w thout
a registry becomes a fol ksonony that degrades search precision at
scale. An enpirical basis for preferring intent-aligned capability
descriptors over opaque operation |abels is provided by the
controll ed benchmark study in [I-D. hood-agtp-api], which denonstrates
that intent-aligned names produce materially hi gher endpoint

sel ection accuracy in frontier-class | anguage nodels, with the
accuracy gain attributable to the nane itself independent of
addi ti onal documentati on.

This draft also identifies pricing information as a legitimate
service netadata concern — noting that if a service charges per use,
agents need this infornmation at discovery tine. The draft does not
standardi se a pricing schema ("not standardi zed here but can be

i ncluded as needed"). APIX adopts this observation and fornalises
it: the pricing field in the APM schema ([ APl X- SERVI CES]) defines a
governed nodel enum (free, freemium paid, enterprise, dynanmic) and a
pricing_endpoint for real-tine | oad-based price queries. The index
stores only the declared nodel and the endpoint reference; consuni ng
agents are responsible for querying the pricing endpoint directly to
obtain and evaluate the current price before invocation

This draft also defines a Semantic Routing Platform (SRP): an
optional control -plane service that perfornms semantic matching,

ranki ng, and policy-based filtering of candi date agents before

i nvocation, w thout participating in task execution. The SRP pattern
assunmes a structured candidate pool as its input. APIX is the
natural data source for that pool: an SRP would query API X with
structured filters to retrieve a trusted, governed candi date set,
then apply semantic ranking over that set before presenting the
shortlist to the invoking agent. The two |ayers are conpl enentary —
APl X provi des structured di scovery and trust netadata; the SRP

provi des semantic sel ecti on above that foundation.

Rel ationship to API X: partially overl appi ng probl em space. The
capability/tag split, the pricing observation, and the SRP pattern
are all concrete design contributions; APIX s governed taxonony,
typed fields, and fornmalised pricing schema address the sane concerns
through a nmore structured mechanism and the SRP architecture
positions API X as the structured input |ayer to semantic selection
rather than as a conpetitor to it.
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*draft-am| ayered-ai - di scovery-architecture* Proposes a conceptual
two-1ayer architecture separating a Discovery Transport Layer (DTL)
fromthe metadata format carried over it. The DIL is explicitly
abstract: the draft nanes HTTP, pub/sub, multicast, and MQ as

candi dat e substrates w thout specifying any of themnormatively. No
wire format, no concrete protocol nechanisns, and no | ANA actions are
defi ned.

APl X resol ves the transport question concretely and normatively:
HTTPS with TLS ([ RFC8446]), JSON ([ RFC8259]), and HATEQAS navi gati on
over a single stable entry point. This is a deliberate design
position in favour of inplenentability over substrate generality.
Addi ng a DTL abstraction |layer atop API X's concrete HTTP interface
woul d i ntroduce indirection without comunicative or interoperability
benefit — the transport is already specified, and no agent

i npl ementation benefits fromtreating it as one option anong nany.

Directly relevant to APIX is the draft’s categorisation of

di scoverabl e object types (agents, nodels, data resources, robots),
whi ch recogni ses that different object categories require different
met adata profiles. This independently converges on the same
architectural reasoning behind API X' s decision to separate the
Services Profile ([API X-SERVICES]) fromthe 10T Device Profile
([API X-10T]) rather than collapsing all service types into a single
flat schem.

Rel ati onship to API X: categorisation framng is consistent with the
APl X profile split; the abstract DTL | ayer is not adopted.

*AGTP Protocol Fanily*

The Agent Transfer Protocol (AGIP) defines a dedicated agent-native
protocol substrate, distinct fromHITP, with an | ANA-regi stered URI
schene (agtp://) and port 4480, nedia types in expert review, and
live reference servers at agtp://agents.agtp.io. The AGIP fanmily
currently conprises four drafts.

[1-D. hood-independent-agtp] is the core transport substrate. The
defining architectural conmtnent of the famly is that agent-native
APl s operate on AGIP rather than HTTP.

[1-D. hood- agt p- di scovery] defines an Agent Name Service (ANS) — a
governed registry that resol ves capability queries into ranked lists
of Agent Manifest Docunents for authenticated agents. ANS servers
act as Scope- Enforcenment Points, applying trust score threshol ds,
trust tier requirenents, and governance zone constraints. Cross-
organi sational discovery is supported through peer ANS server
federati on.
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[1-D. hood-agtp-api] defines the Agentic APl contract |layer: a curated
met hod catal og of intent-aligned verbs (QUERY, EXECUTE, PROPCSE

DI SCOVER, and ei ght additional nethods), endpoint primtives carrying
semantic contracts, path grammar rules, and schema validation. The
draft introduces a runtine contract negotiation nechanismyvia the
PROPOSE net hod: a consum ng agent nay propose an endpoi nt that does
not exist, and the serving systemsynthesises it fromits existing
capabilities at session scope. The intent-aligned nethod vocabul ary
is grounded in a controlled enpirical benchmark across four frontier-
class nodel fam lies showing that intent-aligned verbs produce
mat eri al Iy higher endpoint selection accuracy than CRUD verbs, with
description-swap ablations confirmng that the accuracy gainis
attributable to the method nane itself independent of docunentation
quality.

[1-D. hood-agtp-trust] defines a three-tier verification nodel with
three independent Tier 1 verification paths (DNS-anchored per RFC
8555, | og-anchored per RFC 9162, and SCI TT per RFC 9943), hybrid
trust conposition, and a normative 0.0-1.0 continuous trust score
with freshness semantics that are operation-cl ass-dependent.

Rel ati onship to API X: overl appi ng probl em space, fundanentally
different architectural commtnent. The AGIP famly’'s defining
premise is that agent-native services should operate on a dedi cated
of f-HTTP protocol substrate. APIX s defining premise is that the

di scovery |l ayer shoul d operate over existing HTTP infrastructure with
zero adoption friction: any service already reachabl e over HITP
registers in API X wi thout changing its underlying protocol. These
are not conpeting answers to the sane depl oynent question; they
address different positions in the adoption spectrum AGIP targets
greenfield services designed for agent-native operation from scratch;
APl X targets the full |andscape including existing HITP/ REST APIs,
MCP- served nodel s, 10T backends, and enterprise systens that will not
mgrate off HTTP for operational, |egal, or contractual reasons.

Three specific alignments are worth noting. First, the AGIP trust
tier evidence paths (DNS per RFC 8555, transparency |og per RFC 9162,
SCI TT per RFC 9943) are structurally analogous to APIX' s O | eve

evi dence channels (DNS TXT record at O 1, GLEIF LElI database at O 2

i ndependent audit at O5); a shared trust evidence vocabul ary between
the two specifications would benefit consum ng agents that interact
with both. Second, the AGIP PROPOSE net hod — server-side synthesis
of non-existent endpoints fromexisting capabilities at session scope
— has no current analogue in API X and is identified as a candi date
area for future dynam c capability negotiation. Third, the enpirica
finding on intent-aligned nethod names in [|-D. hood-agtp-api]

provi des an i ndependent quantitative basis for API X' s capability

t axonomny design: APl X capability terns (nlp.translation
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commer ce. mar ket pl ace) are intent-aligned descriptors rather than
CRUD-styl e operation | abels, and the benchmark result supports that
desi gn choi ce

*draft-nozl ey-ai di scovery (Al Agent Discovery Problem Statenent)*
Argues for a distributed, organisation-centric discovery nodel in

whi ch each organisation independently publishes agent capabilities at
a well-known entry point. The draft explicitly opposes centralised
registries on two grounds: single points of failure limting

resilience, and the conpetitive harmrisk — stated directly as: "An
adversarial centralized directory is also able to stifle conpetitor
adverti senent capabilities." The scope is cross-organisational; the

draft addresses public, nulti-domain agent discovery, not only |oca
or intra-organi sati on scenari os.

Rel ationship to APIX: this draft articulates the strongest counter-
position to API X' s architecture, and the adversarial directory
argunent deserves a direct response. APIX addresses it structurally:
the neutrality requirements (Section 4.2), the prohibition on ranking
preferences and preferential treatment, the independent governance of
the standard fromthe conmerci al operation, and the mandatory open
bul k data downl oad are specifically designed to make the adversaria
scenari o inpossible by construction. A directory operated under
these constraints cannot stifle conpetitor advertisement because it
cannot discrimnate between registrants at the same comercial tier

The distributed nodel’ s renai ning gap, which API X addresses, is the
zero-prior-know edge case: an agent that has no prior relationship
with any service provider needs a single starting point fromwhich to
di scover unknown third parties. An organisation-centric nodel
requires the discovering agent to al ready know which organi sations to
query — which presupposes the discovery problemis already solved.

*draft-nozl eywi | | i ans-dnsop-dnsaid (DNS for Al Discovery)* Proposes
DNS- Al D: using SVCB records to publish agent service endpoints.

Rel ationship to API X: conplenentary at the infrastructure layer. The
distinction across the three systens is precise: DNS-AID tells a
client where to connect; ANS v2 ([I|-D.narajal a-courtney-ansv2]) tells
it whether to trust the agent at that address; APIX tells it what to

connect to and why — capability search, multi-dinmensional trust
met adata, and liveness verification across the global service
| andscape.
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*dr af t - meuni er - webbot aut h-regi stry (webbot auth)* Defines a JSO\ based
"Signature Agent Card" format for bot authentication. Focused on bot
identity — how a bot proves who it is to a service. Related to the
active webbotauth | ETF Working Group. Relationship to API X
orthogonal but conpl ementary. webbot auth addresses bot consuner
identity; APIX addresses service provider discovery.

*]-D.ietf-scitt-architecture (SCITT)* Defines an append-only
transparency service for supply chain integrity, transparency, and
trust. An |IETF WG specification ([I-D.ietf-scitt-architecture]).

SCI TT provi des a tanper-evident, auditable | edger nodel where
statenents about artefacts are registered and i ndependently
verifiable. Relationship to APIX: architectural reference. APIX s
audit trail for organisation trust |evel progressions, LER

submi ssions ([API X-10T]), and sanctions screening events follows the
sanme append-only, non-repudi abl e nodel that SCITT fornalises. ANS v2
([1-D. narajal a-courtney-ansv2]) bases its Transparency Log on SCITT.
A future revision of API X MAY adopt SCI TT-conpliant transparency |og
semantics for its governance audit trail

*Googl e C oud Fraud Defense* A comrercial trust platformfor the
agentic web announced at Google Coud Next 26 (April 2026),
positioned as the next evolution of reCAPTCHA. Fraud Defense
explicitly integrates with the webbotauth | ETF Wrking G oup and

SPI FFE for agent and workl oad identity classification. Relationship
to APl X: conpl ementary at adjacent |ayers. Fraud Def ense operates at
the consumption layer — it verifies and classifies agent traffic
arriving at a service endpoint. APIX operates at the discovery | ayer
— it provides the service index, trust netadata, and capability
taxonony that agents use to |locate services before interacting with
them The two systens are not conpetitive; a Fraud Defense policy
engi ne can consunme APl X trust signals (Olevel, S-level) as inputs to
its risk scoring.

*SPl FFE (Secure Production Identity Framework For Everyone)* A CNCF
open standard for workload identity attestation. Provides
cryptographically verifiable identities (SVIDs) to software workl oads
in dynamic infrastructure. Referenced as an integration target by
Googl e C oud Fraud Defense al ongsi de webbotauth. Relationship to
APl X: conplenentary at the identity layer. SPIFFE addresses machi ne/
wor kl oad identity; APIX addresses service and device di scovery with
human- governed trust levels. A SPIFFE SVID could serve as a

techni cal credential for an agent whose operator is registered in

APl X at O 2 or above.
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*WBC Al Agent Protocol Community G oup* Proposed May 2025, targeting
agent interoperability protocols. Pre-specification as of this
witing. Relationship to APIX: APIX will nonitor this group’s
outputs and align the APM capability taxonony with any vocabul ary

st andardi sed by the WBC CG where applicabl e.

*Agent 2Agent Protocol (A2A)* Defines a secure comuni cation protoco
for agent-to-agent interaction across frameworks [A2A]. Oiginated
at Google (April 2025), transferred to the Linux Foundation Agentic
Al Foundation ([AAIF]) in June 2025; as of early 2026 it has 150+
supporting organisations and is in production use. Relationship to
API X: directly conplenentary. A2A addresses how agents conmuni cate
once they have | ocated each other. APIX addresses how agents | ocate
each other in the first place. An agent that uses API X for discovery
and A2A for subsequent conmunication is using both systens for their

i nt ended purpose with no overl ap

* AGNTCY (Open Agent Schema Franmework)* A multi-conmponent open
infrastructure project for multi-agent systens [ AGNTCY], originating
at Cisco and transferred to the Linux Foundation ([AAIF]) in July
2025. As of early 2026 it has 65+ supporting organisations and is in
production use for CI/CD, |IT automation, and tel ecomuni cati ons.
AGNTCY conpri ses four conponents: the Qpen Agent Schenma Franmework
(OASF) for capability discovery, cryptographic identity, SLIM
messagi ng, and end-to-end observability. AGNTCY is governed under
the Li nux Foundati on AAIF mandate of no singl e-company contr ol

Rel ati onship to API X: the governance phil osophies are aligned; the
architectural scope is different. OASF defines a capability schema
format — anal ogous to OpenAPl for agent capabilities — for

regi stering and advertising what an agent can do. APIX is a globally
queryabl e index infrastructure: a single authoritative entry point
wher e agents di scover unknown third-party services by capability,
with commercial sustainability, verified trust netadata, and
structured search. QOASF and API X are conpl enentary: OASF provi des
the schema | anguage; API X provides the gl obal index that can be
popul ated with OASF-described services. An AGNTCY-regi stered agent
is a candidate API X registrant. The principal architectura
difference is scope: AGNTCY is optim sed for intra-platformand

i ntra-organi sati on agent coordi nation; APIX is designed for cross-
organi sation, cross-border, zero-prior-know edge di scovery of agent-
consumabl e services and | oT device classes. The two systens address
different points in the discovery spectrumand are not substitutes
for each other.

*draft-drake-agent-identity-registry (Agent ldentity Registry)*

Defines a federated registry architecture for persistent, hardware-
anchored agent identities. |Introduces a three-tier nodel: Agent
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ldentity Authority (AlA) as a governance body, Registry Operators as
authoritative identity databases, and Registrars for hardware
attestation and O DC token i ssuance. The AIAis explicitly required
to be constituted as a multi-stakehol der body — the draft states
directly that "single-entity control would underm ne the federated
design" ([!|-D. drake-agent-identity-registry]).

Rel ati onship to APIX: this draft provides the strongest independent
validation of APIX s core governance prenm se. Two Separate

speci fications, devel oped i ndependently, arrive at the sane
structural requirenent: that foundational agent infrastructure nust
be governed by a nulti-stakehol der body, not controlled by a single
entity. The functional domains are conplenentary rather than

overl apping — draft-drake addresses agent identity (who is this
agent, which hardware backs its credential); APIX addresses service
di scovery (what services exist, what can they do, are they
trustworthy). An agent whose identity is established under draft-
drake’'s AlA nodel is a well-suited candidate to consune and register
services in APl X

*Li nux Foundation Agentic Al Foundation (AAIF)* Forned Decenber 2025
with founding contributions from Anthropic (MCP), OpenAl (AGENTS. md),
and Bl ock (goose); additional nenbers include AW5 Bl oonberg,

Cloudfl are, Google, Cisco, Dell, Oracle, and Red Hat. The AAIF's
explicit founding mandate is to ensure "no single conpany controls
the direction of foundational infrastructure" ([AAF]), inplenented
through a vendor-neutral directed fund structure and per-project
Speci ficati on Enhancenent Proposal (SEP) processes nodel |l ed on
Kuber net es’ s KEP gover nance.

Rel ati onship to API X: the AAIF s governance nandate independently
validates API X' s constitutional neutrality requirenents. APIX
predates the AAIF as an | ETF subm ssion and inpl enents the sane
principle — no single comrercial interest may control the standard or
its operation — through a different structural nechanism a Swiss
Stiftung with a supply-side comrercial nodel that funds operations

wi t hout creating discovery-layer incentives to favour any registrant.
The AAIF governs conmuni cation and invocation protocols (MCP, A2A);
APl X governs the discovery index. These are adjacent, non-

overl apping layers of the same infrastructure stack
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*Posi tioni ng* The agent infrastructure space has consoli dated
significantly in 2025-2026. At the protocol |ayer, the Linux
Foundati on AAIF has energed as the primary governance body for
conmmuni cati on and invocation standards (MCP, A2A), with 150+
supporting organi sati ons and active production deploynent. At the
| ETF, over a dozen individual drafts address agent discovery and
identity fromdifferent architectural starting points; none has
reached Working Group consensus.

APl X occupies a distinct position in this |andscape: it is the only
specification in the | ETF space that makes governance the prinmary
architectural requirenment, and the only proposal for a globally
queryabl e, comercially sustainable, neutral discovery index. The
dom nant | ETF tendency toward decentralisation addresses legitimte
concerns about single points of control; APIX answers those concerns
structurally, through its neutrality mandates, open bul k data

requi renents, and separation of standard governance from comrerci al
operation — rather than by abandoning the gl obal index nodel that
those concerns are directed at.

APl X i s designed to conpose with, not replace, the adjacent
standards: API X provi des the discovery |layer that MCP, A2A, and
AGNTCY do not provide; draft-drake provides the identity |ayer that
APl X del egates to external identity infrastructure; the webbotauth
Worki ng Group provides the bot authentication |ayer that API X
references as a trust signal. Each standard goes deep in its own
sub- probl em API X depends on that depth rather than duplicating it.

The AGTP protocol famly represents a distinct architectura
trajectory: a dedicated agent-native transport substrate (agtp://)
that replaces HITP rather than extending it. APIX and AGIP are not
substitutes and the distinction is one of adoption scope, not
superiority. AGIP is the invocation substrate for greenfield
services designed fromscratch; API X is the discovery index for the
full existing service |andscape, including the large majority of
depl oyabl e services that will not mgrate off HTTP in any planning
hori zon rel evant to agent infrastructure standardi sation

1.2. Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in [ RFC2119].

Al APl responses MIST be encoded as UTF-8 as mandat ed by [ RFC8259]
Section 8.1. Al string fields in APM docunents and | ndex API
responses MJST contain valid UTF-8. HTTP status codes used

t hroughout this specification are defined in [ RFCO9110].
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*Agent* An aut onompous software programthat executes conpl ex, goal -
directed tasks by consum ng external services, w thout per-action
human instruction. Agents may use LLM backed or progranmatic
orchestration logic. The primary consuner class targeted by the API X
I ndex API.

*Bot* An aut ononous software programthat executes determnistic,

rul e-based internet tasks: web crawing, APl polling, automnated
messagi ng, w thout per-action human instruction. Behavior is
scripted rather than goal -directed. The API X Spider is itself a bot.

*Connect ed Devi ce* A physical or enbedded hardware unit w th network
connectivity that exposes services or sensor data via the API X
Presence Protocol. Registered as a Device C ass and tracked as a
Devi ce Instance as defined in [APIX-10T]. Distinct from Agent and
Bot in that the principal is hardware, not software

*Servi ce* A machi ne-consunabl e APl or connected device class offered
by an organisation, registered in the APl X, and described by an API X
Mani fest. The termcovers both web APl services ([API X- SERVI CES])
and 10T device services ([API X-10T]).

*Servi ce Omer* The organi sation responsible for registering,
mai ntai ni ng, and operating a Service in the API X

*API X Mani fest (APM* The structured netadata docunent that describes
a Service to the APIX, including its technical specification
reference, capability taxonony, trust netadata, and commercial terns.
Profil e docunments define the additional fields applicable to each
service type

*Governi ng Body* The neutral, non-profit entity that operates the
APl X, maintains its registries, accredits Regional Representatives
and Verifiers, and ensures the governance and operationa
requirenents defined in this specification are nmet. Any entity that
satisfies those requirenments MAY fulfil this role.

*APl I ndex (APIX)* The global, centralised i ndex of registered
Servi ces, operated by the governing body and queryabl e by aut ononous
agents via the Index API.

*I ndex API* The HATEQAS- conpliant HTTP APl exposed by the API X for
agent di scovery and navi gati on.

*Accredited Verifier* Atrusted third-party organi sation, accredited

by the governing body, that perforns human-intensive trust
verification at Organisation levels O4 and O 5.
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*Accredited Regional Representative* An organisation accredited by
the governi ng body to operate commercial onboarding, contracting, and
customer relationships within a defined geographic jurisdiction,

under the governing body's standard and governance.

*Trust Policy* A set of mnimumtrust requirenents expressed by a
consumi ng agent that a Service must satisfy before the agent will use
it.

*Li veness* The confirmed operational status and response availability
of a Service, as neasured by autonmated neans at a frequency
determned by the Service's conmercial tier. The specific |liveness
mechani smdiffers by service type: Spider health checks for web AP
services; presence signals for 10T device services.

*Tier* A comrercial subscription |evel that deternmines a Service's
visibility in the API X, |iveness check frequency, and APl query rate
al | ocati on.

1.3. Design Goals
1.3.1. Requirenents (MJST)

*  The API X MUST be queryabl e by aut ononous agents via a stable,
gl obal |y accessible URL w thout prior know edge of any specific
servi ce.

* The I ndex APl MUST foll ow HATEOAS princi pl es: agents MJST be able
to navigate the full index starting froma single entry-point URL.

* Every Service record MIST expose machi ne-readabl e trust mnetadata
across all three trust dinensions (Organisation, Service,
Li veness).

* Service registration MIST be human-initiated. The registrant MJST
agree to the index operator’s Terns of Service before any service
record is activated. For OO0 and O 1, self-service porta
registration with accepted Terns of Service satisfies this
requirenent. For O 2 and above, registration MIST additionally
involve a formal B2B contractual relationship between the Service
Omer and the index operator or its Accredited Regi ona
Representative

* The API X MJST expose trust nmetadata as verifiable facts, not as

recomrendati ons. Trust decisions MJST remain with the consum ng
agent .
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1.3

1.3.

2

3.

The API X Mani fest (APM) MJIST be format-agnostic: it MJST support
referencing nultiple service types via an extensible type
registry

The API X MUST be operated as a neutral, non-profit infrastructure
under the governance of the governing body.

Goal s ( SHOULD)

The 1 ndex APl SHOULD support full-text and structured search by
capability, category, organisation trust |evel, service
verification level, liveness freshness, and protocol type.

The API X SHOULD provi de SDKs in combn agent devel oprment | anguages
to lower the integration barrier for consum ng agents.

The API X SHOULD support a federated accredited verifier nodel so
that Organisation trust levels O4 and O5 can be verified at
scal e without centralising all human review in the governi ng body.

Accredited Regi onal Representatives SHOULD be established in mgjor
jurisdictions to allow Service Omers to contract in their |oca
| anguage and | egal franmeworKk.

The API X SHOULD publish a public transparency report at | east
annual | y, disclosing the nunber of registered services by tier and
trust level, coverage statistics, and verifier accreditation
status.

The API X SHOULD, through its verification nodel and tier
structure, incentivise Service Owmers to expose structured,

machi ne- consumabl e APl endpoints rather than requiring agents to
adapt to human-facing HTM. interfaces. Elinmnating rendering,
styling, and advertising overhead from nmachi ne-to-nmachi ne
communi cation is an explicit efficiency objective of this
infrastructure

Qut of Scope

The following are explicitly not addressed by this docunent. Itens
mar ked MUST NOT are nornmative constraints on conformng
i mpl ementations; renmaining itens are editorial scope boundari es.

*

*Bot identity and authentication*: how a bot proves its own
identity to a service it consunes. This is addressed by
conpl enentary work such as draft-meuni er-webbotauth-registry.
Thi s docunent takes no position on bot identity nechanisns.
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* *Bot rights and | egal personhood*: outside the scope of a
technical infrastructure standard.

* *Service execution*: a conform ng API X inpl enentation MJUST NOT
proxy, nediate, or execute service calls on behalf of consum ng
agents. The APIX is a discovery layer only; all service
interactions occur directly between the consum ng agent and the
Service Omer’s infrastructure.

* *Content indexing*: a conformng API X i npl enentati on MUST NOT
i ndex service response content. The API X i ndexes service netadata
— capability declarations, trust levels, liveness signals — not
the data that services return when call ed.

* *Mandatory consuner registration*: a conform ng API X
i npl ementati on MUST NOT require consumng agents to register or
identify thenselves as a condition of perform ng discovery queries
(see Section 9.2).
1.4. Architecture Overview

1.4.1. Conponent Mbdel
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| the governi ng body |
| (Swiss Stiftung -- neutral, non-profit)

| Owns: APIX standard, Index infrastructure, APM format |
| Accredits: Regional Representatives, Verifiers |
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Thi s docunent uses the generic terns "governi ng body" and "i ndex
operator” in all normative requirenents. These terns are
intentionally rol e-based: any entity that satisfies the governance,
neutrality, and operational requirements defined in this
specification MAY fulfil them The reference inplenmentation of these
roles is described in the non-normative appendi x "Reference

I npl enentati on" at the end of this docunent.

*Fl ow. *

1. A Service Omer (or their Accredited Regi onal Representative)
creates an Organi sation Account in the API X Registration Portal,
provi di ng conpany details and agreeing to a comrercial contract.

2. The Registration Portal creates a draft Service Record and
triggers profile-appropriate verification (Spider crawl for web
APl services; manufacturer provisioning for [oT device cl asses).

3. The verification conponent updates the Service Record with
verified technical netadata.
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4. The Service Record becones queryable via the |Index API

5. A consuming agent queries the Index APl fromthe single entry-
poi nt URL, navigates by HATEOAS |inks, applies its Trust Policy,
and sel ects services that satisfy its requirenents.

6. Verification rechecks services on the schedul e defined by each
service’'s liveness nonitoring configuration

1.4.2. CGovernance Mbdel

The API X MUST be operated by a *neutral governing body* that
satisfies the followi ng normative requirenments. These requirenments
apply to any conform ng API X i npl ementation; the specific | egal form
of the governing body is an inplenmentation choice.

*Neutrality requirenents:*

* The governi ng body MJST have no commrercial interest in preferring
any registrant’s services over another in index results or
I'i veness schedul i ng.

* The governing body MUST NOT of fer exclusive discovery advantages,
ranki ng preferences, or prioritised verification treatnent to any
regi strant regardl ess of comercial relationship.

* Governance of the API X standard and APM specificati on MJIST be
separated fromoperation of the cormercial index. A single entity
may not sinultaneously control standard evol ution and derive
commercial benefit frompreferential application of that standard.

*Qperational requirements:*

* The governing body MUST accredit Regional Representatives who may
handl e service onboarding in specific jurisdictions. Regiona
Represent ati ves operate under licence fromthe governing body; the
index itself remains a single global store.

* The governing body MJST accredit Verifiers who perform
Organi sation trust assessnents at O 4 and O5. Accredited
Verifiers are structurally anal ogous to Certificate Authorities in
the TLS ecosystem

* The governing body MJST maintain the capability taxonony and

publish all versions of the APM specification and | ndex API
specification as open standards under a perm ssive |icence.
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* The governing body MJST perform sanctions screening on service
registrants (see Section 8).

*(Openness requirenents:*

* The full index MJST be nade avail able as a freely downl oadabl e
bul k dataset on the first day of each cal endar nonth, under the
Open Dat abase Licence (ODbbL) 1.0. No entity, including the
governi ng body, may hold an exclusive | ock on the index data.

* Increnmental diff files MJST be published daily, each covering al
record additions, updates, and del etions since the previous day’'s
snapshot. A downstream consumer MJST be able to reach current
i ndex state by applying the nonthly full snapshot and the sequence
of daily diffs since that snapshot, w thout downl oadi ng any
addi tional full snapshots.

* Discovery queries to the I ndex APl MJUST be avail able w t hout
aut henti cation or paynment (subject to rate limts; see
Section 9.2).

1.4.2.1. dobal Participation

A conformng API X i npl ement ati on SHOULD est abl i sh nmechani sns to
ensure gl obal representation in the capability taxonony, including
service categories relevant to underrepresented regions. \Were
regional institutional partners are willing to co-sponsor regiona
participation, the governing body SHOULD establish fornal co-
sponsorship rel ati onshi ps and associ at ed governance representation
for those regions.

Regi onal verification nodes are RECOVMENDED in regions wth
significant service registrant popul ations to elimnate
intercontinental latency in |iveness verification

1.4.3. Standard Registries

The API X standard mai ntains normative registries of enumerated
values. Registries are authoritative lists of valid values for
specific APM and I ndex APl fields. Using values not present in the
rel evant registry is a protocol violation

*Registry location:* Registries are published as |live JSON endpoints
at api x.exanple.org/registry/ and are updated i ndependently of the
RFC revision cycle. The RFC defines the registry structure and
lifecycle rules; the live endpoints are the authoritative source of
current val ues.
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protocols Protocol type registry. Endpoint:
api x. exanpl e.org/regi stry/protocols. APMfield: spec.type.

capabilities Capability taxonony registry. Endpoint:
api x. exanpl e.org/regi stry/capabilities. APMfield:
capabilities[].

notification-channels Notification channel type registry. Endpoint:
api x. exanpl e.org/regi stry/notification-channels. APMfield:
notifications.channel s[].type.

presence-nmodes Presence node registry. Endpoint:
api x. exanpl e. org/ regi stry/ presence-nodes. APM fiel d:
spec. presence_node (device cl asses).

del egati on-scopes Device del egati on scope registry. Endpoint:
api x. exanpl e. org/ regi stry/ del egati on-scopes. APMfield: scopes[]
in del egation grant requests (device cl asses).

Initial values for each registry are defined in the applicable
profil e docunent: [APIX-SERVICES] for protocol types and capability
taxonony; [API X-10T] for presence nodes, del egation scopes, and |oT
capability terns.

*Registry entry lifecycle:*

Each registry entry transitions through three phases. The

standard warnings flag in a Service Record does not appear until the
grace period has el apsed — service operators have a silent wi ndowto
update their APM before any public signal is issued.

active -> deprecated (announced)
|
+-- [grace period: 90 days m n]
| silent: operator notified, no public flag
I
+-- [warni ng period: renmainder of deprecation w ndow
| standard_warni ngs visible in Service Record
|
+-- sunset
new registrations rejected; flagged non-conpliant

Rehfel d Expi res 14 Novenber 2026 [ Page 26]



I nternet-Draft APl X Core May 2026

F ool s oo oo s el e e o}
| Phase | Status | standard_war ni ngs | New regs |
[} e ————— e ———————— Ll —p—_—_————————_— Ll —p—(——(———r L
| Normal use | active | No | Accepted

S e . +
| Grace period | deprecated | *No* | Accepted |
T T e T +
| Warning period | deprecated | *Yes* | Accepted |
o e R o e e e e e oo - R +
| Sunset | sunset | Yes (non-compliant) | *Rejected*

S e . +

Table 1

*Deprecation rules:*

* The governi ng body MUST publish a deprecated_in_version,
sunset _date, grace_period_ends, and replacenent val ue when
deprecating any registry entry.

* The mninmumtotal deprecation w ndow (announcenent to sunset) is
*12 nonths*. The governi ng body MAY extend this w ndow but MJST
NOT shorten it.

* The mininmumgrace period is *90 days* fromthe deprecation
announcenent. During the grace period, standard_warni ngs MJST NOT
be set on any Service Record, regardless of whether the service
uses the deprecated val ue.

* The governing body MUST notify all registered Service Owers whose
services use the deprecated value before the grace period begins.
Notification MJUST include the grace_period_ends date, the
sunset _date, and the repl acenent val ue.

* After the grace period, the index operator MJST set
standard_warni ngs on Service Records that still use the deprecated
val ue.

* At sunset, the index operator MJST reject new APM subm ssi ons
usi ng the sunsetted val ue and MJST escal ate existing Service
Records from standard_warnings to a non_conpliant status flag.

*Regi stry versioning:* each registry is independently versioned. The

I ndex root resource (Section 10.2) exposes the current version of

each registry so consum ng agents may detect changes

1.5. Lawful Cooperation and Non-Surveill ance Commi t nent
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1.5.1. Purpose of the Service

APl X is infrastructure designed for one purpose: enabling autononous
agents and the organisations that deploy themto discover legitimte
services and operate productively in the conmercial internet.

Regi stration in the API X is a declaration that a service or device
class is offered in good faith for legitinmate use. The APIX is not a
neutral mediumindifferent to the purposes for which it is used. It
is infrastructure built for legitimate use, and it is by design
closed to actors who are refused or renoved under the conpliance
mechani sns defined in this specification — sanctions screening, KYC
verification, and judicial enforcenent through the LER process.

This is not a policy statement. It is the foundational design
constraint fromwhich the cooperation nechanisns in this docunent and
in [API X-1OT] derive their legitinmcy.

1.5.2. Cooperation Duty

Because API X provides infrastructure for legitinmate use, it has a
duty to cooperate with properly authorised | aw enforcement when that
infrastructure is msused. This duty is not conditional on

commer ci al conveni ence or reputational risk. Wen a registrant or
device fleet is confirned to be operating crimnally, APIX MJST act —
through the mechani snms defined in this docunment and in [API X-10T] —
tolimt the harmthat flows fromthat m suse.

APl X MUST cooperate with authorised | aw enforcenent requests that
satisfy the jurisdictional and judicial requirenments defined in
[API X-10OT] Section 5.8. Refusal to cooperate with a validly

aut hori sed request is not permtted. Delay beyond the processing
time commtnents defined in that section requires documented
justification and MJST be reported in the governing body s annua
transparency report.

1.5.3. Non-Surveill ance Comm t nent

APl X is not a surveillance instrument. The cooperation mechanisns in
this specification are reactive and bounded. The follow ng
prohibitions are normative and apply to all conformng

i mpl ement ati ons:

* APl X MJUST NOT proactively nonitor, profile, or analyse the
behavi our of registered services, device fleets, or consuning
agents beyond what is technically necessary to deliver |iveness
verification and abuse detection as defined in this specification
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4.

APl X MUST NOT share index data, presence signal |ogs, device

i nstance records, or consum ng agent query patterns with any | aw
enf orcement or government authority except through the Law

Enf orcenment Request process defined in [API X-10T] Section 9.8,
with its associated judicial authorisation requirenents and
jurisdictional constraints.

Bul k data requests — requests that are not targeted at identified
speci fic devices, instances, or registrants but instead seek
aggregate ecosystemintelligence — MJST be refused regardl ess of

the requesting authority’'s jurisdiction or clainmed | egal basis. A
valid LER MJST identify specific device | P addresses or registrant
identifiers. A request for "all devices in region X' or "al
services in category Y' is not a valid LER

APl X MUST NOT establish any data-sharing arrangenent, standing
access grant, or automated feed to any |aw enforcenent or
intelligence agency. Every cooperation action is event-triggered,
scoped to a specific identified case, and subject to the judicia
aut hori sation requirenent.

The Trigger Requirenent

Enhanced nonitoring, graduated response actions, and LER processing
are ALWAYS triggered by one of two conditions:

1.

*External identification*: a legitimate authority in an accepted
jurisdiction has submitted an LER with valid judicial

aut horisation identifying specific devices or registrants as
confirmed participants in crimnal activity. Suspicion alone is
not sufficient. The judicial authorisation requirenent is the
gat ekeepi ng nmechani sm

*Techni cal anomaly detection*: APIX's own infrastructure detects
signal patterns technically inconsistent with |egitinmte device
operation — such as rapid nass re-registration froma single IP
address, heartbeat flooding at rates outside any plausi bl e device
density, or token reuse patterns that cannot arise from

| egitimate manuf acture and provisioning. Such detections result
in classification at the observe tier of the Bad-Bot G aduated
Response ([ API X-10T] Section 9.9), not in imediate bl ocking.
They are recorded, nonitored, and shared with authorised |aw
enforcenment on request through the LER process. They do not
trigger autononous enforcenment action by API X

Specul ative profiling — building behavioural nbdels of registered
services or device fleets in the absence of a trigger — is prohibited
under the Non-Surveillance Conmi tnent above.
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1.5.5. Jurisdictional Guardrails

Al'l cooperation is bounded by the accepted jurisdictions framework
defined in [API X-10T] Section 9.8. This boundary is not negotiable
on a case-hy-case basis. API X MJST NOT cooperate with a | aw
enforcenment request froma jurisdiction not on the Accepted
Jurisdiction Wiitelist, even when

* The requesting authority presents a conpelling case.

* The alleged crimnal activity is severe.

* Political, comercial, or reputational pressure is applied.

* Anot her accepted-jurisdiction authority vouches for the request.

The Accepted Jurisdiction Wiitelist exists precisely to nake this
boundary resist pressure. The governing body MAY add jurisdictions
to the whitelist through its defined board decision process; it MJST
NOT bypass the whitelist for individual cases. Any governing body
action that grants cooperation outside the whitelist is a
specification violation and MJST be reported in the transparency
report.

1.5.6. Transparency as Enforcenent
The annual transparency report required by Section 4.2 is not merely
informational. It is the mechani sm by which the non-surveill ance
conmmitnent and the jurisdictional guardrails are held accountable.
The governi ng body MUST disclose in that report:

* The number of LER requests received, accepted, and refused, by
requesting jurisdiction tier.

* The nunber of bulk data requests received and refused.

* Any case in which cooperation outside the accepted jurisdictions
framework was requested, with the governing body’s response.

* Any case in which API X's own technical anonmaly detection was used
as the basis for a | aw enforcenent referral

* The total nunber of device instances, services, and organisations

subj ect to active suppression, suspension, or graduated response
measures at the reporting date.
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If a governing body fails to publish this report within 90 days of
the cl ose of a cal endar year, any nenber of the governing body board
MJST be enpowered to publish it unilaterally. The right to publish
the transparency report MJUST NOT be wai vabl e by board resol ution

1.6. The API X Manifest (APM
1.6.1. Purpose

The API X Manifest is the structured docunent that a Service Oaner
provides at registration. It is the index-facing contract for a
Service: format-agnostic, extensible, and designed for nachine
consunpt i on.

The APM has two | ayers:

*Base fields* — defined in this docunent and required for all service
types: apmyversion, service_id, nane, description, owner (wth

organi sation_name, jurisdiction, registration_nunber, contacts),
capabilities, trust (organisation and service |evel assignnents), and
|l egal. These fields are common to all profiles.

lifecycle stage is required for all service types but its valid

val ues and transition rules are profile-defined. Each profile owns
its owmn lifecycle nodel; the field is not a shared enum See

[ APl X- SERVI CES] and [API X-10T] for the lifecycle nodels applicable to
each service type

*Profile fields* — defined in profile docunents and required only for
the applicable service type. [APIX-SERVICES] defines the full APM
schema for web APl services. [APIX-10T] defines the full APM schema
for device class registrations. An APM subm ssion MJST conformto
the profile schema corresponding to its spec.type val ue.

*Extension fields* — the customarray is a governed extension
mechani sm for decl aring properties not yet covered by the base or
profile schemas. The customfield is OPTIONAL in all profiles. It

is aflat list of reverse-domain key name strings; no values are
stored in the index. The API X i ndexes only the decl ared key nanes,
enabl ing di scovery via the customkey search paraneter. This design
provi des a clean pronotion path: when a custom key accunul at es
sufficient independent adoption across organi sations, the Bot

St andards Foundation MAY initiate a governance track to pronote the
pattern to a standard nanmed field in a future APMversion. Full
normative rules — including key nam ng conventions, list size limts,
and Spi der behaviour — are defined in the applicable profile docunent
([ API X- SERVI CES], [APIX-10T]).
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The trust fields in an APM subm ssion MJST be set exclusively by the
i ndex operator based on verification outcomes. APM submi ssions that
include trust field values MJST have those val ues overwitten by the
i ndex upon processing. A Service Owmer MJST NOT assert their own
trust |evel.

1.7. Trust Model
The API X Trust Model has three independent dinmensions. Each
di mensi on produces a machi ne-readabl e value in the Service Record.
Consum ng agents conbi ne these val ues according to their own Trust
Pol i cy.
The API X provides trust netadata. It does not make trust decisions.

1.7.1. Dinension 1 — Organisation Trust Level

Describes the verified identity and conpliance posture of the
organi sation that owns the service.

[ el e oo s s s s o1
| Level | Label |
N Tttty et ety
| GO0 | Unverified |
I T +
| O1 | Identity Verified |
R o +
| O2 | Legal Entity Verified |
S . +
| O3 | Hygiene Verified |
I T +
| ©4 | Operationally Verified |
R o +
| O5 | Audited |
S +
Table 2

OO0 (Unverified): Self-registered. No checks perforned.

O1 (ldentity Verified): Valid business email confirnmed. Donain
ownership verified via DNS TXT record.

O 2 (Legal Entity Verified): Conpany registration number confirned
against official registry of the declared jurisdiction.

O 3 (Hygiene Verified): security.txt (RFC 9116) present and valid at

Rehfel d Expi res 14 Novenber 2026 [ Page 32]



I nternet-Draft APl X Core May 2026

/. wel | -known/security.txt; DMARC and SPF DNS records configured
for the registered domain; Privacy Policy, Terns of Service, and
Dat a Processi ng Agreenent accessible at declared URLs. All checks
performed automatically by API X. No human revi ewer required.

O 4 (Operationally Verified): Organisation governance structure,
operational security practices, incident response capability, and
personnel vetting reviewed by an Accredited Verifier against the
Verifier Standard.

O5 (Audited): Third-party conpliance audit conpleted (SOC 2 Type
Il, 1SO 27001, or equivalent). Audit certificate on file with the
governing body. O5 may be achieved directly without O-4 as a
prerequisite via direct certificate subm ssion to the governing
body.

Organi sation | evel s are assessed agai nst the organi sation as a whol e,
not per service. An organisation that achieves any O | evel applies
that level to all its registered services.

1.7.2. Dinension 2 — Service Verification Level

Descri bes what has been automatically verified about the service
itself. The specific verification nechanismdiffers by service type
(Spider for web APl services; manufacturer registration process for
devi ce cl asses).

[} el Sl fums st
| Level | Label |
[ el e oo e
| S-0 | Unchecked |
B S, o e e e e m e i oo +
| S-1 | Reachabl e |
E o e e oo oo oo +
| S-2 | Spec Verified |
L R +
| S-3 | Schema Stable |
B S, o e e e e m e i oo +
| S-4 | Security Reviewed |
E o e e oo oo oo +
Table 3

S-0 (Unchecked): Registered. Verification has not yet run.
S-1 (Reachable): Service confirned reachabl e by autonated check.

S-2 (Spec Verified): Specification or capability declaration
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confirmed and consistent with registration

S-3 (Schema Stable): No breaking changes detected across at | east
three consecutive verification runs.

S-4 (Security Reviewed): Automated vulnerability scan conpleted with
no critical findings, ORthird-party penetration test certificate
provi ded and validated by an Accredited Verifier.

Profil e docunents define the exact criteria by which each level is
achi eved for each service type

1.7.3. Dinmension 3 — Liveness

Descri bes the confirmed operational availability of the service,
i ncludi ng how recent and how frequent the availability data is.
Li veness data is expressed as a set of netrics, not a single |evel

| ast _ping_at (1SO 8601 tinestanp) Tinme of the nost recent successfu
i veness check.

ping_interval seconds (integer) Configured interval between |iveness
checks.

uptine_30d_percent (float) Percentage of checks successful over the
| ast 30 days.

avg response_ns (float) Mean response time in mlliseconds over the
| ast 30 days.

consecutive failures (integer) Nunmber of consecutive failed checks
at last run.

The check interval is determ ned by the service's |liveness nonitoring
configuration. A service configured at initial-only frequency
receives no recurring checks; its last_ping_at reflects only the
initial verification run

The concrete fields and neasurenment nodel for Liveness differ by
service type and are defined in each profile docunent.
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4. Trust Model |nplenmentations by Service Type

The three trust dinmensions (O ganisation, Service Verification,

Li veness) are universal across all API X service types. However,

their concrete inplenentation — the verification nechanisns, the APM
fields that carry trust state, and the achievable levels — differs by
service type. Three distinct trust inplementations are defined

across the API X profile suite.

*AP| Service Trust* (defined in [ APl X- SERVI CES])

Verification is pull-based: the API X Spider visits the service on a
schedul ed basis, checks reachability, fetches and parses the

speci fication, and runs schema conpari son across consecutive runs.
Li veness is nmeasured by the index — the Spider pings the service
endpoi nt and records response tine and availability netrics. The
trust object in an APl service APMcarries observed netrics

(last _ping_at, uptinme_30d _percent, avg_response_Irs,
consecutive_failures).

*Device Cass Trust* (defined in [API X-10T])

Verification is registration-based: a device nmanufacturer registers
the device class, providing a capability declaration and firnware
version contract. The API X Spider does not visit device hardware.
Li veness configuration is declared by the manufacturer at
registration tine (presence_node, heartbeat_interval seconds) — not
observed by the index. The trust object in a device class APM
carries manufacturer-decl ared configuration, not measured netrics.
spec_consistency is always null for device classes: there is no
speci fication docunent for the Spider to fetch

*Devi ce Instance Trust* (defined in [API X-10T])

Li veness i s push-based: individual device instances signal their
presence to the index at regular intervals. The index does not probe

devices. Instance trust state (online, reachable, |ast_seen_at)
reflects the nmost recent presence signal received, not a Spider
measurenent. Device instance trust state is private — it is never

returned to unauthenticated queries regardl ess of trust |evels.

These are three architecturally distinct trust nodels that share only
the Olevel and S-level abstractions. Inplementers MJST NOT assune
that trust object fields in a device class or device instance APM
follow the structure of an APl service APM
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1.7.5. Bot-Side Trust Policy Expression

A consumi ng agent expresses its Trust Policy as a set of mninmm
threshol ds across all three dinmensions. Exanple policy expressed in
pseudo- not ati on:

require:
organi sation_level >= O 2
service_ | evel >= S-2
| ast _ping_age < 3600 # seconds since |ast_ping at
uptine_30d_percent >= 99.0
consecutive failures ==

The | ndex APl SHOULD support filtering by trust dinmension thresholds
so that agents can retrieve only records that satisfy their policy
wi t hout downl oadi ng the full index.

Trust Policies are defined and enforced by consuni ng agents. The
APl X does not validate or enforce Trust Policies.

1.7.6. Accredited Verifier Mdel

Organi sation level O3 (Hygiene Verified) is achieved by automatic
APl X checks and requires no human reviewer. Organisation |level O4
requires an Accredited Verifier assessnent. Organisation |evel O5
may be achieved directly without O 4 as a prerequisite via direct
certificate subm ssion to the governing body (SOC 2 Type Il or |SO
27001). The API X uses a federated Accredited Verifier nodel,

anal ogous to the Certificate Authority nodel in TLS:

* the governing body defines the verification criteria for each
| evel and publishes the Verifier Standard.

* (Organisations apply to the governing body for Verifier
accreditation.

* Accredited Verifiers perform O 4 assessnents and, where
applicable, O5 attestations, signing verification reports in each
case.

* the governing body naintains a public registry of Accredited
Verifiers and their accreditation status.

* A Service Record at O 4 MJST include the identifier of the

Accredited Verifier that performed the assessnent and the date of
assessnent.
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* A Service Record at O5 via direct certificate subm ssion MJST
include the certificate reference, issuing auditor, scope, and
expiry date.

* Accreditation of Verifiers is reviewed annually by the governing
body.

* A Verifier placed in suspended status following a failed annua
revi ew MUST be given a m ni mum 90-day renedi ati on wi ndow before
final revocation. The 90-day w ndow applies to performance
failures: |apsed certifications, reduced capacity, or failure to
meet audit quality standards. 1t does not apply to fundanental
viol ations, for which the governing body MJST revoke accreditation
i medi atel y. Fundanmental violations include: issuing a false or
unsupported O-4 or O5 assessnment, certifying a related entity in
breach of the independence requirenent, |eaking confidentia
assessnent data, or colluding with an organisation to obtain a
trust level fraudulently.

*El evation verification requirenments:*

El evation to O 4 or O5 MJST be verified through an out-of - band
channel that is independent of the digital subm ssion path used to
submit the elevation request. The governing body MJUST NOT record an
O 4 or O5 elevation solely on the basis of a digitally submtted
application, regardl ess of the authentication nmechani smused for that
subm ssion. The out-of-band verification MIST confirmthat the

el evation was intentionally authorised by a responsible
representative of the applicant organisation, and that the subnitted
evi dence (Accredited Verifier report or audit certificate) is

genui ne.

El evation to OG5 MJIST additionally be confirned by two independently
aut hori sed representatives of the applicant organisation. The two
confirmng individuals MJUST hold separate credentials and MJST act

i ndependently; a single individual confirmng twi ce does not satisfy
this requirement. The governing body MJST enforce this
programmatically for O5 el evations processed through its operationa
i nterface.

The specific out-of-band verification nechanismand the

i npl ementation of the two-representative confirmati on are operationa
responsibilities of the governing body and are docunented in the API X
i mpl ement ati on guide. Conform ng inplenentations of the API X
governi ng body role MJST inpl enent nechani sns that satisfy these
requirenents; the specific nmechanisns are not prescribed by this

speci fication.

Rehfel d Expi res 14 Novenber 2026 [ Page 37]



I nternet-Draft APl X Core May 2026

*Desi gn Note — Future Trust Level Evolution (non-normative):* The OO0
through O-5 architecture defined here is the Version 1 nodel. O3
was introduced to provide an automatabl e, zero-cost on-ranp for

earl y-stage organisations, bridging the gap between legal entity
verification (O-2) and the first human-reviewed tier (O-4). As the
governi ng body Accredited Verifier market matures and a neani ngfu
popul ation of O 5 organisations is established, a Version 2 evolution
is anticipated in which O5 is joined by a premium O 6 designation

wi th APl X-specific assessment criteria beyond the industry baseline —
dedi cated i nci dent response covering governing body cooperation

obl i gations, agreed governing body audit access, and API X-specific
operational conmmtnents. This evolution requires the governing body
to devel op and publish an O 6 assessnment standard, which is not
feasible at initial launch. The trust level record structure (see

i npl ementation guide Part | 8§81.4) is designed to accormpdate
addi ti onal conponents without breaking existing consuners.

1.8. Conmercial Contract and Sanctions Conpliance

Every regi stered service MJST be covered by a commerci al agreenent
bet ween the Service Omer and the index operator (or its Accredited
Regi onal Representative). The agreenent MJST defi ne:

* The liveness nonitoring configuration and its obligations.

* The index operator’s obligations regarding verification frequency
and I ndex APl availability.

* Acceptabl e use terns.
* Data processing ternms in accordance with applicable |aw

*Sanctions conpliance:* the index operator MJST screen all service
regi strants agai nst applicable sanctions |lists prior to account
activation. At mninmm screening MIUST cover the UN Security Counci
consol idated sanctions list. Operators subject to additiona
jurisdictional sanctions regines (e.g., EU US OFAC, Swi ss SECO MJIST
additionally screen against those lists as applicable to their
jurisdiction of incorporation. Entities subject to applicable
sanctions MJST be refused registration regardl ess of commercial tier

Regi strants MJUST represent and warrant in the commerci al agreenent
that they are not subject to applicable sanctions, and MJST notify
the i ndex operator imedi ately of any change in that status.

*(Ongoi ng sanctions nonitoring:* The i ndex operator MJST perform

periodic re-screening of all registered organi sations agai nst the
sane sanctions lists checked at initial registration. Re-screening

Rehfel d Expi res 14 Novenber 2026 [ Page 38]



I nternet-Draft APl X Core May 2026

MUST occur at |east quarterly. Upon detection of a new match for a
previ ousl y-cl eared organi sati on — whether by periodic re-screening,
third-party notification, or registrant self-report — the index
operator MJUST i mredi atel y:

1. Suspend the organisation’s account. All APl credentials are
revoked; no further registration or update operations are
accepted fromthe organi sation.

2. Suspend all services registered by the organi sation. Suspended
services are renmoved fromall discovery results.

3. Revoke all active credentials issued to the organisation (AP
keys, instance tokens where applicable). Al associated service
i nstances are marked offline or unreachable.

4. Open a legal review case. The specific sanctions |list and
mat ched entry MJUST NOT be di scl osed externally; the organisation
receives only a generic account suspension notice.

If the sanctions match is subsequently determ ned to be a fal se
positive or the registrant is renoved fromthe relevant list, the
i ndex operator MAY reinstate the account followi ng | egal review
Rei nstatenment requires a fresh KYC and sanctions check

Unaut henti cated di scovery queries to the Index APl are not subject to
registration screening and MJST remain avail able without restriction,
consistent with the API X' s m ssion as open gl obal infrastructure.

1.9. Operational Model
1.9.1. Supply-Side Funding Principle

A conform ng API X i npl ementati on MJUST be funded primarily by service
registration fees paid by Service Owmers (supply side). Discovery
queries by consum ng agents MJST NOT be the primary revenue
mechanism This principle is normative: an inplenmentation that
charges consum ng agents for standard di scovery queries is not
conformant with the API X nodel, as doing so contradicts the open
infrastructure m ssion and undermi nes the network effect that makes
the supply side val uabl e.

The API X nobdel is structurally anal ogous to the DNS nodel :
registrants pay to be listed; queries are free.

Fee structures applicable to each service type are defined in the

rel evant profile docunment. Al inplenentations MJST apply fees
consistently to all registrants of a given service type at the sane

Rehfel d Expi res 14 Novenber 2026 [ Page 39]



I nternet-Draft APl X Core May 2026

commercial tier, with no preferential treatnent. The governi ng body
publ i shes the normative fee schedul e as a separate registry docunent,
updat ed i ndependently of this RFC

1.9.2. Consuner Access Model

Di scovery queries to the Index APl MJST be avail abl e wi thout

aut hentication or payment. Rate limts MAY be applied to protect
infrastructure integrity but MJST NOT be set at l|levels that prevent
reasonabl e agent operation. |nplenmentations MJST support at m ni num
t hree consuner access | ayers:

*Layer 1 — Unauthenticated access*

Any agent MJUST be able to query the Index APl w thout authentication
or registration, subject to a per-IPrate limt. This layer is
sufficient for individual agents and proof-of-concept depl oynents.

*Layer 2 — Authenticated access (free)*

Any agent MAY register a consumer identity token at no cost. Token
registration requires a valid email address. Authenticated access
MUST provide a higher rate limt than unauthenticated access and MAY
additionally provide result caching hints and webhook subscriptions
for service record changes.

Consuner tokens SHOULD be conpatible with the webbotauth identity
nodel ([1-D. nmeuni er-webbotauth-registry]) to enable interoperability
with bot authentication infrastructure.

*Layer 3 — High-volune access (paid, optional)*

I mpl enent ati ons MAY offer a paid high-volume access tier for

pl atforns operating agents at scal e that require guaranteed query
capacity and operational SLAs. This tier is supplenentary; the

i ndex’ s operational sustainability MJST NOT depend on it.

*Public bul k downl oad ( REQUI RED) *

I mpl enent ati ons MJUST provide the full index as a freely downl oadabl e
bul k dataset on the first day of each cal endar nonth, without

aut henti cati on, under the Open Database Licence (ODbL) 1.0. This
requi renent inplenents the openness requirement of Section 4.2: no
entity, including the index operator, may hold an exclusive | ock on
the i ndex dat a.
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| mpl enent ati ons MUST additionally publish a daily diff file covering
all record additions, updates, and del etions since the previous day.
Daily diffs MJST be serialised in the same format as the ful

snapshot and MJUST be avail abl e at the sane endpoint, identified by an
| SO 8601 date in their filename or URL path (e.g. diff-
2026-04-28.json). A new nirror MJST be able to reach current index
state by downl oading the latest nonthly full snapshot and applying
the sequence of daily diffs since that snapshot date, w thout

downl oadi ng any additional full snapshots.

1.9.3. Ecological |npact Transparency

A conform ng API X i npl ement ati on SHOULD publ i sh aggregate ecol ogi ca

i mpact statistics derived from observed i ndex usage. These
statistics quantify the efficiency gain attributable to nachine-
native APl consunption conpared to equivalent traditional web request
technol ogy consunption, and SHOULD be updated in real tine and
included in the annual transparency report.

The conparison baseline is the full traditional web request stack —
not payl oad size alone — including the request waterfall (HTM. page
wi th dependent CSS, JavaScript, inmage, and font resources),

JavaScri pt execution overhead for dynamcally rendered pages, polling
requests that occur in the absence of a notification nmechanism retry
wast e from access-control neasures, and proxy infrastructure
mai nt ai ned solely to circumvent those neasures.

The followi ng netrics SHOULD be derived fromdirectly observabl e
i ndex events and published at a stable public endpoint:

* *Discovery requests served* — each request represents one agent
retrieval that did not require scraping or probing a service
endpoint directly.

* *Notification events fired* — each event represents one or nore
polling requests elinm nated across all subscribed consuni ng
agents.

* *Estimated data transfer saved (GB)* — conputed from di scovery

request count, service profile type, and the differential between
average traditional web page size and average nachi ne-native AP
response size for that profile type

* *Estimated CO2 equival ent avoi ded* — computed fromtotal estimted
data transfer saved using a published CO2-per-GB net hodol ogy. The
met hodol ogy docunent, including its source data and version, MJST
be publicly accessible at a stable URL.
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Al'l published figures MJST be acconpani ed by the computation

met hodol ogy, confidence bounds, and source data references.
Conservative estimtes MJST be used where data is inconplete; figures
MUST NOT be extrapol ated beyond what the directly observed data
supports.

The governing body SHOULD seek independent validation of the
met hodol ogy from an establi shed environnmental conputing research
or gani sati on.

1.10. Index API — Core

1.10.1. HATEOAS Navi gati on Mbdel
The I ndex APl MUST foll ow Hypermedi a as the Engi ne of Application
State (HATEQAS) principles. A consunm ng agent MJST be able to
di scover and navigate the entire index starting froma single, stable
entry-point URL, without out-of-band know edge of endpoint paths.
Every response MUST include a _|inks object containing hypernedia
controls for navigation. Link relations MJIST use | ANA-regi stered
relati on types where applicable, and API X-specific relations where
not .

1.10.2. Discovery Endpoint
The API X exposes a single globally stable entry-point URL:
https://api x. exanpl e. or g/
A GET request to this URL returns the Index root resource. The root
resource includes base navigation |links common to all

i mpl ementations, plus profile-specific Iinks defined in applicable
profil e docunents.
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{
"api x_version": "1.0",
"total services": 12483,
"l ast _updat ed": "2026-04-25T00: 00: 002",
"registry_versions": {
"protocols": "1.0",
"capabilities": "1.0",
"presence_nodes": "1.0"
}1
" links": {
"sel f": {
"href": "https://apix.exanple.org/"
}1
"search": {
"href": "https://apix.exanpl e. org/search{/api _version}{?...}",
"tenpl ated": true
}1
"browse":
"href": "https://apix.exanpl e. org/ browse"
}1
"capabilities": {
"href": "https://apix.exanpl e.org/capabilities"
}1
"devices": {
"href": "https://apix.exanpl e. org/ devi ces{?capability,...}",
"tenplated": true
}1
"docs": {
"href": "https://apix.exanpl e. org/ docs"
}1
"api x: ecol ogi cal -i npact-stats": {
"href": "https://apix.exanpl e. org/stats/ecol ogi cal -i npact"
}
}
}
The {?q,...} placehol der above is abbreviated. The conplete search

URI template (paraneters grouped for readability; the value is a
single uninterrupted string at runtine):

htt ps://api x. exanpl e. or g/ search{/ api _versi on}
{?q, capabi lity, protocol, | anguage, pri ci ng_nodel
aut h_met hod, depl oynment _r egi on, near, cover age_r adi us_km
custom key, org_Il evel _m n, service_Il evel _m n, spec_consi st ency,
max_pi ng_age, uptine_30d_nmnin,|lifecycl e_stage,
i ncl ude_super seded, page, page_si ze}
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The lifecycl e_stage paraneter accepts val ues defined by each profile
docunent. Valid values differ by service type and are not a shared
enum See [API X-SERVI CES] and [API X-10T] for the valid val ues
applicable to each service type

The devices link tenplate (defined in [API X-10T]):

htt ps:// api x. exanpl e. or g/ devi ces
{?capability, protocol, online, api _version,
endpoi nt _confi dence, page, page_si ze}

Profile-specific links (e.g., the devices link defined in [API X-10T])
are present in the root resource when the inplenmentation includes
support for that profile. Consum ng agents MJST follow |inks rather
than constructing URLs independently; the presence or absence of a
link in the root resource is the authoritative signal of whether a
capability is supported.

1.10.3. Transport Encoding
The I ndex APl is consuned by autononbus agents at machi ne speed.
Response payl oads are structured JSON with highly repetitive field
nanes across result arrays. Transport-|layer conpression achieves
7085% si ze reduction on typical search result payloads with no
informati on | oss and no application-layer schema changes.
*Conpr essi on support requirenments:*

The | ndex APl MUST support the follow ng Accept-Encodi ng val ues:

| Encodi ng | Requirement | Notes |
[} g ——— e —_—(——————— Ll p—p—r
| gzip | MUST | Universally supported baseline |
oo oo S oo oo +
| br (Brotli) | SHOULD | Hi gher conmpression ratio than gzip |
S S o m o e e e +
| zstd | SHOULD | Simlar ratio to Brotli; faster |
| | | decompression |
S S o e m e e e e e e e e e e +
Tabl e 4

The | ndex APl MUST perform content negotiation via the Accept-
Encodi ng request header. Responses MJUST include a Content-Encodi ng
header identifying the applied encoding. If a client sends no
Accept - Encodi ng header, the server MAY respond unconpressed.
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Consuni ng agents SHOULD i ncl ude Accept-Encoding: zstd, br, gzip in
all I ndex APl requests.

The 1 ndex APl MAY additionally support CBOR (RFC 8949) as a hinary
alternative to JSON. A client that prefers CBOR MJST signal this via
Accept: application/cbor. CBOR responses carry identical information
to JSON responses. Cients MJST NOT assume CBOR support. JSON over
compressed transport is the normative interchange fornmat.

1.11. Index APl Versioning

1.11.1. Version ldentification
The root resource returned at https://apix.exanple.org/ MJIST include
an api x_version field identifying the version of the Index APl schema
in use. Version values are of the form MAJOR MNOR (e.g., "1.0",
"1.2", "2.0").

Consum ng agents MUST read api x_version at the start of each session
Agents MUST NOT cache api x_version across sessions: the version field
is the authoritative signal that the schema has changed.

1.11.2. Conpatibility Rules
The API X follows a semantic versioning policy for the Index API:
*Non- br eaki ng changes (M NOR i ncrenent):*

* Adding new fields to Service Records or the root resource
* Addi ng new optional query paranmeters to the search endpoint

* Adding new _links relations to any response

* Expandi ng an enunerated val ue registry (new capability terns, new
prot ocol types)

* Increasing rate limts

M nor version increments are backward conpatible. A consum ng agent
witten for 1.0 MUST be able to operate correctly against a 1.Xx
endpoint, provided it ignores unknown fields.

Consum ng agents MUST foll ow the robustness principle: ignore unknown
fields and unknown link relations rather than failing. This
requirenent is normative

*Br eaki ng changes (MAJOR increnent):*
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* Renoving or renaning fields in Service Records

* Changing the type or semantics of an existing field
* Renoving or renam ng existing query paraneters

* Changing the structure of the HATEQOAS _|inks object
* Changing the URL of the single entry-point

A MAJOR version increment MUST NOT occur without a concurrent
deprecation notice for the prior version (see bel ow).

1.11.3. APl Deprecation and Mgration

When a new MAJOR version is rel eased, the prior MAJOR version MJST
remai n supported for a mnimum of *24 nonths* fromthe date the new
versi on becones available. During this period:

*  Both versions MJST be sinultaneously queryable

* The root resource of the prior version MJST include a deprecated
flag with the sunset _date of the old version

* Consum ng agents that include the | ETF Sunset header ([RFC8594])
in their responses MJST use it to signal the old version’s sunset
date

the governi ng body MUST NOT sunset a MAJOR version w thout giving
consum ng agents at | east 24 nonths to migrate.

1.11.4. Service api_version Imutability Invariant

The api _version field in an APM and the version path segnent in the
search endpoint (/search/v{mjor}.{mnor}/) rest on a single
foundati onal guarantee: a published api_version value has an
imutable field structure definition.

This invariant MJST be stated unambi guously to consum ng agents and
service operators:

* Afield present in version v2.4 will be present in every service
that decl ares api_version: "2.4.x" for the lifetine of that
regi stration.

* Afield absent fromversion v2.4 will never appear in a v2.4.x
service record without a version increnent.
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* Renoving a field, changing a field s type, or nmaking any other
breaki ng change REQUI RES a new mgj or version. The nmajor bunp is
the explicit, sufficient notice to consuners. No deprecation
period within a major version is required or expected.

* Adding a field requires a new minor version. Even additive
changes are not permitted within a published version — a service
that adds a field md-life has inplicitly created a new contract
and MUST increnent api_version accordingly.

This invariant enables the version path filter to be an unconditiona
schenma contract: an agent that pins to /search/v2.4/ receives results
with a fixed, permanent field set. Service owners are freed fromthe

pressure to retain unwanted fields for backwards conpatibility — the
correct action is always to increnent the version and nove forward
cleanly.

1.11.5. No Cross-Versi on Response Mapping

The API X does NOT perform cross-version response mappi ng. The

api _version path segnment is a strict storage filter: only service
regi strati ons whose api _version field matches the specified prefix
are returned. The index never synthesises a response of one version
froma record stored at a different version

The consequence is deliberate and unanbi guous:

* A service that has upgraded fromv2.4 to v3.0 is stored as a
separate record. The v3.0 record does not appear in /search/v2/
results. There are no null substitutions for dropped fields, no
type coercions for changed fields, and no partial responses. A v3
record is a different resource; it is not a transformed view of a
v2 record

* The v2.4 record remains in the index — imutably — until the
servi ce owner advances it through the lifecycle (deprecated —
sunset) or the record is superseded and eventual ly renoved. An
agent pinned to /search/v2/ continues to see v2.4 registrations
for as long as they exist in the index at that |ifecycle stage.

* As services mgrate to newer major versions, the v2 result set
shrinks. Dinminishing or enpty results at a pinned version are not
a failure condition — they are the designed signal that the
consum ng agent’s version pin no | onger covers the current service
| andscape and an upgrade of consuner code is warranted.
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*Upgrade path discovery:* The Level 2 Service Record for a superseded
versi on MUST include a popul ated superseded_by field pointing to the
current version's record. A consuming agent that finds a v2.4 result
wi th superseded by set SHOULD follow the link to inspect the v3.0
record and deternmine whether upgrading its version pin is feasible.
This is the nmechani sm by whi ch agents di scover that a newer contract
is available w thout being forced off the old one before they are
ready.

A consuming agent that receives only enpty results for its pinned
versi on SHOULD query GET /search/ with no path segnent and no query
paraneters. This returns the version |andscape only — a summary of
avai |l abl e api _version prefixes, service counts, and |ifecycle status
— and executes no content query. The agent uses this response to
identify which version prefix covers the current service popul ation
and then issues a new scoped query (e.g., /search/v3/?...) with
explicit filters. A paraneter-less /search/ MJST NOT return service
records; it exists solely as a version discovery resource

1.11. 6. Registry Version Tracking

The root resource exposes a registry versions object (Section 10.2).
Consum ng agents that cache capability taxonony or protocol type data
MUST conpare the current registry versions val ues against their
cached version on each session. A change in any registry version
MJUST trigger a cache refresh before the agent applies trust filtering
or capability matching.

1.12. COperator Security and Sel f- Governance
1.12.1. Purpose and Scope

APl X centralises know edge that has intrinsic intelligence value: the
identity and capability of every registered service, the network

| ocation of every online |IoT device instance, the query patterns of
every consum ng agent, and the contact details of |aw enforcenent
authorities across accepted jurisdictions. This concentration makes
the Bot Standards Foundation an ultra-high-value target for state-
sponsored actors, crimnal organisations, and corporate adversari es.

The Non-Surveillance Conmitnent (Section 5) defines what API X will

not do to the ecosystemit serves. This section defines what the Bot

St andards Foundation MJST do to protect itself and the ecosystem from
bei ng exploited involuntarily — through conprom se, coercion, insider
threat, or organisational capture
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The requirements in this section are normative obligations on the Bot
St andards Foundati on as operator. They are not addressed to Service
Omners or consum ng agents.

1.12.2. Technical Security Requirenents

the governi ng body MJUST operate API X i nfrastructure under the
foll owi ng techni cal constraints:

*Infrastructure separation:* The token store, tanper-evident audit
| og, and LER processing queue MJST be hosted on systems with no
shared network path to the public-facing | ndex APl query
infrastructure. Conpronise of the query |ayer MJST NOT provide

| ateral access to the token store or audit |og.

*Ai r-gapped token issuance:* |Instance token batches for 10T device

cl asses MUST be generated on infrastructure with no persistent

i nternet connection. |ssuance systens MJST use hardware security
modul es (HSMs) for all cryptographi c operations. The issuance

net wor k MJUST be physically separated fromthe token delivery network.

*Geographic distribution:* Core API X systenms MJST be distributed
across at |east two independent physical jurisdictions. No single

| egal order fromany one jurisdiction MIST be sufficient to take the
full systemoffline or conpel full data access

*Zero-trust internal architecture:* No governi ng body system MJST
grant inplicit trust to requests from other governing body systens.
Al'l inter-system conmunicati on MJST be authenticated and authori sed

i ndependently of network |ocation. Lateral noverment within governing
body infrastructure MJUST require separate credentials at each
boundary.

*Cryptographic floor:* Al external-facing endpoints MJUST use TLS 1.3
or higher ([RFC8446]). Al signing operations MJST use asymmetric

keys stored in hardware-backed key storage. Key material MJST NOT be
exportable fromthe HSMin pl ai ntext under any operational procedure.

*Mandat ory penetration testing:* The governing body MJST comm ssion
an i ndependent penetration test of its production infrastructure at
| east annually. A sunmmary of findings (severity distribution,
remedi ati on status) MJST be published in the governing body’'s annua
security report within 90 days of the test. The identity of the
testing firm MUST be discl osed.

*Responsi bl e di scl osure progranmme: * The governi ng body MJST mai ntain

a public responsible disclosure policy at a stable URL and MJST
acknow edge vul nerability reports within 5 business days.
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1.12.3. Oganisational Security Requirements

*Personnel vetting:* Al staff and contractors with access to the
token store, LER queue, sanctions screening pipeline, or audit |og
MUST under go docunent ed background verification comrensurate with the
sensitivity of the systens they can access, prior to access being
granted. Access MJST be revi ewed annual ly.

*Segregation of duties:* No individual staff nenmber MJST hol d

si mul t aneous access to nore than two of the follow ng: token store,
audit | og, LER queue, sanctions pipeline, board signing keys. This
constrai nt MJUST be enforced technically, not procedurally.

*Least-privil ege access:* Access rights MJST be scoped to the m ni num
required for the role. Privileged access MIST expire after a defined
sessi on wi ndow and MUST require re-authentication. No standing

privil eged sessions are permtted.

*Security awareness:* Al governing body staff MJST conplete security
awar eness training annually, covering at mninumthe threat types and
unl awf ul request scenarios relevant to an operator under the security
obligations defined in this section

*Insider threat detection:* The governing body MJST operate anomal ous
access pattern detection across all privileged systenms. Anomalies
MJUST generate alerts to a security function independent of the
alerted staff nenber’s reporting |ine.

*\Whi st | ebl ower protection:* Any governing body staff nenber or
contractor who receives an instruction — fromany source, including
governi ng body board nmenmbers — that woul d cause the governing body to
act contrary to the Non-Surveillance Comm tnent (Section 5) or the
requirenents of this section MJST have a protected right to report
that instruction to an external body wi thout prior internal approval
This right MJST be codified in the governing body’'s founding charter
charter and in every enploynent and contractor agreenment. |t MJST

NOT be wai vabl e by board resolution or individual contract term

1.12. 4. Political |Independence and Anti-Capture Measures

*Structural domcile:* the governing body MJST naintain its Sw ss
Stiftung domicile as a structural defence. The Swiss |egal system
political neutrality, and the oversight of the Ei dgenssische
Stiftungsaufsicht provide a foundation that is not subject to the
data access reginmes of any single major power.
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*CGol den share:* the governing body’'s charter MJUST maintain a

gover nance nechani sm equi val ent to a 51% gol den share that prevents
any acquisition, nerger, or board supermajority fromoverriding the
charter’s core purpose. No commercial transaction MJST be pernitted
to subordi nate the governing body's neutrality obligations to the
interests of a single organisation or jurisdiction

*Board composition:* No single nation-state's citizens or residents
MJUST hold a majority of board seats. No individual MJST hold nore
than one vote on any board decision. Board conposition MJST be
publ i shed annually in the transparency report.

*Infrastructure jurisdiction policy:* The governi ng body MJST NOT
host core API X systenms — token store, audit |og, LER queue — in
jurisdictions that inpose secret data access orders (orders that
legally prohibit the recipient fromdisclosing that the order was
received). The governing body MJUST naintain a published |ist of
approved hosting jurisdictions, reviewed annually by the board.
Renoval of a jurisdiction fromthe approved |ist MJST trigger

m gration of any systens hosted there within 180 days.

*Lawful pressure resistance:* |If the governing body receives a
governnent dermand for data access, system access, or operationa
changes that does not satisfy the LER criteria defined in [APIX-10T]
Section 9.8, The governing body MJST refuse the demand. The

governi ng body MJST record the demand in the audit |og and MJST

report its existence — w thout operational detail that would
conprom se an ongoi ng investigation — in the next annual transparency
report. The governing body MUST NOT conply with informal diplomatic
pressure, agency-level requests, or extra-judicial demands regardl ess
of the requesting party’s political standing.

*Anti-capture review * The board MJST conduct an annual review of
whet her any commrercial relationship, grant dependency, or staff
conposition creates a conflict of interest with the governing body’s
neutrality obligations. Findings MIST be published in the
transparency report.

1.12.5. Crisis Governance Protoco

The foll owi ng conditions each independently trigger the governing
body crisis governance protocol

* Credible evidence that API X production infrastructure has been
comprom sed by an external actor

* Receipt of a demand that the governing body’'s | egal counse
assesses as an attenpt to conpel action contrary to the charter
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* Attenpted hostile acquisition, board capture, or charter amendnent
by a party with a conflict of interest

* Regulatory action that threatens | oss of Swiss Stiftung domcile
*Cbligations on trigger:*

1. The discovering party MIST notify all board menbers within 4
hour s.

2. The governi ng body MJUST publish a public statenent acknow edgi ng
the trigger event within 72 hours of confirmation. The statenent
MUST describe the nature of the threat in general ternms w thout
di scl osi ng operational detail that would aid the attacker.

3. The governing body MJST activate its continuity-of-operations
pl an, ensuring Index APl availability is maintained independently
of any conpromi sed or coerced system

4. |If Swiss domcile is threatened or |ost, the board MJST convene
within 30 days to activate a pre-agreed organisational relocation
framework. The destination jurisdiction MIST satisfy the
infrastructure jurisdiction policy defined above. The relocation
framewor k MJUST be prepared and approved by the board before API X
reaches production operation and MJST be revi ewed annual ly.

No single board nmenber and no external party MJST have the authority
to suspend or del ay execution of steps 13 above.

1.12.6. Data Mnimsation as Security Policy

The | east-held data is the | east-|eakable data. The follow ng
constraints apply to all API X operational systens:

* APl X MJUST NOT | og consum ng agent query patterns beyond the
m nimumrequired for liveness nonitoring and abuse detection
Query |l ogs MJST be purged after 30 days unl ess retai ned under a
specific, docunented, time-limted LER i nvestigation scope.

* Device instance network | ocation data (network.ipv6, as published
in the instance record) MJST be purged from API X systens within 72
hours of the instance transitioning to offline status, subject to
any active LER retention obligation on that instance. The
internally observed source | Pv4 address (observed_source_i pv4,
retained for abuse detection and geo-routing and not surfaced in
the instance record) is subject to the sane purge obligation and
timeline.
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* APl X MUST NOT build or maintain cross-session behavioural profiles
of consumi ng agents. Each query session MJST be treated as
i ndependent .

* FEvery data field collected or retained by APl X MIST have a
docunented functional justification. Fields without a current
functional justification MJST be deleted fromthe data nodel in
the next schema revision. This review MIST be a standi ng agenda
item at each the governing body board neeting.

1.12.7. Annual Security Report

t he governi ng body MJST publish an annual security report within 90
days of the close of each cal endar year. The security report is
separate fromthe transparency report defined in Section 5.6 and MJST
cont ai n:

* Summary of the year’s penetration test findings: severity
distribution (critical / high / nmedium/ |ow count), renediation
status of prior findings, identity of testing firm

* Summary of infrastructure changes affecting the attack surface

* Staff access review outcomes: nunber of access rights granted,
revoked, and nodified

*  Count of external denmands received that did not neet LER criteria,
and how each was handl ed

*  Count of whistleblower reports received and their resolution
status (no identifying detail)

* Board attestation that the infrastructure jurisdiction policy was
reviewed and renmins current

The sane unilateral publication right defined for the transparency
report (Section 5.6) applies to the security report: if the board
fails to publish within 90 days of period close, any individual board
menber MUST be enpowered to publish it unilaterally. This right MJST
NOT be wai vabl e by board resol ution

1.13. Security Considerations
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1.13.1. Abuse and Fake Listings

The mandatory Terns of Service acceptance at registration provides a
first barrier against malicious actors listing fake or harnfu
services. For OO0 and O 1, identity verification is linmted;
consum ng agents SHOULD NOT rely solely on index presence for trust
at these levels. For O 2 and above, the formal B2B contractua

rel ati onship and progressively stronger identity and conpliance
verification substantially raise the cost of abuse.

Consum ng agents SHOULD apply Trust Policies that exclude OO0
services for any task involving sensitive data or consequenti al
actions.

the governi ng body MJUST mai ntain an abuse reporting mechani sm and
MUST be able to suspend or renobve a Service Record within 24 hours of
confirnmed abuse. Suspended service records MJST renmain in the index
with a status: suspended flag and MJUST NOT be silently deleted, to
provi de transparency to agents that had cached the record.

1.13.2. Trust Level Spoofing

Organi sation and Service trust levels in the Service Record are set
only by the APIX itself, not by the Service Oaner. APM subni ssions
that include trust field values MJST have those val ues overwitten by
the API X upon processing. The Index APl MJST NOT expose self-
asserted trust val ues.

1.13.3. Transport Security Requirenents

The | ndex APl MUST be served exclusively over TLS ([ RFC8446]).
Certificate validity MJST be verified by consum ng agents. Agents
MUST NOT bypass TLS certificate verification when querying the |Index
API .

Al entry_point and spec.url values subnitted in APMregistrations
MJUST use the https schene. The Index MJST reject APM subm ssions
that provide HTTP (non-TLS) values for these fields.

1.13.4. Bot Consuner R sks
The API X provi des discovery and trust netadata. It does not
guarantee the safety, correctness, or availability of listed
services. Consum ng agents MJST NOT assume that a service listed in
the API X is safe to use wi thout applying their own Trust Policy.

Consum ng agents SHOULD treat |ndex APl responses as untrusted input
and validate the structure of Service Records before acting on them
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Appendi x A. Change Log
*draft-rehfel d-api x-core-00:* Initial subm ssion, April 2026.

*draft-rehfel d-api x-core-01:* Related Wrk section expanded to cover
AGNTCY (Linux Foundation), A2A Protocol (Linux Foundation), draft-
drake-agent-identity-registry, and the Linux Foundati on Agentic Al
Foundation (AAIF). Positioning paragraph updated to reflect the
consol i dati on of conmmuni cati on and invocation standards under the
AAIF and API X' s conpl ementary position as the discovery layer. MCP
entry updated with AAIF governance note. Four new informative

ref erences added: AAIF, AGNTCY, A2A, |-D.drake-agent-identity-
registry. "The Discovery Shift" section scoped to a precise
techni cal problem statement — strategic framng removed to keep the
section appropriate for an | ETF specification docunent. AGNTCY scope
conpari son corrected: "conmmercial services" replaced with "agent-
consunabl e services and |oT device classes" to reflect the full scope
of both API X profiles.

A.1. 1 ANA Considerations
Thi s docunent requests no | ANA actions. Registry structures defined
here are nmi ntai ned by the governi ng body at apix.exanpl e. org/
registry/. Initial registry values are defined in [API X- SERVI CES] and
[ APl X- 1 OT] .
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