TLS T. Reddy

I nternet-Draft Noki a
I nt ended status: Standards Track T. Hol | ebeek
Expires: 15 Cctober 2025 Di gi Cert
J. Gay

Ent r ust

S. Fl uhrer

Ci sco Systens
13 April 2025

Use of SLHDSA in TLS 1.3
draft-reddy-tls-sl hdsa-01
Abstract

This meno specifies how the post-quantum signature schene SLH DSA
[ FIPS205] is used for authentication in TLS 1.3.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

St at el ess Hash-Based Digital Signatures (SLH DSA) [FIPS205] is a
quantumresi stant digital signature schene standardi zed by the US
National Institute of Standards and Technol ogy (N ST) PQC project.

This meno specifies how SLH DSA can be negotiated for authentication
in TLS 1.3 via the "signature_algorithnms" and
"signature_al gorithns_cert" extensions.

1.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here. These words may al so appear in this
docunent in |ower case as plain English words, absent their normative
meani ngs.

Thi s docunment uses terns defined in
[I1-D.ietf-pquip-pqgt-hybrid-termnology]. For the purposes of this
docunent, it is helpful to be able to divide cryptographic algorithns
into two cl asses:
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"Asynmetric Traditional Cryptographic Algorithnl: An asymmetric
crypt ographi c al gorithm based on integer factorisation, finite field
discrete logarithns or elliptic curve discrete logarithms, elliptic
curve discrete logarithns, or related mat hemati cal problens.

"Post - Quantum Al gorithni: An asymretric cryptographic algorithmthat
is believed to be secure against attacks using quantum conputers as
wel | as classical conputers. Post-quantum algorithms can al so be
call ed quantumresi stant or quantumsafe algorithnms. Exanples of
quantumresi stant digital signature schenes include M.-DSA and SLH
DSA.

2. SLH DSA Si gnhatureSchenes Types

SLH DSA [ FI PS205] utilizes the concept of statel ess hash-based
signatures. |In contrast to stateful signature algorithnms, SLH DSA
elimnates the need for maintaining state information during the
signing process. SLHDSA is designed to sign up to 2764 nessages and
it offers three security levels. The paranmeters for security levels
1, 3, and 5 were chosen to provide AES- 128, AES-192, and AES-256 bits
of security respectively (see Table 2 in Section 10 of
[1-D.ietf-pquip-pgc-engineers]). This docunent specifies the use of
the SLH- DSA algorithmin TLS at each | evel

Thi s document specifies the use of the SLH DSA algorithmin TLS at
three security levels. Each security level (1, 3, and 5) defines two
variants of the algorithm a small (S) version and a fast (F)

version. The small version prioritizes smaller signature sizes,
maki ng them suitabl e for resource-constrained environnments |oT
devices. Conversely, the fast version prioritizes speed over
signature size, minimzing the time required to generate signatures.
However, signature verification with the small version is faster than
with the fast version. For hash function selection, the algorithm
uses SHA-256 ([FIPS180]) for security level 1 and SHA-512 ([ FI PS180])
for security levels 3 and 5. Alternatively, SHAKE256 ([ FIPS202]) can
be used across all security |evels.

The foll owi ng conbi nations are defined in SLH DSA [ FI PS205] :
*  SLH DSA- 128S- SHA2
*  SLH DSA- 128F- SHA2
*  SLH DSA- 192S- SHA2
*  SLH DSA- 192F- SHA2

*  SLH- DSA- 256S- SHA2
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*  SLH DSA- 256F- SHA2

*  SLH- DSA- 128S- SHAKE
*  SLH- DSA- 128F- SHAKE
*  SLH DSA-192S- SHAKE
*  SLH- DSA- 192F- SHAKE
*  SLH- DSA- 256S- SHAKE
*  SLH- DSA- 256F- SHAKE

SLH DSA does not introduce any new hardness assunpti ons beyond those
i nherent to its underlying hash functions. 1t builds upon
establ i shed foundations in cryptography, nmaking it a reliable and
robust digital signature schenme for a post-quantumworld. Wile
attacks on lattice-based schenmes |ike M.-DSA are currently

hypot hetical at the time of witing this docunment, such attacks, if
realized, could conpromi se their security. SLH DSA would remain
unaf fected by these attacks due to its distinct mathematica
foundations. This ensures the ongoing security of systens and
protocols that use SLH DSA for digital signatures

However, M.-DSA outperforms SLH DSA in both signature generation and
validation tine, as well as in signature size, making it a
recomrended choice for end-entity certificates. SLHDSA, in
contrast, offers snmaller key sizes but larger signature sizes. @Gven
its well-established hardness assunption, SLH DSA rmay be preferred
for TLS applications where high confidence in security is a priority,
such as for long-lived TLS sessions and depl oynments where

comput ational costs of signature generation and validation are m nor
conpared to data transm ssion and processi ng denmands of user data.
The findings in [PQ TLS-TTLB] shows that while PQ al gorithns increase
the TLS 1.3 handshake data size, their effect on connection
performance is mninmal for large data transfers, especially in | ow

| oss networks. Additionally, SLH- DSA is suitable for use in CA
certificates due to its strong cryptographi c assurances and snal | er
key sizes. |Its robustness agai nst energi ng quantum attacks makes it
a dependabl e choice for trust anchors and |long-termsecurity, even
though it has | arger signature sizes.

As defined in [ RFC8446], the SignatureSchene nanespace is used for
the negotiation of signature scheme for authentication via the
"signature_algorithns" and "signature al gorithns_cert" extensions.
Thi s docunent adds new Si gnatureSchenmes types for the SLH DSA as
fol | ows.
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enum {
sl hdsa_sha2_128s (0x0911),
sl hdsa_sha2_128f (0x0912),
sl hdsa_sha2_192s (0x0913),
sl hdsa_sha2_192f (0x0914),
sl hdsa_sha2_ 256s (0x0915),
sl hdsa_sha2_256f (0x0916),
sl hdsa_shake_128s (0x0917)
sl hdsa_shake_128f (0x0918)
sl hdsa_shake_192s (0x0919)
sl hdsa_shake_192f (0x091A)
sl hdsa_shake_256s (0x091B)
sl hdsa_shake_256f (0x091C)

} Si gnat ur eScherne;

It is inportant to note that the sl hdsa* entries represent the pure
versi ons of these algorithns and should not be confused with
prehashed variant HashSLH DSA, al so defined in [FlPS205].

SLH DSA supports two signing nodes: deternministic and hedged. |In the
determnistic node, the signature is derived solely fromthe nessage
and the private key, without requiring fresh randomess at signing
time. Wile this elimnates dependence on an external random nunber
generator (RNG, it may increase susceptibility to side-channel
attacks, such as fault injection. The hedged node nmitigates this

ri sk by incorporating both fresh randommess generated at signing tine
and preconput ed randomess enbedded in the private key, thereby

of fering stronger protection against such attacks. |In the context of
TLS, authentication signatures are conputed over unique handshake
transcripts, making each signature input distinct for every session.
This property allows the use of either signing node. The hedged

si gni ng node can be | everaged to provide protection agai nst side-
channel attacks. The choice between determ nistic and hedged nodes
does not affect interoperability, as the verification process is the

same for both. In both nodes, the context paraneter defined in
Al gorithm 22 and Al gorithm 24 of [FIPS205] MJST be set to the enpty
string.

The signature MJST be conputed and verified as specified in
Section 4.4.3 of [ RFC8446].

The corresponding end-entity certificate when negotiated MJST use id-
sl h-dsa-sha2-128s, id-sl h-dsa-sha2-128f, id-slh-dsa-sha2-192s, id-

sl h-dsa-sha2-192f, id-sl h-dsa-sha2-256s, id-slh-dsa-sha2-256f, id-

sl h-dsa- shake- 128s, i d-sl h-dsa-shake-128f, id-sl h-dsa-shake-192s, id-
sl h- dsa- shake- 192f, i d-sl h-dsa-shake-256s and i d-sl h-dsa- shake- 256f
respectively as defined in [I-D.ietf-]anps-x509-sl hdsa]}.
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The schenes defined in this document MJUST NOT be used in TLS 1.2
[ RFC5246]. A peer that receives ServerKeyExchange or
CertificateVerify message in a TLS 1.2 connection with schenes
defined in this document MJUST abort the connection with an
illegal paraneter alert.

3. Security Considerations

The security considerations discussed in Section 8 of
[1-D.ietf-lanps-x509-slhdsa] needs to be taken into account.

4. | ANA Consi derations

Thi s docunent requests new entries to the TLS Si gnatureSchene
registry, according to the procedures in Section 6 of [TLSI ANA].

[ el ety ey el o
| Value | Description | Recommended | Reference |
[ oo oo s, ool s g
| O0x0911 | slhdsa_sha2 128s | N | This document. |
Fomm oo o e e e o S o e +
| 0x0912 | slhdsa_sha2_128f | N | This docunent

S ey - - +
| 0x0913 | slhdsa sha2 192s | N | This docunent

I p—— TR . T +
| O0x0914 | sl hdsa_sha2_192f | N | This docunent

Fomm oo o e e e o S o e +
| 0x0915 | sl hdsa_sha2_256s | N | This docunent

S ey - - +
| O0x0916 | sl hdsa sha2 256f | N | This docunent

I p—— TR . T +
| O0x0917 | sl hdsa_shake 128s | N | This document. |
Fomm oo o e e e o S o e +
| 0x0918 | sl hdsa_shake_128f | N | This docunent

S ey - - +
| O0x0919 | sl hdsa shake 192s | N | This docunent

I p—— TR . T +
| Ox091A | sl hdsa_shake 192f | N | This document. |
Fomm oo o e e e o S o e +
| 0x091B | sl hdsa_shake_256s | N | This docunent. |
S ey - - +
| O0x091C | sl hdsa _shake 256f | N | This document. |
I p—— TR . T +

Table 1

5. References
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