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Abstract

Conpositing the post-quantum M.- DSA signature with traditiona
signature algorithnms provides protection agai nst potential breaks or
critical bugs in M-DSA or the M.-DSA inmpl ementation. This docunent
speci fi es how such a composite signature can be fornmed usi ng M.- DSA
with RSA-PKCS#1 v1.5, RSA-PSS, ECDSA, Ed25519, and Ed448 to provide
aut hentication in TLS 1. 3.
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1. Introduction

The advent of quantum conputing poses a significant threat to current
cryptographi c systens. Traditional cryptographic algorithns such as
RSA, Diffie-Hellman, DSA, and their elliptic curve variants are

vul nerable to quantum attacks. During the transition to post-quantum
cryptography (PQC), there is considerable uncertainty regarding the
robust ness of both existing and new cryptographic algorithns. Wile
we can no longer fully trust traditional cryptography, we al so cannot
i medi ately pl ace conplete trust in post-quantumrepl acenents until

t hey have undergone extensive scrutiny and real-world testing to
uncover and rectify potential inplenmentation flaws.

Unl i ke previous nigrations between cryptographic algorithns, the

deci sion of when to migrate and which algorithnms to adopt is far from
straightforward. Even after the migration period, it may be

advant ageous for an entity's cryptographic identity to incorporate

mul tiple public-key algorithns to enhance security.

Cautious inplementers may opt to conbine cryptographic algorithnms in
such a way that an attacker would need to break all of them

simul taneously to conmprom se the protected data. These nechani sns
are referred to as Post-Quantuni Traditional (PQ T) Hybrids
[1-D.ietf-pquip-pqgt-hybrid-term nol ogy].
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One practical way to inplenment a hybrid signature schene is through a
composite signature algorithm In this approach, the conposite
signature consists of two signature conponents, each produced by a
different signature algorithm A conposite key is treated as a
single key that perforns a single cryptographic operation such as key
generation, signing and verification by using its internal sequence
of conponent keys as if they forma single key.

Certain jurisdictions are already recomrendi ng or mandati ng that PQC
|attice schenes be used exclusively within a PQ T hybrid franmework
The use of Conposite schemes provides a straightforward

i mpl ementation of hybrid solutions conpatible with (and advocated by)
some governnents and cybersecurity agencies [BSI2021].

M.- DSA [ FI PS204] is a post-quantum signature schenes standardi sed by
NIST. It is a nodule-lattice based schene.

This meno specifies how a conposite M.-DSA can be negotiated for

aut hentication in TLS 1.3 via the "signature_algorithns" and
"signature_algorithns_cert" extensions. Hybrid signatures provide
additional safety by ensuring protection even if vulnerabilities are
di scovered in one of the constituent algorithnms. For depl oynents
that cannot easily tweak configuration or effectively enabl e/ disable
al gorithms, a conposite signature conbining PQC signature algorithm
with an traditional signature algorithmoffers the nost viable

sol uti on.

The rationale for this approach is based on the limtations of

fall back strategies. For exanple, if a traditional sighature system
is conprom sed, reverting to a PQC signature al gorithmwould prevent
attackers fromforgi ng new signatures that are no | onger accepted.
However, such a fallback process | eaves systens exposed until the
transition to the PQC signature algorithmis conplete, which can be
slow in many environments. |n contrast, using hybrid signatures from
the start mitigates this issue, offering robust protection and
encour agi ng faster adoption of PQC.

Further, zero-day vulnerabilities, where an exploit is discovered and
used before the vulnerability is publicly disclosed, highlights this
risk. The time required to disclose such attacks and for

organi zations to reactively switch to alternative algorithns can

| eave systens critically exposed. By the tinme a secure fallback is

i mpl ement ed, attackers may have al ready caused irreparabl e damage
Adopting hybrid signatures preenptively helps mtigate this w ndow of
vul nerability, ensuring resilience even in the face of unforeseen

t hreat s.
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1.1. Conventions and Term nol ogy

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in

BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here. These words may al so appear in this
docunent in | ower case as plain English words, absent their normative
meani ngs.

Thi s docunent is consistent with the term nol ogy defined in
[1-D.ietf-pquip-pgt-hybrid-term nology]. It defines conposites as:

_Composite Cryptographic Elenent _: A cryptographic el enent that
i ncorporates multiple conmponent cryptographic el enents of the sane
type in a multi-al gorithm schene.

2. M.-DSA SignatureSchenes Types

As defined in [ RFC8446], the SignatureSchene nanespace is used for
the negotiation of signature scheme for authentication via the
"signature_algorithns" and "signature al gorithns_cert" extensions.
Thi s docunent adds new Si gnatureSchenmes types for the conposite M-
DSA as foll ows.

enum {
m dsa44_ecdsa_secp256r1_sha256 (0x0907),
m dsa65_ecdsa_secp384r1 sha384 (0x0908),
m dsa87_ecdsa_secp384r1 sha384 (0x0909),
m dsa44_ed25519 (0x090A),
m dsa65_ed25519 (0x090B)
m dsa44_rsa2048 pkcsl _sha256 (0x090CQ),
m dsa65_rsa3072_pkcsl _sha256 (0x090D),
m dsa65_rsad4096 pkcsl sha384 (0x090E)
m dsa44 _rsa2048 pss_pss_sha256 (0x090F),
m dsa65 _rsa3072_pss_pss_sha256 (0x0910),
m dsa65_rsad4096_pss_pss_sha384 (0x0911),
m dsaB87_ed448 (0x0912)

} SignatureSchene
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Each entry specifies a unique conbination of an M.- DSA paraneter, an
elliptic curve or RSA variant, and a hashing function. The first

al gorithm corresponds to M- DSA-44, M.-DSA-65, and M.- DSA-87, as
defined in [FIPS204]. It is inportant to note that the nldsa*
entries represent the pure versions of these algorithns and shoul d
not be confused with prehashed variants, such as HashM.- DSA-44, al so
defined in [ FI PS204]. Support for prehashed variants is not required
because TLS computes the hash of the nessage (e.g., the transcript of
the TLS handshake) that needs to be signed.

M.- DSA supports two signing nodes: deternministic and hedged. In the
deterministic node, the signature is derived solely fromthe nessage
and the private key, without requiring fresh randomess at signing
time. Wiile this elimnates dependence on an external random numnber
generator (RNG, it may increase susceptibility to side-channe
attacks, such as fault injection. The hedged node mitigates this
risk by incorporating both fresh randommess generated at signing tine
and preconput ed randomess enbedded in the private key, thereby

of fering stronger protection against such attacks. |In the context of
TLS, authentication signatures are conputed over unique handshake
transcripts, making each signature input distinct for every session.
This property allows the use of either signing node. The hedged
signi ng node can be | everaged to provide protection agai nst the side-
channel attack. The choice between deterministic and hedged nodes
does not affect interoperability, as the verification process is the

same for both. In both nodes, the context paraneter defined in
Al gorithm 2 and Al gorithm 3 of [FlIPS204] MJST be set to the enpty
string.

The signature MUST be conputed and verified as specified in

Section 4.4.3 of [RFC8446]. The Conposite-M-DSA Sign function,
defined in [I-D.ietf-|anmps-pg-conposite-sigs], will be utilized by
the sender to conpute the signature field of the CertificateVerify
message. Conversely, the Conposite-M-DSA Verify function, also
defined in [I-D.ietf-|anps-pg-conposite-sigs], will be enployed by
the receiver to verify the signature field of the CertificateVerify
nmessage

The corresponding end-entity certificate when negotiated MJST use the
First Algorithm D and Second Al gorithm D respectively as defined in
[1-D.ietf-I|anmps-pg-conposite-sigs].

The schenmes defined in this document MJUST NOT be used in TLS 1.2
[ RFC5246]. A peer that receives ServerKeyExchange or
CertificateVerify message in a TLS 1.2 connection with schenes
defined in this docunment MJUST abort the connection with an
illegal paraneter alert.
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3.

Signature Al gorithm Restrictions

TLS 1.3 renmpoved support for RSASSA- PKCS1-v1l 5 [ RFC8017] in
CertificateVerify messages, opting for RSASSA-PSS i nstead.
Simlarly, this docunent restricts the use of the conposite signature
al gorithms m dsad44 rsa2048 pkcsl sha256,

m dsa65_rsa3072_pkcsl sha256, and ml dsa65_rsad4096_pkcsl sha384
algorithms to the "signature_algorithns_cert" extension. These
composite signature algorithms MJST NOT be used with the
"signature_al gorithns" extension. These values refer solely to
signatures which appear in certificates (see Section 4.4.2.2 of
[ RFC8446]) and are not defined for use in signed TLS handshake
messages.

A peer that receives a CertificateVerify message indicating the use
of the RSASSA- PKCS1-v1l 5 algorithmas one of the conponent signature
al gorithms MUST term nate the connection with a fata

illegal _parameter alert.

Selection Criteria for Conposite Signature Al gorithns

The conposite signatures specified in the docunent are restricted set
of cryptographic pairs, chosen fromthe intersection of two sources:

* The conposite al gorithm conbinati ons as recomrended in
[I-D.ietf-1lanps-pg-conposite-sigs], which specify both PQC and
traditional signature algorithns.

* The mandat ory-to-support or reconmended traditional signature
algorithms listed in TLS 1.3.

By limting algorithm conbinations to those defined in both
[I-D.ietf-|anps-pg-conposite-sigs] and TLS 1.3, this specification
ensures that each pair:

* Meets established security standards for conposite signatures in a
post - quant um cont ext, as described in
[1-D.ietf-1|anps-pg-conposite-sigs].

* |s conpatible with traditional digital signatures recomended in
TLS 1.3, ensuring interoperability and ease of adoption within the
TLS ecosystem

Thi s conservative approach reduces the risk of selecting unsafe or

i nconpati bl e configurations, pronoting security by requiring only
trusted and well-vetted pairs. Future updates to this specification
may introduce additional algorithmpairs as standards evol ve, subject
to simlar vetting and inclusion criteria.
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5.

Security Considerations

The security considerations discussed in Section 11 of
[1-D.ietf-lanps-pg-conposite-sigs] needs to be taken into account.

Ed25519 and Ed448 ensure SUF security, which may remain secure even
if M.-DSA is broken, at least until CRQCs energe. Applications that
prioritize SUF security may benefit fromusing themin conposite with
M.-DSA to mtigate risks if M-DSA is eventually broken.

TLS clients that support both post-quantum and traditional-only
signature algorithns are vul nerable to downgrade attacks. |In such a
scenario, an attacker with access to a CRQC could forge a traditiona
server certificate, thereby inpersonating the server. |If the client
accepts traditional-only certificates for backward conpatibility, it
will be exposed to this risk

Wil e the wi despread depl oynent of conposite or post-quantum
certificates will reduce exposure, clients remain vul nerable unless
they enforce stricter authentication policies. A coordinated "flag
day" in which all traditional-only certificates are sinultaneously
phased out across the ecosystemis highly unlikely, due to real-world
depl oynent constraints. To address this deploynment chall enge,

i npl ement ati ons MAY adopt a strategy to allow clients to cache a
server’s support for conmposite or PQcertificates, simlar to the
HTTP Strict Transport Security (HSTS) mechanism Once a client
observes a server presenting a conmposite or PQ certificate, it could
renenber it and reject fallback to traditional-only authentication in
future connections to that server

| ANA Consi der ati ons

Thi s docunent requests new entries to the TLS Si gnatureSchene
registry, according to the procedures in Section 6 of [TLSIANA].

Reddy, et al. Expires 5 January 2026 [ Page 7]



Internet-Draft

+::::::+::::::::::::::::::::::::::::::::
| Val ue | Description

[S oo bumfemmsfemmey oo s
| 0x0907| m dsad44_ecdsa_secp256r1_sha256

Reddy, et al.

Table 1

Use of Conposite M.-DSA in TLS 1.3

July 2025
[ Eefs ool e e
| Recommended | Reference |
[ el b oo el s pues e pet
| N | This |
| | document. |
T - IR +
| N | This |
| | document. |
S R +
| N | This |
| | document. |
T - IR +
| N | This |
| | document. |
S R +
| N | This |
| | document. |
T - IR +
| N | This |
| | document. |
S R +
| N | This |
| | document. |
T - IR +
| N | This |
| | document. |
S R +
| N | This |
| | document. |
T - IR +
| N | This |
| | document. |
S R +
| N | This |
| | document. |
T - IR +
| N | This |
| | document. |
S R +

Expires 5 January 2026

[ Page 8]



I nternet-Draft Use of Conposite M.-DSA in TLS 1.3 July 2025

6.1. Restricting Conposite Signature Al gorithns to the
signature_al gorithnms_cert Extension

IANA is requested to add a footnote indicating that the

m dsa44 _rsa2048 pkcsl sha256, m dsa65 rsa3072_ pkcsl _sha256, and

m dsa65_rsad4096 pkcsl sha384 al gorithns are defined exclusively for
use with the signature_algorithns_cert extension and are not intended
for use with the signature_al gorithns extension.
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