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1.

I nt roducti on

The energence of cryptographically relevant quantum computer (CRQC)
poses a threat to w dely depl oyed public-key algorithnms such as RSA
and el liptic-curve cryptography (ECC). Post-quantumalgorithns are
bei ng standardi zed by N ST and ot her bodies, but migration is not
imediate. In the meantine, protocols need to ensure that

aut henti cati on mechani sms remain secure agai nst both classical and
quant um adver sari es

For data authentication, the primary concern is that adversaries who
obtain a CRQC will be able to forge digital signatures produced by
traditional public-key algorithms (e.g., RSA, ECDSA). Such forgeries
enabl e a range of attacks, including on-path man-in-the-niddle (MtM
attacks, and off-path attacks such as software-artifact forgery, and
client inmpersonation in nmutual TLS when a client private key is
conprom sed. In addition, on-path adversaries can attenpt active
downgr ade techni ques (for exanple, suppressing PQC or hybrid
signature schenes during negotiation) to force reliance on broken
traditional algorithms. PQC or Hybrid certificates do not by
thensel ves prevent downgrade attack when relying parties continue to
accept traditional-only certificates. These risks notivate a
transition of certificate-based authentication toward post-quantum
security.

The | ETF has defined two hybrid transition nodels for use in TLS,
| KEv2/ | Psec, JOSE/ COSE, and PKI X:

* Conposite certificates: A single X 509 certificate that contains a
conposite public key and a conposite signature, conbining a
traditional and a PQC algorithm Certificates using conposite M-
DSA are specified in [ COMPCSI TE- M- DSA] .

* Dual -certificate nodel: A deploynent nodel in which two separate
certificates, one using a traditional algorithmand one using a
PQC al gorithm issued for the sane identity, presented and
val i dat ed toget her during authentication. Sone protocols nmay
require these certificates to include the RelatedCertificate
ext ensi on [ RELATED- CERTS] to ensure that both refer to the sane
identity and binding.

Anot her approach is to use a PQC certificate which contains only a
post - quant um publ i c key and produces signatures using a PQC
al gorithm Exanpl es include [ M.-DSA] and [ SLH DSA] .

Thi s docunent provides guidance on sel ecting anong the two hybrid
certificate nodels and the PQC nodel depending on the depl oynent

context, the readiness of the supporting ecosystem and security

requirenents.
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It is inportant to note that the use of PQC certificates, conposite
certificates, or the dual-certificate nodel al one does not guarantee
post - quantum security. As long as relying parties continue to trust
or accept traditional-only certificates, an attacker equipped with a
CRQC can forge traditional certificates and inpersonate an

aut henticated party, even if that party does not use a traditiona
certificate. Post-quantum security is achieved only when relying
parties enforce policies that reject traditional-only authentication

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses the terns "conposite certificates" and "PQC
certificates" as defined in Section 1.

The term"dual certificates" in this document refers to the dual -
certificate nodel as defined in Section 1.

Conposite: A key, certificate, or signature that nerges traditiona
and PQC al gorithnms into one object.

The terms hybrid signature schenme and hybrid signature are used as
defined in [ HYBRI D- SPECTRUVS]

The term hybrid certificates is used herein to refer to either
composite or dual certificate nodels.

Rel ying Party: An endpoint which validates the certificate of a
renote peer. Wth classic HTTPS authentication, this is the HTTPS
client. Wth nutual TLS authentication, this is both TLS endpoints.

Aut henticated Party: An endpoint which provides its certificate for a
renote peer to validate. Wth classic HITPS authentication, this is
the HTTPS server. Wth nutual TLS authentication, this is both TLS
endpoi nts.

Reddy, et al. Expires 17 April 2026 [ Page 4]



I nternet-Draft PQC Signature M gration Guidance Cct ober 2025

3. Mdtivation for PQC Signatures

Unl i ke "Harvest Now, Decrypt Later" attacks (see Section 7 of

[ PQC-ENG NEERS] ) that target the confidentiality of encrypted data,
the threat to authentication arises only fromthe nonent a CRQC
becones avail abl e. Conpromi se of authentication is therefore not
retrospective: previously established identities and signatures
cannot be forged in hindsight, but all future authentications using
tradi tional algorithnms beconme insecure once a CRQC exi sts.

Once a CRQC is available, continued reliance on traditional public-
key algorithms (e.g., RSA ECDSA) becones untenable, as an attacker
could forge digital signatures and inpersonate legitinate entities.
In practice, the availability of a CRQC may not be publicly
disclosed. Simlar to a zero-day vulnerability, an adversary could
expl oit quantum capabilities privately to conprom se traditiona
certificates without alerting the wi der ecosystem

Addressing this risk requires replacing traditional signatures with
post - quantum (PQC) signatures. Doing so entails ecosystemw de
upgr ades acr 0ss:

* Software conponents: cryptographic libraries and protoco
i mpl ement ati ons;

*  Hardware security devices: Hardware Security Mdul es (HSMs) and
Trusted Pl atform Mdul es (TPMs);

* Public Key Infrastructure (PKI): Certification Authorities (CAs),
i nternmedi ate CAs, and trust anchors;

* Dependent protocols: TLS ([TLS], [DTLS]), [IKEv2], and JOSE/ CCSE

Because these transitions require years of planning, coordination,
and investment, preparations rmust begin well before a CRQCis
publicly known.

PQC or hybrid certificates provide post-quantum security only when
relying parties reject traditional-only certificates (see

Section 11.1). The inplications of this requirenment differ across
depl oynent environments:

* (Open environnents (e.g., the Wb): Enforcing rejection of
traditional -only certificates would cause substantial disruption
due to the wide diversity of clients and servers. As discussed in
Section 11.1, there will be no single “flag day” for PQC
aut henti cation; instead, relying parties will have to adopt PQC
enf orcement gradual ly, using mechanisns such as continuity signals
or learned authenticated party behavior to resist downgrades while
mai ntai ning conpatibility during the transition
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* Closed or enterprise-nanaged environnents: |n depl oynents where
both the authenticated party and the relying party are managed by
the sane organi zation, enforcing PQC or hybrid authentication
policies is operationally feasible. Oganizations can coordinate
certificate issuance and validation policies centrally, enabling
earlier transition to PQC or hybrid nodels wi thout affecting
interoperability.

* m xed environnents

In environnents where a relying party visits authenticated parties
that have a mix of quantum safe and traditional authentication, and
adm nistrators or users need to protect against downgrade attacks
(Section 11.1), relying parties will need the configurations that are
per-domain or per-FQDN. Such m xed environnents will likely be the
long tail.

4. Conposite certificates

A composite certificate contains a conposite public key and a
composite signature, each combining a traditional and a post-quantum
(PQC) algorithmw thin a single X 509 structure. Both the key and
the signature use new encodi ngs defined in
[I-D.ietf-lanps-pg-conposite-sigs], and therefore conposite
certificates do not offer interoperability with |egacy PK

depl oynents. The goal is of the conposite approach is defense-in-
depth: the traditional conponent preserves authentication security if
a flawis found in the PQC al gorithm before a CRQC exists, while the
PQC conponent preserves security after CRQCs can break traditiona
algorithms. Verification succeeds only if all conponent signatures
val i date over the sane canoni cal nessage

M._- DSA conposite certificates are defined in
[I-D.ietf-|anps-pg-conposite-sigs], which defines the use of M-DSA
in conbination with one or nore traditional algorithnms such as RSA-
PKCS#1v1. 5, RSA-PSS, ECDSA, Ed25519, or Ed448. The framework in that
docunent is designed to be extensible and is expected to accommdate
addi tional post-quantumalgorithns in future specifications.

Prot ocol -specific drafts describe how composite certificates are used
in different environnents, including: [TLS-COVWPGCSI TE- M.- DSA] for TLS,
[ KEv2- COVPOSI TE- M- DSA] for | KEv2, and [ JOSE- COSE- COMPCSI TE- M.- DSA]
for JOSE and COSE. |n each case, the relying party validates a
single certification path anchored in a nmulti-algorithmtrust anchor,
avoi ding the need for parallel certificate chains.
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4.

4.

1.

2

Advant ages

A key benefit of the conposite nodel is single-path operation

Because both algorithns are enbedded in one certificate chain, the
relying party validates only one path, which reduces chai n- managenent
conpl exity conpared to dual -chain depl oynents. Conveying a single
certificate and signature object can also reduce nessage size
relative to transmtting two i ndependent chains. From a protoco
perspective, conposite certificates typically require m nimal changes
to handshakes, since authentication still relies on one certificate
and one signature.

D sadvant ages

The main challenge with conposite certificates is ecosystem

readi ness. Cients, servers, and Certification Authorities mnust
support conposite public keys and conposite signature verification,
whi ch are not yet widely deployed. The new certificate encodi ngs and
mul ti-al gorithm signing introduce updates across PKI conponents,
libraries, and Hardware Security Mdul es. Once these conponents
support the conposite structures, using a composite signature
algorithmis no nore conplex than adopting any new PQC al gorithm

Anot her operational limtation is the need for algorithmset
coordination: all participants in a conposite ecosystem nust agree on
the specific and acceptabl e conbi nati ons of post-quantum and
traditional algorithms (for exanple, M.-DSA-44 + ECDSA P-256 or M-
DSA- 65 + EADSA Ed448). A conposite certificate can only be validated
if both endpoints and all intermedi ate CAs recogni ze the sane
algorithmidentifiers and policy. Disagreenent on pernitted

conbi nations can | ead to handshake failures, certificate re-issuance
del ays, or policy fragnentation across vendors. This is primarily a
policy and interoperability issue during early deploynment: once
endpoi nts and CAs recogni ze the sane algorithmidentifiers and
policies, a conmposite algorithm behaves |ike any other registered
signature al gorithm

Conposite depl oynments are also an internmedi ate step: once traditiona
al gorithnms are deprecated due to CRQCs, operators will still need to
transition fromconposite to PQC certificates. This requires

depl oyi ng new PQC trust anchors, issuing PQC certificates, and
revoki ng conposite certificates. While automated mechani sms such as
ACME or CMP can streamline end-entity certificate issuance, trust
anchors are typically distributed through OS, Browser, or device
updat e nechani sns, and their replacenent generally requires platform
specific processes. As a result, for sone organizations, this two-
stage path may | engthen the overall mgration
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5. Dual Certificates

Dual certificates rely on issuing two separate certificates for the
sanme identity: one using a traditional algorithm (for exanple, RSA or
ECDSA) and one using a post-quantum al gorithm (for exanple, M.-DSA)
Both certificates are presented and validated during authentication,
provi di ng hybrid assurance without introducing new certificate
formats or encodi ngs.

5.1. Advant ages

A maj or advantage of the dual-certificate nodel is its negotiation
flexibility. Because each certificate contains only a single

al gorithm endpoints do not need to agree in advance on a specific
combi nation of traditional and post-quantum al gorithnms. The server
can select which certificate (or both) to present based on the
client’s advertised capabilities, and the client can validate

whi chever chain it supports. This enabl es snoother increnental

depl oynent and interoperation between inplenentations that support
different PQC al gorithns or security policies.

Dual certificates al so use standard X 509 structures and singl e-
al gorithm chains, maxim zing conpatibility with existing PKI and
avoi ding changes to certificate parsing or signature verification
logic. The clear separation between traditional and PQC keys
simplifies operational control, audit, and incident response.

Depl oyments can nove fromtraditional-only to dual certificates, and
|later retire the traditional certificate when PQC support is

ubi qui tous, without redefining certificate formats or introducing
conposite encodings. The nodel also fits well in nulti-tenant
environments where different tenants or business units may adopt
different conbinations of traditional and PQC al gorithnms w thout
requiring global agreenent on a conposite set.

5.2. Disadvant ages

The dual -certificate nodel increases protocol overhead, since both
certificate chains and signatures nmust be transmitted and vali dat ed.
Protocols that traditionally authenticate a single certificate chain,
such as [TLS] and [I KEv2], require extensions to support validation
of two end-entity certificates and to ensure that both are
cryptographically bound to the sanme identity. This adds

i mpl ementation conplexity and may i ncrease handshake | atency.
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Managi ng two distinct certificate chains introduces operational cost
and new failure nodes. Debuggi ng beconmes nmore difficult, as
validation errors may originate fromeither chain or from
inconsistent identity binding. Operators nust al so obtain and renew
two certificates fromcCertification Authorities, which can be
significant in |arge-scal e depl oynents.

Finally, while dual certificates avoid the need for a fixed al gorithm
pairing, they require explicit binding and coordi nati on between the
two chains. Each relying party nust verify that the traditional and
PQC certificates correspond to the sane entity, typically using
mechani sms such as the RelatedCertificate extension [ RELATED CERTS].
Lack of consistent binding policies can lead to interoperability

i ssues and potential downgrade risks if only one chain is validated.

6. PQC Certificates

PQC certificates represent the final stage of migration. They use
excl usi vel y post-quantum cryptographic algorithnms for both public
keys and signatures, providing no fallback to traditional algorithmns.
Once adopted at scale, they elimnate hybrid complexity and rely
entirely on quantumresistant primtives for authentication

6.1. Advantages

The PQC nodel offers the sinplest and nost forward-I| ooking
architecture. It renmoves all dependency on cl assical algorithmns,
thus avoiding future deprecation or phased-out support for RSA and
ECC. Certificate nmanagenent is streanlined, as there is only one
algorithmfanmly to provision, nonitor, and renew. Operationa
over head decreases conpared to dual deploynments, since each entity
mai ntains a single certificate chain and consistent cryptographic

policy.

PQC certificates al so enable | ong-term assurance: the entire
certificate path is verifiable using post-quantum signatures,
ensuring uni formresi stance agai nst quantum adversari es.

6. 2. Disadvant ages

The primary risk of PQC deploynents is algorithmic fragility. |If a
vul nerability or cryptanal ytic weakness is discovered in a depl oyed
PQC schene, there is no classical fallback for continued

aut hentication. Protocols and infrastructures nust therefore

mai ntain strong crypto-agility and be prepared to replace algorithns
rapidly if needed.
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Backward conpatibility can be maintained if the authenticated party
al so holds a traditional certificate and presents it to relying
parties that have not yet depl oyed PQC support. Wile this approach
preserves interoperability during the transition, it also introduces
downgrade risk: an attacker could suppress PQC options and force
peers to authenticate using the traditional certificate.

PQC operation where traditional algorithnms are conpletely renoved
elimnates this downgrade vector, but it is feasible only once
relying parties enforce PQConly authentication

Adoption may al so be uneven across jurisdictions. Regulatory
frameworks and certification prograns may not recognize the same PQC
algorithms at the same tine. Divergent conpliance regimes could
del ay gl obal depl oynent or require organizations operating in
multiple regions to maintain mxed trust infrastructures unti

regul atory alignnment is achieved.

Finally, PQC deploynents renain feasible only once PQC algorithns are
fully standardi zed, broadly inplenmented, and supported by hardware
security nodul es, operating systens, and major application

ecosyst ens.

7. Operational and Ecosystem Consi derati ons

M gration to post-quantum authentication requires addressing broader
ecosyst em dependenci es, including trust anchors, hardware security
nodul es, and constrai ned devi ces.

7.1. Trust Anchors and Transitions

Trust anchors represent the ultimte root of trust in a PKI. If
exi sting trust anchors are RSA or ECC-based, then new PQC-capabl e
trust anchors will need to be distributed. Operators will have to
pl an for a phased introduction of PQC trust anchors, which may

i nvol ve:

* Rolling out composite trust anchors that support both traditiona
and PQC si gnat ures.

* Establishing parallel trust anchor hierarchies and phasing out the
traditional hierarchy once PQC adoption is universal

* Ensuring secure and authenticated distribution of updated trust
anchors to clients, especially devices that cannot be easily
updat ed.
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Depl oynments migrating fromtraditional to post-quantum authentication
may have to operate with nultiple trust anchors for a period of tine.
A new PQC or conposite root may be introduced, or alternatively a PQ
intermedi ate may be added beneath an existing traditional root,

|l eading to different trust chain nodels:

* Traditional chain: anchored in a Traditional root (e.g., RSA
ECDSA), which may issue a PQC intermediate.

* PQC chain: anchored in a PQC root (e.g., M-DSA, SLH DSA).

* Parallel roots: both a traditional root and a PQC root are
distributed as trust anchors, with separate hierarchies operating
in parallel until the traditional root can be phased out.

* Conposite chain: anchored in a conposite root and using conposite
algorithms, with a single certificate chain that conbines
tradi tional and PQC public keys and signatures. This forns a
di stinct chain, rather than two parallel ones.

During this coexistence phase, clients generally fall into five
cat egori es:

1. Legacy-only: trust only traditional roots and support only
traditional algorithns.

2. Mxed: trust only traditional roots but support both traditiona
and PQC al gorithnms. These clients can validate PQC certificates
only if a PQCinternediate is cross-signed by a traditional root.

3. Dual-trust: trust both traditional and PQC roots, supporting both
algorithmfanmlies

4. Conposite-trust: trusts conposite root and support conposite
algorithnms, validating a single chain that integrates traditiona
and PQ signatures.

5. PQC: trust only PQC roots and support only PQC al gorithns.

The main challenge is that servers cannot easily distinguish between
m xed clients (2) and dual-trust clients (3), since both advertise
PQC al gorithms, but only dual-trust clients actually recognize PQC
roots. To ensure conpatibility with mxed clients (2), servers nay
default to sending | onger PQC chains that include a cross-signed PQC
root (i.e., a PQCroot certificate signed by a traditional root).
However, this is unnecessary and even counterproductive for dual -
trust clients (3), which already trust the PQC root directly; such
clients will fail to validate the cross-signed PQC root. For dual -
trust clients, including the cross-signed PQC root only increases
message size and introduces validation errors.

[I-Dietf-tls-trust-anchor-ids] (TAl) addresses this problem by
allowing clients to indicate, on a per-connection basis, which trust
anchors they recognize. Servers can use that infornation to select a
conpatible certificate chain, reducing unnecessary chain el enments and
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providing operators with better telenetry on PQC adoption. TAl also
enabl es PQC-capable clients to tell PQC-aware servers exactly which

PQC trust anchors they recognize, while still supporting traditiona

roots for conpatibility with | egacy servers

In all cases, the long-termgoal is a transition to PQC roots and
certificate chains. Hybrid signature schenmes hel p bridge the gap,
but operators will have to plan carefully for the eventual retirenent
of traditional and conposite roots once PQC adoption is w despread.

7.2. Miltiple Transitions and Crypto-Agility

Post-quantum nigration is not a single event. There may be nultiple
transitions over tine, as:

* Traditional signature algorithns are gradually retired

* |nitial PQC signature algorithns are standardi zed and depl oyed.

* New PQC signhature algorithms may replace early ones due to
cryptanal ysis or efficiency inprovenents.

Protocols and infrastructures will have to be designed with crypto-
agility in mnd, supporting:

* Negotiation of standal one PQC al gorithnms and hybrid signature
schenes.

* Phased migration paths, including initial use of hybrid signature
schenes, eventual transition to PQC certificates, and | ater
mgration to new PQC al gorithns as cryptanal ysis or security
pol i cy gui dance evol ves.

7.3. Support from Hardware Security Mdul es (HSMs)

Many organi zations rely on HSMs for secure key storage and
operations. Challenges include:

*  HSMs nmust be upgraded to support PQC al gorithns and, where
rel evant, conposite or dual key managenent nodel s.

* PQC algorithms often have | arger key sizes and signatures,
requiring sufficient menory and processing capability in HSMs.

* For dual certificate deploynents, HSMs can manage the underlying
tradi tional and PQC private keys independently, and no APl changes
are required. The security protocol is responsible for
coordi nating how signatures fromboth keys are used. By contrast,
supporting conposite keys and conposite signing operations wll
require HSM and APl extensions to represent conposite private keys
and performmnulti-algorithmsigning atomcally.
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Wt hout HSM vendor support for PQC, migration may be del ayed or
require software-based fall back solutions, which will weaken
security.

7.4. Constrained Devices and | oT Environnents

Constrai ned environments, such as |0oT devices, present unique
chal I enges for PQC depl oynent due to limted processing, nmenory, and
bandwi dt h. Guidance is provided in
[1-D.ietf-pquip-pgc-hsmconstrained], including the use of seeds for
efficient key generation, PQC-protected firmnare updates, and ot her
techni ques for enabling PQC in |ightweight HSMs and resource-
constrai ned devi ces.

8. Transition Considerations

M gration to post-quantum authentication will proceed gradually
across protocols, products, and organizations. During this period,
endpoints may support nultiple authentication nodels (traditional,
composite, dual, or PQC) depending on their stage of deployment. The
transition requires careful coordination of certificate managenent,
protocol negotiation, and policy enforcement to maintain security and
interoperability throughout the mgration

8.1. Transition Logic Overview

The migration to post-quantum authentication will occur in phases as
organi zati ons adopt PQC al gorithns and update their infrastructures.
Because CRQCs nmmy be depl oyed without public disclosure, continued
reliance on traditional algorithms will become increasingly risky.
During the transition, dual certificates enable interoperability

bet ween PQC- capabl e and | egacy systens, while conposite certificates
provi de hybrid authentication within upgraded ecosystens. These
approaches serve as internedi ate steps toward PQC depl oynents. Post-
quantum security is achieved only when relying parties stop accepting
traditional -only authentication. At that point, authenticated
parties can also stop issuing or presenting traditional-only
certificates.

8.2. Negotiation and Interoperability

Duri ng coexi stence, endpoints nmust be able to discover which

aut henti cati on mechani snms the peer supports. |In nmpost protocols, this
i s achieved through existing negotiation nechani sns such as, the
signature_algorithnms extension in [TLS]. dients advertise their
supported algorithns and certificate types, and servers select the
strongest nutually supported option or fail authentication if no
common al gorithmis found.
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In hybrid or PQC-capabl e depl oynents, there is no security benefit if
aut hentication using only traditional algorithnms continues to be
accepted, since an attacker can al ways downgrade to that option. The
speci fic choice between PQC and hybrid nmechani sms may be infl uenced
by regul atory gui dance, national cryptography policies, or the

organi zation's appetite for defense-in-depth during early adoption

Negoti ati on mechani sms nust al so i ncl ude downgrade protection so that
an adversary cannot suppress PQC or hybrid options and force a
fallback to traditional signatures (see Section 11.1). TLS already
provi de such protection through transcript binding of the handshake
messages that carry the algorithmnegotiation results, but new or
proprietary protocols have to ensure sinilar safeguards

A depl oynent will typically adopt one of three nodels, PQC
certificates, dual certificates, or conposite certificates.

The choi ce depends on several factors, including:

* Frequency and duration of system upgrades

* The expected tinmeline for CRQC availability

* (Qperational flexibility to deploy, enable, and retire PQC
al gorithns

* Availability of automated certificate provisioning mechani snms such
as [ ACME] and [ CVP]

Depl oyments with limted flexibility benefit fromhybrid signature
schenes. These approaches mitigate risks associated with delays in
transitioning to PQC and provide an i medi ate saf eguard agai nst zero-
day vulnerabilities. Both approaches inprove resilience during
mgration, but they do so in different ways and carry different
operational trade-offs.

Hybrid signature schenes enhance resilience during the adoption of

PQC by:

* Providing defense in depth: security is maintained as |ong as
either the PQC or traditional algorithmremins unbroken

* Reduci ng exposure to unforeseen vulnerabilities: imediate
protection agai nst weaknesses in PQC al gorithns.

However, each approach conmes with long-terminplications.
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8.3. Conposite Certificates

Conposite certificate enbeds both a traditional and a PQC al gorithm
into a single certificate and signature. However, once a traditiona
algorithmis no longer secure against CRQCs, it will have to be
deprecated. For discussion of the security inpact in security
protocol s, such as TLS and | KEv2, versus artifact-signing use cases,
see Section 8.5.

To conplete the transition to a fully quantumresi stant
aut henti cation nodel, operators will need a PQC CA root and CA
intermedi ates, resulting in PQC end-entity certificates.

Protocol configurations will |ikew se need to be updated to negotiate
only PQC-based authentication, ensuring that the entire certification
pat h and protocol handshake are cryptographically resistant to
quantum attacks and no | onger depend on any traditional algorithns.

8.4. Dual Certificates

When CRQCs becone available, the traditional certificate chain wll
no | onger provide secure authentication. At that point, relying
parties nmust stop accepting or requesting traditional certificate
chains and validate only PQC based chains. Authenticated parties
will automatically cease using traditional chains once relying
parties no |l onger request them Dual-certificate deploynents
therefore defer, but do not avoid, the eventual mgration to a PQC
envi ronment .

8.5. Loss of Strong Unforgeability in Conposite and Dual Certificates

A depl oynent may choose to continue using a conposite or dua
certificate configuration even after a traditional algorithm has been
broken by the advent of a CRQC. Wile this may sinplify operations
by avoiding re-provisioning of trust anchors, it introduces a
significant risk: security properties degrade once one conponent of
the hybrid is no | onger secure.

In conposite certificates, the conposite signature will no | onger
achi eve Strong Unforgeability under chosen nessage attack (SUF-CMVA)
(see Section 10.1.1 of [PQC-ENGQ NEERS] and Section 10.2 of
[1-D.ietf-1anps-pg-conmposite-sigs]). A CRQC can forge the broken
traditional signature conponent (sl ) over a nessage (m. That
forged component can then be conmbined with the valid post-quantum
component (s2) to produce a new conposite signature (m (sl1_, s2))
that verifies successfully, thereby violating SUF CVA
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In dual certificate deploynents where the client requires both a
traditional and a PQC chain, the SUF-CMA property is |ikew se not
achi eved once the traditional algorithmis broken.

In protocols such as TLS and | KEv2, a conposite signature renains
secure agai nst inpersonation as long as at |east one conponent

al gorithm remai ns unbroken, because verification succeeds only if
every conmponent signature validates over the same canoni cal nessage
defined by the authentication procedure. However, in artifact

si gni ng use cases, the break of a single conponent does not enable
forgery of a conposite signature but does enabl e "repudiation"

mul tiple distinct conposite signatures can exist for the sane
artifact, underm ning the "one signature, one artifact" guarantee.
This creates anbiguity about which conmposite signature is authentic,
complicating | ong-term non-repudi ati on guar ant ees.

Hybrid signature schenmes should not be used for artifact signing
(such as software packages), since the | oss of SUF-CVA nmakes them

unsuitabl e for long-termnon-repudiation. In security protocols,
hybrid signature schenes may continue to function for a limted tinme
after a CRQC is realized, since they still provide inpersonation

resi stance as |long as one conponent algorithmremins secure. This
situation does not constitute a zero-day vulnerability requiring an
i medi at e upgrade. However, operators will have to plan an orderly
mgration to PQC certificates in order to restore SUF-CMVA security
guar ant ees.

M grati on Qui dance

* Long-termto adopt and deploy:: Dual certificates have been
standardi zed in [RFC9763]. However, at the tinme of witing, none
of the security protocols (e.g., TLS, |KEv2, JOSE/ CCSE) have
adopted this mechanism The proposals are being discussed in
I KEv2 ([1-D. hu-ipsecne-pqt-hybrid-auth]), TLS
([1-D.yusef-tls-pqt-dual-certs]), and in the formof paired
certificates with a single certificate
([I-D. bonnel | -1anps-chanel eon-certs]).

* Mediumtermto adopt and depl oy: Conposite certificates becone
vi abl e once ecosystem support across PKI X, |Psec, JOSE/ COSE, and
TLS is mature. Conposite M.-DSA is already being standardi zed in
the LAMPS WG ([I-D.ietf-|anps-pg-conposite-sigs]) and |l everaged in
[1-D.reddy-tls-composite-mdsa] for TLS,

[1-D. hu-ipsecne-pqt-hybrid-auth] for |Psec/lIKEv2, and
[1-D. prabel -jose-pg-conposite-sigs] for JOSE COSE

* Long-to-nmediumtermto adopt and deploy: PQC certificates are the
final goal, once PQ algorithns are well-established, trust anchors
have been updated, HSMs and devi ces support PQC operations, and
traditional algorithnms are fully retired. Wrk to enable PQC
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signatures is already underway in JOSE CCSE
[I-D.ietf-cose-dilithiunj, TLS [I-D.ietf-tls-mdsa], and |IPsec
[I-D.ietf-ipsecne-ikev2-pqc-auth].

Use of SLH DSA in PQC-Only Depl oynents

SLH DSA does not introduce any new hardness assunptions beyond those
i nherent to its underlying hash functions. It builds upon

est abl i shed cryptographi c foundations, nmaking it a reliable and
robust digital signature schene for a post-quantumworld. Wile
attacks on lattice-based schenes such as M.-DSA are currently
hypothetical, if realized they could conpronise the security of those
schenes. SLH DSA woul d remai n unaffected by such attacks due to its
di stinct mathematical foundations, helping to ensure the ongoing
security of systens and protocols that rely on it for digita
signatures. Unlike M.-DSA, SLH DSA is not defined for use in
conposite certificates and is intended to be deployed directly in PQC
certificate hierarchies.

SLH DSA may be used for both end-entity and CA certificates. It
provi des strong post-quantum security but produces |arger signatures
than M.-DSA or traditional algorithns. At security levels 1, 3, and
5, two paraneter sets are avail abl e:

* "Spall" (s) variants minimze signature size, ranging from 7856
bytes (128-bit) to 29792 bytes (256-bit).

* "Fast" (f) variants optim ze key generation and signing speed,
with signature sizes from 17088 bytes (128-bit) to 29792 bytes
(256-bit), but slower verification perfornance.

Because of these |large signatures, SLH DSA will increase handshake
size in protocols such as TLS 1.3 or | KEv2. However, the imnpact on
performance is mninmal for long-lived connections or |arge data
transfers, where handshake overhead is anortized over session
duration (e.g., DILS-in-SCTP in 3GPP N2 interfaces, or signature

aut hentication in I KEv2 using PQC [I-D.ietf-ipsecne-ikev2-pgc-auth]).

I n depl oynments where ninimzing handshake size is critical, operators
may prefer SLH DSA for root and internmediate certificates while using
smal l er- signature algorithns (e.g., M-DSA) in end-entity
certificates or in the "CertificateVerify" nessage.
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Mechani sns such as Abridged TLS Certificate Chains
[I-D.ietf-tls-cert-abridge] and Suppressing CA Certificates

[1-D. kanpanaki s-t| s-scas-| atest] reduce handshake size by linmting
certificate exchange to only end-entity certificates. In such cases,
intermedi ate certificates are assuned to be known to the peer,

all owing the use of larger signature algorithns |ike SLH DSA for
those certificates w thout addi ng overhead to the handshake.

Security Considerations

Hybrid signature schenes are designed to provide defense in depth
during the migration to PQC. Their goal is to ensure that

aut henti cation remains secure as long as at |east one of the

al gorithms in use remains unbroken. However, several inportant
security considerations arise

1. Downgrade Attacks

| mpl enent ati ons nust ensure downgrade protection so that an adversary
cannot suppress PQC or hybrid schemes and force reliance solely on
traditional algorithms. This is especially inportant in scenarios
where a CRQC is available but not publicly disclosed. Wthout
downgrade protection, a MtM attacker could inpersonate servers by
presenting only traditional certificates even when PQC or hybrid
certificates are supported by both peers.

Downgr ade protection is critical throughout the mgration period,
since relying parties nmay otherw se be tricked into accepting weaker
tradi tional authentication even when PQC or hybrid credentials exist.

In open environments (for example, the Wb), there will likely be no
single "flag day" for post-quantum authentication. One possible
mtigation is the X 509 Post-Quantum Conposite Hosting Continuity
(PQCHC) extension [PQCHC], which allows a certificate subject to to
signal its intent to continue presenting PQC or conposite credentials
for a configured continuity period beyond the certificate s

"not After” date. Relying parties can use this information to detect
downgrade attenpts and enforce continuity by rejecting traditional-
only certificates during that period.

O her nmechani sms may conpl ement this approach. For exanple, relying
parties could maintain and distribute curated |ists of domains known
to use PQC-capabl e authentication, simlar to mechani sms used by Safe
Browsi ng. Such nmechani sns coul d automatically enforce downgrade

resi stance for well-known, public domains. For other domains, the
relying party mght sinply cache that a server previously used a PQ
certificate.
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14.

Toget her, these mechani sns hel p ensure that PQC-aware relying parties
mai ntai n strong downgrade resistance where possible, while still
allowing interoperability with traditional-only authenticated parties
during the transition.

2. Strong Unforgeability versus Existential Unforgeability

In hybrid signature schemes, once one component algorithmis broken
(e.g., the traditional algorithmunder a CRQC), the overall schene no
| onger achi eves SUF-CMA. Wil e Existential Unforgeability under
chosen nessage attack (EUF-CMA) (see Section 10.1.1 of
[1-D.ietf-pquip-pgc-engineers]) is still preserved by the PQC
component, neani ng that an adversary who can obtain signatures on

arbitrary messages still cannot forge a valid PQC signature on any
new nessage that was not previously signed. The |oss of SUF-CVA
means that hybrid mechanisns will have be eventually retired once

traditional algorithns are no | onger secure.
3. Operational R sks

Managi ng multiple certificate paths (conposite, dual, and PQC)
increases the risk of misconfiguration and operational errors. For
exanple, relying parties night continue to accept traditional-only
certificates after the traditional algorithns are broken, fail to
enforce PQC validation policies, or select an incorrect chain when
multiple options are available, resulting in validation of weaker
aut hentication than intended. Effective downgrade protection (see
Section 11.1) requires relying parties to reject traditional-only
certificate paths once post-quantum alternatives are avail abl e,
regardl ess of whether authenticated parties continue to support
traditional credentials for |egacy interoperability.

Cl ear operational guidance and automated nonitoring are essential to
mnimze these risks. Operators need best practices for certificate
|ifecycle and migration planning, along with autonated checks to
ensure PQC chains remain present, valid, and not replaced by weaker
al ternatives.
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