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Abst ract

Thi s docunment provides guidance for migration fromtraditional
digital signature algorithnms to post-quantum cryptographic (PQC
signature algorithnms. It compares three nodel s under discussion in
the I ETF for PKI-based protocols: conposite certificates, dual
certificates, and PQC-only certificates. The goal is to help
operators and engi neers working on cryptographic libraries, network
security, and PKI/key nmanagenment infrastructure select an approach
that bal ances interoperability, security, and operational efficiency
during the transition to post-quantum aut henticati on.

Di scussi on Venues
This note is to be renoved before publishing as an RFC

Di scussion of this docunent takes place on the Post-Quantum Use In
Protocols Wirking Goup mailing list (pgc@etf.org), which is
archived at https://mailarchive.ietf.org/arch/browse/ pqc/.

Source for this draft and an issue tracker can be found at
https://github. com tireddy2/ pgc-cert-gui dance.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

Reddy & W ng Expires 1 April 2026 [ Page 1]



I nternet-Draft PQC Signature M gration Guidance Sept enber 2025

This Internet-Draft will expire on 1 April 2026
Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunments carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . . 3
2. Conventions and Deflnltlons . 4
3. Mdtivation for PQC Signatures . 4
4. Conposite certificates 5
4.1. Advant ages 5
4.2. Disadvant ages . 5
5. Dual Certificates . 6
5.1. Advant ages 6
5.2. Disadvantages . . . 6
6. PQC-Only Certificates . 6
6.1. Advantages 6
6.2. Disadvantages . . . 7
7. Negotiation of Authentlcatlon Schenes . 7
8. (Operational and Ecosystem Consi derations 7
8.1. Trust Anchors and Transitions . . 7
8.2. Miltiple Transitions and Crypto- Ag|I|ty . 9
8.3. Support from Hardware Security Modul es (HSNB) 9
8.4. Constrained Devices and |0oT Environnments 10
9. Transition Considerations . 10
9.1. Composite Certificates 11
9.2. Dual Certificates . 11
9.3. Loss of Strong thorgeab|l|ty |n Cbnp05|te and Dua
Certificates . . . . .
10. Mgration Guidance . . e )
11. Use of SLH DSA in PQC Cnly EEponnents .o e . . . . . . . . 13
12. Security Considerations . . . T
12.1. Downgrade Attacks . . .
12.2. Strong Unforgeability versus EX|stent|a
Unforgeability . . . . . . . . . . . . . . . . . . . .. 14
12.3. Qperational Risks . . . . . . . . . . . . . . .. ... 14

Reddy & W ng Expires 1 April 2026 [ Page 2]



I nternet-Draft PQC Signature M gration Guidance Sept enber 2025

13. I ANA Considerations . . . . . . . . . . . . . . ... 15
14. Acknow edgments . . . . . . . . . . . . . . . . . . . . . . . 15
15. References . . . . . . . . . . . . . . . . . . . . .. ... 15
15.1. Normative References . . . . . . . . . . . . . . . . . . 15
15.2. Informmtive References . . . . . . . . . . . . . . . . . 17
Aut hors’ Addresses . . . . . . . . . . . . . . . . . . . . . . . 18

1. I nt roducti on

The energence of cryptographically relevant quantum conputer (CRQQ
poses a threat to wi dely depl oyed public-key algorithnms such as RSA
and elliptic-curve cryptography (ECC). Post-quantum algorithns are
bei ng standardi zed by N ST and ot her bodi es, but nmigration is not
imediate. In the meantine, protocols need to ensure that

aut henti cati on mechani sms remain secure agai nst both classical and
quant um adver sari es

For data authentication, the primary concern is the risk of on-path
attackers equi pped with CRQCs. Such adversaries coul d break
certificate-based mechanisns that rely on traditional algorithns
(e.g., RSA, ECDSA), allowing themto inpersonate servers and clients,
and nount man-in-the-mddle (MtM attacks. In this scenario,
attackers could al so suppress PQC certificates and present only
traditional ones, enabling downgrades. These risks highlight the
need to transition certificate-based authentication toward post -
quantum security, using hybrid signature schenmes as an internedi ate
step before PQC-only adoption

The | ETF has devel oped two hybrid transition nodels for use in TLS,
| KEv2/ | Psec, JOSE/ COSE, and PKI X:

* Conposite certificates: A single X. 509 certificate that contains a
composite public key and conposite signature, conbining a
traditional and a PQC al gorithm
[I-D.ietf-I|anps-pg-conposite-sigs].

* Dual certificates: Two separate certificates, one traditional and
one PQC algorithm issued for the same identity, presented and
val i dat ed toget her [ RFC9763].

Anot her approach is using a Post-Quantumcertificate,
* PQC-only certificates: A certificate or signature that uses only a

PQ algorithm ([I-D.ietf-lanps-dilithiumcertificates] for M-DSA
and [I-D.ietf-|anmps-x509-sl hdsa] for SLH DSA)
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Thi s docunent provi des gui dance on sel ecting anong the two hybrid
certificate nodels and the PQC-only npodel depending on the depl oynent
context, the readiness of the supporting ecosystem and security
requirenents.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunent uses the ternms "conposite certificates", "dua
certificates", and "PQC-only certificates"” as introduced in the
I ntroducti on.

Conposite: A key, certificate, or signature that nerges traditiona
and PQC al gorithnms into one object.

The terms hybrid signature scheme and hybrid signature are used as
defined in [I-D.ietf-pquip-hybrid-signature-spectruns].

3. Mdtivation for PQC Signatures

Unl i ke "Harvest Now, Decrypt Later" attacks that target
confidentiality, this risk directly inpacts authentication and trust.
Once a CRQC is available, the continued use of traditiona
certificates becones untenable. |In practice, however, the
availability of a CRQC may not be publicly disclosed. Sinmilar to a
zero-day vulnerability, an adversary could secretly exploit CRQC
capabilities to conpronmise traditional certificates without alerting
the w der ecosystem

Addressing this risk requires replacing traditional signhatures with
PQC signatures, which in turn demands ecosystem w de upgrades

i nvol ving cryptographic libraries, HSMs, TPMs, CAs, internedi ate CAs,
and dependent protocols. Because these transitions take years of

pl anni ng, coordination, and investment, preparations will have to
begin well before a CRQC is publicly known.
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Conposite certificates

A composite certificate contains both a traditional public key
algorithm (e.g., ECDSA) and a post-quantum al gorithm (e.g., M.-DSA)
within a single X. 509 certificate. This design enables both
algorithms to be used in parallel, the traditional conponent ensures
compatibility with existing infrastructure, while the post-quantum
component introduces resistance against future quantum attacks.

Conposite certificates are defined in
[I-D.ietf-lanps-pg-conposite-sigs]. These conbine Post-Quantum
algorithnms like M.-DSA with traditional algorithnms such as RSA-
PKCS#1v1.5, RSA-PSS, ECDSA, Ed25519, or Ed448, to provide additiona
protection against vulnerabilities or inplenentation bugs in a single
algorithm [I-D.reddy-tls-conposite-m dsa] specifies how conposite
certificates are used for TLS 1.3 authentication. |In this case,
relying parties validate a single certification path anchored in a
mul ti-algorithmtrust anchor, without the need for parallel chains.

Advant ages

* A single certificate chain supports both traditional and PQC
al gorithms, thereby sinplifying certificate nmanagenent.

* A single conposite certificate, conveyed within one certificate
chai n, reduces protocol nessage size conpared to transmitting
mul tiple separate signatures, each requiring its own certificate
chai n.

* No need to nmanage or validate nmultiple parallel certificate

chai ns.

* No significant nodifications to the base protocol are required to

support the conposite approach

D sadvant ages

* Requires clients, servers, and CAs to support conposite public

keys and conposite signature verification, which are not w dely

depl oyed at the time of witing of the specification

Introduces new certificate formats and si gnature generati on and

verification nechanisns, requiring updates to PKI infrastructure

* Requires nultiple mgration steps, with deploynments noving from

Traditional -only to Conposite, and |ater from Conposite to PQC
only.
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Dual Certificates

Dual certificates rely on issuing two separate certificates for the
sanme identity: one with a traditional algorithm (e.g., RSA or ECDSA)
and one with a post-quantumalgorithm(e.g., M-DSA). Both
certificates are presented and validated during authentication,
provi di ng hybrid assurance wi thout requiring new certificate formts.

. 1. Advant ages

* Uses standard, single-algorithm X 509 certificates and chains,
maxi m zing conpatibility with existing PKI infrastructures.
Mai nt ai ns cl ear separation between traditional and PQC keys.
Requires only one mgration step, with deployments noving from
Traditional -only to Dual certificates, and | ater renobving support
for Traditional certificates.

* PBetter suited for multi-tenancy cases, where different tenants nay
prefer different conbinations of traditional and PQ al gorithns,
avoi di ng the need for consensus on a conposite set.

* Facilitates sinmpler future transitions to new PQC al gorithms,
since a new PQC certificate can sinply be issued and paired with
an existing certificate, without requiring new conposite
definitions.

2. Disadvant ages

* Increases protocol nmessage size due to the transm ssion of
multiple certificate chains and signatures.

* Requires managenent of multiple certificates.

* Requires significant protocol changes to support validation of two
end-entity certificates and to ensure they are cryptographically
bound to the sane identity, as protocols typically validate only a
single certificate.

* Conplicates debuggability and troubl eshooting, since validation
failures may arise fromeither chain.

* | ncreases operational cost, as operators nust obtain and nmanage
two end-entity certificates from CAs, which can be significant in
| ar ge-scal e depl oynents

PQC-Only Certificates

PQC-only certificates represent the final stage of migration. They
use only a post-quantum al gorithm and provide no fallback to
traditional algorithmns.

1. Advantages

*  Sinpler nodel without the conplexity of hybrid signature schene.
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*  Forward-| ooki ng desi gn, avoi ding eventual deprecation of
traditional algorithms.

* Reduced operational burden conpared to managi ng dual or conposite
certificates.

2. Di sadvant ages

* Riskif a deployed PQC algorithmis broken due to a bug.

* No interoperability with | egacy systens that only support
traditional algorithns.

* Deploynent is only feasible once PQC al gorithns are standardi zed
and broadly supported across the ecosystem

Negoti ati on of Authentication Schenes

During the transition, endpoints may support mnultiple authentication
schenes (e.g., traditional, conposite, dual, or PQC-only). dients
advertise their supported schenes using the protocol’s negotiation
mechani sm (for exanple, the 'signature_algorithnms’ extension in TLS
[ RFC8446]), and servers select fromthe client’s list or fail the
aut hentication if no common option is available. In practice,

depl oynents are expected to prefer PQC-only or hybrid signature
schene over traditional ones, with the choice between PQC only and
hybrid signature schene influenced by regul atory mandates or by

whet her defense-in-depth is prioritized

Oper ational and Ecosystem Consi derati ons

M gration to post-quantum authentication requires addressing broader
ecosyst em dependenci es, including trust anchors, hardware security
nmodul es, and constrai ned devi ces.

1. Trust Anchors and Transitions

Trust anchors represent the ultimte root of trust in a PKI. If
existing trust anchors are RSA or ECC based, then new PQC- capabl e
trust anchors will need to be distributed. Operators will have to

pl an for a phased introduction of PQC trust anchors, which may
i nvol ve:

* Rolling out conposite trust anchors that support both traditiona
and PQC si gnat ures.

* Establishing parallel trust anchor hierarchies and phasing out the
tradi tional hierarchy once PQC adoption is universal

* Ensuring secure and authenticated distribution of updated trust
anchors to clients, especially devices that cannot be easily
updat ed.
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Depl oynments migrating fromtraditional to post-quantum authentication
may have to operate with nultiple trust anchors for a period of tine.
A new PQC or conposite root may be introduced, or alternatively a PQ
intermedi ate may be added beneath an existing traditional root,

|l eading to different trust chain nodels:

* Traditional chain: anchored in a Traditional root (e.g., RSA
ECDSA), which may issue a PQC intermediate.

* PQC chain: anchored in a PQC root (e.g., M-DSA, SLH DSA).

* Parallel roots: both a traditional root and a PQC root are
distributed as trust anchors, with separate hierarchies operating
in parallel until the traditional root can be phased out.

* Conposite chain: anchored in a conposite root and using conposite
algorithms, with a single certificate chain that conbines
tradi tional and PQC public keys and signatures. This forns a
di stinct chain, rather than two parallel ones.

During this coexistence phase, clients generally fall into five
cat egori es:

1. Legacy-only: trust only traditional roots and support only
traditional algorithns.

2. Mxed: trust only traditional roots but support both traditiona
and PQC al gorithnms. These clients can validate PQC certificates
only if a PQCinternediate is cross-signed by a traditional root.

3. Dual-trust: trust both traditional and PQC roots, supporting both
algorithmfanmlies

4. Conposite-trust: trusts conposite root and support conposite
algorithnms, validating a single chain that integrates traditiona
and PQ signatures.

5. PQConly: trust only PQC roots and support only PQC al gorithns.

The main challenge is that servers cannot easily distinguish between
m xed clients (2) and dual-trust clients (3), since both advertise
PQC al gorithms, but only dual-trust clients actually recognize PQC
roots. To ensure conpatibility with mxed clients (2), servers nay
default to sending | onger PQC chains that include a cross-signed PQC
root (i.e., a PQCroot certificate signed by a traditional root).
However, this is unnecessary and even counterproductive for dual -
trust clients (3), which already trust the PQC root directly; such
clients will fail to validate the cross-signed PQC root. For dual -
trust clients, including the cross-signed PQC root only increases
message size and introduces validation errors.

[I-Dietf-tls-trust-anchor-ids] (TAl) addresses this problem by
allowing clients to indicate, on a per-connection basis, which trust
anchors they recognize. Servers can use that infornation to select a
conpatible certificate chain, reducing unnecessary chain el enments and
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providing operators with better telenetry on PQC adoption. TAl also
enabl es PQC-capable clients to tell PQC-aware servers exactly which

PQC trust anchors they recognize, while still supporting traditional
roots for conpatibility with | egacy servers.

In all cases, the long-termgoal is a transition to PQC-only roots
and certificate chains. Hybrid signature schenes help bridge the
gap, but operators will have to plan carefully for the eventual
retirement of traditional and conposite roots once PQC adoption is
wi despr ead.

2. Miltiple Transitions and Crypto-Agility

Post-quantum nmigration is not a single event. There may be nultiple
transitions over tinme, as:

* Traditional signature algorithns are gradually retired.
Initial PQC signature algorithns are standardi zed and depl oyed.
*  New PQC signature algorithns nay replace early ones due to
cryptanal ysis or efficiency inprovenents.

Protocols and infrastructures will have to be designed with crypto-
agility in mnd, supporting:

*  Negotiation of standal one PQC al gorithms and hybrid signature
schenes.

* Phased migration paths, including initial use of hybrid signature
schenes, eventual transition to PQC-only certificates, and | ater
mgration to new PQC al gorithns as cryptanal ysis or security
pol i cy gui dance evol ves.

* Protection agai nst downgrade attacks across all transition phases.

3. Support from Hardware Security Mdul es (HSMs)

Many organi zations rely on HSMs for secure key storage and
operations. Challenges include:

* HSMs nust be upgraded to support PQC al gorithns and, where
rel evant, conposite or dual key managenent nodels.

* PQC algorithns often have |arger key sizes and signatures,
requiring sufficient menory and processing capability in HSMs.

* For dual certificate depl oynents, HSMs can nanage the underlying
traditional and PQC private keys independently, and no APl changes
are required. The security protocol is responsible for
coordi nating how signatures fromboth keys are used. By contrast,
supporting conposite keys and conposite signing operations wll
require HSM and APl extensions to represent conposite private keys
and performnulti-algorithmsigning atonically.
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Wt hout HSM vendor support for PQC, migration may be del ayed or
require software-based fall back solutions, which will weaken
security.

8.4. Constrained Devices and |oT Environnents

Constrai ned environments, such as |0oT devices, present unique
chal I enges for PQC depl oynent due to limted processing, nmenory, and
bandwi dt h. Guidance is provided in
[1-D.ietf-pquip-pgc-hsmconstrained], including the use of seeds for
efficient key generation, PQC-protected firmnare updates, and ot her
techni ques for enabling PQC in |ightweight HSMs and resource-
constrai ned devi ces.

9. Transition Considerations

A depl oynent will typically adopt one of three nodels, PQC only
certificates, dual certificates, or conposite certificates.

The choi ce depends on several factors, including:

* Frequency and duration of system upgrades

* The expected tineline for CRQC availability

* (Cperational flexibility to deploy, enable, and retire PQC
al gorithms

* Availability of automated certificate provisioning mechani sms
(e.g., ACME [ RFC8555], CWMP [ RFC9810])

Depl oynents with limted flexibility benefit fromhybrid signature
schenes. These approaches nmitigate risks associated with delays in
transitioning to PQC and provide an i mredi ate saf equard agai nst zero-
day vulnerabilities. Both approaches inprove resilience during
mgration, but they do so in different ways and carry different
operational trade-offs.

Hybrid signature schemes enhance resilience during the adoption of

PQC by:

* Providing defense in depth: security is maintained as |ong as
either the PQC or traditional algorithmremins unbroken

* Reduci ng exposure to unforeseen vulnerabilities: imediate
protection agai nst weaknesses in PQC al gorithns.

However, each approach comes with [ong-terminplications.
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9.1. Composite Certificates

Conposite certificate enbeds both a traditional and a PQC al gorithm
into a single certificate and signature. However, once a traditiona
algorithmis no longer secure against CRQCs, it will have to be
deprecated. For discussion of the security inpact in security
protocols (e.g., TLS, IKEv2) versus artifact-signing use cases, see
Section Section 9. 3.

To conplete the transition to a fully quantumresi stant
aut henti cation nodel, operators will need a PQC CA root and CA
intermedi ates, resulting in PQC-only end-entity certificates.

Protocol configurations (e.g., TLS, IKEv2) will likew se need to be
updated to negotiate only PQC-based authentication, ensuring that the
entire certification path and protocol handshake are
cryptographically resistant to quantum attacks and no | onger depend
on any traditional algorithns.

9. 2. Dual Certificates

When CRQCs becone avail able, the traditional certificate chain wll
no |l onger be secure. At that point, the traditional chain nust be
renoved, and the protocol configuration updated so that only the PQC
certificate chain is presented and validated. This requires carefu
coordination during the transition, since |legacy clients that cannot
process PQC certificates will |ose access once the traditional chain
is withdrawn. Dual certificate deploynents therefore defer, but do
not avoid, the need to update protocol configurations and nove to a
PQC-only environnent.

9.3. Loss of Strong Unforgeability in Conposite and Dual Certificates

A depl oynent may choose to continue using a conposite or dua
certificate configuration even after a traditional algorithm has been
broken by the advent of a CRQC. Wile this may sinplify operations
by avoi ding re-provisioning of trust anchors, it introduces a
significant risk: security properties degrade once one conponent of
the hybrid is no | onger secure.

In conposite certificates, the conposite signature will no | onger

achi eve Strong Unforgeability under chosen nessage attack (SUF-CMVA)
(see Section 10.1.1 of [I-D.ietf-pquip-pgc-engi neers] and

Section 10.2 of [I-D.ietf-Ianps-pqg-conposite-sigs]). A CRQC can
forge the broken traditional signature conmponent (sl_) over a nessage
(m. That forged conponent can then be conbined with the valid post-
quant um conponent (s2) to produce a new conposite signature (m (sl1_,
s2)) that verifies successfully, thereby violating SUF- CVA
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In dual certificate deploynents where the client requires both a
traditional and a PQC chain, the SUF-CMA property is |ikew se not
achi eved once the traditional algorithmis broken.

In protocols such as TLS and | KEv2, a conposite signature renains
secure agai nst inpersonation as long as at |east one conponent

al gorithm remai ns unbroken, because verification succeeds only if
every conmponent signature validates over the same canoni cal nessage
defined by the authentication procedure. However, in artifact

si gni ng use cases, the break of a single conponent does not enable
forgery of a conposite signature but does enabl e "repudiation"

mul tiple distinct conposite signatures can exist for the sane
artifact, underm ning the "one signature, one artifact" guarantee.
This creates anbiguity about which conmposite signature is authentic,
complicating | ong-term non-repudi ati on guar ant ees.

Hybrid signature schenmes should not be used for artifact signing
(e.g., software packages), since the |oss of SUF-CVA nmakes them

unsuitable for long-termnon-repudiation. In security protocols
(e.g., TLS, IKev2), hybrid signature schenes may continue to function
for alimted tine after a CRQC is realized, since they still provide

i mpersonation resistance as | ong as one conponent al gorithmrenains
secure. This situation does not constitute a zero-day vulnerability
requiring an i medi ate upgrade. However, operators will have to plan
an orderly mgration to PQC-only certificates in order to restore
SUF- CMA security guarant ees.

M grati on Qui dance

* Long-termto adopt and deploy:: Dual certificates have been
standardi zed in [RFC9763]. However, at the tinme of witing, none
of the security protocols (e.g., TLS, |KEv2, JOSE/ CCSE) have
adopted this mechanism The proposals are being discussed in
I KEv2 ([1-D. hu-ipsecne-pqt-hybrid-auth]), TLS
([1-D.yusef-tls-pqt-dual-certs]), and in the formof paired
certificates with a single certificate
([I-D. bonnel | -1anps-chanel eon-certs]).

* Mediumtermto adopt and depl oy: Conposite certificates becone
vi abl e once ecosystem support across PKI X, |Psec, JOSE/ COSE, and
TLS is mature. Conposite M.-DSA is already being standardi zed in
the LAMPS WG ([I-D.ietf-|anps-pg-conposite-sigs]) and |l everaged in
[1-D.reddy-tls-composite-mdsa] for TLS,

[1-D. hu-ipsecne-pqt-hybrid-auth] for |Psec/lIKEv2, and
[1-D. prabel -jose-pg-conposite-sigs] for JOSE COSE

* Long-to-nediumtermto adopt and deploy: PQC-only certificates are
the final goal, once PQ algorithns are well-established, trust
anchors have been updated, HSMs and devi ces support PQC
operations, and traditional algorithnms are fully retired. Wrk to
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enabl e PQC sighatures is already underway in JOSE COSE
[I-D.ietf-cose-dilithiunj, TLS [I-D.ietf-tls-mdsa], and |IPsec
[I-D.ietf-ipsecne-ikev2-pqc-auth].

Use of SLH DSA in PQC-Only Depl oynents

SLH DSA does not introduce any new hardness assunptions beyond those
i nherent to its underlying hash functions. It builds upon

est abl i shed cryptographi c foundations, nmaking it a reliable and
robust digital signature schene for a post-quantumworld. Wile
attacks on lattice-based schenes such as M.-DSA are currently
hypothetical, if realized they could conpronise the security of those
schenes. SLH DSA woul d remai n unaffected by such attacks due to its
di stinct mathematical foundations, helping to ensure the ongoing
security of systens and protocols that rely on it for digita
signatures. Unlike M.-DSA, SLH DSA is not defined for use in
conposite certificates and is intended to be deployed directly in
PQC-only certificate hierarchies.

SLH DSA may be used for both end-entity and CA certificates. It
provi des strong post-quantum security but produces |arger signatures
than M.-DSA or traditional algorithns. At security levels 1, 3, and
5, two paraneter sets are avail abl e:

* "Spall" (s) variants minimze signature size, ranging from 7856
bytes (128-bit) to 29792 bytes (256-bit).

* "Fast" (f) variants optim ze key generation and signing speed,
with signature sizes from 17088 bytes (128-bit) to 29792 bytes
(256-bit), but slower verification perfornance.

Because of these |large signatures, SLH DSA will increase handshake
size in protocols such as TLS 1.3 or | KEv2. However, the imnpact on
performance is mninmal for long-lived connections or |arge data
transfers, where handshake overhead is anortized over session
duration (e.g., DILS-in-SCTP in 3GPP N2 interfaces, or signature

aut hentication in I KEv2 using PQC [I-D.ietf-ipsecne-ikev2-pgc-auth]).

I n depl oynments where ninimzing handshake size is critical, operators
may prefer SLH DSA for root and internmediate certificates while using
smal l er- signature algorithns (e.g., M-DSA) in end-entity
certificates or in the "CertificateVerify" nessage.
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12.

12.

12.

12.

Mechani sns such as Abridged TLS Certificate Chains
[I-D.ietf-tls-cert-abridge] and Suppressing CA Certificates

[1-D. kanpanaki s-t| s-scas-| atest] reduce handshake size by linmting
certificate exchange to only end-entity certificates. In such cases,
intermedi ate certificates are assuned to be known to the peer,

all owing the use of larger signature algorithns |ike SLH DSA for
those certificates w thout addi ng overhead to the handshake.

Security Considerations

Hybrid signature schenes are designed to provide defense in depth
during the migration to PQC. Their goal is to ensure that

aut henti cation remains secure as long as at |east one of the

al gorithms in use remains unbroken. However, several inportant
security considerations arise

1. Downgrade Attacks

| mpl enent ati ons nust ensure downgrade protection so that an adversary
cannot suppress PQC or hybrid schemes and force reliance solely on
traditional algorithms. This is especially inportant in scenarios
where a CRQC is available but not publicly disclosed. Wthout
downgrade protection, a MtM attacker could inpersonate servers by
presenting only traditional certificates even when PQC certificates
are support ed.

2. Strong Unforgeability versus Existential Unforgeability

I'n hybrid signature schemes, once one conponent algorithmis broken
(e.g., the traditional algorithmunder a CRQC), the overall schene no
| onger achi eves SUF-CMA. Wil e Existential Unforgeability under
chosen message attack (EUF-CMA) (see Section 10.1.1 of
[1-D.ietf-pquip-pgc-engineers]) is still preserved by the PQC
conponent, neani ng that an adversary who can obtain signatures on

arbitrary nessages still cannot forge a valid PQC signature on any
new nessage that was not previously signed. The |oss of SUF-CVA
means that hybrid mechanisms will have be eventually retired once

traditional algorithnms are no | onger secure.
3. Operational Risks

Managi ng multiple certificate paths (conposite, dual, and PQC- only)
increases the risk of msconfiguration and operational errors. For
exanpl e, a server mght continue using a hybrid signature scheme
after the traditional algorithmis broken, fail to revoke traditiona
certificates that are no | onger secure, or select the wong chain for
a given client, resulting in clients receiving a certificate path

t hey cannot vali date.
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13.

14.

15.

15.

Cl ear operational guidance and automated nonitoring are essential to
mnimze these risks. Operators need best practices for certificate
lifecycle and migration planning, along with automated checks to
ensure PQC chains remain present, valid, and not replaced by weaker
al ternatives.
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