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Abst ract

This draft introduces a nmechanismto support detached Additiona

Aut henticated Data (AAD) in JWE (JSON Web Encryption), allow ng the
AAD to be derived from context-specific information, such as session
identifiers, algorithmidentifiers, and identifiers of communication
endpoi nts, rather than being transmtted in-band. This nechani sm
strengthens security by mitigating risk agai nst unknown-key-share
attacks and/or other exploitation techniques that depend on some type
of confusion over the role played by each party.

The docunent explains howto integrate this functionality into JVE,
covering both JWE JSON Serialization and JWE Conpact Serialization.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and nmay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 17 Septenber 2025.

Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

I ntroduction . .
Conventi ons and Def| ni t| ons .
Motivati on and Use Cases
Benefits of Detached AAD
JVWE JSON Serialization
JWE Conpact Serialization . .
6.1. Supporting Detached AAD in JV\E Corrpact Serl aI i zatl on
6.2. Mechani sm Overvi ew . . A,
Deriving detached AAD .
Security Considerations .
| ANA Consi derati ons . .
9.1. JSON Wb Signature and Encryptl on Header Par aneters .
9.1.1. aad_detached e
Acknowl edgnent s . .
Nor mat i ve Ref erences
Aut hors’ Addr esses

ouhwNE

©oN
©OODPOODUTCTUTADWWN

1. Introduction

Encrypti on of payloads is perforned using a symmetric content
encryption key, which can be established through various key

di stribution nmechani sms. Exanples of such content key distribution
mechani sns i nclude public key encryption, such as HPKE, and
epheneral -static Diffie-Hell man. As part of this content key

di stribution mechani sman inportant design decision is what
information is included about the context in which the encryption is
use. This ensures that the content key material is "bound" to the
context of the transaction.

There are various techniques to ensure that the established content
encryption key is not used across different contexts, such as

i ncorporating the context into the key derivation function, adding
extra context information in protected JOSE headers, or including
out -of -band information in the Additional Authenticated Data (AAD).
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Thi s specification uses the AAD for including context information
shared out of band. This approach reduces the anobunt of data
transmtting directly within the message. |t enhances security by
ensuring the cryptographic binding of context information, by
mnimzing the attack surface. As a consequence, the AAD nust be
derived by both the sender and receiver independently. A JSON based
data structure is proposed to standardize the AAD information. The
descri bed approach is applicable to both JWE JSON Serialization and
JVWE Conpact Serialization. This mechanismis particularly useful in
scenarios like QpenlD for Verifiable Credentials (O D4VC), where a
verifier must validate context information wthout depending on in-
band AAD.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

3. Mdtivation and Use Cases

A comon use case for detached AAD arises in protocols |ike OpenlD
for Verifiable Credentials (O D4VC), where a verifier receives a JVE
response froma wallet application

I n such scenari os:

* The verifier sends a request to the wallet (typically a nobile
app) .

* The wallet responds with an encrypted message that includes
context information (e.g., the origin and the recipient of the
request) as part of the AAD

*  Wthout proper validation of AAD, attackers could exploit
vul nerabilities by mani pul ati ng context data, potentially |eading
to malicious actions.

By requiring the verifier and wallet to securely agree on a nethod
for deriving the AAD, the encrypted response can be cryptographically
bound to the request’s context. This ensures the response is valid
only within its intended context, reducing risks such as phi shing,
replay, and tanpering attacks.
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4.

Benefits of Detached AAD
The introduction of detached AAD offers several key benefits:

* I nproved Security: By deriving AAD directly fromthe context, the
need to transmt and validate in-band AAD is eliminated. This
m nimzes the attack surface and reduces the risks of tanpering
and repl ay.

* Enhanced Flexibility: Applications gain greater control over AAD
usage, ensuring it is transmtted only when necessary and
ot herw se derived out - of - band

* Consistency Across Serializations: Supporting detached AAD in both
JVWE JSON Serialization and JWE Conpact Serialization enables a
consi stent approach to context-specific AAD across various
serialization formats.

JWE JSON Serialization

VWhen the AAD is detached, the "detached_aad" paranmeter is set to
true, indicating that the AAD MJUST be conputed by both the sender and
receiver from context information.

* |f the "detached_aad" paraneter is true, the detached AAD MJST be
derived out-of-band, follow ng the process specified in Step 5 of
Section 7.

* |f the "aad" paranmeter contains data and the "detached aad"
paraneter is not present or set to false, it is used directly as
the AAD for encryption.

* |f both the "detached_aad" and "aad" paraneters are present, the
AADs are conbined and used according to the process outlined in
Step 5 of Section 7

* The derived AAD is treated as part of the encryption context but
is never transmtted within the JWE structure.

Exanpl e:

A JSON Encoded JVE is shown bel ow (with Iine-breaks added for
readability).
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{
"protected": "eyJhbGeci G JI UEt FLVAYNTYt UOhBM U2LUEXM hHQOOi LCII bmM G JkaXl i LCJrawy G J1c
mi6aVWoZzZj pwYXJhbXV6b
2F1dGg6andr LXRodWLi cHIpbnQc2hhLTIl 1Ny pTNKFYZnRVXz ZZZnp2d TBLRERKY] Bz RnV3bk| XUGs 2 TE1URXJ
ZaFBi MzJzl i wi cHNr X2I
klj oi b3VWLXByZS1zaGryZWx a2V5LW ki i wi YXV0aF9r aWQ G J1cni6aW/0Zj pwYXJhbXMeb2F1dGg6andr L
XRodWLi cHIpbnQ6c2hhL
TI INj pTNKFYZnRVXz ZZZnp2d TBLRERKY] Bz RnV3bkl XUGs2TE1URXJZaFBi MzJzI n0",
"encrypted_key": "BD7QVodt G FwYASgh36zuTzUCc80ai YWS6JOCOE- 6 _heUGyAZt - cU0818e40YqP7ebBuW3
KTMBEQAOV Mbf Wh6hj 0",
"ci phertext": "Zxqt YoongVQGct nvll EBVI 1Nl eJ7gJw2i Vt gwmm3f Xa8FK- ",
"aad": "8J-Pt OKAj eKYoO 4j yBi ZXdhcmgdChl | GFhZCE"
}

After verification:

{
"protectedHeader": {
"al g": "HPKE-0Q0",
"enc": “dir",
"kid": "urn:ietf:parans: oaut h: j wk-thunbpri nt: sha-256: S6AXf dU_6Yf zvuOKDDIb0s Fuwnl WPk6L
MTEr YhPb32s",
"psk_id": "our-pre-shared-key-id",
"auth_kid": "urn:ietf:parans: oaut h:jwk-thunbprint: sha-256: S6AXf dU_6Yf zvuOKDDIb0s Fuwnl
WPk 6LMTEr YhPb32s",
"aad_detached": true
}
"plaintext": "This is plaintext!",
"aad": "This is aad!"

In this case, the "aad_detached" paraneter set to true indicates that
the AAD nust be derived fromcontext information shared between the
sender and receiver.

6. JWE Conpact Serialization
6.1. Supporting Detached AAD in JWE Conpact Serialization
To enabl e the use of detached Additional Authenticated Data (AAD)
wi t hout introducing backward conpatibility issues, this specification
defines a nechanismthat |everages external context-specific
i nformati on and an optional protected header paraneter to signal the
presence of detached AAD. The existing JWE Conpact Serialization
format, as defined in Section 7.1 of [RFC/516], renmai ns unchanged.
6.2. Mechani sm Overvi ew

1. External Metadata for Detached AAD: The detached AAD is not
included in the JWE Conpact Serialization format.

2. Optional Protected Header Paraneter:
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* A new optional parameter, "detached aad", is introduced in the
JWE Protected Header.

* \When set to true, this paraneter indicates that the AADis
detached and nust be obtai ned through an external context.

3. Backward Compatibility: This mechani sm does not alter the
structure of the JWE Compact Serialization format, ensuring full
compatibility with existing inplenentations.

The "aad_detached": true paraneter is included in the JWE Protected
Header. For exanpl e:

"al g": "HPKE-0",
"enc": "A256GCM',
"det ached_aad": true

}
7. Deriving detached AAD

When usi ng detached AAD, both the sender and receiver MJST follow the
sanme derivation process to ensure consistency. The derived AAD is
never transmitted; instead, it is independently conputed by both
parties. The process for deriving the AAD involves the follow ng

st eps:

1. ldentify Context Information Elenents: Applications define the
context information required for AAD derivation and they are
shared by both sender and receiver.

Exanpl e:

{ o
"session_id": "sess-1234",
"sender": "alice@xanple.con,
"receiver": "bob@xanpl e.cont

}

1. Nornalize Context Information El enents
* Each context element MJST be encoded as a UTF-8 string.
* The el ements MUST be sorted in | exicographical order of their
keys (as per [RFC8785]), ensuring consistent ordering during

derivati on.

Exanpl e:
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Normal i ze El ements (Sorted):

{
"sender": "alice@xanple.cont,
"session_id": "sess-1234",
"receiver": "bob@xanpl e.cont
}

1. Serialize the Canonicalized JSON: Serialize the canonicalized
JSON obj ect, ensuring it has no extra spaces or new ines.

Exanpl e:

Concatenated String: {"sender": "alice@xanple.conl, "session_id":"sess-1234","receiver":"
bob@xanpl e. com'}

1. Apply Cryptographic Hashing: Apply a cryptographic hash function
(e.g., SHA-256) to the serialized canonicalized JSON string to
derive the AAD. The resulting hash will serve as the AAD used in
the encryption operation. The use of SHA-256 is RECOMMENDED;
however, other cryptographic hash functions MAY be used if they
provi de equival ent or stronger security properties.

Exanpl e:
Derived AAD: "SHA256({"session_id":"sess-1234", "timestanp":"2025-01-10T12: 00Z2"})"
1. Use the Derived AAD in Encryption

* Step 15 in Section 5.1 of [RFC7516] outlines how the AAD i s used
in the encryption operation. |In the case of detached AAD, the
derived AAD is treated as part of the encryption context, even
though it is never transnmitted within the JWE structure.

*  Conpact JWE and JWE JSON Serialization without an explicit JWE
AAD: For a nessage that |acks the JWE AAD but includes the derived
AAD, the derived AAD is used in conjunction with the Content
Encryption Key (CEK), JWE |V, and the nessage Mto generate the
JVE Ci phertext and JWE Aut hentication Tag. The Additi onal
Aut henti cated Data (AAD) encryption parameter is:

ASCI | (Encoded Protected Header || '.' || BASE64URL(Detached AAD)).

* JWE JSON Serialization with an explicit JWE AAD: In the case of a
message contai ning both the JWE AAD and the derived AAD, the
derived AAD is used in conjunction with the Content Encryption Key
(CEK), JVE IV, JWE AAD, and the nessage Mto generate the JVWE
Ci phertext and JWE Aut hentication Tag. The Additional
Aut henticated Data (AAD) encryption paranmeter is:
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ASCI | (Encoded Protected Header || '.' || BASE64URL(JWE AAD)|| '.’ || BASE64URL(Detached AAD
)) -

* Both the sender and receiver MJST i ndependently conpute the
detached AAD to ensure consi stency.

*  The detached AAD is not transmtted within the JWE structure;

instead, it is derived fromcontext infornation el enents out-of -
band.

1. FError Handling: If the derived AAD does not nmatch the expected
val ue during decryption, the JWE MJST be treated as invalid, and
the decryption process MJST fail

8. Security Considerations

Det ached AAD enhances security by ensuring that the AAD is tightly

bound to the specific context shared by both the sender and

reci pient. However, the followi ng considerations nust be observed:

* Both the sender and recipient MIST use the sane nethod to derive
the AAD fromthe context to avoid m snatches, as discrepancies
will lead to decryption failures.

* Applications using detached AAD nmust ensure that context
information is validated and securely exchanged to prevent
mani pul ati on by attackers.

* | nplenmentations shoul d account for potential synchronization
i ssues, such as clock drift, when deriving the AAD fromti ne-
sensitive context.

9. | ANA Consi derations
9.1. JSON Wb Signature and Encryption Header Paraneters

The following entry is requested to be added by I ANA to the "JSON Wb
Si gnature and Encrypti on Header Paraneters" registry:

9.1.1. aad_detached
* Header Paraneter Nane: "detached_ aad"

* Header Paraneter Description: Indicates that the AAD is detached
and nust be conveyed through an external mechani sm

* Header Paraneter Usage Location(s): JVWE

* Change Controller: IETF
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