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Abst ract

A Cryptographically Rel evant Quantum Conputer (CRQC) can break
traditional public-key algorithms (e.g., RSA, ECDSA), which are
typically used for authentication in |IKEv2. Conbining the post-
quant um M.- DSA signature algorithmwith a traditional signature

al gorithm provi des protection agai nst potential weaknesses or

i npl ementation flaws in M.-DSA.  This draft defines a hybrid PKI

aut henti cati on method for |1 KEv2 using conposite certificates that
ensures authentication remains secure as long as at |east one of the
component signature al gorithms remains unbroken

About Thi s Docunent
This note is to be renoved before publishing as an RFC

The latest revision of this draft can be found at

https://tireddy2. github.io/ipsecne-pqt-hybrid/ draft-reddy-ipsecne-
pat - hybrid-auth.htm. Status information for this docunent may be
found at https://datatracker.ietf.org/doc/draft-reddy-ipsecne-pqt-
hybri d- aut h/ .

Di scussion of this docunent takes place on the IP Security

Mai nt enance and Extensions Wrking Group mailing |ist
(mailto:ipsec@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ipsec/. Subscribe at
https://ww.ietf.org/mailman/listinfol/ipsec/.

Source for this draft and an issue tracker can be found at
https://github. comtireddy2/i psecne-pqt-hybrid.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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1.

I nt roducti on

The advent of quantum conputing poses a significant threat to current
cryptographic systens. Traditional cryptographic algorithns such as
RSA, Diffie-Hellman, DSA, and their elliptic curve variants are

vul nerable to quantum attacks. During the transition to post-quantum
cryptography (PQC), uncertainty remains regarding the long-term
security of both traditional and PQC al gorithns. Hybrid approaches

al | ow depl oynents to mtigate risk during this transition period.

Unl i ke previous nigrations between cryptographic algorithns, the

deci sion of when to migrate and which algorithnms to adopt is far from
straightforward. Even after the nmigration period, it may be

advant ageous for an entity’s cryptographic identity to incorporate

mul tiple public-key algorithns to enhance security.

Cautious inplenenters may opt to conbine cryptographic algorithns
such that a successful forgery requires breaking each of the
component signature algorithnms used in the hybrid construction

Thi s docunent defines a hybrid authentication nmechani smfor |KEv2
that conbines traditional and post-quantum (PQC) signature algorithns
usi ng conposite certificates. The security objective of this
mechanismis that authentication remains secure as |ong as at | east
one of the conponent signature algorithms in the hybrid construction
remai ns secure agai nst forgery.

The nechani sm specified in this docunent provides a general franmework
for conbining PQC and traditional signature algorithns in | KEv2.

Al t hough this docunment primarily describes conbinations involving M-
DSA [ M.-DSA] variants and traditional algorithms, the franmework is
not limted to M.-DSA and can acconmpdate ot her PQC and traditiona
signature al gorithm conbi nati ons.

The depl oynent nodel specified is:

Conposite Certificate: A single certificate containing a conposite
public key and conposite signature, as defined in
[I-D.ietf-|anps-pg-conposite-sigs]. 1In this nodel, a single
certificate chain and a single AUTH payl oad are used to provide
hybrid authentication assurance.
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2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here

Crypt ographi cal |y Rel evant Quantum Conputer (CRQC): A quantum
conputer that is capable of breaking real-world cryptographic
syst ens.

Post - Quant um Crypt ographi ¢ (PQC) algorithns: Asymetric cryptographic
al gorithms designed to resist attacks by cryptographically rel evant
quant um comput ers ( CRQC) .

Traditional Cryptographic algorithnms: Existing asymetric
Cryptographic algorithms could be broken by CRQC, |ike RSA, ECDSA,
et c.

3. 1 KEv2 Key Exchange

When hybrid authentication is used to achi eve post-quantum security
goal s, the key exchange nechani sm shoul d provi de conpar abl e post -
gquantum resilience; otherw se, the overall security of the | KE SA
will still depend on the traditional key exchange.

4. Exchanges
The hybrid authentication exchanges are illustrated in Figure 1
usi ng an M.- KEM key exchange carried in an | KE_SA | NTERVEDI ATE

exchange as defined in [RFC9242]. The key exchange mechanismis
i ndependent of the authentication mechani smdefined in this docunent.
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Initiator Responder
HDR, SAil, KEi, N -->
<-- HDR, SArl, KEr, Nr, [CERTREQ ]
N( SUPPORTED_AUTH_METHCODS)

HDR, SK {I NTERMEDI ATE KEi, Ni} -->
<-- HDR, SK {I NTERVEDI ATE KEr, Nr}

HDR, SK {IDi, CERT+, [CERTREQ ]
[1Dr,] AUTH, SAi 2,
TSi, TSr,
N( SUPPORTED_AUTH_METHODS) } -->
<-- HDR, SK {IDr, CERT+, [CERTREQ ]
AUTH}

Figure 1: Hybrid Authentication Exchanges with M-KEM vi a
| KE_SA | NTERVEDI ATE

5. Conposite Certificate
This draft extends and conpl ements [ PQC- AUTH] whi ch defines howto
use Post - Quantum Crypt ographic (PQC) signature algorithnms (such as
M.- DSA and SLH DSA) in I KEv2 authentication. Both drafts share the
same overarchi ng goal:

Enabl e I KEv2 to authenticate peers using PQC signature al gorithns,
ensuring security agai nst quantum capabl e adversari es.

Whereas [ PQC- AUTH] specifies PQC-only authentication, this draft
specifies how to depl oy PQC and traditional algorithnms together to
provi de hybrid assurance during the mgration phase.

Both drafts:

* Do not require any changes to | KEv2 base protocol nessages.

* Rely on the standard | KEv2 AUTH payl oad format [ RFC7296].

*  Use SUPPORTED AUTH METHODS ([ RFC9593]). |In this case, the | KEv2

peers use the SUPPORTED AUTH METHODS notification to advertise
supported conposite signature al gorithns.
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| KEv2 can use arbitrary signature algorithns as described in

[ RFC7427], where the "Digital Signature" authentication method

repl aces ol der signature authentication nmethods. Both standal one PQC
signature algorithns and conposite signature al gorithns can be

i ncorporated using the "Signature Algorithm field in the AUTH

payl oad, as defined in [ RFC7427].

For composite signatures, a single Algorithmdentifier describes a
composite public key and a conposite signature that combines nultiple
constituent algorithns (e.g., a traditional and a PQC algorithm in
accordance with [I-D.ietf-|anps-pg-conposite-sigs]. This allows a
single certificate and AUTH payl oad to provide hybrid assurance

wi thout requiring multiple exchanges.

Algorithm dentifier ASN.1 objects are used to uniquely identify
conposite schenes, including the full paraneter set for each
constituent algorithm This ensures unanbi guous sel ection and
verification of conposite signature during authentication

5.1. Composite Certificate Processing

Aut henti cation using conposite certificates follows the generic
digital signature authentication nethod defined in [ RFC7427] and the
AUTH conput ation defined in Section 2.15 of [RFC7296]. |f one or
nmor e | KE_SA | NTERMEDI ATE exchanges occurred, the signed octets are
constructed as specified in [ RFC9242].

The end-entity certificate MJUST contain a conposite public key as
defined in [I-D.ietf-1lanps-pg-conposite-sigs]. The conposite
signature algorithmused in the AUTH payl oad MJST correspond to the
conmposite public key algorithmin the certificate. A msmatch

bet ween the AUTH signature algorithmand the certificate public key
al gorithm MJUST cause the | KE_SA negotiation to fail.

Si gnature generation and verification are perforned using the
conposite signature schene as defined in
[1-D.ietf-1anps-pg-conmposite-sigs]. Any internal hashing or message
preprocessing is perforned as specified by that docunent.

6. | KEv2 Fragnentation
Post - quant um si gnature al gorithns and certificate chains may
significantly increase the size of | KE_AUTH nessages.

I mpl enent ati ons supporting the nechani sns defined in this docunent
MUST support | KEv2 Fragnentation as defined in [ RFC7383].
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7

Negoti ati on

Note: currently, this section talks nostly about the probl ens that
we' |l need to address. Eventually, it'll be updated to tal k about
the actual nechanism including the bits-on-the-wire format.

To support brown field upgrades, we will need for an | KE device to be
abl e to support negotiating with devices with only conventional (e.qg.
RSA) certificates, and with devices with conposite certificates (e.g.
RSA and ML.-DSA). In addition, for the network to be entirely post-
quantum safe, devices will need to be able to nandate that conposite
certificates be used. Furthernore, it would be cleaner if the device
sent its policy upfront to the peer, rather than letting it try to
negoti ate and failing.

For conposite certificates, this is straight-forward. A conposite
certificate can be listed in the SUPPORTED AUTH METHODS |ist as yet
anot her algorithm A device can decide to |ist support for both that
and RSA, or it could decide to list only support for conposite
certificates. The existing mechanismin IKE will cleanly decide
which is appropriate. The only remaining issue is one of preference
(if we have multiple algorithm O Ds that are acceptable to the peer,
whi ch one should we use). This is not a security issue; instead, it
is a performance issue (preferring conposite would allow us to find
performance problens earlier).

Security Considerations

The hybrid nmechanismdefined in this docunent ains to provide
aut hentication security as long as at |east one conmponent signature
al gorithmrenains secure agai nst forgery.

The security of general PQ T hybrid authentication is discussed in

[ RFC9794]. This docunent relies on nechanisns defined in
[I-D.ietf-lanps-pg-conposite-sigs], [RFC7427], and [ RFC9593], and the
security considerations of those specifications need to be taken into
account .

Traditional signature algorithns such as ECDSA, Ed25519, and Ed448
provi de existential unforgeability under chosen-nessage attack (EUF-
CVvA), which is sufficient for | KEv2 authentication. Wen used as the
traditional conponent in a conposite construction with M.-DSA these
algorithms contribute to defense-in-depth during the transition to
post - quant um crypt ogr aphy, maintaining | KEv2 authentication security
as long as at | east one conponent al gorithmremains secure.
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8.

10.

10.

However, conposite signature schemes do not in general preserve
strong unforgeability (SUF-CMA) once the traditional component
algorithmis broken, for exanple due to the availability of CRQCs.
In such cases, a forged traditional signature conponent can be
conbined with a valid post-quantum conponent to produce a conposite
signature that verifies successfully, violating SUF. This |oss of
SUF is inherent to the conposite construction and does not i nmpact

| KEv2, which relies only on the conposite signature verification
result.

1. Downgrade Considerations

The AUTH conputation in IKEv2 signs the | KE_SA I NIT exchange as
specified in Section 2.15 of [RFC7296]. Therefore, negotiation
signal s exchanged during IKE_SA INIT (such as SUPPORTED AUTH METHCDS
[ RFC9593]) are cryptographically bound to the authentication exchange
and cannot be nodified by an active attacker without causing

aut hentication failure.

If hybrid authentication is required by local policy, inplenentations
MJST enforce that the negotiated authentication method satisfies that

policy.

Specifically, if conposite authentication is required, receipt of a
non- conposite certificate or non-conposite signature algorithmduring
| KE_AUTH MUST cause the | KE_SA negotiation to fail.

I ANA Consi derati ons
None.
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