i psecne T. Reddy

I nternet-Draft Noki a
I ntended status: Standards Track V. Smnysl ov
Expires: 7 July 2026 ELVI S- PLUS

3 January 2026

PQ T Hybrid Conposite Key Exchange and Reliabl e Transport for |KEv2
draft-reddy-i psecne-i kev2-hybrid-reliable-00

Abst ract

The eventual transition to post-quantum key exchange will require
elimnation of traditional key exchange for reduced protoco
complexity and efficiency. |KEv2 therefore requires a mechani smthat
can operate in a PQC-only environnent, w thout dependi ng on
traditional key exchange algorithns (e.g., MODP DH or ECDH). As

| KEv2 pernmits arbitrary conbinations of algorithns, unnecessary

conmpl exity and insecure hybrid constructions are easily inplenented.

Thi s docunent defines PQ T hybrid conmposite key exchange al gorithns
for 1KEv2 and a single conbined KE payl oad that carries both the
tradi tional and post-quantum conponents. It also |everages the
existing | KEv2 reliable transport nmechanismso that |arge PQC key
exchange nessages can be reliably exchanged over TCP. Toget her,
these nechani sns enabl e secure and efficient PQ T hybrid depl oynents
today and provide a clear path for 1KEv2 to operate in environnments
where traditional algorithns have been replaced by PQC al gorithns.

About Thi s Docunent
This note is to be renoved before publishing as an RFC
Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-reddy-i psecne-i kev2-hybri d-
reliablel.
Di scussion of this docunent takes place on the ipsecne Wrking G oup
mailing list (mailto:ipsecme@etf.org), which is archived at
https://mailarchive.ietf.org/arch/browse/ipsec/. Subscribe at
https://ww.ietf.org/mailman/listinfo/ipsecne/.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79
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This Internet-Draft will expire on 7 July 2026
Copyri ght Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD Li cense text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.

Tabl e of Contents

1. Introduction . 3
2. Conventions and Deflnltlons . 4
3. Reliable Transport Requirenents . . . 5
4. PQ T hybrid conposite Key Exchange Algorlthns . 5
5. Conbi ned Key Exchange Payl oad . 6
6. Reliable Transport Negotiation . . 6

6.1. SEPARATE_TRANSPORTS Negoti at ed 6

6. 2. No SEPARATE_ TRANSPORTS 7
7. Hybrid Derivation . . 7
8. Exampl e Message Fl ow 8
9. Security Considerations . e e e 9
10. I ANA Considerations . . . . . . . . . . . . . . . . .. ... 10
Acknowl edgrents . . . . . . . . . . . . . . . . . . . . . .. .. 10
Ref erences . . e ¢

Nor mat i ve References e ¢

Informative References . . . . . . . . . . . . . . . . . ... 1
Authors’ Addresses . . . . . . . . . . . . . . . . . . ... .. 1

Reddy & Snysl ov Expires 7 July 2026 [ Page 2]



I nternet-Draft PQ T hybrid conposite KE for |KEv2 January 2026

1.

I nt roducti on

The I nternet Key Exchange version 2 ([IKEv2]) is a key agreenent and
security negotiation protocol used for |Psec key establishrment. The
energence of CRQCs will render traditional key exchange al gorithns
obsolete. In a post-quantumfuture, many systens will be unable to
rely on or even ship traditional key exchange algorithns. For |KEv2
to remain depl oyable in such an environnent, it must support PQC only
key exchange wi t hout depending on traditional key exchange

al gorithns.

However, because IKEv2 requires that its first key exchange occur in
the IKE_SA INIT exchange, any PQC KEM public key or ciphertext that
does not fit within a single |KE_ SA IN T nmessage (without IP
fragmentation) cannot be sent directly in that exchange. Wen a PQC
KEM does not fit in IKESAINT, the initial exchange nust fall back
to a traditional key exchange before any PQC public key or ciphertext
can be sent. This creates an inportant limtation: even in a future
where CRQCs exist and PQC algorithns are mandatory, |KEv2 peers are
forced to use a traditional key exchange in I|KE_SA I NI T whenever the
PQC KEM exceeds the path MIU. In deployments that do not i npl enent
traditional key exchange al gorithns, such fallback is unacceptable.
Absent reliable transport, PQC-only operation is therefore inpossible
when PQC key exchange payl oads exceed the path MIU. PQC-only

depl oynents renai n i npossi ble for any PQC scheme whose keyi ng

mat eri al does not fit inside an unfragnented | KE_ SA I NI T nessage,

prol onging reliance on traditional key exchange algorithns far beyond
their acceptable security horizon. Wile functional, these
mechani sns i ncrease round-trip | atency and add protocol conplexity.

Recent gui dance, including that discussed in Section 13.3.2 of
[1-D.ietf-pquip-pgc-engi neers], notes that protocol designs benefit
fromallowing a small nunber of known good configurations that nake
sense, instead of allowi ng arbitrary conbi nati ons of individua
configuration choices that nmay interact in dangerous ways. Allow ng
arbitrary conbinations of traditional and PQC algorithns can lead to
i nteractions that have not been thoroughly evaluated. However, |KEv2
does not currently follow this guidance as
[I-D.ietf-ipsecne-ikev2-mkem allows arbitrary conbinati ons of DH
groups and M.- KEM par aneters through separate traditional and PQC
negoti ati on paths, which may lead to untested or undesirable hybrid
constructions and nakes it difficult to enforce secure algorithm

pai ring.

To address these issues, this docunent introduces:
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* PQT hybrid composite key exchange al gorithnms for |KEv2,
representing single, fixed, known good conbinations of traditiona
and PQC KEM al gorithns.

* A conbi ned KE payl oad format that carries both traditional and PQC
conponents within a single payl oad.

* Leverages the IKEv2 reliable transport nechani smdefined in
[I-D.ietf-ipsecne-ikev2-reliable-transport] so that |KEv2 peers
can use TCP for |arge PQC key exchange nessages.

These updates renove the dependency on multi-round negotiation
exchanges, elimnate the requirenent to use traditional algorithns
solely due to MU limtations, reduce the risks associated with IP
fragmentation of |arge PQC payl oads, and provide a clear path for

| KEv2 to operate securely and efficiently in a future where only PQC
al gorithnms renmi n usabl e.

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent uses terns defined in [RFCO794]. For the purposes of
this docunment, it is helpful to be able to divide cryptographic
algorithms into three cl asses:

"Traditional asymetric cryptographic algorithn: An asymmetric
crypt ographi c al gorithm based on integer factorisation, finite field
discrete logarithnms, elliptic curve discrete |ogarithns, or related
mat hemat i cal probl ens.

"Post - quant um asynmetri c cryptographic algorithn: An asymretric
cryptographic algorithmthat is intended to be secure agai nst attacks
usi ng quantum conmputers as well as classical computers.

"Post - Quantum Traditional (PQ T) hybrid schenme": A nulti-algorithm

schene where at | east one conponent algorithmis a post-quantum
algorithmand at |least one is a traditional algorithm
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3.

Rel i abl e Transport Requirenents

PQC-only depl oynents (i.e., deploynents that do not inplenent any
traditional key exchange al gorithns) cannot rely on UDP for

I KE_ SA INIT when the PQC key exchange payl oad exceeds the path Mru
In these deploynments, fallback to UDP woul d prevent the use of a PQC
only key exchange. Therefore, when a PQC-only key exchange nmethod is
of fered or negotiated and the PQC key exchange payl oad exceeds the
path MIU, the initiator MIST start IKE_SA INIT over TCP, and peers
MUST NOT fall back to UDP for IKE SAINT. This requirenent follows
fromthe reliable transport nechani smdefined in
[1-D.ietf-ipsecme-ikev2-reliable-transport].

PQ T hybrid conposite key exchange produces a conbi ned KE payl oad
that may or may not exceed the path MIU, depending on the specific

al gorithm conbi nati on. When the conbi ned KE payl oad exceeds the path
MIU, the PQ T hybrid conposite key exchange MJUST NOT be sent over

UbP. |If TCP is supported, the initiator MAY migrate to TCP and use
the PQ T hybrid conposite key exchange; otherwise, the initiator MJST
use a PQ T hybrid non-conposite key exchange.

PQ T hybrid conposite Key Exchange Al gorithns

Thi s docunent defines PQ T hybrid conposite key-exchange net hods t hat
MJST be treated as single, atom c key-exchange identifier. Because
| KEv2 treats key-exchange nethods (Transform Type 4) as opaque and
does not define their internal processing (see Section 2.14 of

[ KEv2]), each hybrid nmethod specifies howits traditional and PQC
shared secrets are conbi ned.

Each PQ T hybrid conposite key exchange al gorithmi nplies:

* One traditional key exchange conmponent

*  One PQC KEM conponent

* One conbi ned KE payl oad format

* A PQT hybrid key-exchange al gorithm specific conbiner (see
Section 7)

Thi s docunent defines the following PQT hybrid conposite key
exchange al gorithns:

* ecp256-m kenv68

* ecp384-ni kenll024
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* curve25519-m kenv68

Each PQ T hybrid composite key exchange algorithmis represented as a
single TransformID of type 4 (Key Exchange Method) and is negoti ated
as a whol e.

5. Conbi ned Key Exchange Payl oad

The KE payl oad carries both conponents of the PQ T hybrid conposite
key exchange algorithm Specifically, the initiator includes its
traditional key exchange public key together with its PQC KEM public
key:

KEi = Traditional - Key-Exchange-Public-Key || PQC KEM Publi c- Key

The responder returns its traditional key exchange public key al ong
with the PQC ci phertext:

KEr = Traditional - Key- Exchange- Public-Key || PQC G phertext

Because both the traditional and post-quantum key exchange val ues are
conveyed within a single exchange, no ADDKE transforns are
negotiated. Thus, the | KE | NTERMVEDI ATE and | KE_ FOLLOMJP_KE exchanges
are not needed for the purpose of key exchange, but peers can

negoti ate and use | KE_ | NTERVEDI ATE for other purposes.

The I engths of the traditional and PQC components are fixed and
defined by the selected PQ T hybrid conposite TransformID. No
additional length fields are included in the KE payl oad.

6. Reliable Transport Negotiation

PQ T hybrid conposite key exchange requires a reliable transport to
avoid | P-layer fragnentation of |arge PQC key exchange val ues.
Transport selection follows
[I-D.ietf-ipsecnme-ikev2-reliable-transport]. The initiator MJST
follow the rules in the scenarios bel ow

6.1. SEPARATE_TRANSPORTS Negoti at ed

If the initiator starts the |IKE_ SA INT exchange over TCP and

i ncl udes a SEPARATE TRANSPORTS Notify, and the responder al so

i ncl udes a SEPARATE_TRANSPORTS Notify, then the IKE SA is established
usi ng separate transports. In this configuration, all |KE nessages
are sent over TCP. ESP is sent over UDP (or directly over IP) if
possible; if both UDP and I P are bl ocked, ESP is sent over TCP as
described in [ RFC9329].
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6.2. No SEPARATE_TRANSPORTS

If the initiator starts the IKE_SA IN T exchange over TCP and the
responder accepts the TCP transport but does not include a
SEPARATE_TRANSPORTS Notify, then the | KE SA operates in the node
defined by [RFC9329]. In this configuration, both | KE messages and
ESP traffic are carried over the same TCP connection. PQ T hybrid
key exchange payl oads can be sent in this configuration since the |KE
messages are transported reliably.

7. Hybrid Derivation

Each PQ T hybrid key exchange nethod defined in this docunment
produces two i ndependent shared secrets: one fromthe traditional
component (K_T) and one fromthe PQC conponent (K PQ. Because |KEv2
treats key exchange nethods as opaque, the function that conbines
these secrets is defined per hybrid KE nethod. The PQ T hybrid key
exchange nethods in this docunent use the Universal Conbiner defined
in[l-Dirtf-cfrg-hybrid-kens]. Note that in all PQT hybrid
composite KE algorithms defined in this docunment, the PQC component
is listed second in the algorithmnane but is passed first to the

Uni ver sal Conbi ner.

Let:
* K T =traditional ECDH shared secret
* K _PQ = post-quantum shared secret

The conbi ned secret is conputed as:

| abel = "| KEv2- HYBRI D- KE- v1"
K_conbi ned = Uni versal Combi ner(K PQ K T, CI_PQ "", PK PQ
PK T, |abel)
Wher e:

* K PQ: PQC shared secret

* KT : traditional shared secret
* CT_PQ : PQC ciphertext

* PK_PQ: PQC public key

* PK T : traditional public key

* |abel : protocol-specific domain separation string
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The traditional conmponent does not produce a ciphertext; therefore,
the ci phertext argunent corresponding to the traditional conponent is
the enpty string.

The SKEYSEED val ue i s conputed as:
SKEYSEED = prf(N | Nr, K _conbi ned)

This replaces the gnir shared secret defined in [IKEv2]; all other
aspects of SKEYSEED conputation remai n unchanged.

Once SKEYSEED is derived, the remainder of the | KEv2 key hierarchy is
conputed exactly as specified in [IKEv2].

This construction aligns with the hybrid key exchange approach used
in TLS[I-D.ietf-tls-hybrid-design], where traditional and post-
quant um secrets are concatenated before key derivation to ensure
security against both traditional and quantum adversari es.

8. Exanpl e Message Fl ow

This section illustrates an | KEv2 exchange using a PQ T hybrid
conposite key exchange algorithm The initiator sends a conbined KE
payl oad containing both the traditional DH public key and the PQC
public key. The responder returns its DH public key together with
the PQC ci phertext.

The exchange is shown using TCP, negotiated using the IKEv2 reliable

transport mechanism Both peers include the SEPARATE TRANSPORTS
Notify to indicate support for separate |KE and ESP transports.
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9

Initiator Responder

IKE_SA INIT (over TCP)

HDR, SAi 1,
N( SEPARATE_TRANSPORTS) ,
KEi ( DH pub_i || PQC pub_i ),
Ni o>
<--- HDR, SAr1l
N( SEPARATE_TRANSPORTS)
KEr( DH pub r || PQC.ct ),
Nr
| KE_AUTH
HDR, SK { ID, AUTH, SAi 2, TSi, TSr } --->
<--- HDR, SK{ IDr, AUTH, SAr2,
TSi, TSr }

Child SA established; ESP traffic uses UDP

Security Considerations

PQ T hybrid conposite key exchange al gorithms reduce the risk of

i nsecure or unintended al gorithm conbi nati ons by ensuring that only
wel | -defined, vetted pairs of traditional and PQC algorithns are
used. This prevents deploynents from constructing ad-hoc hybrids
that may provi de weaker security than either conponent al one.

As in standard | KEv2, the KE payload (including both the traditiona
and PQC components) is integrity-protected and authenticated during
the | KE_AUTH exchange. This protection prevents nodification of

ei ther conponent by an active attacker

Thi s docunment | everages the |KEv2 reliable transport mechanismto
avoid | P-layer fragnentation of |arge PQC payloads. Finally, by
enabling a PQC-only key exchange within IKE_SA INIT and by avoi di ng
fallback to traditional key exchange due solely to MIU constraints,
the nechanisns in this docunent ensure that | KEv2 renmai ns secure and
depl oyabl e even in environnments where traditional algorithns have
been deprecated or renoved due to their vulnerability to quantum
capabl e adversari es.
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10. | ANA Consi der ati ons

I ANA is requested to assign three new values for the PQ T hybrid
conposite key exchange al gorithm nanes "ecp256-m kenv68",

"ecp384-m keml024", and "curve25519-mni kenv68" in the | KEv2 "Transform
Type 4 Key Exchange Method Transform I Ds" registry and list this
docunment as the reference.

B oo s e e ety
| Nunber | Name | Reference |
[ ety Sty b —p———————
| TBD1 | ecp256-n kenv68 |[this RFC] |
I I T I +
| TBD2 | ecp384-nl keml024 |[this RFC] |
+---- - - - R i F--- - - - +
| TBD3 | curve25519-m ken768 |[this RFC |
F-------- I I I I I +

Table 1: Updates to the I ANA "Transform Type 4 - Key Exchange Method Transform I Ds" re
gistry
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