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Abst r act

Thi s docunent proposes enhancenents to TLS-based EAP net hods,

i ncludi ng the Extensible Authentication Protocol with Transport Layer
Security (EAP-TLS), EAP Tunneled TLS (EAP-TTLS), Protected EAP
(PEAP), and EAP Tunnel Method (TEAP), to incorporate post-quantum
crypt ographi c nechanisns. It also addresses challenges related to
|large certificate sizes and long certificate chains, as identified in
[ RFC9191], and provi des recommendati ons for integrating PQC

al gorithms into TLS-based EAP depl oynments.

About Thi s Docunent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-reddy-emnu-pqc-eap-tls/.

Di scussi on of this docunent takes place on the EAP Met hod Update
Working Goup mailing list (nmailto:emu@etf.org), which is archived
at https://mailarchive.ietf.org/arch/browse/emu. Subscribe at
https://ww. ietf.org/ mailman/listinfo/enu/.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 9 Cctober 2026.
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1. Introduction

The energence of a Cryptographically Rel evant Quantum Conputer (CRQC)
woul d break the mat hematical assunptions that underpin wdely

depl oyed public-key algorithnms, rendering theminsecure and obsol ete.
As a result, there is an urgent need to update protocols and
infrastructure with post-quantum cryptographic (PQC) algorithns
designed to resist attacks from both quantum and cl assi ca
adversaries. The cryptographic primtives requiring replacement are
di scussed in [I-D.ietf-pquip-pgc-engi neers], and the NI ST PQC

St andardi zation process has initially selected algorithns such as M-
KEM [ FI PS203], M.- DSA [ FI PS204], and SLH DSA [ FI PS205] for usage in
security protocols.

To mitigate the risks posed by a CRQC, such as the potenti al
comprom se of encrypted data and the forging of digital signatures,
exi sting security protocols nmust be upgraded to support PQC. These
ri sks include "Harvest Now, Decrypt Later" (HNDL) attacks, where
adversaries capture encrypted traffic today with the intent to
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decrypt it once CRQCs becone avail able. TLS-based EAP net hods are

wi dely used for network access authentication in enterprise and

wirel ess environnents. This docunent applies to all EAP nmethods that
use TLS as their underlying transport, including EAP-TLS [ RFC9190],
EAP- TTLS [ RFC5281], PEAP, and TEAP [RFC7170]. To continue providing
Il ong-termconfidentiality and authentication guarantees, these

met hods nmust evol ve to incorporate post-quantum al gorithns.

However, transitioning these protocols to support PQC introduces
practical challenges. [RFC9191] highlights issues related to |arge
certificates and certificate chains in EAP-TLS, which can lead to
session failures due to round-trip limtations. PQC certificates and
certificate chains tend to be significantly larger than their
traditional counterparts, further exacerbating these issues by

i ncreasing TLS handshake sizes and the |ikelihood of session
failures. To address these challenges, this draft proposes
mtigation strategies that enable the use of PQC within TLS-based EAP
met hods, ensuring secure and efficient authentication even in
constrai ned network environments.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capital s, as shown here

Thi s docunent adopts term nol ogy defined in
[1-D.ietf-pquip-pqgt-hybrid-termnology]. For the purposes of this
docunent, it is useful to categorize cryptographic algorithns into
three distinct classes:

* Traditional Algorithm An asymretric cryptographic al gorithm based
on integer factorization, finite field discrete |logarithns, or
elliptic curve discrete logarithnms. In the context of TLS, an
exanmpl e of a traditional key exchange algorithmis Elliptic Curve
Diffie-Hell man (ECDH), which is alnbst exclusively used in its
epheneral node, referred to as Elliptic Curve Diffie-Hell man
Ephener al ( ECDHE)

*  Post-Quantum Al gorithm An asymetric cryptographic al gorithm
designed to be secure against attacks from both quantum and
cl assical computers. An exanple of a post-quantum key exchange
algorithmis the Mddul e-Lattice Key Encapsul ati on Mechani sm ( ML-
KEM .
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* Hybrid Algorithm W distinguish between key exchanges and
signature al gorithns:

- Hybrid Key Exchange: A key exchange nechani smthat conbi nes two
conponent al gorithns

o one traditional algorithmand one post-quantum al gorithm
The resulting shared secret remains secure as |ong as at
| east one of the conponent key exchange al gorithns remains
unbr oken.

- PQT Hybrid Digital Signature: A multi-algorithmdigita
si gnature schene conposed of two or nore conponent signature
al gorithms, where at |least one is a post-quantum al gorithm and
at least one is a traditional algorithm

Digital signature algorithns play a critical role in X 509
certificates, Certificate Transparency Signed Certificate Tinmestanps,
Online Certificate Status Protocol (OCSP) statenments, and any other
mechani smthat contributes signatures during a TLS handshake or in
the context of a secure comuni cation establishnent.

3. Data Confidentiality in TLS-Based EAP Met hods

One of the primary threats to TLS-based EAP nethods is the HNDL
attack. In this scenario, adversaries can passively capture EAP-TLS
handshakes such as those transmitted over the air in W-F networks
and store themfor future decryption once CRQCs becone avail abl e.

Wil e EAP-TLS 1.3 [ RFC9190] provides forward secrecy through
epheneral key exchange and inproves privacy by encrypting client
identity and reduci ng exposure of session metadata, these protections
rely on the security of the underlying key exchange algorithm In
the presence of a CRQC, traditional key exchange nmechanisnms (e.g.,
ECDHE) woul d no | onger provide |long-termconfidentiality. In such
cases, an adversary could nount an HNDL attack by passively recording
EAP- TLS handshakes and decrypting the captured traffic once quantum
capabl e cryptanal ysis becones feasible. This could retroactively
expose information that TLS 1.3 is otherw se designed to protect,

i ncl udi ng:

* The identity of the authenticated client.

* (Cient credentials used in certificate-based authentication (e.qg.,
user nanmes, device or organization identifiers).
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* In the case of EAP-TTLS and TEAP, HNDL attacks present an
additional threat. These nmethods typically carry |egacy inner
aut henti cation protocols within the outer TLS tunnel, such as Ms-
CHAPv2. If a CRQC is used to break the outer TLS tunnel, the
exposed i nner authentication exchange coul d enable offline
password attacks, potentially allow ng an adversary to recover
user credential s.

To preserve the intended privacy guarantees of TLS 1.3 and to protect
agai nst HNDL attacks, TLS-based EAP depl oynents that require | ong-
termconfidentiality will need to adopt post-quantum key exchange
mechani sms, as outlined in Section 4 of [I-D.ietf-uta-pqc-app].

These nechani sns ensure that even if handshake data is recorded
today, it cannot be decrypted in the future, maintaining the
confidentiality and privacy of the TLS session.

Furthernore, to support hybrid or PQC-only key exchange in bandw dth
or latency-constrai ned EAP depl oynents, EAP clients and servers
shoul d apply the optim zations described in Section 4.1 of
[I-D.ietf-uta-pqc-app] to m nimze performance overhead.

4, Post-Quantum Authentication in TLS-Based EAP Mt hods

Al though a CRQC would primarily inmpact the confidentiality of
recorded TLS sessions, it could al so pose risks to authentication
mechani sms that rely on traditional public-key algorithms with |ong-
lived credentials. In particular, if quantum capable cryptanal ysis
were to becone practical within the validity period of a certificate,
an adversary could recover the private key corresponding to a
traditionally signed certificate and subsequently inpersonate the
certificate holder in real time. The feasibility and inpact of such
attacks depend on several factors, including certificate lifetines
and key managenent practices.

TLS- based EAP depl oynments rely on X. 509 certificates issued by CAs,
and the transition to PQ certificate authentication is constrai ned by
the long lifecycle associated with distributing, deploying, and
validating new trust anchors. |[If CRQCs arrive sooner than

antici pated, deployed authentication systens may |lack the agility to
transition credentials and trust anchors in a tinely nanner.
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As a result, deploynents that rely on long-lived certificates or that
require resistance to future quantum capabl e adversaries face an
increased risk of authentication conprom se. In such scenarios, an
on-path attacker that is able to recover a server’'s private key
within the certificate validity period could inpersonate access
points (APs) in real tine, potentially deceiving users into revealing
credentials or connecting to rogue networKks.

To mitigate these risks, TLS-based EAP depl oynents will need to
adopt, over tine, either PQor PQ T hybrid certificate-based
aut hentication, as described in Section 5 of [I-D.ietf-uta-pqc-app].

The use of PQor PQT hybrid certificates increases the size of

i ndividual certificates, certificate chains, and signatures,
resulting in significantly |arger handshake nessages. These |arger
payl oads can | ead to packet fragnentation, retransn ssions, and
handshake del ays, issues that are particularly disruptive in
constrai ned or | ossy network environments.

To address these inpacts, TLS- based EAP depl oyments can apply
certificate chain optim zation techniques outlined in Section 6.1 of
[I-D.ietf-uta-pqc-app] to reduce transm ssion overhead and i nprove
handshake reliability.

5. EST Integration

The EAP client is expected to validate the certificate presented by
the EAP server using a trust anchor that is provisioned out-of -band
prior to authentication (e.g., using EST). The internediate
certificates are provided by the EAP server during the TLS handshake.
The EAP client relies solely on the pre-provisioned trust anchor to
build and validate the certificate chain. This nodel assumes a
managed depl oynment environment with explicitly configured trust

rel ati onshi ps between the EAP client and EAP server

To further reduce handshake overhead, particularly in deploynents
using large certificate chains due to post-quantum (PQ or conposite
certificates, this draft proposes an optimnization that |everages the
Enrol | ment over Secure Transport (EST) protocol [RFC7030], extended
by [RFC8295]. Specifically, it allows internmediate certificates to
be retrieved in advance by using EST, thereby avoiding the need to
transmt them during each TLS handshake.

Reddy Expires 9 Cctober 2026 [ Page 6]



Internet-Draft PQC Enhancenents to TLS-Based EAP Met hod April 2026

For EAP nethods that use TLS as an outer tunnel (e.g., PEAP and
TEAP), the EST optim zation described in this section applies to the
certificates used in the outer TLS tunnel. The EST pre-fetching of
client intermediate certificates is relevant only when nmutual TLS
authentication is used. This is always the case for EAP-TLS, and
optionally the case for EAP-TTLS and TEAP when client certificate
aut hentication is used in the outer tunnel

This section defines extensions to EST to support retrieval of the
certificate chain used by an EAP server and EAP clients. The first
ext ension enables clients to obtain access to the conplete set of
published internediate certificates of the EAP server

A new path conponent is defined under the EST well-known URI:
GET /.wel | -known/ est/ eapservercertchain

The '/ eapservercertchain’ is intended for informational retrieva

only and does not require client authentication. It allows clients
to retrieve the internediate certificate chain that the EAP server
presents during TLS handshakes. This request is performed using the
HTTPS protocol. The EST server MJST support requests without
requiring client authentication. The certificate chain provided by
the EST server MJST be the sane certificate chain the EAP server uses
in a TLS-based EAP session

The second extension enabl es EAP servers to obtain access to the
conpl ete set of published internediate certificates of the EAP
clients. Rather than relying on static configuration, the EAP server
can dynamically fetch the client’s internediate certificate chain
froma trusted EST server within the sane adm nistrative domain

A new path conponent is defined under the EST well-known URI:
GET /.wel | -known/ est/ eapclientcertchain

The '/eapclientcertchain’ is intended for informational retrieva
only and does not require client authentication. It allows the EAP
server to retrieve the intermediate certificate chain that the EAP
clients present during TLS handshakes. This request is perforned
usi ng the HTTPS protocol. The EST server MJST support requests

wi thout requiring client authentication. The certificate chain
provi ded by the EST server MJST be the sane certificate chain EAP
clients use in the TLS-based EAP session

EAP clients and servers MJST authenticate the EST server using a

trust anchor obtained via a suitable bootstrappi ng nmechani sm before
retrieving internmediate certificate chains via HITPS. Various
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boot st rappi ng mechani snms exi st for establishing this trust, such as
BRSKI [ RFC8995], EST [ RFC7030], or out-of-band provisioning. The
choi ce of bootstrappi ng nmechanismis a depl oynent decision and is out
of scope for this docunent. Certificate chains retrieved froman
unaut henticated or untrusted EST server MJST NOT be used for TLS
chain validation.

EAP servers and clients are RECOMVENDED to cache retrieved
certificate chains to reduce | atency and network overhead. However,
they SHOULD i npl ement mechani sns to detect changes or expiration
These include periodic re-fetching, honoring HTTP cache contro
headers (e.g., Cache-Control, ETag), and verifying the validity
period of internediate certificates

EAP clients MAY omit internediate certificates fromthe TLS handshake
only if they have been explicitly configured by the admnnistrator to
do so. Such configuration is recommended only in depl oynents where
both the EAP client and EAP server support this specification and
have conpl eted EST pre-fetching as part of provisioning. |f no such
configuration is present, the EAP client MJST include the ful
certificate chain in the TLS handshake. Simlarly, an EAP server NMNAY
omt internediate certificates fromthe TLS handshake only if it has
been explicitly configured by the adnm nistrator to do so.

Admi ni strators are advised to ensure that clients in the depl oynent
have retrieved the server’s internmediate certificates via EST as part
of their provisioning process before enabling this configuration

Note: A TLS extension could be used to explicitly signal support for
intermedi ate certificate om ssion between peers, avoiding the need
for administrator configuration. Such a nmechanismis considered a
possi ble future solution but is out of scope for this docunent.

6. Security Considerations

The security considerations outlined in [I-D.ietf-uta-pqgc-app] and
[1-D.ietf-pquip-pgc-engi neers] nust be carefully evaluated and taken
into account for all TLS-based EAP depl oynents.

7. | ANA Consi der ations

Thi s docunent defines two new path conponents under the EST well -
known URI '/.well-known/est/’, follow ng the extension nmechani sm
establi shed by [ RFC8295]: '/eapservercertchain’ and

"/ eapclientcertchain’. As these are sub-paths under the already-
registered '/.well-known/est/’ prefix defined in [ RFC7030], no new
I ANA registry entries are required.
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