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Abst r act

Thi s docunent specifies the use of Post-Quantum (PQC) and Post -
Quantum Traditional (PQ T) Hybrid Key Encapsul ati on Mechani sns ( KEMs)
within the Hybrid Public Key Encryption (HPKE) for JOSE and COSE. It
defines algorithmidentifiers and key formats to support pure post-
quantum al gorithms (M.-KEM and their PQ T hybrid conbi nations.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-reddy-cose-jose-pqc-hybrid/.

Di scussi on of this docunent takes place on the cose Wrking G oup
mailing list (mailto:cose@etf.org), which is archived at
https://mail archive.ietf.org/arch/ browse/cose/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/cosel.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 20 August 2026.
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1. Introduction

The nigration to Post-Quantum Cryptography (PQC) is unique in the
hi story of modern digital cryptography in that neither the

tradi tional algorithnms nor the post-quantumalgorithns are fully
trusted to protect data for the required data lifetinmes. The
traditional algorithnms, such as RSA and elliptic curve cryptography
(ECO), will fall to quantum cryptanal ysis, while the post-quantum
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al gorithms face uncertainty about the underlying mathemati cs,
compl i ance i ssues, unknown vul nerabilities, hardware and software
i npl ement ati ons that have not had sufficient maturing time to rule
out classical cryptanalytic attacks and inpl enentation bugs.

During this transition, deploynments nay adopt different strategies
depending on their security posture, risk tol erance, and externa
constraints. Hybrid key exchange is generally preferred over pure
PQC key exchange because it provi des defense in depth by conbining
the strengths of both traditional and post-quantum algorithns. This
approach ensures continued security even if one of the conponent
algorithms is conprom sed during the transitional period.

However, pure PQC key exchange nmay be required for specific

depl oynents with regulatory or conpliance nmandates that necessitate
t he exclusive use of post-quantum cryptography. Such requirenents
may arise in environnents governed by stringent cryptographic
standards that prohibit reliance on traditional public-key

al gorithms.

Hybrid Public Key Encryption (HPKE) specifies a schene for encrypting
arbitrary-length plaintexts to a recipient’ s public key. The use of
HPKE with JOSE and COSE is specified in [I-D.ietf-jose-hpke-encrypt]
and [I-D.ietf-cose-hpke], respectively. HPKE can be extended to
support both pure PQC and post-quantumtraditional (PQT) hybrid Key
Encapsul ati on Mechani snms (KEMs), as defined in [I-D.ietf-hpke-pq].
Thi s docunent specifies the use of these KEMs in HPKE for JOSE and
COsE.

Supporting both pure PQC and PQ T hybrid KEMs enables flexible

depl oynent choi ces: hybrid nechani sns provide a conservative
transition strategy with defense in depth, while pure PQC nechani sns
accommodat e depl oynents with regul atory, conpliance, or policy-driven
requirenents for exclusive use of PQC

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunment nakes use of the terns defined in
[1-D.ietf-pquip-pqgt-hybrid-termnology]. For the purposes of this
docunent, it is helpful to be able to divide cryptographic algorithns
into two cl asses:
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"Traditional Algorithm': An asymmetric cryptographic al gorithm based
on integer factorisation, finite field discrete logarithns, elliptic
curve discrete logarithms, or related mathematical problems. 1In the
context of JOSE, exanples of traditional key exchange al gorithns
include Elliptic Curve Diffie-Hell man Epheneral Static [ RFC6090]

[ RFC8037]. In the context of COSE, exanples of traditional key
exchange al gorithns include Epheneral -Static (ES) DH and Static-
Static (SS) DH [ RFC9052].

"Post - Quantum Al gorithni: An asymretric cryptographic algorithmthat
is believed to be secure against attacks using quantum conputers as
wel | as classical conmputers. Exanples of PQC key exchange al gorithns
i ncl ude M- KEM

"Post - Quantum Tradi tional (PQ T) Hybrid Scheme": A multi-algorithm
schene where at | east one conponent algorithmis a post-quantum
algorithmand at |east one is a traditional algorithm

"PQ T Hybrid Key Encapsul ati on Mechanism': A nulti-al gorithm KEM rmade
up of two or more conponent KEM al gorithms where at | east one is a
post - quantum al gorithm and at |east one is a traditional algorithm

3. Construction

M.- KEM i s a one-pass (store-and-forward) cryptographic nmechani sm for
an originator to securely send keying material to a recipient using
the recipient’s M-KEM public key. Three paraneter sets for M-KEMs
are specified by [FIPS203]. |In order of increasing security strength
(and decreasing performance), these paraneter sets are M- KEM 512,
M.- KEM 768, and M.- KEM 1024. For pure PQC, the M.-KEM al gorithns are
used as standal one KEMs within the HPKE franework as defined in
[1-D.ietf-hpke-pq].

Wil e this docunent defines ciphersuites for all three paraneter
sets, inplenenters should follow the guidance in Section 3 of
[1-D.ietf-hpke-pq] regarding the selection of security |evels.
Specifically, it is noted that while M-KEM 512 provides N ST
security category 1, the use of M.-KEM 768 or M-KEM 1024 is
generally preferred to provide a higher security margin agai nst
potential future cryptanal ysis.

PQT algorithms for HPKE [I-D.ietf-hpke-pg] use a nulti-algorithm
schene, where one conponent algorithmis a post-quantum al gorithm and
another one is a traditional algorithm The hybrid conbiner
construction, such as the C2PRI Conbi ner defined in
[I-Dirtf-cfrg-hybrid-kens], conbines the shared secrets and public
val ues froma post-quantum KEM and a traditional KEMto derive a
singl e shared secret for HPKE
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4.

Al'i gnnment with JOSE HPKE Mbdes

The JOSE HPKE specification [I-D.ietf-jose-hpke-encrypt] and the COSE
HPKE specification [I-D.ietf-cose-hpke] define the use of HPKE with
two Key Managenent Modes:

* Key Encryption, and
* Integrated Encryption.

In both JOSE and COSE, the sel ected Key Managenment Mode det erni nes
how HPKE is applied at the nessage layer. |In Key Encryption node,
HPKE is used to encrypt a Content Encryption Key (CEK), which is then
used to encrypt the payload. |In Integrated Encryption nmode, HPKE is
used directly to encrypt the payload, and no separate CEK is

enpl oyed.

Each Key Managenent Mdde is identified by a distinct algorithm
identifier (alg) in both JOSE and COSE. This docunment registers
separate HPKE al gorithmidentifiers for Key Encryption and Integrated
Encryption for both pure PQC and PQ T hybrid HPKE instanti ati ons.

Thi s separation ensures that JOSE and COSE i npl enentati ons can
determ ne the intended HPKE Key Managenent Mode solely fromthe alg
val ue, w thout anbiguity, and preserves conpatibility with existing
HPKE processi hg nodel s.
Ci phersuite Registration
This specification registers a set of pure PQC and PQ T hybrid KEMs
for use with HPKE. In this context, an HPKE ciphersuite is defined
as a conbination of the follow ng al gorithm conponents:
* KEM al gorithm which may be either:
- a pure PQC KEM (for exanple, M.-KEM 768), or
- a PQT hybrid KEM that combines a PQC KEMwith a traditional
key- exchange al gorithm (for exanple, M-KEM 768 + X25519,
defined as "M.KEM/68- X25519" in [I-D.ietf-hpke-pq])
* KDF al gorithm

* AEAD al gorithm
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The values for KEM KDF, and AEAD are drawn from the HPKE | ANA
registry [HPKE-1 ANA]. Consequently, JOSE and COSE can only use

al gorithm conbi nati ons that are already defined and regi stered for
HPKE.

The HPKE ci phersuites defined for use with JOSE and COSE, incl uding
both pure PQC and PQ T hybrid KEMs, are specified in Section 9.

Note that the pure PQC and PQ T hybrid KEMs defined for HPKE are not
authenticated KEMs. As a result, only the HPKE Base nobde is
supported when using these KEMs, in accordance with the HPKE and
JOSE/ COSE HPKE speci fications.

6. AKP Key Type for Use with PQC and PQ T Hybrid HPKE Al gorithmns

This section describes the required paraneters for an "AKP" key type,
as defined in [I-D.ietf-cose-dilithium, and its use with pure PQC
and PQ T hybrid algorithns for HPKE, as defined in {#XW NG and
{#XW NG KE} . An exanpl e key representation is al so provided for
illustration.

6.1. Required Paraneters

A JSON Wb Key (JWK) or COSE_Key with a key type (kty) for use with
pure PQC or PQ T hybrid algorithms for HPKE includes the follow ng
par anet er s:

* kty (Key Type)
The kty paraneter MJST be present and MUST be set to "AKP".

* alg (Algorithm
The al g paraneter MJST be present and MJST identify the pure PQC
or PQ T hybrid algorithmfor HPKE, as defined in {#XWNG or
{#XW NG KE} .
HPKE al gorithns using pure PQC or PQ T hybrid KEMs are those
registered in the "JSON Wb Si gnature and Encryption Al gorithnms"
registry and the "COSE Al gorithns" registry, and are derived from
the corresponding KEMidentifiers in the HPKE | ANA registry.

* pub (Public Key)
The pub paranmeter MJST be present and MJST contain the public
encapsul ati on key (pk) as defined in Section 5.1 of
[1-D.irtf-cfrg-hybrid-kens]. For hybrid KEMs, the PQC KEM public
key MUST be placed first, followed i nmediately by the traditional
public key, as specified in [I-D.ietf-hpke-pg]. No padding or
delimters are used between the keys.

When represented as a JWK, this value MJUST be base64url - encoded.
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* priv (Private Key)
When representing a private key, the priv paranmeter MJIST be
present and MUST contain the private decapsul ati on key (sk) as
defined in Section 5.1 of [I-D.irtf-cfrg-hybrid-kens]. For hybrid
KEMs, the PQC KEM private key MJST be placed first, followed
imredi ately by the traditional private key.
When represented as a JWK, this value MJUST be base64url - encoded.

6.1.1. Exanple

The following is an exanple JWK representation of an "AKP" key for
t he "M.KEM768- X25519- SHAKE256- AES- 256- GCM' al gori t hm

{
"kty" o "AKP',
"al g" : "HPKE-8",
"pub" : "4iNrNaj CSz...tnrrlzQSQQ0AIl NA",
"priv" : "f5wmpQP...rPpn7ryY"
}

7. Security Strength Anal ysis of Registered HPKE Ci phersuites

This section provides an analysis of the security strength of the
HPKE ci phersuites defined in this document.

o e - Fomm e Fom e e e oo o e o e o e e e oo +
i_krg | Mode | KEM | Trad | KDF | AEAD |
+--! ------- R e Fommm e e e e o Fommm e e e e o s +
—- -+

| HPKE-8 | Hybrid | MLKEM 768 | P-256 | SHAKE256 | AES-256- GCM |
|28HI=’KE-9 | Hybrid | M.LKEM 768 | P-256 | SHAKE256 | ChaCha20- Pol y1305 |
fSHLKE-lo | Hybrid | M.LKEM 768 | X25519 | SHAKE256 | AES-256- GCM |
|28HIDKE-11 | Hybrid | M.KEM 768 | X25519 | SHAKE256 | ChaCha20- Pol y1305 |
|28HI=’KE-12 | Hybrid | M.KEM 1024 | P-384 | SHAKE256 | AES-256- GCM |
?ZHLKE-ls | Hybrid | M.KEM 1024 | P-384 | SHAKE256 | ChaCha20- Pol y1305
|92HIDKE-14 | Level | MKEM512 | - | SHAKE256 | AES-128-GCM |
| HLKE—15 | Level | MKEM 768 | - | SHAKE256 | AES-256- GCM |
| HLKE—16 | Level | MKEM 1024 | - | SHAKE256 | AES-256- GCM |
+--|- ------- Fomm e Fom e e e oo o e o e o e e e oo +
p—

* Level x = NI ST post-quantum security | eve

* Cyyy = Approximate classical security strength in bits for
traditional algorithms.

* Hybrid classical strength is bounded by the traditional conponent

* -KE variants share identical cryptographic properties and are
omtted

Level 3/C1
Level 3/Cl
Level 3/Cl
Level 3/C1
Level 5/C1
Level 5/C1
Level 1

Level 3

Level 5
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NI ST post-quantum security Levels 1, 3, and 5 are defined by
reference to the classical cost of breaking AES-128, AES-192, and
AES- 256, respectively. These levels apply to post-quantum al gorithm
targets and do not constitute classifications of the AES primtive
itself.

KDF Sel ection: SHAKE256 is selected as the HPKE KDF to align with the
SHAKE- based ext endabl e- out put functions (XOFs) used internally by M-
KEM This avoids introducing an additional hash prinmtive into the
crypt ographi c processing pipeline. The security capacity of SHAKE256
is sufficient to support N ST security levels 1, 3, and 5 without

i ntroduci ng a bottleneck in key derivation. This choice does not
inply that alternative KDFs are cryptographically inconpatible with
M.- KEM rather, using the sane hash famly reduces the nunber of

di stinct cryptographic primtives that inplenmentations nmust support.

AEAD Sel ection: AES-128- GCM provi des approxi mately 128-bit symmetric
security strength and is sufficient for Level 3 constructions. As

di scussed in Section 3.1 of [I-D.ietf-pquip-pqc-engi neers], symretric
crypt ography such as AES renmains secure in a post-quantum setting,
and 128-bit synmmetric al gorithns are considered quantum safe for the
foreseeabl e future.

Nevert hel ess, this specification mandates AES-256-GCM for all Level 3
ci phersuites to maintain consistent synmetric key sizing across

hi gher-strength suites and to avoid introduci ng AES-128 into Level 3
configurations. Because the HPKE AEAD registry does not define an
identifier for AES-192-GCM AES-256-GCMis selected as the stronger
avai |l abl e AEAD option. AES-128-GCM wused in HPKE-14, linits the
symretric security strength to approxinmately 128 bits, which is
consistent with M.-KEM 512 (Level 1).

PQ T Hybrid: M-KEM 1024 is paired with P-384 rather than P-521.

Wil e P-521 offers higher classical security strength, P-384 already
provides a strong classical fallback (192-bit security), is wdely

i mpl emented, and aligns with existing TLS PQ T hybrid construction.

8. Security Considerations
The security considerations in [I-D.ietf-hpke-pq],

[I-D.ietf-jose-hpke-encrypt] and [I-D.ietf-cose-hpke] are to be taken
into account.
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8.

9.

9.

9.

The shared secrets conmputed in the hybrid key exchange nust be
computed in a way that achieves the "hybrid" property: the resulting
secret is secure as long as at |east one of the conponent key
exchange al gorithns is unbroken. PQC KEMs used in the manner
described in this docunent MUST explicitly be designed to be secure
in the event that the public key is reused, such as achieving | ND
CCA2 security. M- KEM has such security properties.

1. Post-Quantum Security for Miltiple Recipients

In HPKE JWE Key Encryption, when encrypting the Content Encryption
Key (CEK) for nultiple recipients, it is crucial to consider the
security requirements of the nmessage to safeguard agai nst "Harvest
Now, Decrypt Later" attacks. For nessages requiring post-quantum
security, all recipients MIST use al gorithms supporting post-quantum
crypt ographi ¢ net hods, such as PQC KEMs or Hybrid PQ T KEMs. Using
traditional algorithnms (e.g., ECDHES) for any recipient in these
scenari os conprom ses the overall security of the nmessage.

I ANA Consi derations
1. JGCsE

Thi s docunent requests | ANA to add new values to the "JSON Wb
Signature and Encryption Al gorithns" registry.

1.1. JOSE Algorithms for Integrated Encryption
* Al gorithm Name: HPKE-8
* Al gorithm Description: Integrated Encryption with HPKE using M-

KEM 768 + P-256 Hybrid KEM the SHAKE256 KDF, and the AES-256- GCM
AEAD.

* Algorithm Usage Location(s): "alg
* JOSE Inpl enentation Requirenments: Optional

* Change Controller: |ANA

* Specification Docunent(s): [[TBD: This RFC]]
* Al gorithm Anal ysis Docunents(s): TODO

* Al gorithm Name: HPKE-9
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* Al gorithm Description: Integrated Encryption with HPKE using M-
KEM 768 + P-256 Hybrid KEM the SHAKE256 KDF, and the
ChaCha20Pol y1305 AEAD.

* Algorithm Usage Location(s): "alg
* JOSE Inpl enentation Requirenments: Optional

* Change Controller: | ANA

* Specification Docunent(s): [[TBD: This RFC]]

* Al gorithm Anal ysis Docunents(s): TODO

* Algorithm Name: HPKE- 10

* AlgorithmDescription: Integrated Encryption with HPKE usi ng M-

KEM 768 + X25519 Hybrid KEM the SHAKE256 KDF, and the AES-256- GCM
AEAD.

* Algorithm Usage Location(s): "alg
* JOSE I npl enmentation Requirenents: Optional

* Change Controller: |ANA

* Specification Docunent(s): [[TBD: This RFC]

* Al gorithm Anal ysis Docunents(s): TODO

* Al gorithm Name: HPKE-11

* AlgorithmDescription: Integrated Encryption with HPKE using M-

KEM 768 + X25519 Hybrid KEM the SHAKE256 KDF, and the
ChaCha20Pol y1305 AEAD.

* Al gorithm Usage Location(s): "alg
* JOSE Inpl enmentati on Requirenments: Optional

* Change Controller: |ANA

* Specification Docunent(s): [[TBD: This RFC]]
* Algorithm Anal ysis Docunents(s): TODO

* Al gorithm Name: HPKE-12
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* Al gorithm Description: Integrated Encryption with HPKE using M-
KEM 1024 + P-384 Hybrid KEM the SHAKE256 KDF, and the AES-256- GCM
AEAD.

* Algorithm Usage Location(s): "alg
* JOSE Inpl enentation Requirenments: Optional

* Change Controller: | ANA

* Specification Docunent(s): [[TBD: This RFC]]

* Al gorithm Anal ysis Docunents(s): TODO

* Algorithm Name: HPKE-13

* AlgorithmDescription: Integrated Encryption with HPKE usi ng M-

KEM 1024 + P-384 Hybrid KEM the SHAKE256 KDF, and the
ChaCha20Pol y1305 AEAD.

* Algorithm Usage Location(s): "alg
* JOSE I npl enmentation Requirenents: Optional

* Change Controller: |ANA

* Specification Docunent(s): [[TBD: This RFC]
* Al gorithm Anal ysis Docunents(s): TODO

* Al gorithm Name: HPKE- 14

* AlgorithmDescription: Integrated Encryption with HPKE using M-
KEM 512 KEM the SHAKE256 KDF, and the AES-128- GCM AEAD.

* Algorithm Usage Location(s): "alg
* JOSE Inpl enentation Requirenments: Optional

* Change Controller: |ANA

* Specification Docunent(s): [[TBD: This RFC]
* Al gorithm Anal ysi s Docunent (s): TODO

* Al gorithm Name: HPKE- 15
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9.1.

2.

Al gorithm Description: Integrated Encryption with HPKE using M-
KEM 768 KEM the SHAKE256 KDF, and the AES-256- GCM AEAD.

Al gorithm Usage Location(s): "alg
JOSE | npl enent ati on Requi renments: Optional
Change Controller: | ANA

Speci fication Docunment(s): [[TBD: This RFC]
Al gorithm Anal ysis Docunent (s): TODO

Al gorithm Name: HPKE- 16

Al gorithm Description: Integrated Encryption with HPKE using M-
KEM 1024 KEM the SHAKE256 KDF, and the AES-256- GCM AEAD.

Al gorithm Usage Location(s): "alg
JOSE | npl enent ati on Requi renments: Optional
Change Controller: | ANA
Speci fication Docunent(s): [[TBD: This RF(C]
Al gorithm Anal ysis Docunent (s): TODO

JOSE Al gorithms for Key Encryption
Al gorithm Nane: HPKE- 8- KE

Al gorithm Description: Key Encryption with HPKE usi ng M.- KEM 768 +
P-256 Hybrid KEM the SHAKE256 KDF, and the AES-256- GCM AEAD.

Al gorithm Usage Location(s): "alg
JOSE | npl emrent ati on Requi renments: Optional
Change Controller: |ANA

Speci fication Docunent(s): [[TBD: This RF(C]
Al gorithm Anal ysis Docunent (s): TODO

Al gorithm Nane: HPKE-9- KE
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* Al gorithm Description: Key Encryption with HPKE using M.-KEM 768 +
P-256 Hybrid KEM the SHAKE256 KDF, and the ChaCha20Pol y1305 AEAD.

* Algorithm Usage Location(s): "alg
* JOSE I nplenmentation Requirenents: Optional

* Change Controller: |ANA

* Specification Docunent(s): [[TBD: This RFC]]
* Al gorithm Anal ysis Docunent (s): TODO

* Al gorithm Name: HPKE-10- KE

* Algorithm Description: Key Encryption with HPKE usi ng M.- KEM 768 +
X25519 Hybrid KEM the SHAKE256 KDF, and the AES-256- GCM AEAD.

* Al gorithm Usage Location(s): "alg
* JOSE Inpl ementati on Requirenments: Optional

* Change Controller: |ANA

* Specification Docunent(s): [[TBD: This RFC]]

* Algorithm Anal ysis Docunent (s): TODO

* Al gorithm Name: HPKE-11-KE

* Al gorithm Description: Key Encryption with HPKE using M-KEM 768 +

X25519 Hybrid KEM the SHAKE256 KDF, and the ChaCha20Pol y1305
AEAD.

* Algorithm Usage Location(s): "alg
* JOSE Inpl enentation Requirenments: Optional

* Change Controller: |ANA

* Specification Docunent(s): [[TBD: This RFC]]
* Al gorithm Anal ysis Docunent (s): TODO

* Al gorithm Name: HPKE-12- KE

* Algorithm Description: Key Encryption with HPKE usi ng M.- KEM 1024
+ P-384 Hybrid KEM the SHAKE256 KDF, and the AES-256- GCM AEAD.
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* Al gorithm Usage Location(s): "alg"

* JOSE Inpl ementati on Requirenments: Optional

* Change Controller: | ANA

* Specification Docunent(s): [[TBD: This RFC]]

* Algorithm Anal ysis Docunent (s): TODO

* Al gorithm Name: HPKE- 13- KE

* Al gorithm Description: Key Encryption with HPKE using M-KEM 1024
+ P-384 Hybrid KEM the SHAKE256 KDF, and the ChaCha20Pol y1305
AEAD.

* Algorithm Usage Location(s): "alg"

*  JOSE Inpl enentation Requirenments: Optional

* Change Controller: | ANA

* Specification Docunent(s): [[TBD: This RFC]]

* Al gorithm Anal ysis Docunent (s): TODO

* Al gorithm Name: HPKE- 14- KE

* Algorithm Description: Key Encryption with HPKE usi ng M.- KEM 512
KEM the SHAKE256 KDF, and the AES-128- GCM AEAD.

* Al gorithm Usage Location(s): "alg
* JOSE I npl enentation Requirenents: Optional

* Change Controller: | ANA

* Specification Docunent(s): [[TBD: This RFC]]
* Al gorithm Anal ysis Docunent(s): TODO

* Al gorithm Name: HPKE- 15- KE

* Al gorithm Description: Key Encryption with HPKE usi ng M.- KEM 768
KEM the SHAKE256 KDF, and the AES-256- GCM AEAD.

* Algorithm Usage Location(s): "alg"
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9. 2.

Thi s docunent

JOSE | npl emrent ati on Requi renments: Optional
Change Controller: |ANA

Speci fication Docunent(s): [[TBD: This RFC]
Al gorithm Anal ysis Docunent (s): TODO

Al gorithm Name: HPKE- 16- KE

February 2026

Al gorithm Description: Key Encryption with HPKE usi ng M.- KEM 1024

KEM the SHAKE256 KDF, and the AES-256- GCM AEAD.

Al gorithm Usage Location(s): "alg
JCSE | npl enent ati on Requirenents: Optional
Change Controller: | ANA

Speci fication Docunent(s): [[TBD: This RF(C]
Al gorithm Anal ysis Docunent (s): TODO

CCSE

Al gorithns’ registry.

requests | ANA to add new val ues to the ' COSE

9. 2. COSE Al gorithnms Registry
*  Nanme: HPKE-8
* Val ue: TBD1
* Description: COSE HPKE | ntegrated Encryption using M-KEM 768 +
P-256 Hybrid KEM the SHAKE256 KDF, and the AES-256- GCM AEAD.
* Capabilities: [kty]
* Change Controller: |IESG
* Reference: [[TBD: This RFC]]
* Recommended: No
*  Name: HPKE-9
* Val ue: TBD2
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* Description: COSE HPKE I ntegrated Encryption using M-KEM 768 +
P-256 Hybrid KEM the SHAKE256 KDF, and the ChaCha20Pol y1305 AEAD.
* Capabilities: [kty]
* Change Controller: |IESG
* Reference: [[TBD: This RFC]]
* Recommended: No
*  Name: HPKE-10
*  Val ue: TBD3

* Description: COSE HPKE | ntegrated Encryption using M.-KEM 768 +
X25519 Hybrid KEM the SHAKE256 KDF, and the AES-256- GCM AEAD.

* Capabilities: [kty]

* Change Controller: |IESG

* Reference: [[TBD: This RFC]]

* Reconmended: No

*  Name: HPKE-11

*  Value: TBD4

* Description: COSE HPKE Integrated Encryption using M-KEM 768 +
X25519 Hybrid KEM the SHAKE256 KDF, and the ChaCha20Pol y1305
AEAD.

* Capabilities: [kty]

* Change Controller: |IESG

* Reference: [[TBD: This RFC]

* Recommended: No

*  Nanme: HPKE-12

*  Val ue: TBD5

* Description: COSE HPKE | ntegrated Encryption using M-KEM 1024 +
P-384 Hybrid KEM the SHAKE256 KDF, and the AES-256- GCM AEAD.
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* Capabilities: [kty]

* Change Controller: |IESG

* Reference: [[TBD: This RFC]]
* Reconmended: No

*  Name: HPKE-13

* Val ue: TBD6

* Description: COSE HPKE I ntegrated Encryption using M-KEM 1024 +
P-384 Hybrid KEM the SHAKE256 KDF, and t he ChaCha20Pol y1305 AEAD.

* Capabilities: [kty]

* Change Controller: |IESG

* Reference: [[TBD: This RFC]]
* Recommended: No

*  Name: HPKE- 14

*  Val ue: TBD7

* Description: COSE HPKE | ntegrated Encryption using M-KEM 512 KEM
t he SHAKE256 KDF, and the AES-128- GCM AEAD.

* Capabilities: [kty]

* Change Controller: |IESG

* Reference: [[TBD: This RFC]]
* Reconmended: No

*  Name: HPKE-15

* Val ue: TBD8

* Description: COSE HPKE I ntegrated Encryption using M- KEM 768 KEM
the SHAKE256 KDF, and the AES-256- GCM AEAD.

* Capabilities: [kty]

* Change Controller: |IESG
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* Reference: [[TBD: This RF(C]
* Recommended: No

* Nanme: HPKE-16

*  Val ue: TBD9

* Description: COSE HPKE | ntegrated Encryption using M-KEM 1024
KEM the SHAKE256 KDF, and the AES-256- GCM AEAD.

* Capabilities: [kty]

* Change Controller: |IESG

* Reference: [[TBD: This RFC]]
* Recommended: No

*  Name: HPKE- 8- KE

* Val ue: TBD10

* Description: COSE HPKE Key Encryption using M-KEM 768 + P-256
Hybrid KEM the SHAKE256 KDF, and the AES-256- GCM AEAD.

* Capabilities: [kty]

* Change Controller: |IESG

* Reference: [[TBD: This RF(C]
* Recommended: No

* Nanme: HPKE-9- KE

* Val ue: TBD11

* Description: COSE HPKE Key Encryption using M-KEM 768 + P-256
Hybrid KEM the SHAKE256 KDF, and the ChaCha20Pol y1305 AEAD.

* Capabilities: [kty]
* Change Controller: |IESG
* Reference: [[TBD: This RFC]]

*  Recommended: No
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*  Name: HPKE-10-KE
*  Val ue: TBD12

* Description: COSE HPKE Key Encryption using M.-KEM 768 + X25519
Hybrid KEM the SHAKE256 KDF, and the AES-256- GCM AEAD.

* Capabilities: [kty]

* Change Controller: |IESG

* Reference: [[TBD: This RFC]]
* Recommended: No

* Name: HPKE- 11- KE

* Val ue: TBD13

* Description: COSE HPKE Key Encryption using M-KEM 768 + X25519
Hybrid KEM the SHAKE256 KDF, and t he ChaCha20Pol y1305 AEAD.

* Capabilities: [kty]

* Change Controller: |IESG

* Reference: [[TBD: This RFC]
* Recommended: No

*  Nanme: HPKE- 12- KE

* Val ue: TBD14

* Description: COSE HPKE Key Encryption using M.-KEM 1024 + P-384
Hybrid KEM the SHAKE256 KDF, and the AES-256- GCM AEAD.

* Capabilities: [kty]

* Change Controller: |IESG

* Reference: [[TBD: This RFC]]
* Recommended: No

* Name: HPKE- 13- KE

*  Val ue: TBD15
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* Description: COSE HPKE Key Encryption using M-KEM 1024 + P-384
Hybrid KEM the SHAKE256 KDF, and t he ChaCha20Pol y1305 AEAD.

* Capabilities: [kty]

* Change Controller: |IESG

* Reference: [[TBD: This RFC]]
* Recommended: No

*  Name: HPKE- 14- KE

* Val ue: TBD16

* Description: COSE HPKE Key Encryption using M.-KEM 512 KEM the
SHAKE256 KDF, and the AES-128- GCM AEAD.

* Capabilities: [kty]

* Change Controller: |IESG

* Reference: [[TBD: This RFC]]
* Reconmended: No

*  Name: HPKE- 15- KE

*  Val ue: TBD17

* Description: COSE HPKE Key Encryption using M-KEM 768 KEM the
SHAKE256 KDF, and the AES-256- GCM AEAD.

* Capabilities: [kty]

* Change Controller: |IESG

* Reference: [[TBD: This RFC]]
* Recommended: No

*  Name: HPKE- 16- KE

* Val ue: TBD18

* Description: COSE HPKE Key Encryption using M.-KEM 1024 KEM the
SHAKE256 KDF, and the AES-256- GCM AEAD.
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* Capabilities: [kty]
* Change Controller: |IESG
* Reference: [[TBD: This RFC]]
* Reconmended: No
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