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Abst r act

Thi s docunent outlines the construction of a PQ T Hybrid Key
Encapsul ati on Mechani sm (KEM in Hybrid Public-Key Encryption (HPKE)
for integration with JOSE and COSE. It specifies the utilization of
both traditional and Post-Quantum Cryptography (PQC) al gorithnms,
referred to as PQ T Hybrid KEM within the context of JOSE and COSE.

About Thi's Documnent
This note is to be renoved before publishing as an RFC

Status information for this docurment may be found at
https://datatracker.ietf.org/doc/draft-reddy-cose-jose-pqc-hybrid/.

Di scussi on of this docunent takes place on the cose Wrking G oup
mailing list (mailto:cose@etf.org), which is archived at
https://mail archive.ietf.org/arch/ browse/cose/. Subscribe at
https://ww.ietf.org/ mailman/listinfo/cosel.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 8 January 2026.
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1. Introduction

The migration to Post-Quantum Cryptography (PQC) is unique in the

hi story of nodern digital cryptography in that neither the
traditional algorithnms nor the post-quantumalgorithns are fully
trusted to protect data for the required data lifetinmes. The
traditional algorithms, such as RSA and elliptic curve, will fall to
quantum crypt al anysi s, while the post-quantum al gorithns face
uncertainty about the underlying mathematics, conpliance issues,
unknown vul nerabilities, hardware and software inplenmentations that
have not had sufficient maturing tinme to rule out classica

cryptanal ytic attacks and inpl enmentation bugs.
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During the transition fromtraditional to post-quantum al gorithmns,
there is a desire or a requirement for protocols that use both
algorithmtypes. Hybrid key exchange refers to using nultiple key
exchange al gorithns sinultaneously and conbining the result with the
goal of providing security even if all but one of the conponent
algorithms is broken. It is notivated by transition to post-quantum

crypt ogr aphy.

HPKE offers a variant of public-key encryption of arbitrary-sized
plaintexts for a recipient public key. The specifications for the
use of HPKE with JOSE and COSE are described in
[1-D.ietf-jose-hpke-encrypt] and [I-D.ietf-cose-hpke], respectively.
HPKE can be extended to support PQ T Hybrid KEM as defined in
[I-D.ietf-hpke-pqg]. This specification defines PQ T Hybrid KEMin
HPKE for use with JOSE and COSE

2. Conventions and Definitions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in
BCP 14 [ RFC2119] [ RFCB174] when, and only when, they appear in all
capitals, as shown here

Thi s docunment nakes use of the terns defined in
[I1-D.ietf-pquip-pqgt-hybrid-termnology]. For the purposes of this
docunent, it is helpful to be able to divide cryptographic algorithns
into two cl asses:

"Traditional Algorithm': An asymetric cryptographic al gorithm based
on integer factorisation, finite field discrete logarithnms, elliptic
curve discrete logarithms, or related mathematical problems. 1In the
context of JOSE, exanples of traditional key exchange al gorithns
include Elliptic Curve Diffie-Hell man Epheneral Static [ RFC6090]

[ RFC8037]. In the context of COSE, exanples of traditional key
exchange al gorithns include Epheneral -Static (ES) DH and Static-
Static (SS) DH [ RFC9052].

"Post - Quantum Al gorithni: An asymmetric cryptographic algorithmthat
is believed to be secure against attacks using quantum conputers as
wel | as classical conmputers. Exanples of PQC key exchange al gorithns
i ncl ude M.- KEM

"Post - Quantum Tradi tional (PQ T) Hybrid Scheme": A nulti-algorithm

schene where at | east one component algorithmis a post-quantum
algorithmand at |east one is a traditional algorithm
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"PQ T Hybrid Key Encapsul ati on Mechani sm': A multi-al gorithm KEM nade
up of two or more conponent KEM al gorithms where at |east one is a
post - quantum al gorithm and at |east one is a traditional algorithm

3. Construction

M- KEM i s a one-pass (store-and-forward) cryptographic nechani sm for
an originator to securely send keying material to a recipient using
the recipient’s M-KEM public key. Three paraneters sets for M.-KEM
are specified by [FIPS203]. |In order of increasing security strength
(and decreasing performance), these paraneter sets are M- KEM 512,
M.- KEM 768, and M.- KEM 1024. PQ T algorithms for HPKE
[1-D.ietf-hpke-pq] uses a nulti-algorithmschenme, where one conponent
algorithmis a post-quantum al gorithm and another one is a
traditional algorithm The QSF conbi ner functions defined in
Sections 6.1, 6.2 and 6.3 of [I-D.irtf-cfrg-hybrid-kens] conbines the
out put of a post-quantum KEM and a traditional KEMto generate a
singl e shared secret.

4. Ciphersuite Registration

This specification registers a nunber of PQ T Hybrid KEMs for use
with HPKE. A ciphersuite is thereby a conbination of several
al gorithm configurations:

* KEM al gorithm (PQ KEM + Traditional Al gorithm for exanple,
M.KEM768 + X25519 defined as "X25519- MLKEM/68- SHAKE256- SHA3256" i n
[1-D.ietf-hpke-pq])

* KDF al gorithm
* AEAD al gorithm

The "KEM', "KDF", and "AEAD' val ues are conceptually taken fromthe
HPKE | ANA registry [HPKE-I1 ANA]. Hence, JOSE and COSE cannot use an
al gorithm conbination that is not already avail able w th HPKE.

The HPKE PQ T hybrid ciphersuites for JOSE and COSE are defined in
Section 7. Note that the PQ T Hybrid KEMin HPKE is not an

aut henti cated KEM The HPKE Base npde can only be supported with the
PQ T Hybrid KEM

5. AKP Key for PQ T Hybrid Al gorithms in HPKE
This section describes the required paraneters for an "AKP" key type,
as defined in [I-D.ietf-cose-dilithium, and its use with the PQ T

Hybrid Algorithns for HPKE, as defined in {#XWNG . An exanple JWK is
al so provided for illustration.
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5.1. Required Paraneters

A JSON Wb Key (JWK) or COSE Key with a key type ("kty") for use with
the PQ T Hybrid Al gorithmfor HPKE includes the follow ng paraneters:

* kty (Key Type)
The key type paraneter MJST be present and set to "AKP".

* alg (Algorithm
The al gorithm paraneter MJST be present and MJST represent the PQ
T algorithm for HPKE, as defined in {#XWNG. PQ T algorithns for
HPKE are those registered in the "JSON Wb Si gnature and
Encryption Al gorithms" and "COSE Al gorithns" registries, derived
fromthe KEMidentifier in the HPKE | ANA registry.

* pub (Public Key)
The public key paraneter MJUST be present and MJST contain the
public encapsul ation key (pk) as defined in Section 5.1 of
[I-Dirtf-cfrg-hybrid-kens]. Wen represented as a JWK, this
val ue MJUST be baseb64url - encoded.

* priv (Private Key)
When representing an private key, the private key paraneter MJST
be present and MJST contain the private decapsul ation key (sk) as
defined in Section 5.1 of [I-D.irtf-cfrg-hybrid-kens]. When
represented as a JWK, this value MJST be base64url - encoded.

5.1.1. Exanple

The following is an exanmple JWK representati on of an "AKP" key for
t he " QSF- X25519- MLKEM768- SHAKE256- SHA3256" al gori t hm

{

"kty" o "AKPY,

"alg" : "HPKE-7",

"pub" : "4iNrNaj CSz...tnrrlzQSQQOAIl NA",
"priv" : "f5wmpQ P...rPpn7ryY"

6. Security Considerations

The security considerations in [I-D.ietf-hpke-pq],
[1-D.ietf-jose-hpke-encrypt] and [I-D.ietf-cose-hpke] are to be taken
into account.

The shared secrets conmputed in the hybrid key exchange shoul d be

conputed in a way that achieves the "hybrid" property: the resulting
secret is secure as long as at | east one of the conponent key
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6.

7.

7.

7.

exchange al gorithms is unbroken. PQC KEMs used in the manner
described in this docunent MUST explicitly be designed to be secure
in the event that the public key is reused, such as achieving | ND
CCA2 security. M.-KEM has such security properties.

1. Post-Quantum Security for Miltiple Recipients

In HPKE JWE Key Encryption, when encrypting the Content Encryption
Key (CEK) for multiple recipients, it is crucial to consider the
security requirements of the nmessage to safeguard agai nst "Harvest
Now, Decrypt Later" attack. For nessages requiring post-quantum
security, all recipients MIST use al gorithms supporting post-quantum
crypt ographi ¢ net hods, such as PQC KEMs or Hybrid PQ T KEMs. Using
traditional algorithnms (e.g., ECDH ES) for any recipient in these
scenari os conprom ses the overall security of the nmessage.

I ANA Consi derati ons
1. JCSE
Thi s docunent requests | ANA to add new values to the "JSON Wb
Si gnature and Encryption Al gorithns" registry.
1.1. JOSE Algorithms Registry

* Al gorithm Name: HPKE-7

* Algorithm Description: Ci pher suite for JOSE-HPKE i n Base Mde
that uses the P-256 + M.- KEM 768 Hybrid KEM the SHAKE256 KDF, and
t he AES- 256- GCM AEAD.

* Al gorithm Usage Location(s): "alg
* JOSE I npl enentation Requirenents: Optional

* Change Controller: | ANA

* Specification Docunent(s): [[TBD: This RFC]]

* Al gorithm Anal ysis Docunents(s): TODO

* Al gorithm Name: HPKE-8

* Al gorithm Description: G pher suite for JOSE-HPKE i n Base Mode

that uses the P-256 + M.-KEM 768 Hybrid KEM the SHAKE256 KDF, and
t he ChaCha20Pol y1305 AEAD.

* Algorithm Usage Location(s): "alg
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* JOSE Inplenentation Requirenments: Optional

* Change Controller: | ANA

* Specification Docunent(s): [[TBD: This RFC]]

* Al gorithm Anal ysis Docunents(s): TODO

* Al gorithm Name: HPKE-9

* Algorithm Description: C pher suite for JOSE-HPKE i n Base Mde

that uses the X25519 + M.-KEM 768 Hybrid KEM the SHAKE256 KDF,
and the AES-256- GCM AEAD.

* Algorithm Usage Location(s): "alg
* JOSE I npl enentation Requirenents: Optional

* Change Controller: |ANA

* Specification Docunent(s): [[TBD: This RFC]

* Al gorithm Anal ysis Docunents(s): TODO

* Al gorithm Name: HPKE- 10

* Algorithm Description: C pher suite for JOSE-HPKE i n Base Mde

that uses the X25519 + M.- KEM 768 Hybrid KEM the SHAKE256 KDF,
and t he ChaCha20Pol y1305 AEAD.

* Al gorithm Usage Location(s): "alg
* JOSE Inpl ementati on Requirenments: Optional

* Change Controller: |ANA

* Specification Docunent(s): [[TBD: This RFC]]

* Algorithm Anal ysis Docunents(s): TODO

* Al gorithm Name: HPKE-11

* Al gorithm Description: C pher suite for JOSE-HPKE in Base Mde

that uses the P-384 + M.-KEM 1024 Hybrid KEM the SHAKE256 KDF,
and the AES-256- GCM AEAD.

* Algorithm Usage Location(s): "alg
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* JOSE Inplenentation Requirenments: Optional

* Change Controller: | ANA

* Specification Docunent(s): [[TBD: This RFC]]

* Al gorithm Anal ysis Docunents(s): TODO

* Algorithm Name: HPKE-12

* Algorithm Description: C pher suite for JOSE-HPKE i n Base Mde
that uses the P-384 + M.- KEM 1024 Hybrid KEM the SHAKE256 KDF,
and the ChaCha20Pol y1305 AEAD.

* Algorithm Usage Location(s): "alg"

* JOSE I npl enentation Requirenents: Optional

* Change Controller: |ANA

* Specification Docunent(s): [[TBD: This RFC]

* Al gorithm Anal ysis Docunents(s): TODO

7.2. COSE

Thi s docunent requests | ANA to add new values to the ' COSE
Al gorithns’ registry.

7.2.1. COSE Algorithnms Registry

*  Name: QSF-P256- MLKEM/68- SHAKE256- SHA3256- AES- 256- GCM

* Val ue: TBD1

* Description: G pher suite for COSE-HPKE i n Base Mode that uses the
P-256 + M.- KEM 768 Hybrid KEM the SHAKE256 KDF, and the AES-
256- GCCM AEAD.

* Capabilities: [kty]

* Change Controller: |ANA

* Reference: [[TBD: This RFC]]

*  Nanme: QSF- P256- MLKEM768- SHAKE256- SHA3256- ChaCha20Pol y1305

*  Val ue: TBD2
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* Description: C pher suite for COSE-HPKE in Base Mdde that uses the
P-256 + M.- KEM 768 Hybrid KEM the SHAKE256 KDF, and the
ChaCha20Pol y1305 AEAD.

* Capabilities: [kty]

* Change Controller: |ANA

* Reference: [[TBD: This RFC]

*  Name: QSF- X25519- MLKEM768- SHAKE256- SHA3256- AES- 256- GCM

* Val ue: TBD3

* Description: G pher suite for COSE-HPKE i n Base Mdde that uses the
X25519 + M.- KEM 768 Hybrid KEM the SHAKE256 KDF, and the AES-

256- GCM AEAD.

* Capabilities: [kty]

* Change Controller: | ANA

* Reference: [[TBD: This RFC]]

*  Name: QSF-X25519- MLKEM768- SHAKE256- SHA3256- ChaCha20Pol y1305

* Value: TBD4

* Description: G pher suite for COSE-HPKE i n Base Mode that uses the
X25519 + M.- KEM 768 Hybrid KEM the SHAKE256 KDF, and the
ChaCha20Pol y1305 AEAD.

* Capabilities: [kty]

* Change Controller: |ANA

* Reference: [[TBD: This RF(C]

*  Name: QSF- P384- MLKEML024- SHAKE256- SHA3256- AES- 256- GCM

*  Val ue: TBD5

* Description: C pher suite for COSE-HPKE i n Base Mode that uses the
P-384 + M.- KEM 1024 Hybrid KEM the SHAKE256 KDF, and the AES-

256- GCM AEAD.

* Capabilities: [kty]
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* Change Controller: |ANA

* Reference: [[TBD: This RFC]

*  Name: QSF- P384- MLKEML024- SHAKE256- SHA3256- ChaCha20Pol y1305

*  Val ue: TBD6

* Description: G pher suite for COSE-HPKE i n Base Mdde that uses the
P-384 + M.- KEM 1024 Hybrid KEM the SHAKE256 KDF, and the
ChaCha20Pol y1305 AEAD.

* Capabilities: [kty]

* Change Controller: | ANA

* Reference: [[TBD: This RFC]]
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