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Abst ract

The Renote Franebuffer protocol (RFB) enables clients to connect to
and control renote graphical resources. This docunent describes a
transport for RFB using the WbSocket protocol, and defines a
correspondi ng WebSocket subprotocol, enabling an RFB server to offer
resources to clients with WebSocket connectivity, such as web-

br owsers.

Requi renment s Language

The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
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This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at http://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress.”
This Internet-Draft will expire on April 10, 2014.
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents
(http://trustee.ietf.org/license-info) in effect on the date of
publication of this docunent. Please review these docunents
carefully, as they describe your rights and restrictions with respect
to this docunent. Code Conponents extracted fromthis docunent nust
include Sinplified BSD Li cense text as described in Section 4.e of
the Trust Legal Provisions and are provided without warranty as
described in the Sinplified BSD License.
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I ntroduction
Backgr ound
_This section is non-normative. _

The WebSocket Protocol [RFC6455] provides a reliable, full-duplex,
nmessage-oriented transport. The openi ng handshake is formatted as an
HTTP request and response, enabling access to resources through

i ntermedi ari es obeying HITP semantics, such as proxies. This enables
resources served over a WbSocket -based transport to be accessible to
all web user-agents.

In addition, although untrusted websites cannot be given a nmechani sm
to nake arbitrary TCP connections, web-browsers are able to offer web
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resources such as JavaScript scripts the ability to make arbitrary
connections using the WbSocket protocol. The initial HTTP-formatted
handshake is performed by the user agent rather than the untrusted
web resource, and it conveys origin context, unlike a TCP handshake.
The web-browser is therefore able to all ow pages to open WebSocket
connections, w thout opening up renote access to servers on the |loca
net wor k, because WebSocket servers are able to check the origin
passed by the browser.

Therefore, offering RFB resources over a WebSocket - based transport
opens access to a variety of applications such as web pages, which
are unable to use the TCP transport described in The RFB Protoco

[ RFC6143] .

The purpose of defining a WebSocket subprotocol is firstly to give
endpoints a clear way to indicate how the RFB streamis napped to
WebSocket franes, ensuring conpatible transport of the stream by
usi ng an agreed mappi ng. Secondly, using a WebSocket subprotoco
enables nultiple services to run at once on a single server

Servi ces which run over TCP/I P conmonly use a port number all ocated
for each service to enable nultiple |listening services on one

machi ne, but the behaviour of HTTP proxies makes it |ikely that
WebSocket servers will commonly be run only on ports 80 and 443. The
WebSocket subprotocol mechani smis anal ogous to the port nunber
system of | P addressing, but uses a short string naturally associated
with the service for identification, rather than an all ocated nunber.

1.2. Overview of the WebSocket Protocol as a streamtransport
_This section is non-normative. _

The RFB Protocol [RFC6143], section 7 explains that the protocol may
operate over any reliable stream or nessage-oriented transport, but
only describes the RFB protocol as a streamof octets. This gives a
clear mapping for the TCP/IP transport, but for nessage-oriented
transport |ayers, the encapsul ation of the RFB octet-stream nust be
speci fi ed.

In this docunment, the WebSocket subprotocol for RFB is defined to

pl ace no i nportance on the nessage boundaries of the WbSocket | ayer
I nst ead, WebSocket nessages are concatenated to forman octet stream
in each direction

This is firstly because some RFB nmessages may be | arge, such as those
containing pixel data, and it may be a significant burden to sone
client to require these to be processed as a single nessage. The
WebSocket APl [WSBAPI] requires clients to buffer the fragnments of the
WebSocket nmessage until the entire nessage has been received.
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Al t hough the RFB server and any WebSocket - aware proxy can fragnent
the message as it chooses, a client application such as a nobile web-
browser woul d have to consunme several negabytes of nenory to satisfy
the requirenents of the WebSocket API, if an RFB FranebufferUpdate
message could not be split across nmultiple WbSocket nessages.

Secondly, it is advantageous to RFB servers to be able to wap the
RFB streamin WebSocket messages flexibly. As well as being a
conveni ence to inplementors of RFB servers, it al so enabl es WbSocket
connectivity to be added to | egacy software using a proxy. Wthout
requiring know edge the protocol, a generic proxy nmay be used which
concat enat es WbSocket nessages received fromthe WbSocket client to
send over TCP to the RFB server, and reads bytes fromthe RFB server
and sends themto the client via WbSocket nessages.

2. Definitions

RFB client, server, endpoint: As defined in The RFB Protoco
[ RFC6143], section 1. An RFB endpoint is an RFB client or server.

WebSocket client, server, endpoint: As described in The WbSocket
Pr ot ocol [RFC6455], section 1.2.

RFB WebSocket subprotocol: The WebSocket subprotocol (described in
[ RFC6455] section 1.9) which acts as a transport for the RFB
Protocol, as described in this docunent.

RFB WebSocket client, server, endpoint: An RFB client, server, or
endpoi nt respectively which is also a WbSocket client, server, or
endpoi nt and uses the RFB WbSocket subprotocol as the RFB
transport.

3. Interaction with the WebSocket Protoco

The WebSocket Protocol contains a nunber of features not present in
TCP. These are discussed here in turn, and their interpretation by
RFB entities conformng to the RFB WebSocket subprot ocol

3.1. The "Sec-WbSocket - Protocol" header

The WebSocket Protocol [RFC6455] section 4, "Openi ng Handshake",
descri bes the use of the "Sec-WbSocket-Protocol" header to indicate
negoti ati on of a WebSocket subprotocol. The requirements of this
section as described by the key words "MJST", "SHOULD', and so on,
are not superseded by use of the RFB WebSocket subprotocol. A
WebSocket client aware of the RFB WebSocket subprotocol may choose to
request the subprotocol by including the token "rfb" in the "Sec-
WebSocket - Protocol " header in its request. A WebSocket server aware
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of the RFB WebSocket subprotocol may choose to respond to such a
request by including a "Sec-WbSocket-Protocol" header inits
response containing the token "rfb"

The interpretation of any data follow ng the openi ng WbSocket
handshake is determ ned by the subprotocol in effect, if any. If the
RFB WebSocket subprotocol was not requested by the client or was not
sel ected by the server, then this docunent does not place any
interpretation on the subsequent data. |In particular, if a client
requests any subprotocol but the server not include it inits
response, the client cannot assunme any particul ar neaning for the
data that follows. This is because WebSocket servers may ignore
requests for any unknown subprotocols and proceed, and in practice
are expected to do so. |If the WebSocket client requires use of a
particul ar subprotocol, it is its responsibility to close the
connection if use of the subprotocol was not successfully negoti ated.

The RFB WbSocket subprotocol does not place any restrictions on use
of the subprotocol al ongsi de WbSocket extensions. The effect of any
such extensions is outside the scope of this docunent.

3.2. dose Franes

When the RFB WebSocket subprotocol is in use, the status code and
reason of any WebSocket Close franes relate only to the WbSocket
transport, not the RFB streamusing the transport. The WebSocket
connection will normally be closed by a status code 1000 (" Norma
Closure") or 1001 ("Going Away"). Any status code or reason sent by
the WebSocket client or server SHOULD NOT convey RFB-specific
information. No status codes in the private use range 4000-4999 are
defined by this subprotocol. No mapping is provided between
WebSocket Cl ose frane status codes and the strings used in RFB O ose
messages.

Any RFB-specific close data MAY be conveyed using an appropriate RFB
message. For exanple, in the case of an RFB authentication failure,
the close condition may be conveyed using an RFB SecurityResult
message as appropriate, after which the WbSocket connection may be
cl osed using a Close frane status code indicating success. As |ong
as there were no errors in the transport, the WbSocket C ose frane
does not use a status code indicating failure, even though the RFB
connection failed to be established, because the RFB error was
conveyed as application data over the WbSocket transport.

The neani ng of any status codes used in C ose frames MIST refer to
the state of the WebSocket protocol, for status codes defined in the
WebSocket Protocol and any subsequent versions, or other status codes
registered by the 1ANA in the O ose Code Nunber Registry. For
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exanpl e, the status code 1002 ("Protocol Error") describes errors in
the WebSocket protocol and not an error in the RFB stream carried by
the transport.

3. 3. Dat a Franes

The RFB octet-streamis transported using Data franes with opcode 0x2
(Binary). Wen the RFB WbSocket subprotocol is in use and no
WebSocket extensions are in use, WebSocket clients MIJST send RFB data
usi ng Binary nmessages.

RFB WebSocket subprotocol does not specify any nultipl exi ng of
connections or interleaving of data with other streans. Were no
WebSocket extensions are in use, RFB WbSocket clients MJST use

Bi nary nmessages exclusively for RFB data, such that the octets from
the ordered stream of Binary WbSocket nessages when truncated
conformwith the description given in the RFB Protocol [RFC6143].

The frame boundaries do not have to be aligned in any way with the
RFB stream RFB WebSocket endpoints, when receiving nmessages, MJST
NOT vary their behaviour based on the fram ng of the RFB stream using
WebSocket nmessages. It is suggested that RFB WebSocket endpoints
avoi d sendi ng enpty nmessages, and that endpoints inpose a suitable
limt on the size of the nessages they send to avoid placing
unnecessary |l oad on clients.

The interpretati on of Text nessages (with opcode 0x1l) is unspecified.
RFB WebSocket endpoi nts SHOULD NOT send Text nessages, but if a
WebSocket extension is in use which uses these nessages they nmay be
sent. An RFB WebSocket client receiving such a message SHOULD f ai |
the WebSocket connection (as defined in section 7.1.7 of [RFC6455])
except where any nethod has been used to negotiate a neaning for

t hese nessages.

4. Versioning Considerations
The RFB WbSocket subprotocol is identified by the token "rfb". This
token contains no version conmponent, since the RFB protocol is
al ready versioned in its initial handshake. The definition of this
subprotocol makes no reference to the specific format of nessages in
RFB 3.8, so is applicable to subsequent versions of the RFB protocol
5. |1 ANA Consi derations

RFC Edi tor Note: Please set the RFC nunber assigned for this docunent
in the sub-sections bel ow and renpbve this note.
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5.1. Registration of the RFB WbSocket Subprotoco

Thi s specification describes a WebSocket subprotocol registered in
the WebSocket Subprotocol Nanme Registry defined in [ RFC6455], section
11.5. This registration supersedes the prior registration for "rfb"
referenci ng [ RFC6143].

Subprotocol Identifier: "rfb"

Subprot ocol Commobn Nane: RFB

Subprotocol Definition: RFC??? (this document)
6. Security Considerations
6.1. Oigin checking

Usi ng the WebSocket protocol as a transport presents fresh
chal | enges, since the connections can be created by untrusted
resources which originate outside the |ocal subnetwork and have
traversed any firewalls in place. This differs from TCP connecti ons.
For exanple, an RFB server accessible over TCP on the |oca
subnetwork may be configured on the assunption that connections
originate inside the trusted subnet, and this assunption nmay be
enforced using a firewall. To make a connection, any client has to
have al ready gai ned access to the subnet.

This is not the case for a RFB server accepting connections over the
WebSocket protocol. The WebSocket protocol is specifically designed
so that it is safe to allow untrusted resources to make connecti ons,
on the assunption that WebSocket servers carefully enforce any
applicable restrictions on the origin of content. In the TCP
exanpl e, the RFB server does not need to enforce the restriction that
connections originate inside the subnet, is this is inplenmented by
the firewall. However, a web-browser running on a nmachine in the
subnet may open up WebSocket connection based on scripts | oaded from
any source at all on a web page, originating outside the subnet. The
web-browser is only able to allow the script to do this on the basis
that the Oigin header it sends conveys enough information for the
WebSocket server to apply any policies and decide if the connection
is to be accepted.

Therefore, any WebSocket server inplenmenters nmust carefully consider
the inplications of opening up access to resources via the WbSocket

Protocol. Any WebSocket server must act as its own firewall, since
it receives essentially unfiltered connections fromthe public
Internet. In the case of an RFB server which is accessible over TCP

as well as the RFB WebSocket subprotocol, the TCP connection nmay be

W son Expires April 10, 2014 [ Page 7]



I nternet-Draft The RFB WebSocket Subpr ot ocol Cct ober 2013

hi dden behind a firewall or NAT or for any other reason may be not
publicly accessible on the Internet. In this case, the origin
restrictions in place for the TCP connections should be al so enforced
by the WebSocket server inplenentation, or else clearly docunmented in
such a way that administrators of the software do not m sunderstand
the scope of who can connect in to the server

Unl ess all WebSocket software that runs in a LAN environment is

i npl emented to enforce these restrictions, web-browser vendors may
not be able to justify permtting untrusted web resources
(JavaScript) to nmake WebSocket connecti ons.

6.2. Data authentication and integrity

VWere applicable, the Secure WebSocket Protocol (using the WbSocket
Prot ocol over TLS [ RFC5246]) may be used. However, it is not
practicable in all circunstances to provision nany dynamically-run
RFB servers on a LAN with a certificate which browsers can verify, so
i npl ementors may choose to use an unencrypted WebSocket connection,
but authenticate the server at the application |l evel using an
encrypting RFB Security Type, verifying the peer using identities
known to the RFB client rather than the browser.

Therefore, use of TLS is encouraged al ongsi de other nechani sns

i ncluding secure RFB Security Types. It is strongly reconmended t hat
one of these two nechanisns is used to provide authentication of the
server, and integrity and confidentiality of RFB data.

6.3. Creating a Safe JavaScript Environnent

Many of the RFB clients using WbSockets are likely to be inpl enented
in JavaScript and executed by web-browsers. |In this case,

i npl ementors must be aware of the difficulties of executing
JavaScript in a safe context. Banners and other resources |oaded

al ongsi de the page nmay substitute functions into top-I|level objects
and subvert the security of the connection or skimpasswords. Wen

i mpl ementing any application which pronpts for a user’s password or
sends and recei ves data which may be sensitive, the application nust
be | oaded froma safe context, such as a web page served over HITPS,
and which | oads no untrusted external resources. Certain operations
required for encryption, such as secure random nunber generation, may
require browser support such as the Wb Cryptography APl [ WCAPI].
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