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Abstract

Thi s docunent specifies procedures for EVPN PEs connected to a combn
mul ti honed site to generate proxy EVPN MAC-|I P advertisenents on
behal f of other PEs to facilitate preservation of ARP/ND state across
I'ink or node failures.
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Internet-Drafts are working documents of the Internet Engineering
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wor ki ng docunents as Internet-Drafts. The list of current Internet-
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Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Legal
Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Conventions and Term nol ogy

Thi s docunent assunes familiarity with the term nol ogy used in EVPN
[RFC7432]. A few key ternms used in this docunent are defined bel ow

CE: Custoner edge devi ce.

PE: Provi der edge devi ce.

MAC-1 P: An | P address associated with a MAC address.

ARP: Address Resol ution Protocol.

ND: Nei ghbor Di scovery Protocol.

DF: Desi gnated Forwarder.

R-bit: Router Flag in NA nmessages, as per ND for |Pv6 [ RFC4861].

O bit: Override Flag in NA nessages, as per ND for |Pv6 [ RFC4861].
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I nt roducti on

EVPN [ RFC7432] allows for the distribution of MACIP bindings of
connected hosts | earned through I Pv4 ARP and | Pv6 nei ghbor di scovery
(ND) using EVPN MAC/I P advertisenment routes. Wen end hosts are
connected to a multihoned site running EVPN in all-active node,
dependi ng on the | earning mechani sms of the multihom ng Provider Edge
(PE) devices and the | oad bal anci ng schene i npl enented by the
connected end hosts, local learning of a MAC-IP may be limted to a
subset of the total nunber of nultihom ng PEs, possibly only a single
PE device. |In the steady state, the MAC-IP originally |earned

|l ocally on one or nore of the set of multihomng PEs is synchronized
to all remaining PEs attached to the same nmultihoning site via the
EVPN control plane. Once synchronized, the MAG-IP is avail able on
each multi homing PE as well as other renote PEs not connected to the
mul ti honed site for use in forwarding traffic or suppressing ARP or
ND messaging in the EVPN

When a nultihonming PE suffers a node failure or its link to the

Cust omer Edge (CE) device breaks down, any MAC-IP locally |earned on
that link by that PE will be invalidated and will be wi thdrawn from
the EVPN control plane. |If the PE was the only one that |earned of
any particular MAC-IP locally, that MAC-IP will entirely renoved from
both the EVPN control and forwardi ng plane until another PE can |earn
the MAC-I P again. Traffic forwarding or other EVPN features |ike
ARP/ ND suppression may fail during the intermedi ate period between
the loss of the MAG-IP fromthe original |local |earning PE and | ater

| earning and distribution of the MAGC-IP froma new | ocal |earning PE

During the intermedi ate period between the loss of a MAC-IP entry
fromits original local |earning PE and | ater re-learning and
distribution of the MAC-IP froma new | ocal |earning PE, the ARP/ND
suppression for this MAC-IP gets inpacted. Meanwhile, an EVPN PE
will broadcast traffic intended for this MAC to both its |ocal access
ports and all other EVPN PEs. This leads to a waste of bandw dth due
to excessive flooding. Additionally, if the failed PE was the

desi gnated forwarder (DF) for the Ethernet Segnent (ES), traffic will
be bl ackholed until a new DF is elected and its forwarding plane is
updated with the DF role.

There are two approaches to address this issue: globally or locally.
Wil e there could be other possible approaches, they are outside the
scope of this docunment and are not di scussed here.

In the gl obal approach, every PE that |learns a nultihomed MAC-IP
entry through the control plane nust keep that entry for a predefined
retention period after it is withdrawn by the originating PE. Here,
we assune the originator is the only nultihomed PE that initially
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| earned the MAGC-IP entry fromthe data plane. For a renote PE not
attached to the multi homed ES, the retention period nust be |ong
enough to allow at | east one of the remaining multihoned PEs to
relearn the MAG-IP entry in the data plane, and for the renote PE
itself to learn the entry through the control plane fromthat
mul ti honed PE. This approach is nore susceptible to race conditions,
as control plane | earning depends on network scal e and perfornance.
Sone renote PEs may not receive or process the EVPN Type-2

adverti senent before the retention tiner expires. As a result, they
may renove the MAG-IP entry fromtheir forwarding plane, which can

|l ead to potential flooding and traffic blackholing. ARP/ND
suppression is also affected. This scenario can occur in both egress
node and egress link failure cases, even when fast reroute nechani sns
are in place for egress link protection

In the local approach, the issue is addressed by limting the
solution to only those PEs to which a nmultihoned ES is locally
attached. This approach does not introduce new procedures on the
renote PEs, instead focusing relearning efforts on peer nultihomed
PEs. As long as the MAG-IP is relearned in the data plane within a
specified time by one of the remaining nmultihomed PEs, all renote PEs
does not need to relearn the sane MAC-IP entry fromthe control plane
to retain their forwarding state for that MAC-IP entry.

Thi s docunent specifies procedures that use the |ocal approach to
preserve MAC-1P state across the remaining PEs, bridging the gap
between the initial failure and subsequent relearning of the MAGIP
on one of the remaining multihonmed PEs. It thus avoids potentia
race conditions on renote PEs and minim zes disruption

3. MAC- I P Proxy Advertisenments

Preserving MAC-IP state in the EVPN until relearning and distribution
of the new MAGC-IP state to all PEs is conpleted can be acconplished
by using MAC-I P proxy advertisenents. Wen an MAC-IP for a host
connected to a multi honed site is locally learned by a PE, the PE
will advertise the MAC-IP via an EVPN MAC/ I P route as usual. Wen
other PEs learn that MAC-IP fromthe control plane upon reception of
the MAC/IP route, they will install the ARP/ND state derived fromthe
received MAC-IP for local use as usual. Additionally, if the
receiving PE is locally connected to the sane nulti honed et hernet
segnment where the received MAC-I P originated and the MAC-| P was not
previously locally | earned and advertised, the receiving PE wll
inject its own EVPN MAC/I P route carrying the same MAG-IP (and with
the sanme ESI) into the control plane and mark that injected route
with a special proxy MAGCIP indication. Assunmng that all PEs
attached to the multi honmed site support this proxy advertisenent
functionality, the result is that each PE attached to the site wll
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originate the given MAC-I P using an EVPN MAC/I P route, sone of the
route adverti senents possibly carrying the proxy indication and at
| east one route advertisenent not marked with the proxy indication.

A subsequent PE failure, link failure, or other event triggering the
| oss of all non-proxy MAC-IP state for a nmutilhomed MAG-IP will cause
the other PEs to start an aging tiner for the proxy MAC-IP they had
previously advertised. The aging tinmer should be initialized to the
same age-tinme as the systemdefault for ARP/ND agi ng, but an
implementation nay allow the initial age-tine used for proxy a MAC- I P
to be set administratively. Wile the aging tiner is running, the
mul ti homing PE will take no other actions and will continue using the
proxy MAC-1P state for local forwarding and ARP/ ND purposes and will
continue to advertise the MAC-IP in the control plane with the proxy
indication set. Renote PEs not connected to the nultihomed site will
ignore the proxy indication conpletely, and will be unaware of the

di fference between proxy and non-proxy MAC-IP advertisenents. In
this state, the EVPN will continue working as before the failure,
with the exception of the failed Iink or PE being renoved fromthe

f orwar di ng pat h.

In the event that one of the remaining nultihom ng PEs now | earns the
MAC-IP locally, it will restart the aging tiner for the MAC-IP with
the default ARP/ND age-tine and renmove the proxy indication fromthe
EVPN MAC/ I P route for the MAC-I P previously advertised in the control
pl ane. Wen any other nultihom ng PE observes the renoval of the
proxy indication fromat |east one of the sources advertising the
MAC-I P, that PE will stop the aging timer for the locally advertised
proxy MAC-1P and continue advertising the MAC-IP with the proxy

i ndication set as before. A PE may opt to accelerate the MAC- I P

| earni ng process by using a mechanismlike send-refresh, as outlined
in Operational Aspects of Proxy ARP/ND in Ethernet Virtual Private
Net wor k [ RFC9161], before the aging timer for proxy MAGIP entry
expires.

If a nmultihom ng PE does not nanage to |earn the MAC-IP locally
before the aging timer for the proxy MAC-IP expires, that PE will
wi thdraw the EVPN MAC/ I P route for proxy MAC-IP that it had
advertised previously. In this way, if all multihom ng PEs fail to
learn the MAG-IP locally within the age-tinme, the proxy MAGIP
advertisenents will expire and be withdrawn fromthe PEs that had
previously advertised them renoving the MAG-IP entirely fromboth
the EVPN control and forwardi ng pl ane.

In the case that a non-proxy MAG-IP is withdrawn fromthe EVPN
because the original dynamcally | earned ARP/ND entry ages out due to
end host inactivity or shutdown rather than a PE node or |ink
failure, PEs which advertised a proxy MAG-IP will still follow the
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same procedures as above and retain their proxy MAC- | P advertisenents
until the age-time for the proxy MAC- | P has passed. |nplenentations
may allow the proxy MAG- I P age-tine to be admnistratively specified
separately fromthe regular system ARP/ND age-tine to tune how fast
stale proxy MAC-|IP advertisenents are cleared fromthe EVPN
Additionally, a PE nay optionally use a nechanismlike send-refresh,
as outlined in Qperational Aspects of Proxy ARP/ND in Ethernet

Virtual Private Network [ RFC9161], to probe the liveness of the MAC

I P and withdraw the proxy MAG-IP fromthe control plane before the
age-tine if the PE determines that the MAC-IP is no | onger active.
Sone inplenentations may all eviate such delay by verifying the
presence of associ ated EVPN Et hernet Auto-Di scovery per ES route,

al so known as the mass-withdraw route. Wth the presence of the
mass-w t hdraw route, a PE may decide to renmove the MAG- I P inmmrediately
to avoid potential traffic |oss.

3.1. Interoperation with Legacy PEs

A het erogenous m x of new PEs supporting proxy MAC-IP adverti senent
and | egacy PEs not supporting proxy MAC-I P advertisenment is supported
in the event of incremental configuration of the feature or

i ncremental upgrades of PEs attached to the sane ethernet segnent.

Al t hough | egacy PE devices will continue to operate with the
traditional mechani sms and advertise only locally | earned MAC I P
entries, they can nmake use of any renotely |earned proxy MAC-IP
advertised by other PEs supporting proxy advertisement. The proxy

fl ag does not have any inpact on the best path selection of EVPN MAC
I P Advertisenment routes, as outlined in [I-D.ietf-bess-rfc7432bis].

3.2. Single-Active Miltihoni ng Considerations

If the signaling of P/B flags is used along with the Ethernet A-D per
EVI routes, as it is specified in [I-D.ietf-bess-rfc7432bis], and the
renote PE is capable of processing P/B flags, proxy MAG-IP

adverti senent nechani smcan be utilized in the single-active

mul ti homi ng case. Oherw se, proxy MAC-| P advertisenent is not
applicable to ethernet segnents configured for single-active

mul ti hom ng because MAC advertisenents are the indication of which
mul ti homing PE is the DF for rembte PEs not directly connected
ethernet segnent. Advertisenment of a proxy MAC-IP by a non-DF

mul ti homing PE will prevent renote PEs not directly attached to the
et hernet segnent from determ ning the correct DF.
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3.3. MAC Route Attribute Considerations

VWhen a PE advertises a proxy MAG I P that was originally | earned from
the control plane with a MAC nobility extended comunity attached
with a nonzero sequence nunber, the PE shoul d advertise the new proxy
MAC-I P with the sane sequence nunber as originally received. Wen
receiving a proxy MAC-IP with a higher sequence nunber, PE not
attached to the same multi hom ng Et hernet segnent withdraws its
corresponding MAC/I P route regardless the state of proxy bit inits
original advertisenent.

When a PE advertises a proxy MAC-IP for an | Pv6 address | earned from
the control plane that has the "R or 'O bits set in the EVPN ND
ext ended community, the new proxy MAC-1P should carry an EVPN ND

ext ended community with the sane 'R and 'O bits as originally

recei ved.

3.4. Symmetric | RB Considerations

When a PE advertises a proxy MAGIP, it may check the configuration
of the corresponding local IRB interface to determ ne whether IRBis
operating in symetric or asymetric node. |In the case of symetric
I RB, the advertising PE may set the MPLS Label 2 field of the MAC/IP
advertisenent route to either an MPLS | abel or a VNI corresponding to
the MAC-IP's I P-VRF on the PE. Wen the MPLS Label 2 field is

popul ated with a VNI, the PE should additionally include the Router’s
MAC Ext ended Community carrying the MAC address of the PE originating
the MAC-I P proxy advertisenent. The proxy MAC/ IP route is advertised
with two Route Targets, one corresponding to the tenant’s MAC- VRF and
anot her corresponding to the tenant’'s | P-VRF.

As described in section 3 above, all hosts connected to an ES are
advertised by at |east one PE without the proxy indication set and
al so by any nunber of additional PEs with the proxy indication set.
A renpte PE can then inport the proxy and non-proxy MACIP
advertisements into its | P-VRF based on the Route Target for the
tenant’s I P VRF and use the MPLS |label or VNI carried in the MPLS
Label 2 field of the MAC-I P advertisenents to route I[P traffic to
hosts connected to the ES.

Thi s approach does not utilize the nultihom ng aliasing nechani sm
which is provided by the ESI carried in the MAC/ I P adverti senent
routes. Instead, IP route progranming is based purely on normal |IP
mul ti path procedures using the routes inported to the |IP-VRFs on
renote PEs.
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In the single-active case, a standby PE may use a different |oca
preference for its proxy MAC/IP route so that renote PEs can prefer
the MAC-I P advertised by the active PE in their forwarding plans
This is especially inportant when the renpte PE only hosts the
tenant’s | P VRF but not the tenant’s MAC VRF.

4. EVPN ARP/ ND Ext ended Conmunity

EVPN al ready defined EVPN ARP/ ND Ext ended Community in Propagation of
ARP/ND Fl ags in an Ethernet Virtual Private Network [ RFC9047]. This
docunent proposes an additional bit fromthe flags field of that
community to signal the proxy advertisenent state.
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The following bits in the flags field in the third octet of the
extended comunity are defined. The renmaining bits nust be set to
zero when sendi ng and nust be ignhored when receiving this comunity.

| Bit Nanme | Meaning |
[} gttty pp—p—p—p—p—(——(—————————————————————————————————————
| I,OR | Defined in Propagation of ARP/ND Flags in an |
| | Ethernet Virtual Private Network [ RFC9047]. |
T e +
| P | Proxy MAC-IP advertisement defined in this

| | document |
TS ot o e e e e e e e e e e e e e e e e e e e mm— oo oo +

Table 1. EVPN ARP/ ND Ext ended Comunity Fl ags
5. | ANA Consi derati ons
Thi s docunent requests I ANA the allocation of the flag position 5 in
the ARP/ ND Extended Community Flags registry located in the "Border
Gat eway Protocol (BGP) Extended Conmunities" registry.

Fl ag Position Narme Ref erence
5 Proxy MAC-I P Thi s docunent
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6.

Oper ational Considerations

Dependi ng on the number of multihom ng PEs and MAC/ I P scal i ng of an
EVPN, proxy advertisenent of MACG-IP entries by other PEs in addition
to the devices initially learning MAC-IP entries locally in the data
pl ane coul d cause scalability concerns for operators. Proxy

adverti senents would increase the total number of EVPN routes

mai ntained in the route tables of PEs, as well as increase the tine
required for PEs to download all renptely | earned EVPN routes.

Prot ocol inplenentations should provide adm nistrative controls for
operators to limt proxy advertisenment functionality to situations
where the benefits are required and the scal e overhead is acceptable.

Security Considerations

Proxy MAC-I P advertisenent nmay potentially increase the total nunber
of EVPN routes mmintained in the control plane as it is specified in
Section 6. Protocol inplenentations should provide adm nistrative
controls for operators to limt proxy advertisenment functionality to
situations where the benefits are required and the scale overhead is
acceptable. Apart fromthat, this draft does not introduce any new
security considerations to EVPN
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