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Abst r act

Thi s docunent specifies "proquints" (PRO nounceable QU NT-uplets), a
human-friendly encodi ng that maps binary data to pronounceabl e
identifiers using fixed consonant-vowel patterns. The concept was
originally described by Daniel Shawcross W/I kerson in 2009. This
docunent formalizes the format for archival and reference
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1. Introduction

Proqui nts encode binary data as alternating consonant-vowel l|etters
grouped into five-letter syllables, yielding identifiers that are
readabl e, spellable, and pronounceable. The idea and specific letter
tables were first described by Daniel Shawcross W/I kerson in 2009

([ WLKERSON2009]). This docunment does not claimoriginality for the
concept; it refornulates and fornmalizes the description for archiva
pur poses.

Wiile multiple schemes exist for encodi ng network addresses and ot her
bi nary data, Proquints aimto provide a unique blend of human-
reabability, accessibility, and long-termusability. They reduce
transcription errors, are friendlier for non-technical users, and

of fer menonic qualities that can help in educational or operationa
contexts. Although they nay not replace all existing
representations, Proquints can serve as a conplenentary fornmat that

i mproves clarity in docunentation, user interfaces, and spoken
communi cation, particularly where accuracy and inclusivity matter.
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Applicability to Networking

VWil e Proquints are general - purpose, they address concrete needs in
net wor ked systens and operations. They provide a reversible, hunman-
friendly representation for binary identifiers comonly encountered
by inplenmenters and operators, including:

* | P addresses and prefixes (e.g., IPv4 32-bit values nmap to two
syl lables; IPv6 128-bit values map to eight syllables).

* Transport and application port nunbers (16-bit) and other protoco
fields carried in diagnostics.

* Node, interface, device, and request identifiers in distributed
systens, where verbal or |ow bandw dth exchange occurs during
i nci dent response or field operations.

* Log correlation and ticketing, where minimzing transcription
errors inproves mean time to resolution

Proquints use only letters [aZ 4] and the ASCI| hyphen (U+002D). The
resulting tokens are case-insensitive and | abel -safe for many

exi sting systens (e.g., DNS | abel contents, filenanes, and URLS),
subject to each system@Zi/H length linits. For exanple, a 32-bit |Pv4
address encodes into two syllables (10 letters), and a 16-bit port
nunber into one syllable (5 letters).

Proquints are intended to conplenment, not replace, existing textua
forns (e.g., dotted-decinal |Pv4, IPv6). Operators MAY use Proquints
in user interfaces, |ogs, docunentation, and voi ce comuni cation when
human factors (readability, nmenorability, error-resistance) are
advant ageous.

*Process note:* This docunment is subnmitted to the Independent Stream
to provide a stable archival reference for inplenmenters and
operators. |If substantial comunity interest develops in

st andardi zi ng protocol use of Proquints, the work MAY | ater be

di spatched to the I ETF for further processing.

Requi renent s Language

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMVENDED', "NOT RECOMMVENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here
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6

Rayner

For mat
A proqui nt encodes data in 16-bit blocks. Each block maps to a five-
|l etter syllable of the form CVCVC (Consonant - Vowel - Consonant - Vowel -
Consonant) .
The mappi ng tables are fixed:

Consonants (indices 0..15):

bdf ghj kl mnpr stvz

Vowel s (indices 0..3):

ai ou

Encodi ng

Encoders MJST process the input as an ordered sequence of 16-bit
words formed fromthe octet string in network byte order (big-
endi an) .

If the input contains an odd nunber of octets, encoders MJST
append a single zero octet (0x00) to conplete the final 16-bit
word and MUST signal this paddi ng by appending a single trailing
hyphen (U+002D HYPHEN-M NUS) to the end of the proquint string.
Encoders MJUST NOT append a trailing hyphen when the input |ength
is even.

Hyphens between syl |l ables remain optional for readability;
decoders MJST ignore interior hyphens. Only a single trailing
hyphen has speci al meaning as a padding signal; multiple trailing
hyphens are invalid.

For each 16-bit word, map bits 15-12 to the first consonant, bits
11-10 to the first vowel, bits 9-6 to the second consonant, bits
5-4 to the second vowel, and bits 3-0 to the final consonant.

Concat enate syl l ables. Hyphens MAY be inserted between syll abl es
for readability; decoders MJST ignore interior hyphens. Inserting
hyphens between syl | ables is encouraged to enhance human
readability, despite not being nandatory.

Decodi ng

Decoders MJST reverse the napping in Section 5.
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* Decoders MJST accept upper- or |ower-case input and MJST ignore

interior hyphens. |If the input ends in a single trailing hyphen,
the decoder MJST: (1) decode the syllables to octets; (2) verify
that the final octet is 0x00; and (3) renobve that final octet. |If

a trailing hyphen is present and the final octet is not 0x00, the
decoder MJST treat the input as invalid.

* If no trailing hyphen is present, the decoder MJST NOT renove any
trailing octet, even if it is 0x00.

* |nputs with multiple trailing hyphens, a trailing hyphen without
any syllables, or a length not divisible by five letters (after
renovi ng hyphens) MJST be rejected.

7. Encodi ng and Decodi ng Specification
7.1. Letter Tables and Indices

Proqui nt encodes each 16-bit word as five letters in the pattern
CVCVC ( Consonant & X owel E Il onsonant 8 X owel [l onsonant). The nappi ng
tabl es and indices are fixed and nornative.

Consonant table (index 0..15):

Index Hex Bits Consonant
0 0000 b

0001 d

0010 f

0011 g

0100 h

0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111

MMUOW>OONOUAWNPRF
N ~w=-T>S33 X~

Vowel table (index 0..3):
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Index Bits Vowel

0 00 a
1 01 i

2 10 o]

3 11 u
Bit Layout

Each 16-bit input value (bits 15..0, nost significant bit first) MJST
be mapped to letters in this order

bits 15..12 -> first consonant (Cl)

bits 11..10 -> first vowel (V1)
bits 9.. 6 -> second consonant (C2)
bits 5.. 4 -> second vowel (V2)

bits 3.. 0 ->third consonant (C3)

Encoders MJST process input as an ordered sequence of 16-bit words
formed fromthe input octet string in network byte order (big-

endi an): octet[i] contributes bits 15..8 and octet[i+1] contributes
bits 7..0 of the word. If the input contains an odd nunber of
octets, encoders MAY pad a single zero octet to conplete the fina
16-bit word; applications using paddi ng MJST specify how the origina
I ength is recovered.

Encoders MAY insert ASCI1 hyphens (0x2D) between syl |l ables for
readability. Decoders MJST ignore interior hyphens, but not trailing
hyphens whi ch indi cate paddi ng.

Encodi ng Al gorithm (Pseudocode)
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Input: bytes[] [/ octet string
Qutput: string // proquint

consonant s
vowel s

" bdf ghj kl mprstvz"
"ai ou"

function encode(bytes):
if len(bytes) == 0: error("enpty input not allowed")

out

1ol

pad fal se

while i < len(bytes):
hi = bytes[i]; i +=1
if i < len(bytes):

lo = bytes[i]; i +=1
el se:
Il o = 0x00

pad = true

w =(hi << 8) | lo

cl = consonants[(w >> 12) & OxF]

vl = vowel s [(w>> 10) & 0x3]

c2 = consonants[(w >> 6) & OxF]

v2 = vowel s [(w>> 4) & 0x3]

c3 = consonants[(w ) & OxF]

out += cl1 + vl + c2 + v2 + c3

/1 optional: insert interior '-' between syllables for readability
if pad and len(out) > O:

out +="'-’ /1 trailing hyphen signals paddi ng was added
return out

7.4. Decoding Al gorithm (Pseudocode)

Input: string pq // CVCVC syllables; interior hyphens optional;
/1 final hyphen signals padding
Qut put: bytes[] /1 octet string

" bdf ghj kl mprstvz"
n ai Ou"

consonant s
vowel s

function i ndexOf(ch, table):
pos = table.find(ch)
if pos < 0: error("invalid character")
return pos
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function decode(pq):
pg = tolLowercase(pq)

pad = fal se
if length(pg) > 0 and pq[-1] == "-"
pad = true
if length(pg) >= 2 and pg[-2] == "-’:
error("multiple trailing hyphens")
pg = pq[O0:-1] /'l renove the single trailing -’

if length(pg) > 0 and pq[0] == "-'
error ("l eadi ng hyphen not all owed")
if contains(pgq, "--"):
error("consecutive interior hyphens not allowed")

if pg=="": error("enpty input not allowed")

/1 If hyphens present:

/1 split on '-' (no enpty chunks all owed)

/1 1f no hyphens:

/1 i nput MJUST be non-enpty and a nultiple of 5,
/1 then slice every 5 chars

parts = []
if contains(pg, "-"):

parts = split(pg, "-")

if any(p == "" for pin parts): error("invalid enpty syllable")
el se:

if (length(pgq) %5) != 0:

error("run-on formlength nust be a multiple of 5")
for i in range(0, length(pq), 5):

parts. append(pq[i:i+5])

out = new bytes[2 * length(parts)]

k =0

for part in parts:

if length(part) !'=5: error("syllable length nust be 5")

cl = indexOf (part[0], consonants)
vl = indexOf (part[1], vowels)
c2 = indexO (part[ 2], consonants)
v2 = indexCf (part[3], vowels)
c3 = indexOf (part[4], consonants)

w = (cl << 12) | (vl << 10) | (c2 << 6) | (v2 << 4) | c3

out [ K] = (w >> 8) & OxFF
out[k+1] = w & OxFF
k += 2

i f pad:

if k ==0 or out[k-1] !'= 0x00:
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error("trailing hyphen requires final 0x00 paddi ng byte")
k -=1 /1 drop the padding byte

return out[O0: k]

Decoders MJST accept input in either case (upper/lower) and MJST
reject any character not in the defined consonant/vowel sets (after
stripping hyphens). |If applications use paddi ng on encode, they MJST
specify how to renpve any trailing zero octet introduced solely for
paddi ng.

7.5. Nor mal i zat i on

Encoders SHOULD produce | owercase output. Encoders MJST append a
single trailing hyphen only when signaling paddi ng (odd i nput

|l ength). Decoders MJST treat input as case-insensitive, MJST ignore
interior hyphens, and MJST apply the trailing-hyphen padding rule
defined in this docunent.

Encoders and decoders MJST use the tables and ordering defined in
Section 7.1 and Section 7.2. Substituting letters or re-ordering
bits is not Proquint and will not interoperate.

7. 6. Test Vectors

The follow ng vectors are derived directly fromthis specification
and can be used to verify independent inplenentations.
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# Single-word (16-bit) val ues:
0x0000 -> babab
OXFFFF -> zuzuz
0x1234 -> danuh
OxFOOD -> zabat
OxBEEF -> ruroz

# Two words (32-bit), big-endian byte order:

bytes: 0x12 0x34 OxFO 0x0D

words: 0x1234, O0xFOOD

pq: damuh- zabat (with hyphen) or danuhzabat (wthout)

# Raw ASCI | exanple ("F3r41QutlL4w'),

# UTF-8 bytes, zero-padded to even |ength:
ASCll: 46 33 72 34 31 4F 75 74 4C 34 77
Length: 11 bytes

Pad: 00
Words: 0x4633 0x7234 0x314F 0x7574 0x4C34 0x7700
PQ hi nrug- | anuh- gaj az-1ij uh- hubuh-1isab- (interior hyphens optional)

# Paddi ng exanpl es

# Even-length input (no padding, no trailing hyphen):

bytes: 01 02 03 00

words: 0x0102, 0x0300

pqg: bahaf - basab (or "bahaf basab" w thout interior hyphen)
out : 01 02 03 00

# Odd-1ength input with padding signaled by trailing hyphen

bytes: 01 02 03

encoder pads: -> add 00 to formfinal word 0x0300

pqg: bahaf - basab- (trailing hyphen REQUI RED)

decoder: decodes to 01 02 03 00, verifies last octet 00, then renoves it
out : 01 02 03

# Invalid (trailing hyphen but |last octet != 00):
pq: bahaf - basad-
-> decode last word to ... 01 (not 00) => ERRCOR

# Invalid (nultiple trailing hyphens):
pq: bahaf - basab- - => ERROR

| mpl enent ati ons MJST reproduce these outputs exactly.
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7.7. FError Handling

Decoders MJST fail input that: (1) contains characters outside the
defined tables (after interior hyphen renoval); (2) has |ength not
divisible by 5 letters; or (3) violates the CVCVC pattern. FError
signaling is application-specific but MIST reject invalid input
rather than attenpt to guess.

A trailing hyphen MIST only be used to signal renmoval of a single
trailing Ox00 octet; any other usage is invalid.

7.8. Backward Conpatibility

I npl enent ations that predate this specificationZ{H padding
specification may ignore a trailing hyphen and therefore retain the
trailing Ox00 octet. To interoperate with such decoders, producers
SHOULD avoi d relying on padding renmoval when communi cating with
unknown peers.

8. Security Considerations

Thi s docunent defines a reversible textual encoding. It provides no
confidentiality, integrity, or authenticity by itself.

*Threat: Loss of confidentiality.* Proquints are a | ossl ess, hunan-
friendly representation of binary data. Encoding sensitive
identifiers (e.g., keys, tokens, internal 1Ds) as Proquints does not
hi de their value and may make them easier to read, speak, or copy.

_Renediation: _ Treat Proquints with the sanme confidentiality as the
underlying data. When transporting sensitive information, use

aut henti cated encryption or protected channels appropriate to the
application (e.g., TLS, SSH, end-to-end encryption). Avoid placing
sensitive Proquints in unauthenticated |ogs, screenshots, or voice
channel s.

*Threat: M suse as secrets or passwords.* Because Proquints are
pronounceabl e, inplenenters mght be tenpted to use themdirectly as
passwords or shared secrets.

_Remedi ation: _ Proquints MJUST NOT be used as standal one

aut hentication secrets unless generated with appropriate entropy and
policy for that purpose. Were human entry is required, rely on

est abl i shed secret-generation and storage practices; do not assune
pronounceability confers security.
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*Threat: Transcription and spoofing errors.* Human reproduction
(readi ng, hearing, typing) can introduce errors or social -engi neering
opportunities.

_Remedi ation: _ Inplenent input validation exactly as specified in
this docunment (tables, syllable structure, hyphen granmar). Wen
used in safety- or security-relevant workfl ows, consider checksum ng
or context-binding at the application |ayer (e.g., include context or
MAC over the underlying binary) and use redundancy when verbally
conmmuni cating critical val ues.

*Threat: Side-channel |eakage via formatting.* The trailing-hyphen
paddi ng signal reveals the parity of the original octet length (odd/
even).

_Remedi ation: _ Applications that consider length parity sensitive
SHOULD avoid emitting the trailing-hyphen signal by ensuring even-
I ength inputs or by w apping Proquints inside a protected container
In nost operational uses this |eakage is not security-rel evant.

*Threat: Injection into protocol or storage contexts.* |nproper
nornal i zati on or acceptance of characters outside the defined
al phabet coul d enabl e injection or confusion in downstream systens.

_Renedi ati on: _ Encoders SHOULD enit | owercase and MAY incl ude
interior hyphens for readability only. Decoders MJST accept case-
insensitive input, MJST ignore interior hyphens, MJST enforce the
defined tables and CVCVC pattern, and MJST reject |eading hyphens,
multiple trailing hyphens, and consecutive interior hyphens. Do not
accept characters outside [aZZ4{] and hyphen

*Threat: Transport-specific risks.* Use of Proquints in URLs,
filenanmes, DNS, or nessagi ng systens can expose data if those
channel s are observabl e.

_Renedi ati on: _ When Proquints convey sensitive data, use secure
transport appropriate to the context, apply access control and

retention policies to logs, and avoid transmtting sensitive val ues

over unprotected voice or chat. Proquints are ASCIl-only and
hyphenat ed; they are generally safe for "LDH' contexts
(letters# & i gi ts# ¥ yphen), but applications MIST observe each systenis
I ength and syntax limts.

9. | ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.
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10. Process Note

The intent of this document is archival and inplementer guidance via
the I ndependent Stream The author does not seek standardization at
this tinme. |f significant depl oynent or protocol integration
interest energes, a future effort MAY be di spatched within the | ETF
to consider Standards Track work.
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