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Abst ract
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shared tokens, or backend infrastructure.
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I nt roduction
Pr obl em St at enent

Current Al agent franeworks rely on shared bearer tokens for inter-
agent conmuni cation. A single token |eak conpronises all agents in
the system There is no mechanismto distinguish which agent sent a
request, revoke a single agent without rotating the shared token,
enforce per-agent access control, or keep backend services private.
These limtations becone critical as nulti-agent systens scale.
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1.2. Design Goals
Cl awdentity addresses these problenms with six design goals:

1. *Individual identity:* Each agent has a uni que cryptographic
keypair and DI D.

2. *Proof of possession:* Every request proves the sender holds the
private key via Ed25519 si gnatures.

3. *Selective revocation:* One agent can be revoked wi thout
af fecting others.

4. *Zero-trust relay:* Agents comruni cate through authenticated
proxi es; backend services renmai n unexposed.

5. *Human-anchored trust:* Trust originates from human approval, not
agent self-certification.

6. *Framework agnostic:* Works with any Al agent frameworKk.
1.3. Architecture Overview
The protocol defines four conmponent roles:
Registry Central identity authority. |Issues Agent Identity Tokens
(Al Ts), manages signing keys, publishes the Certificate Revocation

Li st (CRL).

Proxy Per-owner edge service. Verifies identity, enforces trust
policy, rate-linmts requests, and rel ays nessages between agents.

Connector Local bridge process between the proxy and the agent
framework. Maintains a persistent WebSocket connection to the
proxy. Never exposed publicly.

Agent The Al agent itself. Has no direct know edge of the protocol;
the connector handl es all cryptographic operations.
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S + S + e +
| Agent A | | Registry | | Agent B |
| (private) | | (central) | | (private) |
+o-m - - +o-m - - + +o-m - - +o-m - - + +o-m - - AR, +
Fooomo- L ------ + I Fooomo- L ------- +
| Connector A | | | Connector B |
| (local) | | | (local) |
[ S, [ S, + | [ S, S +
| WebSocket | | WebSocket

S RS S RS + | S RS S R +
| Proxy A |<-------mmomnnn- R >| Proxy B |
| (edge) I I | (edge) I
Fom - + | Fom o +

I i !I- ———————————— +

| .well-known/cl aw keys |

| /vi/crl |

| /vl/agents |

St +

Figure 1: Conponent Architecture

2. Conventions and Term nol ogy
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here
Thi s docunent uses the follow ng terns:

AlT Agent ldentity Token. A signed JW credential (Section 4)
bi nding an agent DID to a public key.

CRL Certificate Revocation List. A signed JW (Section 10)
containing a list of revoked Al Ts.

DID Decentralized lIdentifier as defined in [WBC. DID], using the
"cdi " net hod.

PoP Proof of Possession. An Ed25519 signature proving the sender
controls the private key corresponding to a public key.

Pairing Mitual trust establishnent between two agents via a ticket-
based cerenony.
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Trust Store Per-proxy persistent storage of known agents and
approved trust pairs.

ULID Universally Unique Lexicographically Sortable Identifier
[uLI D .

3. ldentity Model
3.1. DI D Format
Clawdentity uses a custom DID nethod with the schene "did:cdi"

(Cdawdentity ldentity). The nethod-specific identifier consists of a
registry host and a ULID, separated by a col on:

cdi-did = "did:cdi:" registry-host ":" ulid
regi stry-host = 1*( unreserved / "." [ "-"
ulid = 26ALPHA ; Crockford Base32, see [ULID]

The regi stry-host identifies which registry issued the DID. The
entity type (agent or human) is resolved by the registry, not encoded

in the DD

[ sl s el
| Entity| Exanpl e |
| Agent |did:cdi:registry.clawdentity.com 01HGBZBU11X7X8DN8OAX6GEYUS|
R o m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mm e ma oo +
| Human | di d:cdi:registry.clawdentity.com 01HF7YATOOWSW CM7 N3VWS FDXT4|
S . +
| Sel f- |did:cdi:id.acmne.corp: 01HK9OABC22Y8YIEOP5Y7HFZV6 |
| host ed| |
Fom e e - - o m m e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e mmememao - +

Table 1
I mpl enent ati ons MJST reject DI Ds where the registry-host is enpty or
where the ULID conponent does not conformto the ULID specification
[ULID].
3.2. Cryptographic Primtives

The protocol uses Ed25519 [ RFC8032] as the sole signing algorithm
I mpl enent ati ons MJUST NOT support other signature al gorithns.
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B ool s sl oo
| Primtive | Algorithm| Reference | Usage |
E oo oo el s ooy oo s e
| Signing | Ed25519 | [RFC8032] | ldentity, request |
I I I | signing I
T IR IR I +
| Body hash | SHA-256 | [RFC6234] | Request body |
| | | | integrity |
o e R R o e e e o +
| Token fornmat | JWS | [RFC7515] | AIT and CRL |
| | Conpact | | tokens |
T IR IR I +
| Key encoding | Base64url | [RFC4648] | Keys, signatures, |
| | (no pad) | Section 5 | hashes |
o e R R o e e e o +
| Key | JWK (OKP/ | [RFC8037] | Public keys in |
| representation | Ed25519) | | AlTs |
T - IR I +
Table 2

3.3. Key Generation

Each agent |ocally generates an Ed25519 keypair consisting of a
32-byte public key and a 64-byte secret key. The secret key MJIST be
stored exclusively on the agent’s |ocal nachine and MJUST NOT be
transmtted over any network. Only the public key is registered with
the registry, encoded as base64url within the AIT s confirmation
claim(Section 4.4).

3.4. Omership Mdel

Every agent DID is bound to exactly one human DI D (the "ownerDi d").
This binding is recorded in the AIT clains and enforced by the
registry during registration and refresh operations. A human MAY own
mul ti ple agents. An agent MJUST have exactly one owner.

Human (did:cdi:registry.clawdentity.com O1HF7...)
+-- Agent A (did:cdi:registry.clawdentity.com O1HGS. . .)
+-- Agent B (did:cdi:registry.clawdentity.com O1H®. . .)
+-- Agent C (did:cdi:registry.clawdentity.com O1lHGA...)

4. Agent ldentity Token (AIT)
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4.1. Overview
The Agent ldentity Token (AIT) is a JSON Wb Token [ RFC7519] that
serves as an agent’s credential. It is issued by the registry,
signed with a registry Ed25519 key, and binds the agent’s DID to the
agent’s public key via a confirmation claim("cnf"), follow ng the
pattern established by DPoP [ RFC9449].

4.2. JOSE Header
The AIT's JOSE protected header MJUST contain:
alg REQUI RED. MJST be "EdDSA" per [RFC8037].
typ REQUI RED. MJST be "AIT"
kid REQU RED. The key identifier of the registry signing key used

to sign this AIT. This allows the verifier to |ocate the correct
registry public key.

"al g": "EdJDSA",

"typ": "AT",

"kid": "reg-key-2026-01"
}

Figure 2: AIT JOSE Header Example
4.3. Cains

The AIT payl oad MJUST contain the followi ng clainms. No additiona
clains are permitted (strict validation).
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|daim | Type | Required| Description |
[ e ——t e———— ppp—p———— g —p—_———————————————(——————————r
|iss | string| REQUI RED] Registry issuer URL (e.g., |
| | | | "https://registry.clawdentity.conl) |
- S S T . +
| sub | string| REQUI RED] Agent DID. MJST be |
| | | | "did:cdi:<registry-host>:<ulid>" |
R R Fomm oo o e e e e e e e e e e e e e e me oo +

| owner Di d | string| REQUI RED] Omer DID. MJST be |
| | | | "did:cdi:<registry-host>:<ulid>" |

Fom e oo Fomm o - T o m m e e e e e e e e e e e e eaao o +
| name | string| REQUI RED] Agent nane. 1-64 characters matching |
| | | | [A-Za-z0-9. -] |
R R Fomm oo o e e e e e e e e e e e e e e me oo +
| framework |string| REQUI RED] Agent framework identifier. 1-32 |
| | | | characters, no control characters. |
Fom e oo Fomm o - T o m m e e e e e e e e e e e e eaao o +

| description|string| OPTI ONAL| Human-readabl e description. Maxi num |
| | | | 280 characters. |

R R Fomm oo o e e e e e e e e e e e e e e me oo +
| cnf | obj ect | REQUI RED|] Confirmation claim See |
| | | | Section 4.4. |
Fom e oo Fomm o - T o m m e e e e e e e e e e e e eaao o +
| iat | nunber | REQUI RED| | ssued-at time (NunericDate per |
I I I | [RFC7519]). I
R R Fomm oo o e e e e e e e e e e e e e e me oo +
| nbf | number | REQUI RED| Not - before time (NunericDate). |
Fom e Femmm o - T T +
| exp | number | REQUI RED| Expiration time (NunericDate). MJST |
| | | | be greater than both nbf and iat. |
N Fom e e - - Fomm e - o - o m e e e e e e e e e e e e e e e e e e o +
|jti | string| REQUI RED| Uni que token identifier. MJST be a |
| | | | valid ULID. |
Fom e Femmm o - T T +
Tabl e 3

4.4. Confirmation daim
The "cnf" (confirmation) claimbinds the AIT to the agent’s Ed25519

public key, following the confirmation nmethod pattern described in
[ RFC7800]. It contains a single "jwk" nenber:
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"enf": {
"wk"r |
"kty": "OKP",
"crv": "Ed25519",
" "<base64url - encoded- 32- byt e- publ i c- key>"

}

X

}
The "kty" MJST be "OKP". The "crv" MJST be "Ed25519". The "x"
par anet er MJUST decode (base64url) to exactly 32 bytes. The JWK MJST
NOT contain a "d" (private key) paraneter.
4.5. Validation Rules

An AIT MIST be rejected if any of the follow ng conditions are true:

1. "al g" is not "EdJDSA".

2. "typ" is not "AIT".

3. "ki d* does not match any active registry signing key.

4. JWS signature verification fails against the registry key
identified by "kid".

5. "sub" is not a valid "did:cdi" DID.

6. "ownerDid" is not a valid "did:cdi" DD

7. "cnf.jwk. x" does not decode to exactly 32 bytes.

8. "exp" is less than or equal to "nbf" or "iat".

9. "jti" is not a valid ULID

10. Current tine is before "nbf" or after "exp" (accounting for
cl ock skew).

11. "jti" appears in the current CRL (Section 10).

5. HITP Request Signing
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5.1. Purpose

Every aut henticated request includes a Proof of Possession (PoP)
signature that proves the sender controls the private key
corresponding to the public key in their AIT's "cnf" claim This
mechani smis inspired by DPoP [ RFC9449] but uses a canonical request
si gni ng approach optim zed for agent-to-agent comruni cation

5.2. Canoni cal Request For mat

The canoni cal request string is constructed by joining the foll ow ng
fields with newine (0Ox0A) separators, in the order shown:

canoni cal - request version LF nethod LF path-with-query LF

ti mestanp LF nonce LF body- hash

version = " CLAW PROOF- V1"

met hod = token ; HTTP nethod, uppercased
pat h-wi t h- query = absolute-path [ "?" query ]

ti mestanp = 1*DIAT ; Uni x epoch seconds
nonce = 1*unreserved ; uni que per-request val ue
body- hash = base64url i SHA-256 of request body
LF = UO0A

CLAW PROCF- V1

POST

/ hooks/ agent

1708531200

01HG8ZBUL1X7X8DN8O4 X6 GEYUS
47DEQpj 8HBSa- _TI mM 5] CeuQeRknBNVpIWZG3hSuFU

Fi gure 3: Canoni cal Request Exanple
5.3. Signature Conputation

The PoP signature is conputed by signing the UTF-8 encodi ng of the
canoni cal request string with the agent’s Ed25519 private key:

canoni cal = canonicalize(nethod, path, timestanp, nonce, body_hash)
signature = Ed25519_Si gn( UTF8_Encode(canoni cal ), secret_key)
pr oof = Base64ur| _Encode(si gnature)

The resulting "proof" is a base64url-encoded 64-byte Ed25519
si gnature.

5.4. Request Headers

An aut henticated request MJST include the follow ng headers:
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| Header | Status | Description |
[} e —————————— Ll p———_—————_ Ll —_—(————(—————————
| Authorization | REQUI RED | "Claw' SP <Al T-JWI>. See

| | | Section 6. |
- . . +
| X-d aw Ti nest anp | REQUI RED | Unix epoch seconds (integer

| | | string). |
o e e e e e oo - S o e e e e e e e e m o +
| X-d aw Nonce | REQUI RED | Unique per-request val ue. |
| | | ULI D RECOMVENDED. |
- . . +
| X-d aw Body- SHA256 | REQUI RED | SHA-256 hash of the request |
| | | body, base64url -encoded. |
o e e e e e oo - S o e e e e e e e e m o +
| X-d aw- Proof | REQUI RED | Ed25519 PoP signature |
| | | (base64url, 64 bytes). |
- . . +

| X-d aw Agent - Access | CONDI TI ONAL | Session access token
| | | Required for relay and hook
| | | routes. |

5.5. Verification Procedure
The verifier (proxy) MJST performthe follow ng steps in order
1. Extract the AIT fromthe "Authorization: C aw <token>" header

2. Verify the AIT's JW5 signhature against the registry’s signing
keys (Section 4.5).

3. Check that the AIT's "jti" is not on the CRL (Section 10.3).
4. Extract the agent’s public key fromthe AIT s "cnf.jwk.x" claim

5. Verify X-ClawTinestanp is within the all owed skew w ndow
(default: 300 seconds).

6. Reconpute SHA-256 of the request body; conpare with X-C aw Body-
SHA256.

7. Reconstruct the canonical request (Section 5.2).

8. Verify X-d aw Proof against the canonical request using the
agent’s public key.
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9. Check X-d aw Nonce has not been seen before for this agent D D
within the tinestanp w ndow.
If any step fails, the request MJST be rejected with HTTP 401
6. The "d aw' Authentication Schene
Thi s specification introduces the "C aw' HITP authenticati on scheme
for the Authorization header, follow ng the franework defined in

[ RFC9110] Section 11.

"Claw' SP ait-token
1*base64url| -char "."

credential s
ai t-token

1*baseb64url - char 1*baseb64url - char

The schenme nanme "Claw' is case-sensitive. The token MJUST be a valid
JWS Conpact Serialization [ RFC7515] representing an AIT as defined in
Section 4.

7. Agent Registration

7.1. Registration Flow
Agent registration uses a chall enge-response protocol to prove that
the registrant possesses the Ed25519 private key corresponding to the
public key being registered.

Agent Regi stry

| POST /vl/ agents/chall enge |
| { ownerDid }

I
| o >|
I I
| 200 { challengeld, nonce } |
| < |
| . . . |
| [Agent signs registration proof] |
I I
| POST /vl/agents |
| { proof, publicKey, name, ... } |
| o >

I

I

Figure 4: Agent Registration Sequence
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7

7

8.

8.

8.

2. Registration Proof

The registration proof is computed by signing a canonical nessage
that binds the challenge to the agent’s identity paraneters:

clawdentity.register.vl

chal | engel d: <chal | engel d>

nonce: <nonce>

owner Di d: <owner Di d>

publ i cKey: <base64ur| - publ i c- key>
nanme: <agent - nanme>

f ramewor k: <f r amewor k>

ttl Days: <ttl-days>

Optional fields (framework, ttl Days) use enpty strings when absent.
The agent signs this nmessage with Ed25519 and subnits the base64url -
encoded signhature as the "proof" in the registration request.

3. AT Refresh

Al Ts have bounded lifetines. Before expiration, the connector MJST
request a fresh AIT:

PCST /vl/agents/auth/refresh HITP/ 1.1
Aut hori zation: C aw <current-Al T>
X- Ol aw Agent - Access: <access-token>

The registry validates the current AIT and access token, verifies the
agent is not revoked, and returns a new AIT with an updated
expiration tine.

Trust Establishment (Pairing)
1. Overview

Bef ore two agents can exchange nessages, they MJST establish nutual
trust through a pairing cerenony. Trust is anchored by hunman
approval : agents cannot self-approve trust rel ationships. The

pai ring process uses short-lived tickets exchanged out-of-band (e.g.,
via QR code or nessaging).

2. Pairing Flow
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Agent A (Initiator)

a

I
| POST /pair/start

| { initiatorProfile,
| ttl Seconds }

{ ticket,

expiresAt }

(out-of -band ticket exchange)

(@R code,

message

cal I back (optional)

awdentity

, Ccopy-paste)
|
| POST /pair/confirm|
| { ticket, |
| responder Profil e}|
| <oem e |
I
|

February 2026

Agent B (Responder)

Figure 5: Trust Establishment Sequence

8.3. Pairing Ticket
The pairing ticket is a signed JWI with a short TTL, created by the
proxy during the /pair/start request. The ticket encodes the issuer
proxy URL, a signing key identifier, and an expiration tinestanp.
Ti cket paraneters:
B oo s ey e U
| Parameter | Default | Maxi mum |
B s b ooy - e sy oo
| TTL (ttl Seconds) | 300 seconds | 900 seconds |
Fom e Fom e oo ee oo +
Table 5
8.4. Peer Profile
Each side of a pairing provides a profile containing identity
i nformati on for display and routing:
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8.

8.

9.

9.

{
"agent Nane": "kai",
"humanNane": "Ravi",
"proxyOrigin": "https://proxy.exanple.conf

agent Name REQUI RED. Agent display nane. Maximum 64 characters. No
control characters.

humanNane REQUI RED. Owner display name. Maxi num 64 characters. No
control characters.

proxyOrigin OPTIONAL. The proxy’'s URL origin, used for cross-proxy
message routing.

5. Omership Verification

When an agent initiates pairing, the proxy MJST verify that the

aut henticated caller (identified by "ownerDid" in the AIT) actually
owns the claimed initiator agent DID. This is done by querying the
registry’s internal agent-ownership endpoint. |f ownership cannot be
verified, the pairing MIST be rejected with HTTP 403.

6. Trust Store

Each proxy maintains a Trust Store that records:

* *Known agents:* Agents that have been authenticated and accept ed.

* *Approved pairs:* Bidirectional trust relationships between
agents.

* *Pairing tickets:* Pending and conpleted pairing cerenbnies with
expiration tracking.

A nmessage from Agent A to Agent Bis pernitted only if the ordered
pair (A B) exists in the proxy's trust store. The trust store
SHOULD use a durabl e, transactional storage backend.

Rel ay Transport
1. Overview

Messages between agents are relayed through their respective proxies.
The connector maintains a persistent WebSocket [RFC6455] connection

to its proxy. The proxy authenticates the WebSocket upgrade request
using the full AT + PoP verification procedure (Section 5.5).
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9.2. WebSocket Connection
The connector initiates a WbSocket connection to:

GET /vl/relay/connect HTTP/ 1.1

Upgr ade: websocket

Connection: Upgrade

Aut hori zation: daw <Al T>

X- Ol aw Agent - Access: <access-token>
X-Cl aw Ti nest anp: <ti nest anp>

X- C aw Nonce: <nonce>

X- Cl aw Body- SHA256: <enpty- body- hash>
X- O aw Proof : <signature>

9.3. Frame Protocol

Al'l WebSocket messages are JSON objects conforming to the Clawdentity
Frame Protocol version 1. Every frane contains a conmon base

structure:
{
vt 1,
"type": "<frame-type>",
"id": "<ULI D>",
"ts": "<I SO 8601-ti nestanmp>"
}
v REQUI RED. Integer. Frame protocol version. MJST be 1.
type REQUIRED. String. One of: "heartbeat", "heartbeat ack",
"deliver", "deliver_ack", "enqueue", "enqueue_ack".

id REQURED. String. Unique frame identifier (ULID).
ts REQURED. String. 1SO 8601 tinmestanp with tinezone.
9.4. Heartbeat Franes
Ei ther side MAY send heartbeat franes to verify liveness. The
default heartbeat interval is 30 seconds. |f a heartbeat
acknow edgenent is not received within 60 seconds, the sender SHOULD
cl ose the connection and reconnect.
Heart beat :
{ "v": 1, "type": "heartbeat", "id": "<ULID>", "ts": "<ISOC" }

Heart beat acknow edgement :
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{ "v": 1, "type": "heartbeat_ack", "id": "<ULID>", "ts": "<|SOC",
"ackl d": "<heartbeat-frame-id>" }

9.5. Deliver Franes

The proxy sends a "deliver" frame to the connector when an inbound
message arrives for the |ocal agent:

{

v'oo1,
"type": "deliver",
"id": "<ULI D>",
"ts": "<| SO",
"fromAgentDid": "did:cdi:registry.clawdentity.com...",
"toAgentDid": "did:cdi:registry.clawdentity.com...",
"payl oad": { .},
"content Type": "application/json",
"conversationld': "conv-123",
"replyTo": "https://proxy-a.exanple.conlvl/rel ay/delivery-receipts”
}

The connector MJST respond with a "deliver_ack" frane indicating
whet her the | ocal agent framework accepted the delivery:

{

"v'io1,

"type": "deliver_ack",

"id": "<ULI D>",

"ts": "<l SO,

"ackld": "<deliver-frame-id>",

"accepted": true

}

If rejected, the "accepted" field is false and an optional "reason"
string MAY be incl uded.

9.6. Enqueue Franes

The connector sends an "enqueue" frame to the proxy for outbound
nessages:
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"v'io1,

"type": "enqueue",

"id": "<ULI D>",

"ts": "< SO,

"toAgentDid": "did:cdi:registry.clawdentity.com...",
"payload": { ... },

"conversationld": "conv-123"

}

The proxy responds with "enqueue_ack" after accepting or rejecting
the message for rel ay.

9.7. Local Agent Delivery

Upon receiving a "deliver" franme, the connector forwards the payl oad
to the local agent framework via HTTP POST

POST / hooks/agent HITP/ 1.1

Host: 127.0.0.1:18789

Cont ent - Type: application/json

x-cl awmdentity-agent-did: <fromAgentD d>
x-cl awmdentity-to-agent-did: <toAgentD d>
x-clawdentity-verified: true
x-opencl awt oken: <l ocal - hook-t oken>
Xx-request-id: <frame-id>

The connector inplenents retry with exponential backoff for transient
failures (5xx, 429, connection errors):

E e, e o1
| Parameter | Default Value

[ el e o1
| Max attenpts | 4 |
. +
| Initial delay | 300 ms |
T . +
| Max del ay | 2,000 ns |
o e T +
| Backoff factor | 2 |
. +
| Total budget | 14,000 ns |
T . +

Table 6
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9.8. Reconnection

On WebSocket di sconnection, the connector MJST attenpt to reconnect
usi ng exponential backoff with jitter:

E e oo el e e 1
| Parameter | Default Value |
B s el ]
| Mnimumdelay | 1,000 ns |
I I i I +
| Maxi mum delay | 30,000 ns |
I I I I T +
| Backoff factor | 2 |
R i +
| Jitter ratio | 0.2 (209 |
I I i I +
Table 7

On successful reconnection, the connector resets the backoff counter
and flushes any queued out bound franes.

9.9. CQutbound Queue Persistence
When the WebSocket connection is unavail able, the connector MJST
queue out bound "enqueue" frames locally and flush themin FIFO order
upon reconnection. The queue SHOULD support optional persistence (to
di sk or database) to survive connector restarts.

10. Certificate Revocation

10.1. CRL For mat

The Certificate Revocation List (CRL) is a signed JW containing a
list of revoked AlITs. Its JOSE header uses:

alg MJST be "EdJDSA".
typ MJIST be "CRL".
kid Registry signing key identifier.

CRL cl ai ns:
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[ oo s el s el ool oo e 3
| daim | Type | Required | Description |
[ et ——— L ————— e ————— Ll —_—(——————(—(—(—(——————r L
| iss | string | REQU RED | Registry issuer URL. |
- S ey S I . +
| jti | string | REQURED | CRL identifier (ULID). |
. I p—— T T +
| iat | number | REQUIRED | |ssued-at tinestanp. |
S Fomm oo TS o e e e e e e e e oo o - +
| exp | nunber | REQUIRED | Expiration. MJST be |
| | | | greater than iat. |
T - R ppe—— S T +
| revocations | array | REQU RED | At |east one |
| | | | revocation entry. |
S Fomm oo TS o e e e e e e e e oo o - +
Tabl e 8

[} bbb e ey oo oo e
| Field | Type | Required | Description |
[ ettty Sty sj—p—p——(———(—— el o
| jti | string | REQURED | Revoked AIT's jti (ULID). |
S T I p—— T T +
| agentDid | string | REQU RED | Revoked agent’s DI D. |
R R R oo e +
| reason | string | OPTIONAL | Human-readabl e reason. |
| | | | Max 280 chars. |
IR R ppe—— S T e +

| revokedAt | number | REQUI RED | Revocation tinestanp |
| | | | (Unix seconds). |

10.2. CRL Distribution
The registry publishes the current CRL at the well-known endpoint:

GET /vl/crl HITP/ 1.1
Host: registry.clawdentity.com

Response:

{ "crl": "<signed-CRL-JW>" }
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10.3. CRL Caching

Proxi es MJUST cache the CRL locally and refresh it periodically. The
foll owi ng paranmeters control cachi ng behavi or

| Paraneter | Default | Description |
| Refresh | 5 mnutes | How often to fetch a fresh CRL. |
| interval | | |
Fom e Fom e o m e e e e e e e e e eee e +
| Max age | 15 | Maxi mum st al eness before the cache |
| | mnutes | is considered expired. |
N N o e e e e e e e e e e e e e e mmemamao o +
| Stale | fail-open | "fail-open” allows stale CRL use; |
| behavior | | "fail-closed" rejects all requests.

Fom e Fom e o m e e e e e e e e e eee e +

Tabl e 10

VWhen "fail-open": if the CRL cannot be refreshed and the cached CRL
is within max age, the stale CRL is used for revocation checks.

When "fail-closed": if the CRL exceeds max age and cannot be
refreshed, the proxy MJST reject all authenticated requests with HTTP
503.

10. 4. Revocation Scope
Two | evel s of revocation are defi ned:

G obal revocation (revoke agent) The agent’s AIT jti is added to the
CRL by the registry. The agent can no | onger authenticate at any
proxy. Only the agent’s owner can initiate global revocation

Local revocation (renmove pair) A trust relationship is renmoved from
a proxy’'s trust store. The agent still exists and can communi cate
with other paired agents, but can no |onger reach the unpaired
peer via that proxy. Either side of the pair can initiate |oca
revocati on.

11. Registry Key Discovery
The registry publishes its active signing keys at a well-known

endpoint, follow ng the pattern established by Openl D Connect
Di scovery [O DC. Di scovery]:
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GET /.wel | -known/ cl aw keys. json HTTP/ 1.1
Host: registry.clawdentity.com

Response:
{
"keys": [
{

"kid": "reg-key-2026-01",
"x": "<base64url -ed25519- public-key>",
"status": "active",
"createdAt": "2026-01-01T00: 00: 00Z"
}
]
}

The registry MAY have nultiple active signing keys to support key
rotation. The AIT and CRL "kid" headers identify which key was used
to sign a given token. Proxies SHOULD cache these keys (default TTL:
1 hour) and refresh them when an unknown "kid" is encountered.

12. Endpoi nt Reference

12.1. Registry Endpoints

[ ool oo ool el el
| Method | Path | Auth | Description |
[§ gt T ey e e ety e sy o}
| GET | /.well-known/ | None | Registry signing |
| | claw keys.json | | keys |
S oo S Fom e +
| GET | /v1/ metadata | None | Registry metadata |
Fomm oo o e e e e oo oo TS T +
| GET | /vl/crl | None | Current CRL |
S R Fom e S Fom e +
| POST | /v1/ agents/ | APl Key | Request registration |
| | chall enge | | chall enge |
Fomm e - o - Fom e e e oo Fomm oo - o e e e e e e oo +
| POST | /vl/agents/auth/ | AIT + | Refresh AIT |
| | refresh | Access | |
S R Fom e S Fom e +
| POST | /vl/agents/auth/ | Internal | Validate agent |
| | validate | | access token |
Fomm e - o - Fom e e e oo Fomm oo - o e e e e e e oo +
| POST | /vl/invites | APl Key | Create invite code |
S SRR o e e e e oo oo TS o e e e e e oo oo +
| POST | /vl/invites/ | None | Redeeminvite code |
| | redeem | | |
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12.

13.

13.

13.

2. Proxy Endpoints

[ oo bbb oo oo s, oo e e g
| Method | Path | Auth | Description |
[ bbb =bumes b oo, s s
| CGET | /health | None | Heal th check |
S R Fom e U Fom e +
| POST | /hooks/ agent | AIT + PoP | | nbound nessage

| | | + Access | delivery |
Fomm e - o - o e e e e oo oo N Fom e e e oo +
| GET | /vl/relay/connect | AIT + PoP | WebSocket relay |
| | | + Access | |
S R Fom e U Fom e +
| POST | /vl/relay/ | AIT + PoP | Delivery receipt

| | delivery-receipts | + Access | callback |
Fomm e - o - o e e e e oo oo N Fom e e e oo +
| POST | /pair/start | AIT + PoP | Initiate pairing

S SRR o e e e e oo S o e e e e oo oo +
| POST | /pair/confirm | AIT + PoP | Confirmpairing |
S Fom oo S Fom e +
| POST | /pair/status | AIT + PoP | Check pairing |
| | | | status |
Fomm oo o e e e o R o e e e e oo oo +

Tabl e 12

Security Considerations
1. Private Key Protection
Agent Ed25519 private keys MJST be stored exclusively on the agent’s
| ocal machine. The protocol is designed so that only the public key
| eaves the agent — enbedded in the AIT's "cnf" claimand registered
with the registry. |Inplementations SHOULD use operating system key
storage facilities where avail abl e.
2. Replay Protection
Thr ee nechani sns provide replay protection

1. *Tinmestanp skew * Requests with X-C aw Ti mestanp outside a
configurabl e wi ndow (default: 300 seconds) are rejected.
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2.  *Nonce uni queness:* Each (agentDid, nonce) pair is tracked per
proxy. Duplicate nonces within the tinestanp w ndow are
rej ect ed.

3. *AIT expiration:* AlTs have bounded lifetines; expired Al Ts are
rejected regardl ess of signature validity.

13.3. Transport Security

TLS 1.2 or later ([RFC8446] for TLS 1.3) is REQU RED for all proxy-

t o- proxy, proxy-to-registry, and connector-to-proxy comunication
over public networks. The PoP signature (Section 5) provides an
additional layer: even if TLS were conprom sed, a captured Al T cannot
produce valid request signatures wi thout the private key.

13.4. Connector |solation

The connector MUST only communicate with its own proxy (via
WebSocket) and the | ocal agent framework (via |ocal host HTTP). It
MUST NOT directly access the registry, other proxies, or any cloud
infrastructure services (nessage queues, object storage, databases).
This constraint mninizes the connector’s attack surface and ensures
it remains a sinple, auditable bridge.

13.5. Trust Store Integrity
The trust store is the sole authorization source for nessage rel ay.
I npl enent ati ons SHOULD use a transactional storage backend (e.g.,
SQLite within a doudflare Durable Object) to prevent corruption from
concurrent access or partial wites.

13.6. CRL Freshness W ndow
There is an inherent propagation delay between AT revocation and CRL
distribution. Wth default settings, this windowis up to 5 m nutes.
Depl oynments requiring tighter revocati on wi ndows SHOULD:
*  Reduce the CRL refresh interval

* Use push-based CRL invalidation (e.g., nmessage queues).

* Conbi ne CRL checks with real-tinme agent-auth validation for
sensitive operations.
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13.7. Human- Anchored Trust

The protocol explicitly prevents agent self-certification. An agent
cannot approve its own work or establish trust w thout human

i nvol venent. The pairing cerenony requires out-of-band ticket
exchange, and gl obal revocation requires the agent owner’s
credentials. This design prevents autonompus trust escal ation.

14. Error Codes

The following error codes are returned in JSON error responses with
the correspondi ng HTTP status codes:

14.1. Authentication Errors (401)

Aut hori zation header is not "Cl aw |
<t oken>" format. |

X-C aw Ti mestanp missing or not a |
valid integer. |

Ti mest anp outside the all owed |
skew wi ndow. |

T +
| PROXY_AUTH_REPLAY Nonce has been seen before |
| (replay detected). |
T +
| PROXY_AUTH REVCKED AIT jti is on the CRL. |
T +
| PROXY_AGENT_ACCESS REQUI RED | X-d aw Agent - Access header |
| | m ssing. |
o e e e e e e eee e o m e e e e e e e e mee oo s +
| PROXY_AGENT_ACCESS | NVALID | Agent access token is invalid or |
| | expired. |
o e e e e e e e e m e e o e e e e e e e e e e mmmemao - +
Tabl e 13
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14.

15.

15.

2. Authorization Errors (403)

Tabl e

Table 1
| ANA Consi der ati ons
1. DID Method Registration

Thi s specification introduces the "cd
request for the WBC DI D Met hod Regi st

Met hod Nanme cdi
Met hod Specific ldentifier <registry

DI D Docunent Resolved via the regist
host comnponent .

Vemul a Expi res 25 Augu
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[} gt p—p——(—(———(—(——(—(———r

| Description |

+ o=+

| Agent not in trust store |

| or pair not approved. |

o e e e e e e oo o +

| Caller does not own the |

| initiator agent DID. |

o m e e e aa oo s +
14

B el
| Description |
[ oo oo
| Registry, CRL, or trust |
| store is unreachable. |
oo e e e e e e i oo oo oo +

| Trust store is unreachable |
| for pairing operations. |

| CRL exceeds max age and |

| fail-closed is configured. |

5

i" DID nethod. A registration
ry woul d i ncl ude:

-host >: <ul i d>

ry identified by the registry-

st 2026 [ Page 27]



I nternet-Draft Cl awdentity February 2026

15.

15.

16.

16.

2. HTTP Authentication Schene Registration

This specification registers the "Cl aw' authentication schene in the
"Hypertext Transfer Protocol (HTTP) Authentication Scheme Registry”
defined in [ RFC9110] Section 16. 3:

Aut henti cati on Scheme Nane C aw

Ref erence Section 6 of this docunent

3. JW "typ" Header Paraneter Val ues

This specification registers two JWI "typ" header parameter values in

the "JSON Wb Token Types" sub-registry of the "JSON Wb Token (JWI)"
registry:

[ bl sy el
| "typ" Value | Description | Reference |
| AT | Agent ldentity Token | Section 4 |
S o e e e e e e e e m o R +
| CRL | Certificate Revocation List | Section 10 |
. O S TR +

Tabl e 16
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Appendi x A,  Exanpl e: Conpl ete Message Fl ow

The foll owi ng describes a conplete nessage relay from Agent Ato
Agent B:

1.

Vemul a

Agent A's connector creates an "enqueue" frane targeting Agent
B s DD

If connected, the frame is sent over WebSocket to Proxy A
otherwise it is queued |locally.

Proxy A receives the enqueue, |ooks up Agent B's proxy URL from
the trust store, and signs an HTTP request with Agent A's AIT and
PoP.

Proxy A sends POST /hooks/agent to Proxy B with the signed
request.

Proxy B verifies the Authorization header (AIT + PoP), checks the
CRL, and confirns the (A B) pair exists inits trust store.

Proxy B creates a "deliver" frane and sends it over WbSocket to
Connector B

Connector B receives the deliver frane and POSTs the payload to
the | ocal agent framework on | ocal host.

Connector B sends a "deliver_ack" (accepted: true) back to Proxy
B

Agent B processes the nessage.
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Appendi x B. Conparison with Existing Standards

[ g ————— L ——————————————— Ll p—p—_——r
| Feature | QAuth 2.0/ DPoP | dawdentity |
[ ey e ey ety o}
| Identity nodel | Cient credentials | Per-agent DID + |
| | / tokens | Ed25519 keypair |
oo o - Fom e e e e oo o Tt +
| Token i ssuer | Authorization | Registry (centralized |
| | server | trust anchor) |
o a o o e e e e o s e +
| PoP nechanism | DPoP JWI (RFC | Canonical request |
| | 9449) | signing |
oo o - Fom e e e e oo o Tt +
| Trust nodel | Scope- based | Explicit bilateral |
| | authorization | pairing |
o a o o e e e e o s e +
| Revocation | Token | Signed CRL with |ocal |
| | introspection | caching |
oo o - Fom e e e e oo o Tt +
| Transport | Direct HTTP | WebSocket relay with |
| | | store-and-forward |
o a o o e e e e o s e +
| Target | Human-to-service | Agent-to-agent |
| | auth | conmuni cation |
oo o - Fom e e e e oo o Tt +
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