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Abst ract

Thi s docunent ainms to provide guidelines and best practices for
witing security considerations for technical specifications for RATS
targeting the needs of inplenmenters, researchers, and protoco

desi gners

About Thi's Documnent
This note is to be renmoved before publishing as an RFC

The latest revision of this draft can be found at https://mhamrad-
usana- sardar.github.io/rats-sec-cons/draft-rats-sardar-sec-cons. htmi .
Status information for this docunment rmay be found at
https://datatracker.ietf.org/doc/draft-rats-sardar-sec-cons/.

Source for this draft and an issue tracker can be found at
https://github. com nuhammad- usama- sardar/rat s-sec-cons.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups nmay also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft documents valid for a maxi mum of six nonths
and nay be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

This Internet-Draft will expire on 23 April 2026
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Copyri ght Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunments (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these documents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Introduction

Wiile [I-D.irtf-cfrg-cryptography-specification] provides excellent
gui delines, renote attestation [ RFC9334] has several distinguishing
features which necessitate a separate docunent. One specific exanple
of such feature is architectural conplexity.

2. Conventions and Definitions

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in
BCP 14 [ RFC2119] [RFCB174] when, and only when, they appear in all
capitals, as shown here

Sar dar Expires 23 April 2026 [ Page 2]



I nternet-Draft RATS Security Considerations Cct ober 2025

3.

5

5

5.

General Hi erarchy of Authentication
[ Gen- Approach] proposes general hierarchy of one-way authentication,
which can help precisely state the intended | evel of authentication
(in decreasing order):
* One-way injective agreenent
* (One-way non-injective agreenent
* Aliveness
Recent ness can be added to each of these |evels of authentication

Att acks

Security considerations in RATS specifications need to clarify how
the followi ng attacks are avoided or mtigated:

* Diversion attacks [ Meeting-122-TLS-Sli des]
* Relay attacks
* Replay attacks
Exanpl es of Specifications That Could Be | nproved
1. RFCO9334
1.1. Unprotected Evidence
Section 7.4 of [RFC9334] has:

| A conveyance protocol that provides authentication and integrity
| protection can be used to convey Evidence that is otherw se
| unprotected (e.g., not signed).

Usi ng a conveyance protocol that provides authentication and
integrity protection, such as TLS 1.3 [ RFC8446], to convey Evi dence
that is otherwi se unprotected (e.g., not signed) underm nes al
security of renpte attestation. Essentially, this breaks the chain
up to the trust anchor (such as hardware nmanufacturer) for renote
attestation. Hence, renote attestation effectively provides no
protection in this case and the security guarantees are limted to
those of the conveyance protocol only. 1In order to benefit from
renote attestation, Evidence MJUST be protected using dedi cated keys
chai ning back to the trust anchor for renpte attestation
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5.

6.

9.
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2.

M ssing Rol es and Conceptual Messages

ldentity Supplier and its correspondi ng conceptual nessage
Identity are nmissing and need to be added to the architecture
[ Tech- Concept s] .

Attestation Chall enge as conceptual nmessage needs to be added to
the architecture [Tech- Concepts].

Exanpl es of Specifications That Are Detrinental for Security

We believe that the following drafts are detrinental for the RATS
ecosystem

*

Al l

Multi-Verifiers [I-D.deshpande-rats-nulti-verifier]: the design of
multi-verifiers not only increase security risks in terns of

i ncreasing the Trusted Conputing Base (TCB), but al so increases
the privacy risks, as potentially sensitive information is sent to
multiple verifiers.

Aggr egat or - based design [I-D.ietf-rats-coserv]: Aggregator is an
explicit trust anchor and the addition of new trust anchor needs
to have a strong justification.

Security Considerations

of this docunent is about security considerations.

| ANA Consi der ati ons

Thi s docunent has no | ANA acti ons.

1.
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