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Abst r act

HTTP APl s that process work asynchronously need a standard way to
report job failures. "ProblemDetails for HTTP APIs" (RFC 9457)
provi des the envel ope; this docunment defines extension menbers that
fill it with asynchronous-job-specific context.

Ei ght extension nmenbers are specified: "jobld", "jobStatus",
"subnmittedAt", "conpletedAt", "retryable", "retryAfter",

"processi ngStage", and "correlationld'. A ninth menber, "results",
supports batch operations. Together they let a server describe which
job failed, when, at what pipeline stage, and whether a retry is

advi sable -- in a single, nachine-readable JSON (RFC 8259) object
that works equally well in an HTTP response body, a nessage-broker
payl oad, or a webhook call back

Al though the primary notivation is structured error reporting for
failed jobs, the extension nenbers are equally useful for

conmmuni cati ng successful job outconmes (e.g., a COWLETED status with
timng information).

Thi s docunent does NOT redefine howto submit, poll, or cance
asynchronous jobs; those nechanics are already covered by "HITP
Semantics" (RFC 9110) (202 Accepted), "Prefer Header for HITP" (RFC
7240) (respond-async), and energing |IETF work on | ong-running
operations. |Instead, it focuses exclusively on the structured
reporting gap that remamins after a job reaches a terninal state.

Status of This Meno

This Internet-Draft is submtted in full conformance with the
provi sions of BCP 78 and BCP 79

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.
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1. Introduction

Asynchronous job processing is a pervasive pattern in HITP APIs.
When a server cannot fulfil a request within a single request-
response cycle, it accepts the work, processes it in the background,
and reports the outcone |ater.

The | ETF has standardi zed the nechanics of this pattern well

*  [RFC9110] Section 15.3.3 defines the "202 Accepted" status code
for requests accepted for processing.

* [RFC7240] Section 4.1 defines the "respond-async" preference token
that lets clients opt into asynchronous handli ng.

* [RFC8288] defines link relations that can point to status polling
resour ces

VWhat has NOT been standardized is the structure of error reports when
asynchronous jobs fail.

[ RFC9457] provi des a general - purpose envel ope for HITP APl errors
("ProblemDetails"), including the ability to define extension
menbers for domai n-specific context. However, no specification
defines reusabl e extensi on nenbers for the asynchronous job domain --
| eaving every APl to invent its own.

Thi s docunent defines exactly those extension nmenbers.
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The design principle is transport independence: the same Probl em
Details object -- with the sane extension nenbers -- can appear in an
HTTP response, a Kafka nessage, a webhook POST body, or a Server- Sent
Event. This is critical because asynchronous job results often
travel through non-HTTP transports where HTTP headers like "Retry-
After" are unavail abl e.

1.1. Vhat This Document |s NOT

To avoid duplicating existing and energing | ETF work, this docunent
explicitly does NOT define:

* How to submit an asynchronous job. Use POST with "Prefer
respond-async" [ RFC7240] and "202 Accepted" [RFC9110].

* Howto poll for job status. Use the URI fromthe "Location"
header of the 202 response, or a link relation pointing to the job
status resource [ RFC8288].

* How to cancel a running job. This is operation-specific.

* | denpotency semantics for job submission. See
[1-D.ietf-httpapi-idenpotency-key-header].

* Rate-limting headers for status polling. See
[I-Dietf-httpapi-ratelimt-headers] and [ RFC6585] (429).

* A new nedia type. This docunent uses "application/probl em+json”
as defined by [ RFC9457].

This docunent fills a single, specific gap: structured error context
for async job failures, expressed as [ RFC9457] extension nmenbers.

1.2. Relationship to Existing Standards
The foll owi ng table maps each aspect of the asynchronous job

lifecycle to the standard that covers it, and identifies where this
docunent contri butes.
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| Li fecycl e Aspect | Covered By | Thi s |
| | | Docunent |
[} gt ——————————— Ll p—p—p—————————————————————————————— Ll p—p—p—_——————
| Accepting a job | RFC 9110 (202) | No (uses |
| | las-is) |
e meeeeemeaaeeaeas e T Y T +
| dient async | RFC 7240 | No (uses |
| preference | | as-is) |
o e e e e m oo oo T TS +
| Status polling Iink |RFC 8288 | No (uses |
I I | as-is) I
e meeeeemeaaeeaeas e T Y T +
| I derpot ent submi ssion||-D.ietf-httpapi-idenpotency-key |No (uses |
| | | as-is) |
o e e e e m oo oo T TS +
| Rate-linmted polling |I-D.ietf-httpapi-ratelimt-headers|No (uses |
I I | as-is) I
e meeeeemeaaeeaeas e T Y T +
| Error envel ope format| RFC 9457 | No |
| | | (extends) |
o e e e e m oo oo T TS +
| Job failure context | (none) | YES — |
I I | defines |
| | | ext ension |
| | | menbers |
o e e e e e oo - T TS +
| Transport-i ndependent| (none) | YES — |
| retry semantics | | defi nes |
| | | retryabl e, |
| | | retryAfter|
Tt o e e e e e e e e e e e e e m e e o Fomm oo - +
| Batch partial failure|(none) | YES — |
| structure | | defi nes |
| | | results |
I I | array I
e meeeeemeaaeeaeas e T Y T +

Table 1: Relationship to Existing Standards
1.3. Notational Conventions

The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this docunment are to be interpreted as described in BCP
14 [ RFC2119] [RFC8174] when, and only when, they appear in all
capitals, as shown here.
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Thi s docunent uses the terns "extension nenber", "problemtype", and
"probl em details object" as defined in [ RFC9457].

JSON [ RFC8259] is used for all exanples and the nornative schema.
Whi t espace in JSON exanples is insignificant and is included for
readability only.

1.4. Term nol ogy

job: A wunit of work that a server accepts for asynchronous
processing in response to a client request.

job status resource: An HTTP resource whose representation describes
the current state of a job. Typically the target of the
"Location" header returned in a "202 Accepted" response.

term nal state: A job status fromwhich no further transitions are
possi bl e (COVPLETED, FAI LED, CANCELLED, TI MED OUT
COVPLETED W TH_ERRCRS) .

non-term nal state: A job status fromwhich the job may stil
transition (ACCEPTED, PROCESSI NG and any server-defined
i ntermedi ate states).

originating request: The HTTP request that caused the job to be
creat ed.

2.  Probl em Stat ement

2.1. The Gap in RFC 9457
[ RFC9457] defines five standard menbers for problemdetails objects:
"type", "title", "status", "detail", and "instance". It explicitly
al | ows extension nenbers for donmmin-specific data (Section 3.2 of
[ RFC9457]) .
However, [RFC9457] does not define any reusabl e extensi on nenbers.
Each APl defines its own, leading to fragnentation. For the
asynchronous job domain -- one of the nbst common APl patterns --
this fragmentation is particularly costly because:
* NMbonitoring tools cannot parse job failure context across APls

* Cient libraries nmust handl e bespoke error shapes per service.

* APl designers spend tine reinventing the same fields.
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2.2. The Transport-Independence Problem

A key chal l enge specific to asynchronous jobs is that the failure
report may not travel over HITP at all. Consider

* A PDF generation service publishes job results to a Kafka topic.
There are no HTTP headers; the entire context nust be in the
message payl oad.

* A webhook delivers the result via a POST callback. The "Retry-
After" header applies to the webhook delivery, not to the origina
j ob.

* A Server-Sent Event stream pushes status updates. The event data
field carries JSON, HTTP headers are fromthe SSE connection, not
the j ob.

The "Retry-After" header field ([ RFC9110] Section 10.2.3) is
transport-bound: it only exists in HITP responses. Wen a job
failure nust be comuni cated via Kafka, SSE, gRPC, or a webhook, the
retry signal is |ost.

Thi s docunent solves this by defining "retryable" and "retryAfter" as
JSON nenbers inside the Problem Details object -- making them
avai |l abl e regardl ess of transport.

2.3. Survey of Current Practice

The foll owi ng table surveys how four major platforns represent async
job failures today. No two use the sane field nanes.
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[ oo bl ooy oo s oo st L g
| Concept | AW Step | Azure LRO | Googl e Al P-151 | Stripe |
| | Functi ons | | | |
[} et espspumnl e e ety sl s et e pe e p——_—
| Job | executionArn|id | name |id |
|identifier] | | | |
S S Fom e Fom e S +
| St at us | st atus | st atus | done + error | status |
|field | | | | |
TS R o e e e e oo o e e e e oo TS +
| St atus | RUNNI NG, | Succeeded, Failed, |done: true/false | pendi ng, |
| val ues | SUCCEEDED, | Cancel |l ed | | succeeded,
| | FAI LED, | | | failed |
| | TI MED_QUT, | | | |
| | ABORTED | | | |
TS R o e e e e oo o e e e e oo TS +
| Submi ssion|startDate | creat edDat eTi ne | met adat a. cr eat eTi ne| cr eat ed
| time I I I I I
S S Fom e Fom e S +
| Conpl eti on| st opDat e | I ast Updat edDat eTi ne| net adat a. endTi e | NV A |
| time | | | | |
TS R o e e e e oo o e e e e oo TS +
| Error | error, cause|error: {code, | googl e.rpc. Status |error:
| structure | (strings) | message} | | {type, |
I I I I | message} |
Fomm oo - Fomm e oo - o e e e e oo oo o e e e e oo oo Fomm oo - +
| Retry | NV A | retryAfter | NV A | NV A |
| gui dance | | | | |
R S Fom e Fom e S +
| Fai lure | NV A | NV A | NV A | NV A |
| stage I I I I I
Fomm oo - Fomm e oo - o e e e e oo oo o e e e e oo oo Fomm oo - +
| Error | Cust om JSON | Cust om JSON | googl e.rpc. Status | Custom
| f or mat | | | | JSON |
S S Fom e Fom e S +
Table 2: Async Job Error Reporting — Industry Survey

Key observati ons:

* Every platforminvents its own field nanes, status val ues, and
error structures.

* None builds on [ RFC9457], despite it being the | ETF standard for
HTTP APl errors

* Retry guidance is al nbst never structured (only Azure’'s LRO
pattern includes "retryAfter", and only in the HTTP header).
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* Processing stage information -- which pipeline step failed -- is
uni versal ly absent, despite being essential for debugging multi-
step workflows (e.g., validate — render — convert — store).

*  (oogle’'s Al P-151 (Long-Running Operations) cones closest to a
standard but is Googl e-specific and uses gRPC/ Prot obuf, not
[ RFC9457] .

3. Ext ensi on Menbers
3.1. Overview

This section defines eight extension nenbers for [RFC9457] problem
details objects. They are organized into four groups:

Identification: "jobld" (Section 3.2) and "correl ationld"
(Section 3.9).

State and Timng: "jobStatus" (Section 3.3), "submittedAt"
(Section 3.4), and "conpletedAt" (Section 3.5).

Retry Guidance: "retryable" (Section 3.6) and "retryAfter"
(Section 3.7).

D agnostics: "processingStage" (Section 3.8).

Al'l extension nmenbers are OPTIONAL in any given problemdetails
object. A server MAY include any subset of them A client MJST NOT
assune any particular nenber is present and MJST gracefully handl e
its absence.

When present, these menbers MJST appear at the top |evel of the
probl em detail s JSON object, al ongside the standard [ RFC9457] nenbers
("type", "title", "status", "detail", "instance").

Al t hough defined as [ RFC9457] extension nmenbers, these JSON nenber
nanes and senmantics MAY al so be used in non-problemdetails JSON
objects (e.g., successful job status responses). When used outside a
probl em detail s context, the [RFC9457] standard nmenbers ("type",
"title", "status", "detail", "instance") are not required. However,
when reporting failures, "application/probl emtjson" SHOULD be used
per [RFC9457].

In all non-HTTP transport contexts (nessage brokers, webhooks, SSE),
the "status" nenber represents the HITP status code that WOULD have
been used if the failure had been reported in a synchronous HITP

response. It is not the HITP status code of the delivery nmechani sm
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3.1.1. Conformance Levels

To provide interoperability guidance while preserving flexibility,
thi s docunent defines two conformance | evels:

Basi ¢ Conformance: A problemdetails object that includes at |east
one extension nenmber fromthis specification. This is the nininmm
bar: any server that includes "jobld", "processingStage", or any
ot her nmenber defined herein is using this specification

Ful | Conformance: A problemdetails object that includes "jobld",
"jobStatus", and "submittedAt". These three nenbers together
provi de sufficient context to uniquely identify a job, knowits
state, and establish when it was accepted. Servers that aimfor
interoperability across nonitoring tools and client libraries
SHOULD target Full Confornmance.

I ndi vi dual nmenber definitions bel ow use "RECOMVENDED' to indicate
menbers that SHOULD be present for Full Confornmance. This is not a
contradiction with the OPTI ONAL preanbl e above: all menbers remain
OPTIONAL in the [RFC9457] sense, but Full Conformance requires a
speci fic subset.

3.2. "jobld"
A string that uniquely identifies the asynchronous job.
*  Type: string
* Constraints: The server MJST assign this value when the job is
accepted. The value SHOULD be a UU D [ RFC9562] or anot her
globally unique identifier. The client MIST treat it as an opaque

string and MJUST NOT parse or interpret its structure.

*  \When to include: RECOMMENDED whenever reporting an async job
out cone.

* Relationship: If the job was submitted via HTTP and the server
returned a "Location" header pointing to a job status resource,
the "jobld" value SHOULD nmatch the identifier enbedded in that
URI .

Exanpl e:

"jobld": "550e8400-e29b-41d4-a716-446655440000"
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3.3. "jobStatus"

A string indicating the current state of the job. Registered values
are defined in Section 4.

* Type: string (case-sensitive, enumerated)

* Constraints: Consuners MJST perform case-sensitive string
compari son when matching "jobStatus” val ues against the registered
val ues in Section 4.

*  \When to include: RECOMWWENDED whenever reporting an async job
out cone.

Exanpl e:
"jobStatus": "FAILED
3.4. "submttedAt"

An [ RFC3339] tinmestanp indicating when the server accepted the job
for processing.

* Type: string (date-tine per [RFC3339])

* Constraints: MJST be in UTC (indicated by the "Z" suffix) to avoid
ti mezone anmbiguity in distributed systens.

*  \When to include: RECOMMENDED whenever reporting an async job
out cone.

Exanpl e:
"submittedAt": "2026-02-26T10: 00: 00Z"
3.5. "conpl etedAt"

An [ RFC3339] tinmestanp indicating when the job reached a term na
state.

* Type: string (date-tine per [RFC3339])
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Constraints: MJST be in UTC. MJST NOT be present when the job is
in a non-termnal state. Wen the problemdetails object is
publ i shed to a nessage broker or delivered via webhook, the
producer MJUST ensure that "conpletedAt" is absent if "jobStatus"
is a non-termnal value at the tine of publication. Consuners
that encounter this inconsistency SHOULD | og a warni ng and i gnore
the "conpl et edAt" val ue.

VWhen to include: RECOMMENDED when the job has reached a term na
state.

Exanpl e:

"compl etedAt": "2026-02-26T10: 00: 052"

3. 6.

"retryabl e"

A bool ean indicating whether the client SHOULD retry the job
submi ssion with the sane input.

*

Type: bool ean

Default: |If absent, the client SHOULD assunme "fal se" (not
retryabl e).

Semanti cs:

- "true": The failure is likely transient (e.g., a downstream
dependency was tenporarily unavailable). The sane request MAY
succeed if resubnitted.

- "false": The failure is determnistic (e.g., invalid input,
m ssing tenplate). Retrying with the same input will produce
the same failure

Rel ati onship to "Retry-After" header: Wen the failure is reported
in an HTTP response, the server SHOULD al so include the "Retry-
After" header field [RFCO110] with a value consistent with the
"retryAfter” extension menber. Wen the failure is reported over
a non-HTTP transport (nessage broker, webhook, SSE), the
"retryAfter" menber is the only nechanismavailable. This is the
primary notivation for expressing retry semantics as a JSON nenber
rather than relying solely on the HTTP header.

Exanpl e:

"retryable": true
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3.7.

"retryAfter”

A non-negative integer indicating the nunber of seconds the client
SHOULD wait before retrying the job subm ssion.

*

Type: integer (>= 0)
Constraints:

- SHOULD NOT be present when "retryable" is absent or "fal se".
I n exceptional cases, a server MAY include "retryAfter" w thout
"retryable" to signal a general backoff interval (e.g., the
server is under load and wants all clients to slow down), but
clients SHOULD NOT interpret this as permssion to retry a
determnistically failed job.

- SHOULD be present when "retryable" is "true".

- Avalue of 0 is syntactically valid but clients MJST NOT
interpret it as "retry imediately"; see Section 9.4 for
m ni num backoff requirenents.

Senmantics: Equivalent to the "Retry-After" header field ([ RFC9110]
Section 10.2.3) expressed as seconds, but enbedded in the JSON
body for transport independence.

Temporal reference: The "retryAfter"” value represents the mni num
nunber of seconds to wait before retrying, nmeasured fromthe val ue
of "conpletedAt"” (if present). \Wen "conpletedAt"” is absent, the
val ue is neasured fromthe tine the consuner receives the problem
details object. For non-HTTP transports where delivery delay is
possible (e.g., a | aggi ng Kaf ka consumer), consuners SHOULD
compute the effective wait tinme as: retryAfter - (now -
conpletedAt). If the result is zero or negative, the consunmer NAY
retry immedi ately (subject to the m ni num backoff floor in

Section 9.4).

Client-side safety: Regardl ess of the value of "retryAfter"”,
clients MIST enforce a m ni num backoff floor (e.g., 1 second) to
prevent tight retry loops in case of a m sconfigured or malicious
server. Cients SHOULD al so enforce a maxinumretry delay (e.qg.,
3600 seconds) beyond which the "retryAfter" value is treated as
indicating that a retry is inpractical. See Section 9.4.
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Rel ationship to draft-ietf-httpapi-ratelimt-headers: The
RateLimt header fields defined in that draft apply to the HTTP
request rate for the polling endpoint. The "retryAfter"” extension
menber defined here applies to the job resubm ssion interval

These are distinct concerns: one governs how often you ask "is it
done?", the other governs how soon you should try the work again.

Exanpl e:

"retryAfter": 30

3. 8.

"processi ngSt age”

A string identifying the stage in the server’s processing pipeline at
which the job failed or conpleted.

*

Type: string

Constraints: The value is server-defined. Servers that use this
menber SHOULD docunent the possible values and their meanings in
their APl specification.

When to include: OPTIONAL. RECOWMENDED when the server has a
mul ti-step processing pipeline and the failure can be attributed
to a specific step.

Regi stry: This document does not create an | ANA registry for
processi ng stage val ues. Stage nanes are inherently API-specific
because processing pipelines vary too widely across donmains. The
interoperability benefit of this menber cones fromits structured
presence (enabling tools to extract and display the stage), not
from standardi zed val ues. Servers SHOULD use the stage nanes from
Tabl e 3 when applicable, and MAY define additional nanes for

dommi n-speci fic stages

Recommended st age nanes (servers MAY define others):
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| Stage | Description |
b ooy e s oo e e e
| validation | I'nput validation against schema or business |
| | rules fail ed. |
o e m e e e e e e e e e e e e e e e e e e e e e e meee— oo oo +
| authorization | The job's security context was insufficient for |
| | the requested operation. |
T o m e e e e e e e e e e e e e e e e e e e e e e mem o +
| queui ng | The job could not be placed onto the processing

| | queue (broker unavail able, queue full). |
o e m e e e e e e e e e e e e e e e e e e e e e e meee— oo oo +
| processing | General processing failure (use nore specific |
| | stages when possible). |
T o m e e e e e e e e e e e e e e e e e e e e e e mem o +
| rendering | Tenplate or docunent rendering fail ed. |
oo e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +
| conversion | Format conversion failed (e.g., HTM. to PDF, |
| | image transcoding). |
o m e e e oo - Lt +
| storage | The result could not be persisted (disk, object

| | store, database). |
oo e m m e e e e e e e e e e e e e e e e e e e e e e meeee—o oo +
| delivery | The result could not be delivered to the |
| | callback URL or output channel. |
o m e e e oo - Lt +

Tabl e 3: Recommended Processing Stage Nanes

Exanpl e:
"processi ngSt age": "rendering”
3.9. “correlationld"

A string containing a client-supplied identifier fromthe originating
request, used for distributed tracing.

*  Type: string
* Constraints: The value is client-supplied and MJST be treated as
untrusted (see Section 9.2). Servers SHOULD enforce a maxi mum

length (e.g., 256 characters) and reject or truncate val ues that
exceed it. See Section 9.2.
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* \When to include: RECOVWENDED when the originating request included
a correlation identifier (e.g., via the "X-Correl ation-1D"' header,
the WBC "traceparent” header [WBC TRACE- CONTEXT], or a field in
the request body).

* Relationship to WBC Trace Context: If the server supports WBC
Trace Context [WBC. TRACE- CONTEXT], the "correl ationld" SHOULD
carry the trace-id portion of the "traceparent"” header. This
all ows the problemdetails object to be correlated with
distributed traces without requiring the consuner to have access
to the originating HITP headers.

Exanpl e:
"correlationld": "4bf92f3577b34da6a3ce929d0e0e4736"

4. Job Status Registry

4.1. Initial Values
[§ leemesfomsbesesoe s esoe s esoe s ese s ess s es sy esfos s es s os s ese s es e s ps s e
| Status Val ue | Description |
[ s s e e e e e s s e s s e e e e s e e
| ACCEPTED | The job has been accepted but
| | processing has not yet started. |
Tt St +
| PROCESSI NG | The job is actively being |
| | processed. |
e o mm e e e e e e eee oo s +
| COVPLETED | The job finished successfully;
| | the result is available. |
Tt St +
| FAI LED | The job encountered an error. |
| | The "detail" menmber SHOULD |
| | describe the failure. |
o o m e e e e e e e e e eee oo s +
| CANCELLED | The job was cancell ed before |
| | conpl etion. |
o e e e e o e e e e e e e e e e e e e e +
| TIMED_OUT | The job exceeded the server’s
| | maxi mum al | owed processing |
| | duration. |
o o m e e e e e e e eee— oo +
| COVPLETED W TH ERRORS | (Batch only) Sone itens
| | succeeded and sone failed. See
| | Section 7. |
e o mm e e e e e e eee oo s +
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Table 4: Initial Job Status Val ues
4.2. Termnal vs. Non-Term nal States

Term nal states: COVPLETED, FAILED, CANCELLED, TI MED QUT,
COWLETED W TH ERRCRS. Once a job reaches a terminal state, its
"jobStatus" MJST NOT change

Non-term nal states: ACCEPTED, PROCESSI NG
4.3. Extensibility

Servers MAY define additional status values for their domain (e.g.,
"VALI DATI NG', "RENDERI NG', "AWAI TI NG_APPROVAL") .

To reduce the risk of interoperability issues fromtypos or

i nconsi stent nam ng, server-defined status val ues SHOULD use
UPPER_SNAKE CASE to match the regi stered val ues, and SHOULD be
docunented in the APl specification.

Clients that encounter an unrecogni zed status value SHOULD treat it
as non-termnal (equivalent to "PROCESSING') unless the value is
docunented by the APl as terninal

5. Transport Contexts
A core design goal of this specification is that the extension
menbers work identically regardless of how the problemdetails object
reaches the consuner. This section provides guidance for four conmmon
transports.
5.1. HITP Response Bodi es
This is the primary context anticipated by [ RFC9457]. The problem
details object appears in the body of an HTTP response with Content-
Type "application/probl emtj son".
When used in HTTP responses, servers SHOULD al so set:
* The "Retry-After" header field to match the "retryAfter" nenber
(if present), for conpatibility with clients that do not parse the
body.

* The "status" nenber to match the HTTP status code of the response,
per [ RFC9457] Section 3.1

Exanmpl e context: A client polls a job status resource and receives a
failure report.
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5.2. Message Broker Payl oads

VWhen a job result is published to a nmessage broker (e.g., Apache
Kaf ka, RabbitMQ Amazon SQS), the problemdetails object is
serialized as the nessage val ue.

In this context:

* HITP headers are unavailable. The "retryAfter” menber is the only
mechani sm for conveying retry gui dance

*  The "status" nmenber represents the HITP status code that WOULD
have been used if the failure had been reported synchronously.

* The broker message key SHOULD be the "jobld" val ue, enabling
consuners to partition and deduplicate by job.

* The Content-Type of the nessage (if the broker supports content-
type nmetadata) SHOULD be "application/probl emtj son".

Exampl e context: A PDF generation service publishes a failure to a
Kaf ka result topic. The consunmer reads the Problem Details object
fromthe nmessage val ue.

5.3. Webhook Cal | backs

When a server delivers a job result by POSTing to a client-supplied
cal l back URL, the request body SHOULD be the problemdetails object
with Content-Type "application/probl emjson".

In this context:

* The HTTP status code of the webhook POST is about the delivery,
not the job. The "status" nmenber inside the problemdetails
obj ect conveys the job-level status.

* Servers SHOULD sign webhook deliveries using HITP Message
Signatures [RFC9421] to allowrecipients to verify authenticity.
See Section 6. 6.

* The "retryAfter" menber applies to job resubmission, NOT to

webhook delivery retry. Wbhook delivery retry is a concern of
the delivery nechanism not this specification
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5.4. Server-Sent Events

VWhen a server pushes job status updates via Server-Sent Events (SSE)
[WBC. SSE], the problemdetails object is serialized as the "data"
field of an event.

The "event" field of the SSE SHOULD be "job-failed" (or a sinilar
descriptive type).

Exanpl e:
event: job-failed

data: {"type":"https://api.exanpl e.com probl ens/rendering-fail ed",
data: "title":"Docunment Rendering Fail ed", "status":500,

data: "jobld":"550e8400","jobStatus":"FAl LED",
data: "processingStage":"rendering"}
6. Interaction with Existing Standards

Thi s section docunents how t he extension nenbers interact with each
referenced RFC, to help inplenmenters compose themcorrectly.

6.1. RFC 9457 — ProblemDetails for HITP APl s

Thi s docunent extends [ RFC9457] by defining reusabl e extension
menbers per Section 3.2 of that specification. Al standard

[ RFC9457] nenbers ("type", "title", "status", "detail", "instance")
retain their original semantics

Not abl y:

*  "type" SHOULD be a URI identifying the specific failure type, NOT
"about : bl ank™, when async job extension nenbers are present. This
enabl es consuners to distinguish async job failures fromgeneric
HTTP errors

*  "jinstance" SHOULD identify the specific occurrence of the problem
per [ RFC9457] Section 3.1.5. For async jobs, this is typically
the URI of the job status resource (e.g., "/api/vl/ docunents/

j obs/ 550e8400- e29b- 41d4- a716- 446655440000"), enabling consuners to
dereference it for full details.

* "status" represents the HITP status code that WOULD have been
returned if the job had been processed synchronously.
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RFC 9110 — HTTP Semantics (202 Accepted)

[ RFC9110] Section 15.3.3 defines 202 Accepted as indicating that the
request has been accepted for processing but the processing has not
been conpleted. It notes that there is no facility in HITP for re-
connecting to an asynchronous operation | ater

Thi s docunent does not change the semantics of 202. The extension
menbers defined here apply to the failure report, not to the
accept ance response.

RFC 7240 — Prefer Header (respond-async)

[ RFC7240] Section 4.1 defines the "respond-async" preference token
Thi s docunent does not change its semantics.

When a server honors "respond-async" and later the job fails, the
failure report (returned fromthe job status resource or delivered
via another transport) SHOULD include the extension nenbers defined
in this docunent.

Not e: The extension nenbers defined here are useful regardl ess of

whet her the originating request included "Prefer: respond-async". A
server that always processes requests asynchronously (w thout
requiring the Prefer header) SHOULD still use these extension nenbers

when reporting job outcones.
RFC 9512 — YAML Media Type

If an APl docunents its async job failure schemas using AsyncAPI

[ ASYNCAPI] specifications (commonly authored in YAM), the
specification file SHOULD be served with Content-Type "application/
yam " per [RFC9512] when exposed via HITP

RFC 8288 — Wb Linking

Servers that return 202 Accepted SHOULD i nclude a "Link" header with
a relation type that points to the job status resource. Servers MAY
use the registered "status"” relation type [RFC8631] or a URI -based
extension relation type as described in Section 2.1.2 of [RFC8288].

When a conpleted or failed job's status response includes a link to
the result resource, the server SHOULD use a UR -based extension
relation type as described in Section 2.1.2 of [RFC8288] (e.g.,
"https://api.exanple.comrels/job-result”) or an existing registered
relation type such as "related" [IANA LI NK-RELATIONS]. Servers MJST
NOT use unregistered short-formrelation types.
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6.6. RFC 9421 — HITP Message Signatures

VWhen job failure reports are delivered via webhooks, servers MAY sign
t he webhook request using [RFC9421] to allow the recipient to verify
the report’s authenticity and integrity.

When job results are delivered via nessage brokers, [RFC9421] does
not apply (it is HITP-specific). Broker-level security nechanisns
(e.g., TLS, SASL) SHOULD be used i nstead.

6.7. RFC 6585 — Additional HTTP Status Codes (429)

[ RFC6585] defines 429 Too Many Requests. This applies to the job
status polling endpoint, NOT to job failure reports.

If aclient polls too frequently, the server MAY return 429 with a
"Retry-After" header. This is distinct fromthe "retryAfter"
ext ensi on nmenber, which governs job resubm ssion tining.

I mpl enenters MUST NOT confuse these two retry signals:

* "Retry-After" header on a 429 response: "wait before polling
again."

* "retryAfter" extension nmenber in a FAILED job report: "wait before
resubmtting the job."

6.8. RFC 9562 — UUI Ds

The "jobld" menber SHOULD be a UUI D per [ RFC9562] to ensure gl obal
uni queness and unguessability. UU Dv7 is RECOWENDED for new

i mpl ement ati ons because it enbeds a tinestanp, enabling natural
chronol ogi cal ordering of jobs.

6.9. RFC 6901 — JSON Poi nter

Wen a job fails at the "validation" stage, the "detail" menber MAY
reference specific input fields using JSON Pointer [RFC6901] syntax
(e.g., "Field /tenpl ateDat a/ cust onerNane is required").

For richer validation error reporting, inplenenters MAY conbi ne these
ext ensi on nmenbers with validation-specific extensions (such as a
"violations" array using JSON Pointer field references), but defining
such extensions is outside the scope of this docunent.
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6.10. draft-ietf-httpapi-idenpotency-key-header

When a client resubnmits a failed job (guided by "retryable": true),
it SHOULD include an "I denpotency-Key" header per
[1-D.ietf-httpapi-idenpotency-key-header] to prevent duplicate
processing if the resubnission is received nore than once.

The "jobld" fromthe failed job SHOULD NOT be reused as the
i denpot ency key, because the retry is a new job subm ssion

6.11. draft-ietf-httpapi-ratelinit-headers
The RateLimt header fields defined in
[I-Dietf-httpapi-ratelimt-headers] apply to HTTP request rates for
any endpoint, including job status polling endpoints.

The "retryAfter" extension nenber defined in this docunent applies to
job resubmission intervals. These are orthogonal concerns.

7. Batch Operations

7.1. The "results" Extension Menber
For batch operations that produce nultiple outputs, this docunent
defines the "results" extension nmenber: an array of per-item outcone
obj ect s.

Each object in the array MJST contain:

* "itemd" (string): An identifier for the itemwthin the batch.
The value is server-defined and SHOULD correspond to an identifier

fromthe original batch request. |If the original batch request
does not assign itemidentifiers, the server SHOULD assign them
(e.g., zero-based array indices as strings: "0", "1", "2") and

docunent the assignnent schenme in the APl specification

* "status" (string): Aternminal job status value from Section 4.
Not e: "COWVPLETED W TH ERRORS" is not valid for individual batch
items because a single itemcannot itself be a partial batch; only
the top-level batch "jobStatus" uses this val ue.

Each obj ect MAY additionally contain:

* "detail" (string): A human-readabl e description of the outcone.

* "retryable" (boolean): Wiether this specific itemcan be retried.

* "processingStage" (string): The stage at which this itemfailed.
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7

7

8.

1.1. Payload Size Considerations

For | arge batches (hundreds or thousands of itens), including every
itemin the "results" array nay produce an inpractically large
payl oad. Servers SHOULD apply the follow ng strategies:

* Include only failed items in "results" when the batch jobStatus is
"COVMPLETED W TH ERRCORS", and note the onmission in the "detail"
menber (e.g., "3 of 5000 itens failed; only failed itens are
listed").

* Define a maxi mum nunber of itens in "results" (docunented in the
APl specification) and provide a link to a pagi nated resource for
the conplete result set. Exanple:

"detail": "150 of 10000 itens failed. First 50 shown.",
"results": [ "... 50 items ..." ]

Wth a "Link" header or body link to the full result set.
* For very large batches, consider omtting "results” entirely and

providing only a summary in "detail” with alink to the detailed
results.

Thi s docunent does not define a pagination nechanismfor "results";
pagination is left to the APl specification

2. Partial Failure Semantics

When a batch contains both successes and fail ures:

* The "jobStatus" SHOULD be "COVWPLETED W TH_ERRORS".

* The "status" nmenber (HTTP status equival ent) SHOULD be 207 (Milti -
Status), as defined in [ RFC4918] Section 13. Note that 207 was
originally defined for WbDAV; its use in JSON batch APIs is a

wi dely adopted industry conventi on.

* The "detail" menber SHOULD summarize the outcome (e.g., "3 of 5
itenms conpl eted successful ly")

JSON Schenmm

The foll owi ng JSON Schema [ JSON- SCHEMA] defines the extension menbers
i ntroduced by this docunent. It is designed to be conposed (via
"al | Of" or "$ref") with the Problem Details schema from Appendi x A of
[ RFC9457] .
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"$schema": "https://json-schema. org/draft/2020-12/schema",

"$id": "https://exanpl e.conl schemas/async-j ob-probl emdetail s",

"title": "Async Job Problem Details Extensions",

"description": "Extension nenbers for RFC 9457 Problem Details objects that describe
asynchronous job outcones.",

"type": "object",

"properties": {

"jobld": {
"type": "string",
"description": "Unique identifier for the async job.",
"exanpl es": ["550e8400-e29b-41d4- a716- 446655440000"]

}1

"jobStatus": {

"type": "string",

"description": "Current state of the async job. Registered val ues are ACCEPTED,
PROCESSI NG, COVPLETED, FAI LED, CANCELLED, TIMED_OUT, and COWPLETED W TH_ERRCRS. Servers M
AY define additional values per Section 4.3.",

"exanpl es": ["FAILED', "COWPLETED', "TIMED OUT"]

}

"submttedAt": {

"type": "string",

"format": "date-tine",

"description": "RFC 3339 tinestanp (UTC) when the job was accepted for processin

9.,
"exanpl es": ["2026-02-26T10: 00: 00Z"]
}
"conpl etedAt": {
"type": "string",
"format": "date-tine",
"description": "RFC 3339 tinestanp (UTC) when the job reached a termninal state.”
"exanpl es": ["2026-02-26T10: 00: 052" ]
1
"retryable": {
"type": "bool ean",
"default": fal se,
"description": "Whether the client should retry the job with the same input."”
}
"retryAfter": {
"type": "integer",
"m ni mun': O,
"description": "Seconds to wait before retrying. Only neani ngful when retryable
is true."
}
"processi ngStage": {
"type": "string",
"description": "The pipeline stage at which the failure occurred.",
"exanpl es": ["validation", "rendering", "conversion"]
},
"correlationld": {
"type": "string",
"description": "Cient-supplied correlation identifier fromthe originating requ
est.",

"exanpl es": ["4bf92f 3577b34da6a3ce929d0e0e4736"]
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"results": {
"type": "array",
"description": "Per-itemoutcones for batch operations.",
"itens": {
"type": "object",
"required": ["item d", "status"],
"properties": {
"itemd": {
"type": "string",
"description": "ldentifier for the batch item™

}

tatus": {
"type": "string",
"enunt': [
" COWPLETED",
" FAI LED",
" CANCELLED",
"TI MED_OUT"

]

escription": "Termi nal outcome for this item”

}

"detail": {
"type": "string",
"description": "Human-readabl e outconme description."”

}

etryable": {
"type": "bool ean",
"description": "Whether this itemcan be retried."

}

1 rocessi ngSt age": {

"type": "string",

"description": "Stage at which this itemfailed."”
}

ddi tional Properties": true

)
}
}

ddi tional Properties": true

}

}

Note: The "jobStatus" property does not use a JSON Schenma "enuni
constrai nt because Section 4.3 allows servers to define additional
status values. Validators that wish to restrict values to the
regi stered set MAY add an "enun' constraint locally, but SHOULD
accept unrecogni zed val ues gracefully in production.
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1.

Security Considerations

I nf ormati on Exposure

The extension nenbers defined here can reveal internal architecture
details. Servers MJST consider what information is appropriate for
t heir audi ence:

*

2

"processi ngSt age" reveal s pipeline structure. For external-facing
APl's, servers SHOULD use generic stage nanmes ("processing",
"conversion") rather than inplenentation-specific nanes ("kafka-
consunmer - gr oup-r ebal ance", "s3-mnultipart-upload").

"jobld" values MJST NOT encode sensitive data (e.g., user |Ds,
dat abase primary keys).

"detail" nessages MJUST NOT include stack traces, interna
host nanes, dat abase queries, or file system paths.

Correlation ID Injection

The "correlationld" is client-supplied and MUST be treated as
untrusted i nput.

*

3.

Servers MJST sanitize the value before including it in any output
context -- log files, HITP headers, HTM. pages, database queries,
or tenplate rendering -- to prevent injection attacks including
log injection (newine injection, ANSI escape sequences), HITP
header injection (CRLF injection), and cross-site scripting (XSS)

Servers SHOULD enforce a maxi mumlength (e.g., 256 characters) and
restrict the character set (e.g., al phanuneric, hyphens,
under scores, periods).

Servers MJST NOT use the correlation IDin SQ queries, tenplate
rendering, or any context where injection is possible, wthout
proper escaping.

Job ldentifier Enuneration

If job identifiers are sequential or predictable, an attacker can
enunerate job status resources belonging to other clients.

*

Servers MJST use unguessable identifiers. UU Dv4 or UU Dv7
[ RFC9562] are RECOMVENDED.

Servers SHOULD enforce authorization on job status resources: a
client MJUST only be able to access jobs it subnitted.
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4.

5

6

* Servers SHOULD i nplenment rate limting on the job status endpoint
to sl ow enuneration attenpts.

Retry Anplification

A malicious or conprom sed server could return "retryable": true with

"retryAfter": O to induce clients to retry in a tight |oop, creating

a self-inflicted denial of service.

Clients MJST enforce:

* Amximumretry count (e.g., 5 attenpts).

* A mni mum backoff floor (e.g., 1 second), regardless of the
server’s "retryAfter" value. A "retryAfter" value of 0 MJST NOT
be interpreted as "retry i medi atel y".

* Exponential backoff with jitter for successive retries.

Ti m ng Si de Channel s

The "submittedAt" and "conpl etedAt" tinestanps reveal processing
duration. In sensitive contexts, this could |eak information about:

* Server load (longer processing times indicate high |oad).
* Input conplexity (nore conplex inputs rmay take | onger).

* Conditional branching (different code paths take different anmounts
of tine).

Servers operating in high-security environments MAY omit these
menbers or round themto reduce precision

Batch Results Information Scoping

In multi-tenant systens where a batch may contain itenms belonging to
different authorization domains, the "results" array MJST only
include itens that the requesting client is authorized to view
Servers MJST NOT | eak information about other tenants’ itens through
the "results" array, the "detail" summary, or the item count.

7. Privacy Considerations

The extension nenbers defined here may constitute or contain
personally identifiable information (PlI1):
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10.

10.

10.

* "jobld" values, if correlated with external data, could identify
i ndi vi dual users or transactions.

* "correlationld" values are client-supplied and may contain user
identifiers, session tokens, or other PII

* "submittedAt" and "conpl etedAt" tinestanps can reveal usage
patterns that may be attributable to individuals.

Servers SHOULD eval uate the privacy inplications of including these
menbers in responses that may be | ogged, cached, or forwarded through
intermediaries. In jurisdictions with data protection regul ations
(e.g., GDPR CCPA), operators SHOULD ensure that problemdetails
objects containing PIl are treated as personal data for retention and
access control purposes.

Servers SHOULD NOT include these extension nenbers in responses that
are cacheabl e or served to unauthenticated clients unless the
information is already public.

| ANA Consi derati ons
1. ProblemDetails Extension Menbers
Thi s docunent defines extension nenbers for [RFCO457] problemdetails

obj ects per the extension mechanismin Section 3.2 of [RFC9457]. As
[ RFC9457] does not establish a registry for extension nenbers, the

menbers defined in this docunent ("jobld", "jobStatus",
"submittedAt", "conpletedAt", "retryable", "retryAfter",
"processi ngStage", "correlationld', and "results") are specified here

and do not require | ANA registration

I mpl enenters that define additional extension nmenbers for async job
probl em detail s SHOULD choose nanes that do not conflict with the
menbers defined in this document.

2. Job Status Val ue Registry

Thi s docunent requests that |1 ANA create a "Problem Details Async Job
Status Val ues" registry with the initial entries from T Table 4
(Section 4.1).

Regi stration policy: Specification Required [ RFC8126].

Each registrati on MJST incl ude:

* Status Value: An UPPER SNAKE CASE string (e.g., "PAUSED').
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* Terminal: Wiether this status is terninal (yes/no).
* Description: A brief description of the status neaning.

* Reference: A reference to the specification defining the status
val ue.

The desi gnated expert(s) SHOULD verify that proposed val ues use
UPPER_SNAKE_CASE, do not duplicate the semantics of existing

regi stered values, and are clearly docunented as either termnal or
non-term nal

10.3. Problem Type URIs

Thi s docunent does not register any problemtype URIs. The "type"
menber in the exanples uses illustrative URI's under the
"api . exanpl e. cont’ donai n.

Servers SHOULD define their own problemtype URIs under a domain they
control. Wen async job extension nenbers are present, the "type"
menber SHOULD NOT be "about: bl ank™; a specific URI hel ps consuners
di stinguish async job failures fromgeneric HITP errors. See
[ RFC9457] Section 4.2.1 for guidance on using "about: bl ank".

11. Exanpl es

Al'l exanples are conplete problemdetails objects that validate
agai nst the schema in Section 8.

11.1. HTTP Response: Docunent Rendering Failure
A docunent generation APl processed a PDF request asynchronously.
The rendering stage failed. The client discovers this by polling the
job status resource.

HTTP cont ext:

GET /api/vl/ document s/jobs/550e8400- e29b- 41d4- a716- 446655440000 HTTP/ 1.1
Host: api.exanpl e. com

HTTP/ 1.1 200 K
Cont ent - Type: application/probl em+j son
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{
"type": "https://api.exanple.con probl ens/rendering-failed",
"title": "Docunent Rendering Fail ed",
"status": 500,
"detail": "Tenplate 'invoice-v2 contains an unclosed elenment at |ine 87",
"instance": "/api/vl/ docunents/jobs/550e8400-e29b-41d4-a716-446655440000",
"jobld": "550e8400-e29b-41d4- a716-446655440000",
"jobStatus": "FAILED',
"subm ttedAt": "2026-02-26T10: 00: 00Z",
"conpl etedAt": "2026-02-26T10: 00: 032",
"retryabl e": fal se,
"processi ngStage": "rendering",
"correlationld": "4bf92f3577b34da6a3ce929d0e0e4736"
}

Note: The HTTP status is 200 (the status check succeeded). The
"status": 500 inside the object indicates the equival ent synchronous
failure code. This distinction is intentional: the client’s request
to check the job status was successful (HTTP 200); the job itself
failed (ProblemDetails status 500). Cdient libraries that interpret
"appl i cation/probl emtj son" as an error signal SHOULD i nspect the HTTP
status code first; a 200 response with Problem Details content

i ndi cates a successfully retrieved failure report, not a request
failure.

11.2. HITP Response: Job Tineout with Retry

A report generation job exceeded the 300-second Iint. The server
indicates the failure is transient and suggests retrying after 60
seconds.

{
"type": "https://api.exanple.con probl ens/job-tined-out”,
"title": "Job Processing Tined Qut",
"status": 504,
"detail": "Job exceeded maxi mum processing tine of 300s",
"jobld": "7c9e6679-7425- 40de- 944b- e07f c1f 90ae7",
"jobStatus": "TIMED OQUT",
"subm ttedAt": "2026-02-26T09: 00: 00Z",
"conpl etedAt": "2026-02-26T09: 05: 00Z",
"retryable": true,
"retryAfter": 60
"processi ngSt age": "processing"
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11. 3. Kafka Message: PDF Conversion Failure

A PDF generation service publishes a failure to a Kafka result topic.
No HTTP headers are avail able; the "retryAfter" nenber (absent here
because retryable is false) would be the sol e nechani smfor conveying
retry guidance if present.

Kaf ka message

Topi c: com exanpl e. pdf -job.result. vl
Key: d4735e3a- 265e- 16d0- 8f 24- 2de10e933e80
Headers: content-type=application/probl em+json
Val ue:
{
"type": "https://api.exanple.conl probl ens/ conversion-failed",

"title": "PDF Conversion Failed",
"status": 502,
"detail": "iText HTM.-to- PDF conversion failed: nmal formed CSS at |ine 15",
"jobld": "d4735e3a-265e- 16d0- 8f 24- 2de10e933e80",
"jobStatus": "FAILED',
"submittedAt": "2026-02-26T16: 30: 00Z",
"conpl etedAt": "2026-02-26T16: 30: 022",
"retryable": fal se,
"processi ngSt age": "conversion",
"correlationld": "monthly-report-2026-02"

}

Note: The "retryAfter" nenber is absent because the failure is not
retryable. The "status": 502 indicates the equival ent HTTP status;
it is not an HTTP response code in this context.

11. 4. Webhook Cal | back: Export Conpleted with Errors
A data export service delivers a batch result via webhook

POST /webhooks/ export-results HITP/ 1.1

Host: client. exanpl e. com

Cont ent - Type: application/probl em+j son

Si gnature: sigl=: BASE64S|I GNATURE

Signature-lnput: sigl=("content-type" "content-digest"); keyi d="server-key-1"; creat ed=1
740567600
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"type": "https://api.exanple.con probl ens/batch-partial”,
"title": "Data Export Partially Failed",
"status": 207,
"detail": "8 of 10 records exported successfully",
"jobld": "export-batch-20260226",
"jobStatus": "COVPLETED W TH_ERRORS",
"submittedAt": "2026-02-26T12:00: 002",
"conpl et edAt": "2026-02-26T12: 15: 002",
"results": |
{
"itemd": "rec-007",
"status": "FAl LED',
"detail": "Record exceeds maxi num size (10MB)",
"retryable": false

"itemd": "rec-009",
"status": "FAILED',
"detail": "Downstream storage tineout",
"retryable": true,
"processi ngSt age": "storage"
}
]
}

Note: Only failed itens are included in "results"” to reduce payl oad
size. The webhook request itself uses HTTP Message Signatures
[ RFC9421] for authenticity.

11.5. Server-Sent Event: Processing Stage Update
A Server-Sent Event streamdelivers a failure notification.

event: job-failed

i d: 550e8400- e29b- 41d4- a716- 446655440000

data: {"type":"https://api.exanpl e.com probl ens/rendering-fail ed",
data: "title":"Docunment Rendering Failed", "status":500,

data: "jobld":"550e8400","jobStatus":"FAILED",

data: "submttedAt":"2026-02-26T10: 00: 002",

data: "conpletedAt":"2026-02-26T10: 00: 032",

data: “"retryable":fal se, "processingStage":"rendering"}

11. 6. Batch: Partial Failure

Three certificate generation requests; two succeed, one fails.
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{
"type": "https://api.exanple.con probl ens/batch-partial”,
"title": "Batch Processing Partially Fail ed",
"status": 207,
"detail": "2 of 3 certificates generated successfully",
"jobld": "batch-alb2c3d4",
"jobStatus": "COVPLETED W TH_ERRORS",
"submittedAt": "2026-02-26T14:00: 002",
"conpl et edAt": "2026-02-26T14: 00: 122",
"results": |
{
"itemd": "cert-001",
"status": "COWLETED"
b
{
"itemd": "cert-002",
"status": "FAlLED",
"detail": "Required field ’recipientNane’ m ssing",
"retryable": fal se,
"processi ngSt age": "validation"
H
{
"itemd": "cert-003",
"status": "COWLETED"
}
]
}

11.7. HTTP Response: Successful Job Conpl etion

The extension nenbers are not limted to failure reporting. A server
MAY include themin a successful job status response to provide
timng and identification context.

GET /api/vl/ docunents/jobs/alb2c3d4-5678-90ab- cdef - 1234567890ab HTTP/ 1.1
Host: api.exanpl e. com

HTTP/ 1.1 200 K
Cont ent - Type: application/json

Li nk: <https://api.exanple.conlapi/vl/ docunents/results/alb2c3d4>
rel ="https://api.exanple.comrels/job-result"
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{
"jobld": "alb2c3d4-5678-90ab- cdef-1234567890ab",
"jobStatus": "COVWPLETED',
"subm ttedAt": "2026-02-26T10: 00: 00Z",
"conpl etedAt": "2026-02-26T10: 00: 042",
"correlationld": "invoice-batch-2026-02-26"

}

Note: The Content-Type is "application/json", not "application/
probl emtj son", because this is not an error response. The extension
menbers defined in this docunent are JSON nenbers that MAY appear in
any JSON object; they are not restricted to [ RFCO457] problemdetails
obj ects. However, when reporting failures, "application/

pr obl emtj son" SHOULD be used per [ RFC9457].

11.8. Kafka Message: Transient Failure with Retry Qui dance
A report generation service publishes a transient failure to a Kafka
result topic, denonstrating the transport-independence val ue of the
"retryAfter" memnber.

Kaf ka nessage

Topi c: com exanpl e.report-job.result.vl
Key: ebf 6a7b8- 9012- 3456- 7890- abcdef 123456
Headers: content-type=application/probl emtjson
Val ue:
{
"type": "https://api.exanple.cont probl ens/ downstreanm unavail abl e",
"title": "Downstream Service Tenporarily Unavail abl e",
"status": 503,
"detail": "Data warehouse connection pool exhausted; service is expected to recover

within 60 seconds",
"jobld": "ebf6a7b8-9012-3456- 7890- abcdef 123456",
"jobStatus": "FAILED',
"submi ttedAt": "2026-02-26T18:00: 002",
"conpl etedAt": "2026-02-26T18: 00: 01Z",
"retryable": true,
"retryAfter": 60
"processi ngSt age": "processing",
"correlationld": "weekly-report-2026-w09"

}
Note: In an HTTP context, the server would also include a "Retry-
After: 60" header. |In this Kafka context, the "retryAfter" nenber is

the only way to convey the retry interval to the consuner.
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Conparison with Industry Patterns

Thi s appendi x provi des an expanded conpari son of async job error
reporting across platforns, illustrating the fragnentation that this
speci ficati on addresses.

A.1. AWS Step Functions

AWS Step Functions represent failures as:

Rat nawat

Expi res 30 August 2026 [ Page 38]



I nternet-Draft Async Job Problem Details February 2026

{

"executionArn": "arn:aws:states:...",

"status": "FAILED',

"error": "States. TaskFail ed",

"cause": "Lanbda function threw an exception",

"startDate": "2026-02-26T10: 00: 00. 000Z",

"stopDate": "2026-02-26T10: 00: 05. 000Z"
}
Mapping to this specification: "executionArn" — "jobld", "status" —
"jobStatus", "error"+"cause" — "detail", "startDate" — "submttedAt",
"stopDate" — "conpletedAt". No retry guidance. No processing stage.
Not RFC 9457.

A. 2. (Google AlP-151 (Long-Runni ng Operati ons)

CGoogl e uses a Protobuf-based "Operation" resource:

{
"name": "operations/abc123",
"done": true,
"error": {
"code": 3,
"message": "lnvalid tenplate",
"details": []
}
}
Mappi ng: "name" — "jobld", "done" — termnal state check, "error" —

googl e.rpc. Status (not RFC 9457). No "submttedAt"/"conpl et edAt".
No retry gui dance. No processing stage.

A. 3. Azure Long-Running Operations

Azure uses a polling pattern with:

{
"id": "job-xyz",
"status": "Fail ed",
"error": {
"code": "RenderingFailed",
"message": "Tenplate syntax error at |ine 42"
},
"startTinme": "2026-02-26T10: 00: 002",
"endTi me": "2026-02-26T10: 00: 05Z"
}
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Mappi ng: "id" — "jobld", "status" — "jobStatus", "error" — "detail",
"startTime" — "submttedAt", "endTime" — "conpletedAt". “"retryAfter"
sometines in HITP header only. No processing stage. Not RFC 9457.

A 4. Stripe

Stripe uses:

{
"id": "pi_abcl123",
"status": "failed",
"l ast _paynent _error": {
"type": "card_error",
"message": "Your card was declined"
}1
"created": 1740567600
}
Mappi ng: "id" — "jobld", "status" — "jobStatus", "last_paynent_error"
— "detail", "created" — "submittedAt". No conpletion time. No retry

gui dance. No processing stage. Unix tinestanp, not RFC 3339. Not
RFC 9457.

Appendi x B. Design Decisions
B.1. Wy Extension Menbers, Not a New Media Type?

Defining a new nedia type (e.g., "application/async-job-
probl emtj son") was consi dered and rejected because:

* [ RFC9457] already provides a well-known envel ope with Content-Type
negoti ati on ("application/probl emtjson").

* Extension nenbers integrate seam essly with existing [ RFC9457]
infrastructure (exception mappers, mddleware, |ogging).

* (Cients that don’t understand the extensions can still process the
standard Problem Details nenbers ("type", "title", "status",
"detail").

B.2. Wy JSON Menbers for Retry Instead of Only Headers?

The "Retry-After" HITP header field [RFC9110] already exists. The
"retryAfter” JSON nenber was added because:

* Message broker payl oads have no HITP headers.
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* \Webhook cal | backs use HTTP, but the "Retry-After" header applies

B. 3.

B. 4.

B. 5.

App

Rat

to the webhook delivery, not the job retry.

*  The JSON nenber travels with the Problem Details object across al
transports wi thout transfornation.

Way an Explicit "retryabl e" Bool ean?

The presence of "retryAfter” alone could inply retryability. A
separ at e bool ean was added because:

* Explicitness aids machine readability — no inference needed.

* Some failures are retryable without a specific delay
reconmendation ("retryable": true without "retryAfter").

*  Sonme APls may want to convey "retryAfter" for general backoff
pur poses even on non-retryable errors (Section 3.7 allows this in
exceptional cases); the explicit bool ean prevents anbiguity about
whether a retry is advised.

Why "processingStage" Is a String, Not an Enunf

Processing pipelines vary too widely across APIs to define a fixed
enum A free-formstring with reconmended val ues (Tabl e 3) provides
flexibility while encouragi ng consi stency through convention

Why "correl ationld" References WBC Trace Context?

The WBC Trace Context specification [WBC. TRACE- CONTEXT] is the de
facto standard for distributed tracing headers. Referencing it
provides interoperability with OpenTel enetry, Jaeger, Zi pkin, and
other tracing systens without requiring this specification to define
its own tracing fornat.

endix C.  AsyncAPl Integration

APl s that use AsyncAPl [ASYNCAPI] to docunment message-driven
interfaces can reference this specification in their schemas.

Exampl e AsyncAPl schena fragnent:
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component s:
schemas:
Pdf JobFai | edEvent :
description: >
PDF generation failure report per
draft-ratnawat - htt papi - async-probl em details.
all O :
- $ref: ' #/ conponents/schemas/ Probl enDetail s’
- type: object
required: [jobld, jobStatus, submttedAt]
properties:
j obl d:
type: string
format: uuid
j obSt at us:
type: string
enum [ FAILED, TIMED OUT, CANCELLED
submi tt edAt:
type: string
format: date-tinme
compl et edAt :
type: string
format: date-tinme
retryabl e:
type: bool ean
retryAfter:
type: integer
m ni mum O
processi ngSt age:
type: string
correl ationld:
type: string

Appendi x D. Relationship to O oudEvents
Cl oudEvents [ CLOUDEVENTS] is a CNCF specification for describing
events in a standard way. |t defines context attributes including
"id", "source", "type", and "subject" that overlap conceptually wth
some nmenbers defined here:
* CoudEvents "id" "jobld" (event/job identifier)
* O oudEvents "source" "instance" (origin of the event)

* Cl oudEvents "tinme" “conpletedAt" (timestanp)

The specifications are conpl enentary, not conpeting:
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* (O oudEvents defines the event envel ope (netadata about the event
itsel f: what happened, where, when).

* This specification defines the event payl oad content (structured
failure context: what failed, at what stage, whether to retry).

When using C oudEvents as the transport envel ope for async job
failure notifications, the problemdetails object (with the extension
menbers defined here) SHOULD be the C oudEvents "data" payl oad. The
Cl oudEvent s "dat acontenttype" SHOULD be "application/ probl emtj son"

Exanpl e C oudEvents + Problem Details:

{

"specversion": "1.0",
"id": "evt-550e8400",
"source": "/api/vl/ docunents/generate",
"type": "com exanple.job.failed",
"datacontenttype": "application/probl emjson",
"data": {
"type": "https://api.exanple.con probl ens/rendering-failed",
"title": "Docunent Rendering Fail ed",
"status": 500,
"jobld": "550e8400-e29b-41d4- a716- 446655440000",
"jobStatus": "FAILED',
"processi ngStage": "rendering",
"retryable": false
}
}

Appendi x E.  OpenAPl Integration
APl s documented with the OpenAPl Specification [ OPENAPI] can
reference the JSON Schema defined in Section 8 to describe async job
failure responses.

Exanpl e OpenAPlI schenma fragnent (YAM):
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conponents:
schemas:
AsyncJobPr obl enDet ai | s:

description: >
RFC 9457 Probl em Details extended with async job context
per draft-ratnawat-httpapi-async-probl emdetails.

all O :
- $ref: ' #/ conponents/schemas/ Probl enDetail s’
- $ref: 'https://exanple.com schemas/ async-j ob-probl emdetails’

pat hs:
[api/vl/jobs/{jobld}:
get:
summary: Check async job status
responses:

1200 :
description: >
Job status. Content-Type is application/json for
non-term nal and COVPLETED states, and

appl i cation/probl em+json for failed states.
content:

appl i cati on/ probl em+j son:
schena:
$ref: ' #/ conponent s/ schemas/ AsyncJobProbl enDetail s’

Appendi x F. Interoperability Considerations

F.1. Handling Partial Menber Sets

A client that receives a problemdetails object with sone but not all
of the extension nenbers defined here SHOULD process the menbers that
are present and ignore the absence of others. For example, a
response with "jobld" and "jobStatus" but w thout "submttedAt" is
valid and useful.

F.2. Handling Unknown Extension Menbers

Per [ RFC9457] Section 3.2, consumers MJST ignore extension nmenbers
they do not understand. This ensures forward conpatibility: future
revisions of this docunment may define additional nenbers without
breaki ng existing clients.

F.3. Handling Unrecogni zed Job Status Val ues
As specified in Section 4.3, clients that encounter an unrecogni zed

"jobStatus" value SHOULD treat it as non-terminal (equivalent to

"PROCESSING'). This provides graceful degradation when a server uses
custom status val ues
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F.4. XM Representation

[ RFC9457] defines both JSON and XM representations for problem
details. This document defines extension nenbers for the JSON
representation only. Servers that need to produce XM. probl em
details objects may map the extension nmenbers to XM. el enents using
the conventions in [RFC9457] Section 4, but this docunent does not
define a normative XM. mappi ng.

F.5. Internationalization of "detail"

The "detail" nmenber is human-readable text. Per [RFC9457]
Section 3.1.4, the | anguage of "detail" and "title" is determ ned by
Cont ent - Language negoti ati on.

Servers that serve multilingual audi ences SHOULD respect the "Accept-
Language" header fromthe originating request when generating the
"detail" text for asynchronous failure reports. Wen the failure
report is delivered via a non-HTTP transport where | anguage
negotiation is not available, servers SHOULD use English (en) as the
default | anguage and MAY include a "Content-Language" netadata field
if the transport supports it.
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