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Abst ract

Thi s docunent defines a scal able framework for hardware-rooted
cryptographic attestation in the Precision Tine Protocol (PTP).

St andard PTP security nechanisns rely on symmetric keys, which suffer
fromidentity anbiguity and source non-repudi ati on
failures—vulnerabilities that all ow any node possessing the shared
secret to inpersonate a Gandmaster. To resolve these issues while
overcom ng the silicon throughput limts of traditional TPMs and the
over head of Post-Quantum Cryptography (PQC), this draft specifies a
tiered trust nodel. A Hardware Root (e.g., TPM establishes a | ong-
term PQC identity, while a workload identity nanagenent plane (e.g.,
SPI FFE/ SPI RE) manages the frequent rotation of short-1lived
operational keys. These keys perform anortized signing of PTP
message batches via Merkle Trees, ensuring wre-speed synchronization
and irrefutable provenance for regul ated environnents.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute
wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
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This Internet-Draft will expire on 2 Septenber 2026
Copyright Notice

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Documents (https://trustee.ietf.org/

license-info) in effect on the date of publication of this docunent.

Pl ease revi ew these docunments carefully, as they describe your rights

and restrictions with respect to this docunent. Code Conponents

extracted fromthis docunent nust include Revised BSD License text as

described in Section 4.e of the Trust Legal Provisions and are

provi ded wi thout warranty as described in the Revised BSD License.
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1. I nt roduction

Precise, auditable tinme provenance is a cornerstone for regul ated
environnments, including financial services, distributed |edgers,

sovereign Al. However, standard PTP security (|EEE 1588-2019) faces

three critical architectural challenges:

1. *The ldentity and Non-Repudi ation Problem* Current PTP security

relies largely on symretric keys (HVAC- SHA256). Because the
Grandmaster (GVW) and all Slaves share the sane secret, any

conprom sed node can forge tinme nessages appearing to originate

NO OGO DMWWN
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fromthe GM This lack of source non-repudi ati on nakes it
impossible to irrefutably audit time provenance or defend agai nst
"insider" clock spoofing.

2. *The Throughput Gap:* Hardware Security Mdules (TPMs) are "sl ow
pat h" silicon, often constrained to tens-to-hundreds of
asymetric operations per second — insufficient for high-
performance PTP profiles that may require sustained high-
frequency si gni ng.

3. *The PQC Payl oad Problem* Post-Quantum Cryptographi c (PQC)
signatures (e.g., M.-DSA) are significantly larger than standard
PTP nmessage MIUs, introducing fragnentation risks and
unacceptabl e processing jitter if applied per-packet.

This draft introduces a *Transitive and Anortized Attestati on* nodel
Anortization, in this context, refers to spreading the cost of a
singl e cryptographi c signature across nany PTP nessages by signing
only the root of their Merkle hash tree. By anchoring an autonated
software control plane in hardware silicon, we resolve the identity
anbiguity of symretric keys while maintaining wre-speed performance.

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMVENDED', "MAY", and
"OPTIONAL" in this docunent are to be interpreted as described in BCP
14 {{! RFC2119}} {{!RFC8174}} when, and only when, they appear in al
capital s, as shown here

2. Architecture: The Tiered Trust Mde

Trust is distributed across three functional |ayers to bridge the gap
bet ween "SI ow but - Secure" hardware and "Fast-and- Preci se" network
tim ng.

2.1. Tier 1: Hardware Root (I mrutable ldentity)

The Root of Trust (RoT) is a hardware conponent (e.g., TPM 2.0, HPE
iLO 7, or SmartNI C SRoT) containing a non-exportable Identity Key.
This key MUST be asymretric and SHOULD be PQC-conpatible (e.g., M-
DSA). This establishes an irrefutable "Silicon ldentity" that cannot
be cl oned, addressing the fundamental weakness of symmetric shared
secrets.
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Tier 2: Control Plane (Wrkload O chestration)

To manage the |ifecycle of cryptographic material wthout manua
intervention, the PTP daenon is treated as a nmanaged wor kl oad under
wor kl oad i dentity managenent franeworks such as *SPlI FFE/ SPI RE*. *
*Attestation:* The host identity managenent plane (e.g., HPE OneVi ew,
Keylime verifier/registrar) MJST verify the RoT's identity and

pl atform state (PCRs) before authorizing key issuance. The
interacti on between the host identity nanagenment plane and the
wor kl oad identity managenent plane for attesting the workl oad
identity agent is described in {{GEO-FENCE}}. * *Del egation:* Upon
successful attestation, the Wrkload identity nmanagenment pl ane (e.g.,
SPI FFE/ SPI RE) i ssues short-lived SVIDs and epheneral *QOperationa
Keys* which use standard non- PQC cryptography. This "Transitive
Attestation" binds the high-speed software/NIC key to the i mutable
hardware identity.

Tier 3: Data Plane (Anortized Execution)

Hi gh-frequency signing is offloaded to the Data Pl ane using the
*Qperational Keys* in software or a hardware offload such as

Smart NIC. * *Merkl e Batching:* PTP nessages are hashed into a Merkle
Tree. A single signature on the Merkl e Root provides cryptographic
integrity and non-repudiation proof for the entire batch of PTP
events. A batch is flushed and transnitted to the receiver when
either the configured batch size Nis reached or a naxi mum | at ency
timer T expires, whichever cones first. This anortization makes

| arge PQC signatures feasible within the PTP ecosystem

Scal abl e Attestati on Mechani sm
Sol vi ng Sour ce Non- Repudi ation

By utilizing asymretric operational keys certified by the Hardware
Root, a Verifier can irrefutably prove that a batch of PTP nessages
originated froma specific physical device. |In this nodel, a
conmprom sed Sl ave has no access to the private key required to forge
a GMs signature, fixing the identity anbiguity inherent in current
symretric PTP profiles.

Anortized PQC Readi ness

PQC adoption is phased to ensure that data-plane perfornmance is never
comprom sed: 1. *ldentity Layer:* RECOVMMENDED to use PQC-capabl e
hardware roots (ldentity Key) today to secure the | ong-term device
identity. 2. *Control Layer:* RECOMVENDED to use PQC-signed workl oad
identities (e.g., SPIFFE/SPIRE SVIDs) to protect the distribution and
rotation of keys. 3. *Data Layer:* MAY use classical asymetric
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algorithms (e.g., Ed25519) for the Merkle Root today, transitioning
to PQC as specialized hardware accel erati on becones pervasive

4. Signed Token Structure (CBOR)

The anortized token provides the "Batch Proof" for a set of N
consecutive sequence | Ds between a single sender <-> receiver pair.
The token is created by the signing entity (GM or boundary cl ock) at
batch flush time and validated by the receiver. The signature field
(key 7) covers the canonical CBOR encoding of fields 1 through 6

; Anortized Signed Token (CBOR nap)

{

1: uint, ; version (e.g., 2)

2 @ uint, ; batch_size (N)

3 : bstr, ; Merkl e Root Hash

4 : uint, ; First SequencelD in batch

5 : bstr, ; Operational Key ID/ Certificate Thunmbprint

6 : bstr, ; nhonce (verifier-issued)

7 . bstr ; signature over fields 1-6 (PQC recomrended)
}

5. Security Considerations
5.1. Integrity vs. Network Jitter

PQC signatures are conputationally heavy. Perform ng these on every

packet would introduce variable jitter into the PTP tinming |oop. The
anortized Merkl e approach ensures that the timng-sensitive hardware

ti mestanpi ng remai ns asynchronous fromthe heavy cryptographic

si gni ng process.

5.2. Symmetric Key (bsol escence

Synmetric-key PTP security is insufficient for regulated tine
provenance due to the lack of source non-repudiation. This draft
provi des the blueprint for transitioning to asymretric hardware-
rooted keys as the only viable path to meaningful identity in nulti-
tenant or untrusted fabrics.

5.3. Network Path Asynmetry
Attestation provides proof of ldentity, Integrity, and Residency. It
does not protect against physical network delay or path asynmetry.

Thi s mechani sm MJST be used in conjunction with PTP s native del ay
nmeasur enent mechani sns.
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6. | ANA Consi derati ons

Thi s docunent requests IANA to create a new registry named "PTP
Anortized Attestation TLV Types" under an appropriate PTP-rel ated
registry group. The registry MJST define the following fields for
each entry:

* *TLV Type:* A unique unsigned integer identifier.
* *Nane:* A descriptive nane (e.g., PTP_AMORTI ZED ATTESTATI ON_TLV).
* *Reference:* The RFC or specification defining the TLV.

Initial allocations in this registry are defined in this docunent.
Future allocations SHALL follow the Specification Required policy as
defined in {{! RFC8126}}.
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