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Abst ract

Thi s docunment defines an extension to Precision Tine Protocol (PTP)
that provides per-event cryptographic attestation using

non- exportabl e asymretric keys resident in TPMs or HSMs, and an
optional PTP-in-HTTPS/ MILS encapsul ati on node. Wen conbined with
freshness and nulti-observer correlation, this provides defensible
proof of proximity for timng events. PTP-in-HITTPS/ MILS adds
end-to-end confidentiality for timng payl oads across untrusted
fabrics.

NOTE: This note is a placeholder to show the correct structure
that avoids the "setup generated" error (Line 53). All paragraphs
i nside a note nmust be separated by a blank |ine.

*setup gener at ed*

Status of This Meno

This Internet-Draft is submitted in full conformance with the provisions

of BCP 78 and BCP 79.

Internet-Drafts are working docunments of the Internet Engi neering Task
Force (IETF), its areas, and its working groups. Note that other
groups may al so distribute working docunents as Internet-Drafts.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at

any tine. It is inappropriate to use Internet-Drafts as

reference material or to cite themother than as "work in

progress.”

The list of current Internet-Drafts can be accessed at
https://ww.ietf.org/1lid-abstracts. htm

The list of Internet-Draft Shadow Directories can be accessed at
https://ww.ietf.org/shadow. htm

Thi s docunent is not an Internet Standards Track specification; it is
publi shed for informational purposes.

This docunent is a product of the Internet Engineering Task Force
(IETF). It represents the consensus of the | ETF comunity. It has
recei ved public review and has been approved for publication by the
I nternet Engineering Steering Goup (IESG. Not all documents
approved by the | ESG are candi dates for any |evel of Internet



St andard; see Section 2 of RFC 7841.

I nformati on about the current status of this docunent, any errata,
and how to provide feedback on it nay be obtained at
https://ww.rfc-editor.org/info/rfc0. Copyright Notice

Copyright (c) 2025 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent is subject to BCP 78 and the | ETF Trust’'s Lega
Provisions Relating to | ETF Docunents
(https://trustee.ietf.org/license-info) in effect on the date of
publication of this docunment. Please review these docunents
carefully, as they describe your rights and restrictions with respect
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1. Introduction

Precise, auditable tine provenance is increasingly required by
regul ated systens, distributed | edgers, event forensics, and
safety-critical infrastructures. Existing symmetric PTP
authentication primtives provide integrity but limted
non-repudi ati on and fragile key distribution (e.g.,

https://wwv. ietf.org/id/draft-kumarvari gonda- pt p- aut h- ext ensi on-
00. htnm).

This draft specifies an asymetric, TPM HSM backed attestation
extension for PTP events plus an optional PTP-in-HTTPS/ MILS
encapsul ati on node. Coals are per-event provenance, replay

resi stance, staged deployability in heterogeneous environnents, and
practical offload to SmartNICs or HSMs to meet performance needs.

The optional HTTPS/ MILS encapsul ati on adds end-to-end confidentiality
to the integrity and provenance provi ded by signing.

2. Conventions and Definitions
PHC. Packet Hardware C ock exposed by NI C or SmartN C

TPM Trusted Pl atform Mddul e supporting non-exportabl e keys and Quote
operati ons.

HSM Hardware Security Mdule on Snmart N C or separate appliance.



Verifier: Service that validates signed tokens and records audit
evi dence.

Regi strar: PKI/registry service binding signer_id to device identity,
PCR profile, and revocation state.

Monot oni ¢ Count er: Non-decreasi ng hardware or TPM counter used to
prevent replay.

HTTPS/ MILS: HTTP over TLS 1.3 with nutual TLS (client certificates)
for endpoi nt authentication.

Smart NI C. Programmable NIC with PHC, crypto accel eration, and
optionally on-card HSM

3. Architecture Overview

## I n-band signed PTP extension PTP nmessages carry an attached signed
token for each signed event. This node preserves end-to-end
integrity and provenance of PTP payl oads (signature binds payl oad,
PHC ti mestanp, nonce, seq, counter) while leaving confidentiality and
in-fabric correction senantics to the underlying network fabric.

*Har dwar e-root ed si gning*: PTP endpoints (masters, slaves, boundary
cl ocks) are provisioned with non-exportable asymetric keys in TPMs
or HSMs. Each PTP event is signed using a Quote operation that

i ncludes a nonce and nonotonic counter to prevent replay. The
signer_id (e.g., key hash or certificate serial) is included in the
signed token to allow verifiers to fetch the correspondi ng public key
and PCR profile froma registrar service

*Note*: In-band attestation preserves integrity and provenance but
does not provide confidentiality; PTP payloads remain visible to
i n-path observers

3.1. PTP-in-HTTPS/ MILS encapsul ati on

Native PTP bytes are framed inside persistent HTTPS/ MILS streans

bet ween endpoints. Signed tokens are carried inside the sane MILS
connection or out-of-band to a verifier. This prevents in-path

nodi fication and adds confidentiality for timng payl oads and si gned
met adat a.

3.2. Signing Mechani sm

Endpoi nts MUST conpute event digest over the entire PTP nessage as
transmtted, except for fields explicitly designated as mnutable by

| EEE 1588 (e.g., correction field). Wen PTP nessages are

encapsul ated in HTTPS/ MILS, endpoints SHOULD sign the entire PTP
message W t hout exclusions, as no in-path nodification is permtted.

3.3. Verifier Roles
Two depl oyment patterns are supported for the verifier function

Dedi cated Verifier Service * Alogically separate service issues
nonces, validates signed tokens, checks counters, and records audit
evidence. * Advantages: clear separation of duties, centralized audit
| ogs, sinmplified revocation handling, and i ndependence for regul atory
or forensic review. * Normative requirenments: * The dedi cated
verifier MJST maintain an append-only, tanper-evident audit |og of

all tokens and validation results. * The verifier MJST enforce nonce
freshness, nonotonic counter progression, and token TTL. * The
verifier MJST reject tokens fromrevoked or unregistered Signer_IDs.

Peer-as-Verifier * A PTP peer (naster, slave, or boundary clock) nmay



act as verifier by issuing nonces to its counterpart and validating
returned signed tokens inline with the tim ng exchange. * Advant ages:
i medi ate freshness check, no extra infrastructure, |ower latency. *
Ri sks: blurs separation of duties, reduces independence of audit

evi dence, and increases reliance on peer trustworthiness. * Normative
requirenents: * A peer acting as verifier MJST log all signed tokens
and validation results to an append-only audit store or forward them
to a registrar. * A peer acting as verifier MJST apply the sane
validation rules as a dedicated verifier (nonce freshness, nonotonic
counter, TTL, revocation). * Operators SHOULD prefer independent
verifiers when regulatory or forensic requirenents denand separation
of duties.

Si gned Token Structure

The signed token is a CBOR map with the following fields. CBOR
encodi ng (RFC 8949) is be used to ensure consistent signatures.

text ; Signed Token (CBOR map)) { 1 : uint, ; version (e.g., 1) 2:
uint, ; event type (PTP nessage type) 3 : uint, ; ptp_seq
(SequencelD) 4 : uint, ; phc_timestanp_ns (nanoseconds) 5 : bstr, ;
event _di gest (SHA-256 of signed PTP fields) 6 : bstr, ; nonce
(verifier-issued, 16 bytes reconmended) 7 : uint, ; nonotonic_counter
(TPM HSM backed) 8 : bstr, ; signer_id (hash of TPM HSM public key or
cert fingerprint) 9 : bstr / null, ; pcr_summary (optional TPM Quote
or conpressed PCR set) 10: bstr ; signature (TPM HSM non-exportabl e
key) } # PTP Message Signing Coverage The follow ng table indicates
whi ch PTP fields MJST be included in the event digest conputation

Fi el ds marked as nmutable by | EEE 1588 (e.g., CorrectionField) are
excluded in in-band node. In PTP-in-HTTPS/ MILS node, the entire PTP
message MJST be signed since no in-path nodification is permtted.

[ st el st
| PTP Field (IEEE | Signed? | Rationale |
| 1588 header) | | |
| TransportSpecific + | Yes | I'nmrutable, identifies event |
| MessageType | | type |
Fom e e e e e oo s S o m e e e e e e e e eea oo +
| VersionPTP | Yes | I'nrut abl e |
S S o m e e e e e e e e e e aa oo +
| Messagelength | Yes | Integrity of fram ng |
o e e e e e oo - S R o e e e e e e e e e e e o m o +
| Domai nNunber | Yes | I'ntegrity of domain separation

Fom e e e e e oo s S o m e e e e e e e e eea oo +
| FlagField | Yes | Integrity of node bits |
S S o m e e e e e e e e e e aa oo +
| CorrectionField | No | Mutabl e by transparent cl ocks;

| | | excluded in in-band node |
o e e e e m oo oo R T +
| SourcePortldentity | Yes | Binds to originating clock |
o e e e e oo s S o m e e e e e e i e e ee oo +
| Sequencel D | Yes | Prevents replay/reordering |
Tt B o m e e e e e e e e e +
| ControlField | Yes | I'nmrut abl e |
o e e e e m oo oo R T +
| LogMessagelnterval | Yes | I'nrut abl e |
o e e e e oo s S o m e e e e e e i e e ee oo +
| PTP Payl oad (Sync, | Yes | Except correction sub-fields |
| Foll owUp, Del ayReq, | | if nutable |
| Del ayResp, etc.) | | |
o e e e e m oo oo R T +
| TLVs (other than | Yes | Integrity of extensions |

| Attestation) | | |



Table 1

*Normative rule:* * In in-band TLV node, event di gest MJST be
conmput ed over the entire PTP nessage excluding CorrectionField (and
any other fields normatively designated as nutable by | EEE 1588). *
In PTP-in-HTTPS/ MILS node, the entire PTP nessage MJST be included in
the digest, since no in-path nodification is permtted.

5. Security Considerations
## Replay and relay attacks

Endpoi nts MUST include a verifier-issued nonce and a nonotonic
counter in each token

Verifiers MJIST:
* Reject tokens with stale or mssing nonces.
* Reject tokens with regressions in nonotonic counters.

* Reject tokens where counters junp beyond an operator-defined
t hreshol d.

Verifiers SHOULD |l og round-trip tines (RTT) for chall enge/response
exchanges and MAY apply policy thresholds to detect relays or
anomal ous del ays.

5.1. Confidentiality
In-band attestation TLVs provide integrity and provenance but do not
provide confidentiality; PTP payloads remain visible to in-path
observers
Qperators requiring confidentiality MJUST use PTP-in-HTTPS/ MILS
encapsul ati on, which prevents in-path nodification and protects both
timng payl oads and attestati on netadat a.

5.2. PCR privacy

PCR val ues and TPM quotes nay reveal sensitive configuration or
software state.

Regi strars MJST enforce m nimal disclosure policies, requiring only
the PCRs necessary for attestation policy.

Verifiers MJST validate PCR summari es agai nst registrar policy but
MUST NOT require disclosure of unrelated PCRs.

5.3. Revocation
Verifiers MJST reject tokens fromrevoked or unregistered Signer | Ds.

Regi strars MJST support rapid revocation and distribution of
revocation state to verifiers

Qperators MJST ensure revocation information is available to
verifiers in near-real tine.

5.4. Comprom se handling

In the event of TPM HSM conprom se, operators MJST support
re-enrol Il nent and key roll over

Regi strars MJST provi de nechanisns to bind new keys to existing
device identities and to revoke conprom sed keys w thout disrupting



unaf f ect ed devi ces.

Audit | ogs MJST record revocation and re-enroll nent events for
forensic traceability.

5.5. Locati on cl ai ns

Verifiers MUST NOT assert geographic residency or |location froma
single signed tinmestanp.

Proximty proofs require correlation across nultiple observers and
RTT neasurenents.

6. | ANA Consi derations

A new PTP TLV type for the signed token.

A registry for token versions and signature algorithmidentifiers.
7. References
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