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Abst ract

Thi s docunent defines Real Human Verification (RHV), a public
cryptographi c standard for establishing a constitutional root of
trust for direct human-origin visual evidence in the post-Al era.
RHV specifies cryptographic primtives, hardware-backed capture
requi renents, and public transparency |oggi ng nechani sns that allow
digital photos and videos to prove that they originate froma

physi cal |y authenticated human capture pipeline. RHV does not judge
content truth; it defines cryptographically verifiable human-origin
capture, tanper-evident integrity, and publicly auditable provenance
chains. By anchoring visual evidence in hardware roots of trust and
append-only transparency |ogs, RHV provides a neutral, publicly
verifiable foundation for judicial, institutional, and societa
reliance on digital visual evidence across operating systens,
cameras, drones, and sensor-based capture devices.
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This Internet-Draft is submtted in full confornmance with the
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Internet-Drafts are working docunments of the Internet Engineering
Task Force (IETF). Note that other groups may also distribute
wor ki ng docunents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunments valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."
This Internet-Draft will expire on 24 July 2026

Copyright Notice
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Provisions Relating to | ETF Documents (https://trustee.ietf.org/
license-info) in effect on the date of publication of this docunent.
Pl ease revi ew these docunents carefully, as they describe your rights
and restrictions with respect to this docunent. Code Conponents
extracted fromthis docunment nust include Revised BSD License text as
described in Section 4.e of the Trust Legal Provisions and are

provi ded without warranty as described in the Revised BSD License.
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1. Status of This Menp

This Internet-Draft is submitted in full conformance with the

provi sions of BCP 78 and BCP 79. This docunent is not an |nternet
Standard. It is a work in progress and is subject to change. It may
be updated, replaced, or obsoleted by other docunents at any tine.

It is inappropriate to use this docunent as reference material or to
cite it other than as a “work in progress.”
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I nt roducti on

Digital visual evidence has historically served as a foundationa
pillar for legal, institutional, and societal trust. For over a
century, photographs and vi deos have functioned as prinmary
instruments for docunenting reality, establishing accountability, and
preserving historical truth. The energence of generative artificia
intelligence has fundanentally altered this trust nodel. Synthetic

i mages and vi deos can now be generated that are visually

i ndi stinguishable fromdirect human-origin capture, rendering
traditional visual verification nmethods unreliable. As a result, the
evidentiary value of digital visual media is undergoing rapid erosion
across judicial systenms, public institutions, nedia organizations,
and digital platforns. At present, there exists no public, neutral,
and cryptographically verifiable constitutional root of trust for
establ i shing whether digital visual content originated froma

physi cal ly authenticated human capture pipeline. Existing

aut henticity mechani sms focus primarily on content provenance,

met adata, or platformlevel attestations, but do not provide a

uni ver sal , hardwar e-backed, and publicly auditable guarantee of
direct human-origin capture. Real Human Verification (RHV) defines a
constitutional cryptographic |ayer that addresses this structura
deficiency. RHV introduces a public, vendor-neutral, and hardware-
rooted framework for establishing verifiable human-origin capture,
tanper-evident integrity, and publicly auditabl e provenance chains
for digital photos and videos. By anchoring visual evidence in
hardware roots of trust and append-only transparency |ogs, RHV
establishes a foundational trust primtive upon which operating
systens, hardware manufacturers, browsers, platfornms, and | ega
institutions can build interoperable systens for visual evidence
verification in the post-Al era.

Term nol ogy and Conventi ons

The key words "MJST", "MJST NOT*, "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
The following terns are used throughout this specification

RHY (Real Human Verification): The cryptographic standard defined in
this docunment for establishing a human-origin root of trust for
visual digital evidence

Human-Origin Capture: A capture process in which photons or sensor
signals originate fromthe physical environnent and are acquired by a
physi cal ly authenticated sensor pipeline backed by a hardware root of
trust.
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CAPTURED Asset: A photo or video that has been directly acquired
through a Human-GOrigin Capture process and for which an RHV Proof has
been generated by a hardware-backed secure capture pipeline.

DERI VED Asset: Any photo or video that has been transforned, edited,
re-encoded, cropped, conposited, or otherwi se nodified froma
CAPTURED asset or another DERI VED asset. DERI VED assets are not
consi dered direct human-origin captures, but MAY maintain
cryptographically verifiable provenance links to their originating
assets.

RHV Proof: A cryptographic statenment generated by a secure capture
pi pel ine that binds a nmedia hash, capture time, and hardware-backed
human-origin attestation into a signed structure.

Har dwar e Root of Trust (HRoT): A tanper-resistant hardware security
conponent (e.g., Secure Enclave, Trusted Execution Environnent (TEE)
StrongBox, Trusted Pl atform Module (TPM, Secure El enent) capabl e of
generating and protecting cryptographic keys used to attest that
medi a originated froma physically authenticated sensor pipeline.

Secure Capture Pipeline: A hardware-backed data path from sensor to
signi ng environnment that ensures authenticity, integrity, and
tenporal correctness of captured visual data.

Transparency Log: A publicly verifiable, append-only,
cryptographically auditable | og used to anchor RHV Proofs and provide
public auditability and i mmutability.

Chai n of Provenance: A cryptographically verifiable sequence of |inks
connecting a DERIVED asset to its originating CAPTURED asset through
signed transformati on statenents.

RHY Anchor 1 D: The unique identifier assigned to an RHV Proof once it
has been anchored into a Transparency Log.

4. Pr obl em St at enent

The trustworthiness of digital visual evidence is undergoing a
system c col |l apse. Advances in generative artificial intelligence
have enabl ed the creation of synthetic i mages and vi deos that are
visual ly indistinguishable fromdirect human-origin capture. As a
result, traditional methods for assessing the authenticity of visua
medi a—based on vi sual inspection, metadata analysis, or platform

| evel attestations—are no longer reliable indicators of physica
reality. Judicial systens, insurers, journalists, scientific
institutions, and digital platforns increasingly face the inability
to establish whether a given visual asset represents a physically
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captured event or a synthetic fabrication. This erosion of visua
evidentiary trust underm nes | egal due process, public
accountability, and the integrity of historical records. Current
provenance and authenticity frameworks prinmarily focus on recording
transformations, authorship, or platformlevel content attestations.
Wi | e these approaches provi de val uabl e context, they do not
establish a universal, hardware-backed, publicly auditable root of
trust capable of proving that visual content originated froma

physi cal |y aut henticated human capture pipeline. Wthout such a root
of trust, it is cryptographically inpossible to distinguish direct
human-origin capture fromsynthetic generation in a universally
verifiable manner. This structural deficiency constitutes a
fundanmental gap in the trust architecture of the nodern digita
ecosystem RHV is designed to address this gap by defining a
constitutional cryptographic root of trust for human-origin visua
evi dence.

5. Design Coals

RHV is designed as a constitutional trust layer for digital visua
evidence. |Its design is guided by the follow ng foundational goals.

5.1. Hardware-Anchored Human-Ori gi n Proof
RHV MUST anchor human-origin verification in hardware roots of trust.
Proof of human-origin capture MJST be derived from physically
aut henti cated sensor pipelines backed by tanper-resistant secure
el ement s.
5.2. Public Verifiability
RHY MUST enabl e any third party to i ndependently verify proofs
wi t hout reliance on proprietary platforms, closed services, or
vendor -specific trust anchors.
5.3. Chain of Provenance
RHV MUST support cryptographically verifiable provenance chains
i nki ng DERI VED assets to their originating CAPTURED assets, enabling
full auditability of transfornations.
5.4. Tanper Evi dence

Any nodification to an RHV-protected asset MJST be detectabl e through
cryptographic integrity verification
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5.5. Vendor Neutrality

RHY MUST NOT depend on any single platformvendor, operating system
or hardware manufacturer. The standard MUST be i npl enent abl e across
het er ogeneous ecosyst ens.

5.6. Privacy Preservation
RHY MUST minim ze the exposure of personal data. Human-origin
attestation MJUST NOT require user identification, bionetric data, or
persi stent personal identifiers.

5.7. Scalability

RHY MUST be capabl e of supporting planetary-scal e adoption with
m ni mal storage, bandw dth, and conputational overhead.

5.8. Forward Conpatibility

RHV MUST support extensibility to accomodate future cryptographic
al gorithnms, hardware roots of trust, and capture device cl asses.

6. System Overvi ew

RHV defines a | ayered, hardware-anchored architecture for
establ i shing and verifying human-origin visual evidence. The system
is composed of three primary |ayers: Secure Capture, Public
Anchoring, and Verification.

6.1. Secure Capture Layer
The Secure Capture Layer operates w thin devices capabl e of Human-
Oigin Capture (e.g., smartphones, caneras, drones, and sensor-based
capture hardware). It includes:
A Secure Capture Pipeline that authenticates sensor-originated data.
A Hardware Root of Trust (HRoT) that generates and protects
attestation keys. A signing environment that produces RHV Proofs
bi ndi ng medi a hashes, capture time, and human-origin attestation
This layer is responsible for producing cryptographically verifiable
statenents asserting that an asset was directly captured by a
physi cally authenticated sensor pipeline.

6.2. Public Anchoring Layer

The Public Anchoring Layer provides Transparency Logs that:
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Are append-only and publicly auditable. Anchor RHV Proofs to produce
globally verifiable RHV Anchor IDs. Enable third-party auditability,
imutability, and independent verification

Transparency Logs formthe public nmenory of RHV, ensuring that proofs
cannot be retroactively altered or suppressed without detection

6.3. Verification Layer
The Verification Layer enables any third party to:
Val i date RHV Proof signatures. Confirm anchoring in Transparency
Logs. Reconstruct Chains of Provenance |inking DERI VED assets to
their originating CAPTURED assets. Assess tanper evidence and
transformation history.

This layer is intentionally vendor-neutral and does not require
trusted platformintermnediaries.

6.4. Storage and Scal ability Mbdel

RHV DOES NOT store visual content.
RHV stores only cryptographi c proofs and transparency anchors.

Each RHV Proof consists exclusively of cryptographic material,
i ncl udi ng:

* Media Hash: 32 bytes

*  Tinmestanp: 8 bytes

* Hardware Attestation Hash: 32 bytes

* Digital Signatures (dual-root): 128 bhytes

* Log netadata and indexing: approxinmately 56 bytes

Total (rounded): *256 bytes per proof*.

Thus, each RHV Proof occupies approxi mately 256 bytes (0.00025 MB).
RHV Proof s bind cryptographic hashes to a specific canonica
representation of the captured nedia. Any nodification to the nmedia
bitstream including accidental corruption or non-canoni cal netadata
changes, SHALL invalidate the correspondi ng RHV Proof unless such

nodi fications are explicitly recorded as a DERI VED asset with a
si gned derivation statenent.
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RHV does not attenpt to preserve proof validity across arbitrary or
unt racked nodifications. This behavior is intentional and ensures
strong tanper-evidence, forensic integrity, and unanbi guous origin
verification.
I mpl ement ati ons MAY define canonicalization procedures for nedia
hashi ng, such as excl udi ng non-semantic nmetadata or nornali zi ng
container-level fields, provided that such procedures are explicitly
specified, determ nistic, and consistently applied during both proof
generation and verification.

6.4.1. Planetary-Scale Feasibility
At a gl obal adoption scale:

* *100 million captures/day* — 36.5 billion proofs/year — ~9.3 TB/
year

* *1 billion captures/day* — 365 billion proofs/year — ~93 TB/year

* *10 billion captures/day* — 3.65 trillion proofs/year — ~930 TB/
year

Using current comodity cloud storage pricing (approxi mtely USD 20
per TB per nmonth), the total annual storage cost for planetary-scale
RHV operation remains under:
*USD 300, 000 per year for the entire world.*
These estinmates are order-of - magni t ude approxi mati ons.

6.4.2. Economc Inplication
RHV storage requirenments are several orders of nagnitude smaller than
conventional content storage and are economically trivial conpared
to:
* social media video storage
* CDN i mage caches
* | egal discovery archives

* surveillance and | oggi ng systens

RHY therefore introduces no material economc barrier to planetary-
scal e depl oynent.
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6.4.3. Constitutional Inplication

Because RHV stores only cryptographic proofs and not visual content,
RHV:

* avoids data hoarding

* avoids privacy risk

* avoids censorship risk

* avoids cost centralization
* remains globally replicable

This ensures RHV can function as a pernmanent constitutional |ayer of
I nternet menory.

7. Core Cryptographic Primtive

RHV defines a mininmal cryptographic prinmtive that establishes the
foundati onal proof of hunman-origin capture and enables public
auditability and provenance tracking.

For any visual nedia asset, the following printive is defined:

H = HASH(nedia) P = SIGN(HASH ID || SENSOR CLASS ID || H ||
CAPTURE_TIME || HUMAN ORI G N ATTESTATION) I D = ANCHOR(P)

Wher e:

HASH ID is an identifier for the cryptographic hash al gorithm used,
as defined by the RHV Cryptographic Paraneters registry.

SENSOR CLASS ID identifies the class of capture sensor and secure
capture pipeline (e.g., snmartphone canera, drone canera, body-worn
camera, industrial sensor), as asserted by the Hardware Root of
Trust.

I ncluding HASH I D and SENSOR CLASS ID in the signed payl oad
cryptographically binds the proof to a specific cryptographic

al gorithm and physi cal capture class, preventing downgrade attacks,
al gorithm substitution, or sensor class anbiguity.

The RHV Proof (P) is generated and cryptographically signed prior to
anchori ng.
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The RHV Anchor 1D is generated exclusively by the Transparency Log as
a result of the ANCHOR(P) operation. The Anchor IDis an externally
assigned reference used for public | ookup and auditability and SHALL
NOT be considered part of the signed RHV Proof payl oad.

The resulting Anchor ID uniquely and i mmutably references the RHV
Proof within a publicly auditable Transparency Log, establishing a
constitutional cryptographic root of trust for human-origin visua
evi dence.

8. Secure Capture Pipeline

The Secure Capture Pipeline defines the nandatory requirements for
generating RHV Proofs from direct human-origin capture.

8.1. Pipeline Requirenents

I mpl ement ati ons SHALL use a hardwar e-backed secure capture pipeline
that ensures that sensor-originated data cannot be injected,
replayed, or modified prior to attestation. A Secure Capture

Pi peline MJUST: Authenticate sensor-originated data using hardware-
enforced nechanisns (e.g., secure MPI CSI channels, secure |SP
validation). Execute cryptographic operations within a Hardware Root
of Trust (HRoT). GCenerate cryptographically verifiable capture

ti mestanps. Prevent post-capture nodification prior to RHV Proof
gener ati on.

8.2. Attestation Generation

For each CAPTURED asset, the Secure Capture Pipeline SHALL generate a
HUVAN ORI G N ATTESTATI ON that asserts: _ _ The asset was captured by
a physically authenticated sensor pipeline. The capture occurred
within a secure hardware environnent. The capture tinestanp was
generated by a trusted time source. The attestation SHALL be signed
usi ng hardware-protected keys that are non-exportable and tanper-
resistant.

8.3. Non-Spoofability
I mpl enent ati ons SHALL reject any nedia that cannot be
cryptographically bound to an authenticated sensor pipeline. Mdia

i njected, replayed, or synthesized outside the secure capture
pi pel i ne MUST NOT produce valid RHV Proofs.
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8. 4.

9

9

1.

2

Physi cal Signal Integrity and Anal og Validation

To mitigate sensor injection and replay attacks, RHV-conpliant

i mpl ement ati ons SHOULD enpl oy physical |ayer authentication

mechani sms.  Secure Sensor Channel: Raw sensor data MJST be

aut henti cated and/or encrypted at the sensor interface (e.g., MPI
CSl -2 secure nmodes) prior to transmission to the SoC. Anal og Noi se
and Jitter Analysis: The Secure ISP SHALL performstatistica

anal ysi s of sensor-specific physical noise characteristics (including
fi xed-pattern noise and thernmal noise) to detect synthetic or
replayed signals. Tinmng Attestation: The TEE SHALL validate that
frane timng and jitter correspond to physical sensor behavior
Signals failing physical consistency validation MIUST be rejected.

Secure Capture Pipeline

The Secure Capture Pipeline defines the nmandatory requirenents for
generating RHV Proofs fromdirect human-origin capture.

Pi pel i ne Requirenents

I npl enent ati ons SHALL use a hardwar e-backed secure capture pipeline
that ensures sensor-originated data cannot be injected, replayed, or
nmodi fied prior to attestation.

A Secure Capture Pipeline MIST:

* Authenticate sensor-originated data using hardware-enforced
mechani sns (e.g., secure MPI CSlI channels, secure ISP

val i dation).

* Execute cryptographic operations within a Hardware Root of Trust
(HRoT) .

* Cenerate cryptographically verifiable capture tinmestanps.
* Prevent post-capture nodification prior to RHV Proof generation.
Attestation Generation

For each CAPTURED asset, the Secure Capture Pipeline SHALL generate a
*HUVAN ORI G N_ATTESTATI ON* asserting that:

* The asset was captured by a physically authenticated sensor
pi pel i ne.

* The capture occurred within a secure hardware execution
envi ronnent.
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* The capture timestanp was generated by a trusted time source.

The attestation SHALL be signed using hardware-protected keys that
are non-exportabl e and tanper-resistant.

9.3. Non-Spoofability

I mpl enentati ons SHALL reject any nedia that cannot be
crypt ographically bound to an authenticated sensor pipeline.

Medi a i njected, replayed, or synthesized outside the secure capture
pi pel i ne MUST NOT produce valid RHV Proofs.

9.4. Physical Signal Integrity and Anal og Validation
To mitigate sensor injection and replay attacks, RHV-conpliant
i npl ement ati ons SHOULD enpl oy physical |ayer authentication
mechani sns.

9.4.1. Secure Sensor Channe
Raw sensor data MJST be authenticated and/or encrypted at the sensor
interface (e.g., MPlI CSI-2 secure nodes) prior to transmission to
the Systemon Chip (SoC).

9.4.2. Analog Noise and Jitter Analysis
The Secure I mage Signal Processor (ISP) SHALL perform statistica
anal ysis of sensor-specific physical noise characteristics, including
fixed-pattern noise and thermal noise, to detect synthetic or
repl ayed signal s.

9.4.3. Timng Attestation

The Trusted Execution Environment (TEE) SHALL validate that frane
timng and jitter correspond to physical sensor behavior

Signals failing physical consistency validation MIST be rejected.
10. Hardware Root of Trust

RHV relies on Hardware Roots of Trust (HRoT) to anchor human-origin
attestation in tanmper-resistant physical hardware.

10.1. Root of Trust Requirenents

An HRoT MJST:
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* Protect private attestation keys agai nst extraction

* Execute cryptographic operations in an isolated, tanper-resistant
envi ronnent .

* Provide secure key storage and attestation services.
* Support secure boot and firmmvare integrity validation
Exanpl es of acceptabl e HRoT i npl enentations include Secure Encl ave,
Trust ed Execution Environnents (TEE), StrongBox, Trusted Pl atform
Modul es (TPM, and dedi cated Secure El enents.

10.2. Device Attestation Keys

Each conpliant device SHALL possess one or nore hardware-protected
attestation keys used exclusively for RHV Proof generation.

These keys:
* MJST NOT be exportable.
*  MJST be generated and stored within the HRoT.
* MUST support revocation and rotation nechani sns.
10.3. Physical Capture Assertion
The HRoT SHALL provide a cryptographic assertion that the signed
medi a originated froma physically authenticated sensor pipeline and
was not synthetically generated or externally injected.
10. 4. Dual Public Root Attestation
RHY SHALL empl oy a dual -root attestation nodel
Each RHV Proof SHALL be signed by:
* A device Hardware Root of Trust attesting physical capture.

* A public RHV network root attesting public anchoring.

This dual attestation prevents isolated device forgeries, private |og
suppression, and unverifiable |ocal-only proofs.
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11.

11.

11.

11.

12.

Transpar ency Log

RHV defines a public Transparency Log as a foundational component for
anchoring RHV Proofs and enabling i ndependent auditability.

1. Log Properties

A Transparency Log MJST be:

*  Append-only.

* Publicly readable.

*  Cryptographically verifiable.

* Resistant to retroactive nodification

* Replicable across i ndependent operators.

The [ og SHALL support inclusion proofs and consistency proofs to
allow third parties to independently audit log integrity.

2. Anchoring Operation

The ANCHOR(P) operation appends a previously generated and signed RHV
Proof P into a Transparency Log and returns a globally unique RHV
Anchor | D

The RHV Anchor ID is generated exclusively by the Transparency Log
upon successful inclusion of the signed proof. The Anchor IDis an
external ly assigned reference used for public | ookup and auditability
and SHALL NOT be considered part of the RHV Proof signature or

payl oad.

3. Public Auditability

Any party MAY audit the Transparency Log to verify:

That a given RHV Proof has been anchored. That the |og has not been
nmodi fi ed, truncated, or forked. That inclusion proofs and

consi stency proofs are valid.

Capt ure Modes

RHV defines two normative capture nodes to distinguish direct
physi cal capture from subsequent transfornations.
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12.

12.

12.

1. CAPTURED

A *CAPTURED* asset is a photo or video that originates froma Secure
Capture Pipeline and has an RHV Proof anchored in a Transparency Log.

CAPTURED assets represent the cryptographic root of a provenance
chain and are considered direct human-origin captures.

Only CAPTURED assets establish new human-origin roots.

2. DERI VED

A *DERI VED* asset is any asset that results fromtransformation of a
CAPTURED asset or another DERI VED asset, including but not limted
to:

*  Cropping

* Editing

*  Conpositing

* Re-encodi ng

* Resi zing

* Color correction

*  Mont age

* Synthesis operations

DERI VED assets MUST NOT be treated as direct human-origin captures.
However, they MAY nmintain cryptographically verifiable provenance
links to their originating assets.

Each DERI VED asset SHALL produce a signed derivation statenent
linking it to its parent asset, forming a publicly auditable Chain of
Provenance.

3.  Hunman-Derived Provenance Lineage

RHV defines a *Lineage Chain (LC)* as a sequence of cryptographic
assertions anchored to a *Root Human Event (RHE)*.
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12.

12.

13.

13.

13.

3.1. Root Human Event (RHE)

The initial CAPTURED asset signed within a Hardware Root of Trust.
3.2. Derived Assertions

Any subsequent nodification (including but not limted to cropping,
col or grading, tenporal editing, re-encoding, conpositing, or

synt hesi s) MJUST be recorded as a new derivation statenent referencing
the parent asset hash

RHY DOES NOT eval uate the semantic intent or |egitimcy of
transformations. Instead, it provides a cryptographically verifiable
traceability path.

In judicial or institutional contexts, an auditor SHALL be able to
reconstruct the full lineage of an asset.

If the lineage chain is broken or contains unauthenticated synthetic
generation steps, the asset MJST be cl assified as *UNVERI Fl ED*.

Verification Process
RHV defines a public verification process that allows any party to
i ndependent |y validate human-origin capture, integrity, and
provenance of a visual asset.

1. Proof Validation

To verify an RHV-protected asset, a verifier SHALL performthe
fol |l owi ng steps:

Val idate the RHV Proof structure and digital signatures, including
verification of the hardware-backed attestation and the public
anchoring signature.

Confirm anchoring of the RHV Proof in a Transparency Log using
i nclusion and consi stency proofs.

Upon successful validation of the RHV Proof, conpute H = HASH(nedi a).

Verify that the conputed nedia hash matches the hash bound within the
val i dat ed RHV Proof .

2. Provenance Reconstruction

For DERI VED assets, a verifier SHALL reconstruct the Chain of
Provenance by:

Ram rez Expires 24 July 2026 [ Page 17]



I nternet-Draft RHY Cor e January 2026

* Validating each signed derivation statement.

* Confirmng that each link references a valid parent asset.

* Ensuring that the chain terminates in a CAPTURED asset.
13.3. Determination of Oigin Cass

Upon successful verification, an asset SHALL be cl assified as one of
the foll ow ng:

*CAPTURED* — Direct human-origin capture. *DERI VED-N* — Nt h-order
derivation froma CAPTURED asset.

14. Privacy Considerations

RHY is designed to establish verifiable human-origin capture while
preserving individual privacy and mnim zing personal data exposure.

14. 1. Data M ni m zati on

RHY MUST NOT require the collection, storage, or disclosure of:
Personally identifiable information (PI1) Bionetric identifiers User
account identifiers Persistent device identifiers Location data
beyond cryptographically necessary timng informati on RHV Proofs
SHALL contain only the minimum cryptographic material required to
establish origin, integrity, and provenance.

14. 2. Pseudonynous Hardware Attestation

Har dwar e- backed attestati on keys SHALL be pseudonynous and non-

i nkabl e across i ndependent capture events, except where explicitly
required for revocation or security maintenance. |nplenentations
SHOULD support key rotation to prevent |ong-term device correlation

14.3. No Behavioral Tracking

RHY MUST NOT introduce behavi oral tracking, profiling, or persistent
surveill ance capabilities. Transparency Logs record cryptographic
proofs only and do not store user activity histories, content

payl oads, or personal netadata.

14. 4. Selective Disclosure
| mpl enent ati ons MAY support sel ective disclosure nechanisns all ow ng
hol ders of RHV-protected assets to disclose only those provenance

el ements necessary for verification in specific legal, institutional,
or contractual contexts.
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15. Threat Mbdel
RHV defines a conprehensive threat nodel addressing adversaria
attenpts to forge, alter, suppress, or misrepresent human-origin
vi sual evidence

15.1. Synthetic Media Injection

An adversary may attenpt to generate synthetic inmages or videos and
fal sely present them as human-origin captures

*Mtigation:*
RHV relies on Hardware Roots of Trust (HROT) to ensure that only
medi a originating from physically authenticated sensor pipelines can
generate valid RHV Proofs. Media generated outside a secure capture
pi pel i ne MJUST NOT produce valid proofs.

15.2. Sensor | njection Attacks

An adversary may attenpt to inject replayed or synthetic data
directly into the sensor data path.

*Mtigation:*

I mpl enent ati ons SHALL use secure sensor channels, secure |nmage Signa
Processors (ISPs), and hardware-backed attestati on mechani sns to
reject unauthenticated sensor-origi nated dat a.

15.3. Local -Only Proof Forgery

An adversary may attenpt to create locally valid but publicly
unverifiable proofs, bypassing public auditability.

*Mtigation:*

RHV SHALL enpl oy a dual -root attestation nodel. Each RHV Proof SHALL
be signed by:

A devi ce Hardware Root of Trust attesting physical capture A public
RHY Network Root attesting public anchoring

This dual attestation nodel prevents isolated device forgeries and
unverifiable | ocal-only proofs.
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15.

15.

16.

16.

16.

16.

4. Log Suppression or Forking

An adversary may attenpt to suppress, truncate, or fork Transparency
Logs.

*Mtigation:*

Transparency Logs SHALL support public replication, inclusion proofs,
and consi stency proofs, enabling independent detection of
suppression, truncation, or divergence.

5. Replay and Substitution Attacks

An adversary may attenpt to reuse valid RHV Proofs for different
medi a assets.

*Mtigation:*

Each RHV Proof cryptographically binds the nmedia hash, capture tine,
and hardwar e- backed attestation, preventing substitution, replay, or
reassignment to different media.

Security Considerations

RHV establishes a constitutional cryptographic root of trust for
human-ori gi n vi sual evi dence by conbi ni ng har dwar e- backed
attestation, public transparency anchoring, and cryptographically
verifiabl e provenance chai ns.

1. Hardware Integrity

Al'l cryptographic operations used to generate RHV Proofs MJIST be
executed within a Hardware Root of Trust (HRoT). Private attestation
keys MJST NOT be exportable and MJST be protected by tanper-resistant
har dwar e

2. Dual -Root Trust Enforcenent

RHV Proofs MJST include dual -root attestation consisting of: - A
hardware root of trust attesting physical capture - A public RHV
network root attesting public anchoring Both roots are REQUI RED for
an RHV Proof to be considered valid.

3. Cryptographic Agility
I npl enent ati ons SHALL support algorithmagility to allow mgration to

successor cryptographic primtives without invalidating existing
pr oof s.
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16.

16.

17.

18.

4. Log Replication and Survivability

Transparency Logs SHALL be replicabl e across independent operators to
ensure survivability, censorship resistance, and global auditability.

5. Revocation

RHV SHALL support revocation nechani sns for conproni sed devices,
attestation keys, or Transparency Log operators. Revocation events
MUST be publicly auditable. Revocation in RHV applies exclusively to
cryptographic attestation keys or trust roots, not to users, persona
identities, or persistent device identifiers. RHV does not require
gl obal |y persistent device identifiers. Revocation is achieved
through the invalidation of conprom sed attestation keys, key epochs,
or trust roots, consistent with established public-key infrastructure
and hardware attestation nodels. This approach preserves privacy
whil e enabling effective and publicly auditable revocation.

CGovernance & Neutrality

RHV is maintained by a private neutral steward organization
responsible for preserving the integrity, neutrality, and continuity
of the RHV specification. The RHV specification is a public, vendor-
neutral constitutional standard. No single vendor, platform
governnent, or conmercial entity has privileged control over the RHV
protocol. Al changes to the RHV specification SHALL be subject to
public technical review cryptographic scrutiny, and docunented
consensus processes. |Inplenentations of RHV MAY be open-source or
proprietary. The RHV specification itself is public and freely

i npl ement abl e by any party without licensing restrictions. The RHV
steward organi zati on MAY provi de conmercial services, infrastructure,
verification endpoints, certification progranms, and conpliance
tooling, provided such services do not conpronise the neutrality,
openness, or auditability of the RHV protocol

| ANA Consi der ati ons

Thi s docunent defines an optional registry request. The authors
propose the creation of a new | ANA registry: Registry Nane: RHV

Crypt ographi ¢ Parameters Registration Procedure: Specification
Required (RFC 8126) Initial Entries: 0x01 — SHA-256 (Mandatory) 0x02
— BLAKE3 (Optional) 0x03 — Ed25519 (Digital Signature)
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