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Abst ract

The Segment Routing Policy Architecture (RFC 9256) defines the
concept of a Conposite Candi date Path, which enables a parent SR
Policy to recursively steer traffic into a set of constituent SR
Policies. Section 8.6 of RFC 9256 further defines per-flow steering,
in which packets are classified into a Forwarding C ass val ue by a
Quality-of-Service classifier at the headend, and that Forwarding

Cl ass value selects a specific constituent SR Policy, identified by
its color, for forwarding.

RFC 9830 specifies how BGP distributes SR Policy Candi date Pat hs but
explicitly excludes conposite Candidate Paths fromits scope.
Consequently, no standard BGP nmechanismcurrently exists to
distribute a parent per-flow SR Policy -- including its Forwardi ng-
Cl ass-to-color napping table -- to headend nodes. This docunent
defines two new sub-TLVs for the BGP Tunnel Encapsul ation Attribute
(SR Policy type, Tunnel Type 15): the Constituent SR Policy sub-TLV
and the nested Per-Fl ow Forwardi ng C ass sub-TLV. Together, these
extensions allow a controller to distribute a fully specified
composite or per-flow Candidate Path to headend routers via BGP.

Status of This Meno

This Internet-Draft is submtted in full confornmance with the
provi sions of BCP 78 and BCP 79.

Internet-Drafts are working docunents of the Internet Engineering
Task Force (I ETF). Note that other groups may also distribute

wor ki ng documents as Internet-Drafts. The list of current Internet-
Drafts is at https://datatracker.ietf.org/drafts/current/.

Internet-Drafts are draft docunents valid for a maxi num of six nonths
and may be updated, replaced, or obsol eted by other docunents at any
time. It is inappropriate to use Internet-Drafts as reference
material or to cite themother than as "work in progress."

Ramasany, et al. Expi res 30 Novenber 2026 [ Page 1]



I nternet-Draft BGP Conposite CP and Per-Flow FC

This Internet-Draft will expire on 30 Novenber 2026.

Copyright Notice

May 2026

Copyright (c) 2026 | ETF Trust and the persons identified as the
docunent authors. Al rights reserved.

Thi s docunent

is subject to BCP 78 and the | ETF Trust’s Legal

Provisions Relating to | ETF Documents (https://trustee.ietf.org/

| i cense-info)
Pl ease revi ew these docunents carefully,
and restrictions with respect to this docunent.
extracted fromthis docunment nust
described in Section 4.e of the Trust Legal

in effect on the date of publication of this docunent.
as they describe your rights
Code Conponents

i ncl ude Revised BSD License text as
Provi sions and are

provi ded wi thout warranty as described in the Revised BSD License.

Tabl e of Contents

1.

e

e

® © 0 0

©

wNREwN e
o

0003
CuhwNE

I nt roducti on

.1. Per-Flow Tr arfl C Engl neeri ng
.2. Scope . .
. 3. Requr rements Language .

Ter m nol ogy .

Probl em St at ement .

Conposite CPs Are OJ'[SI de RFC 9830 Scope
Control | er-to-Headend Signaling Gap .

SR Pol i cy Encodi ng Extensions . .
Ext ended SR Policy Encoding Structure .
Constituent SR Policy Sub-TLV . . .
Per - Fl ow Forwar di ng d ass (FC) Sub- TLV
Encodl ng Exanpl e . . .
Pr ocedur es

Origination . .

Recepti on and SRPM Pr oceSS| ng .

Rout e Refl ector Transparency

G aceful Restart .

Capabi lity Adverti serrent

Backward Compatibility

Error Handl i ng .

Rel ationship to O her Docurrents .

.1. RFC 9256 -- SR Pollcy Archltecrure

RFC 9830 -- Advertising SR Policies i n. BGP
BGP- LS Nort hbound Col | ection e
PCEP Per - Fl ow Encodi ng

erations . .
Distri butlon Orderr ng .

2
3

4.
.5.  YANG Data Model
O

1

Ramasany, et al. Expi res 30 Novenber 2026

Interaction with the Col or Extended Oom“rumty .

OO NNN~NOOITOTO1TWW



I nternet-Draft BGP Conposite CP and Per-Flow FC May 2026

9.2 Per-Peer State Limits . . . . . . . . . . . . . . . ... 21
9.3. Convergence and Reconvergence . . . . . . . . . . . . . . 21
9.4. Qbservability . . . . . . . . . . . . . ... ... ... 22
10. Security Considerations . . . . . . . . . . . . . . . . ... 22
11. | ANA Consi derations . . . .. 23
11.1. BGP Tunnel Encapsulat|on Attr|bute Sub TLVs Reglstry .. 23
11.2. Constituent SR Policy Sub-TLV Types Reglstry e ... 24
12. Normative References . . . ... ... 24
13. Informative References . . . . . . . . . . . . . . . . . . . 25
Aut hors’ Addresses . . . . . . . . . . . . . ..o oo 27
1. Introduction

Segment Routing (SR) [RFC8402] allows a headend node to steer packet
flows along any explicitly specified path. The headend instantiates
an SR Policy [RFC9256] identified by the tuple <Headend, Col or,
Endpoint>. A Candidate Path (CP) is the unit of signaling, and RFC
9830 specifies how BGP distributes these CPs to headends using a
dedi cated SR Policy SAFI (SAFI 73) with Tunnel Encapsul ation
Attribute sub-TLVs.

RFC 9256 Section 2.2 defines three types of Candi date Pat hs:
* *Explicit:* A specific set of Segnent Lists.
* *Dynam c:* An optim zation objective and constraints.

* *Conposite:* A container grouping nultiple constituent SR Policies
for conbined steering.

The Conposite CP enables the construction of a parent SR Policy that
distributes traffic across nultiple constituent SR Policies, each
identified by a distinct color and sharing the sane headend and
endpoi nt as the parent.

1.1. Per-Flow Traffic Engi neering
Section 8.6 of RFC 9256 specifies per-flow steering. A headend
mai ntains a forwardi ng array i ndexed by a Forwarding C ass (FC)
val ue. Each index maps to either

* The IGP (Interior Gateway Protocol) shortest path to the endpoint
(the default), or

* A constituent SR Policy identified by its color.
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A Quality-of-Service (QS) classifier on ingress assigns each packet
an FC val ue derived fromDSCP (Differentiated Servi ces Code Point)
mar ki ngs, 802.1p bits, or other local policy. The headend then
steers the packet into the SR Policy (or I GP path) corresponding to
that FC.

The FC field width and val ue range are encodi ng choices of this
docunent. This document encodes FC as a 3-bit value (range 0-7); see
Section 4.3. Inplenentations that natively classify traffic into
nmore than 8 forwardi ng cl asses are responsi ble for mapping their
internal classes onto the 0-7 range before BGP signaling.

The configuration nodel below illustrates this construct
(illustrative, inplenentation-agnostic syntax):

| Segnent lists for constituent policies
segnent-list SL_GOLD
i ndex 10 srv6-sid 2001: db8:100::1

segnment-list SL_SILVER
index 10 srv6-sid 2001: db8:200::1

! Child SR Policy: color 100, endpoint 2001:db8::1
policy color 100 endpoi nt 2001:db8::1
candi dat e-path preference 100 nanme pl00 explicit
segnent-list SL_GOLD

! Child SR Policy: color 200, sane endpoint
policy color 200 endpoi nt 2001:db8::1
candi dat e-path preference 100 name p200 explicit
segnment-1list SL_SILVER

! Parent per-flow SR Policy: color 300, endpoint 2001:db8::1
! FC 1 -> color 100 (high-priority path)
! FC 2 -> color 200 (best-effort path)
! FC 0,3-7 -> | GP (default)
policy color 300 endpoi nt 2001: db8::1
candi dat e-path preference 70 name pf300 per-fl ow
forwardi ng-class 1 col or 100
forwardi ng-class 2 col or 200
forwardi ng-cl ass default action igp

In a controller-driven deploynent, the controller nust distribute
this parent policy -- including the FC-to-color mapping -- to the
headend via BG. RFC 9830 provides no nechanismto do so. This
docunent fills that gap.
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1.2. Scope
Thi s docunent :

* Defines the *Constituent SR Policy sub-TLV* as a new optional sub-
TLV within the BGP Tunnel Encapsul ation Attribute SR Policy type
(Tunnel Type 15).

* Defines the *Per-Fl ow Forwardi ng O ass (FC) sub-TLV* as a nested
optional sub-TLV within the Constituent SR Policy sub-TLV.

* Specifies procedures for origination, advertisenent, reception,
and SR Policy Mdule (SRPM processing of composite and per-fl ow
Candi date Paths distributed via BGP

* Specifies error handling for mal forned sub- TLVs.
* Requests | ANA allocations for the new sub-TLV code points.

Thi s docunent does not nodify any sub-TLV defined in RFC 9830 or RFC
9012. The SR Policy BGP SAFlI (Subsequent Address Family ldentifier),
NLRI format, RR propagation rules, and best-path sel ection procedures
of RFC 9830 renmai n unchanged. Inter-AS distribution of Conposite
Candi date Paths is out of scope; the same operational caveats as RFC
9830 Section 8 apply. PCEP (Path Conputation El enent Commruni cati on
Prot ocol ) - based conposite CP distribution is addressed by
[I-D.ietf-pce-multipath] and is out of scope.

Thi s docunent covers simlar ground to other individual Internet-
Drafts addressing BGP distribution of Conposite Candi date Pat hs
(e.g., [I-D.jiang-idr-sr-policy-conmposite-path]). The authors
encour age coordi nati on and possi bl e consolidation with such efforts
during I DR WG di scussi on.

1.3. Requirenents Language
The key words "MJST", "MJST NOT", "REQU RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOMMENDED', "NOT RECOMMENDED', "MAY", and
"OPTIONAL" in this document are to be interpreted as described in BCP
14 [ RFC2119] [ RFC8174] when, and only when, they appear in al
capitals, as shown here

2. Term nol ogy

Thi s docunent uses terns defined in [RFC9256] and [ RFC9830].
Addi tional terms used are:

SR Policy: |Identified by <Headend, Col or, Endpoint>;, a source-
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routing policy defined by an ordered list of segments [ RFC9256].

Candi date Path (CP): The unit of signaling for an SR Policy. My be
explicit, dynam c, or conposite [ RFC9256].

Conposite CP: A CP that groups constituent SR Policies for conbined
or per-flow steering (RFC 9256, Section 2.2).

Constituent SR Policy: A child SR Policy formng part of a Conposite
CP; referenced solely by color (RFC 9256, Section 2.2).

FC (Forwarding Cass): A value assigned to a packet by an ingress
QS classifier and used to select a per-flow forwarding entry,
consistent with the Forwarding C ass concept of RFC 9256,
Section 8.6. This docunent encodes FC as a 3-bit value (range
0-7); see Section 4.3.

Per-Fl ow Steering: A node where each FC maps to a constituent SR
Policy or the I GP path, consistent with RFC 9256, Section 8. 6.

Parent SR Policy: The SR Policy whose active CP is a Conposite CP.
Has its own distinct color.

SRPM SR Policy Mddule -- the headend bl ock that processes SR Policy
information and installs it in the forwardi ng pl ane [ RFC9830].

BFD: Bidirectional Forwarding Detection [ RFC5880].
DSCP: Differentiated Services Code Point [ RFC2474].
ENLP: Explicit NULL Label Policy sub-TLV [ RFC9830].
EVPN: Ethernet Virtual Private Network [RFC7432].

IGP: Interior Gateway Protocol.

PCE: Path Conputation El enent.

PCEP: Path Computation El ement Conmuni cation Protocol.
Q@S: Qality of Service.

ROV: Route Origin Validation [ RFC6811].

SAFI : Subsequent Address Fam ly Identifier.

VPN.  Virtual Private Network.
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3.  Probl em Stat enent
3.1. Conposite CPs Are CQutside RFC 9830 Scope

RFC 9830 Section 1 explicitly states: _"The signaling of Dynanic and
Conposite CPs (Sections 5.2 and 5.3, respectively, of [RFC9256]) is
out side the scope of this docunent." _As a consequence, RFC 9830
defines no sub-TLV encoding for: the list of constituent SR Policies
form ng a Conposite CP; the FC-to-col or mappi ng enabling per-flow
steering; or the default action for unmatched FC val ues.

3.2. Controller-to-Headend Signaling Gap

In a controller-driven SRv6 TE depl oynent, an SR Policy Controller
distributes SR Policies to headends via BGP SAFI 73. For per-flow
TE:

1. The controller conputes constituent SR Policies (e.g., color 100
for high-priority traffic, color 200 for best-effort).

2. The controller computes the parent per-flow SR Policy (e.g.
color 300) with the FC mapping.

3. The controller distributes constituent policies (colors 100 and
200) via RFC 9830. This works today.

4. The controller distributes the parent per-flow policy (color 300)
via BG. This fails -- no conposite/ FC encoding exists in RFC
9830.

Step 4 forces operators to configure the parent policy via CLI or
NETCONF on every headend, defeating controller-driven automation
Thi s docunent addresses that gap.

3.3. Interaction with the Col or Extended Conmmunity
The Col or Extended Comunity [ RFC9012] enabl es BGP service routes
(unicast, VPN, EVPN) to be steered into SR Policies at the headend by
mat chi ng the conmunity color to the SR Policy color. For per-flow
TE:

* Service routes carry the color of the *parent* SR Policy (e.qg.,
col or 300).

* The headend steers matching traffic into the parent policy.

* The parent policy’'s per-fl ow Conposite CP steers each packet to a
constituent SR Policy based on its FC val ue.
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The Col or Extended Comunity mechani smrequires no change. The
ext ensions defined in this docunment operate entirely at the SR Policy
SAFI | ayer and do not affect service route processing.

4. BGP SR Policy Encodi ng Extensions
4.1. Extended SR Policy Encoding Structure

RFC 9830 defines the SR Policy encodi ng using the BGP Tunnel
Encapsul ation Attribute (Attribute Type 23, Tunnel Type 15). This
docunent extends that structure with the Constituent SR Policy sub-
TLV as a new optional sub-TLV within Tunnel Type 15.

SR Policy SAFI NLRI: <Distinguisher, Policy-Color, Endpoint>
Attributes:
Tunnel Encapsul ation Attribute (Type 23)
Tunnel Type: SR Policy (15)

Bi nding SI D sub-TLV [optional, RFC 9830]
SRv6 Bi nding SI D sub-TLV [optional, RFC 9830]
Pref erence sub-TLV [optional, RFC 9830]
Priority sub-TLV [optional, RFC 9830]
SR Policy Nane sub-TLV [optional, RFC 9830]
SR Policy CP Nane sub-TLV [optional, RFC 9830]
ENLP sub- TLV [optional, RFC 9830]
Constituent SR Policy sub-TLV [optional, TH' S DOCUMENT]

RESERVED (2 octets)

Color (4 octets)

Wei ght (4 octets)

Per - Fl ow FC sub- TLV [optional, TH S DOCUMENT]
Constituent SR Policy sub-TLV [optional, MAY repeat]

*Mut ual Excl usion:* A Constituent SR Policy sub-TLV and a Segnent
Li st sub-TLV (Type 128, RFC 9830) MJST NOT appear in the same SR
Pol i cy Tunnel Type encoding. A Candidate Path is either conposite
(uses Constituent SR Policy sub-TLVs) or explicit/dynam c (uses
Segment List sub-TLVS). Presence of both is a malformed condition
(Section 7, Condition 1).

*Candi dat e- path sel ection:* Wien both Conposite and explicit/dynamc
Candi date Paths are advertised for the same <Headend, Col or,

Endpoi nt >, Candi date Path selection follows Section 2.9 of [RFC9256].
The conposite encodi ng does not alter the preference-based ordering.
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4.2. Constituent SR Policy Sub-TLV

The Constituent SR Policy sub-TLV is a new optional sub-TLV of the
BGP Tunnel Encapsul ation Attribute SR Policy Tunnel Type. It encodes
a single constituent SR Policy within a Conposite CP. Miltiple
occurrences MAY appear in the same SR Policy encoding, each
representing one constituent SR Policy. The ordering of occurrences
is not significant.

*Wre Format:*

0 1 2 3
01234567890123456789012345678901
B T I e R i i i T S S e e I e ik oI I S S e S S
| Type | Length | RESERVED |
el i I e i it T e e e e i i T o S e e S e T R R
| Col or |
R o o e e el i S S S S i S i ol S S e e e s
| Vi ght |
B T I e R i i i T S S e e I e ik oI I S S e S S
| sub-TLVs (variable | ength, optional) |
el i I e i it T e e e e i i T o S e e S e T R R

*Fi el ds: *

Type: To be assigned by I ANA fromthe "BGP Tunnel Encapsul ation
Attribute Sub-TLVsS" registry under the Standards Action policy.

Length: 1-octet unsigned integer. Total length in octets of al
fields following the Length field (RESERVED + Col or + Wight +
sub-TLVs). The nmininmumvalue is *10* (2 octets RESERVED + 4
octets Color + 4 octets Weight). A Length value less than 10 is a
mal formed condition (Section 7, Condition 8).

RESERVED: 2 octets. MJST be set to zero on transm ssion and MJST be
i gnored on receipt. The 2-octet RESERVED field preserves 32-bit
word alignment for the Color and Weight fields.

The 1-octet Length field imts the total nested sub-TLV content
per Constituent SR Policy sub-TLV to 245 octets (255 minus the 10
bytes of fixed fields). Future nested sub-TLVs requiring nore
than 245 octets of conbined content will require a separate 2-
octet-Length Constituent sub-TLV code point to be defined at that
time.

Color: 4-octet unsigned non-zero integer. ldentifies the
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constituent SR Policy. Constituent SR Policies share the headend
and endpoint of the parent SR Policy; they are uniquely identified
by this Color within the context of the parent. The Col or MJST
NOT equal zero (Section 7, Condition 9) and MUST NOT equal the

Col or of the parent SR Policy in the NLRI (Section 7, Condition
7). Al Constituent SR Policy sub-TLVs within a single SR Policy
encodi ng MUST carry distinct Color values (Section 7, Condition
10).

ight: 4-octet unsigned integer. Specifies the weight of this

constituent SR Policy for weighted | oad-bal anci ng, consistent with
Section 2.11 of [RFC9256]. The Weight field is always present on
the wire as a fixed 4-octet field; there is no inplicit/absent
default on receipt. On origination, controllers SHOULD encode

Wei ght =1 when no explicit weight policy is configured.

In *wei ght ed | oad- bal anci ng node* (no Per-Fl ow FC sub-TLV present
in any Constituent SR Policy sub-TLV in the encoding), a Wi ght

val ue of zero marks that constituent as receiving no traffic; this
is a constituent-level validity outcome, not a treat-as-wthdraw
condition. |If the Weight values of _all_ constituents in the
encoding are zero, the Conposite CP carries no traffic and is
treated as nal formed (Section 7, Condition 3).

In *per-flow steering node* (every Constituent SR Policy sub-TLV
carries a Per-Flow FC sub-TLV), the Wight field has no | oad-

bal anci ng effect between FC-mapped constituents (per-flow steering
directs each classified packet to a single constituent) and MJST
be ignored on receipt. Oiginators MAY encode any val ue; the
value is not interpreted. Wighted |oad balancing within the
active CP of the constituent SR Policy itself renmains governed by
Section 2.11 of [RFC9256].

sub-TLVs: Variable-length field containing zero or one Per-Flow FC

sub-TLV (Section 4.3) and optionally other sub-TLVs defined in the
future.

*Semantics -- Wighted Load Bal anci ng Mode: * When no Per-Fl ow FC sub-
TLV is present in a Constituent SR Policy sub-TLV, the constituent
participates in weighted | oad bal ancing over all traffic steered into
the parent policy. The traffic fraction steered to this constituent

is
val

wi / sumj(wj), where wi is this Wight and the sumis over al
id constituents in the Conposite CP

*Semantics -- Per-Flow Steering Mdde:* Wien a Per-Fl ow FC sub-TLV i s
present, the constituent receives only traffic classified to the
speci fied FC val ue.
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*M xed encoding* is not pernmitted: all Constituent SR Policy sub-TLVs
in a single encoding MIJST either all include a Per-Flow FC sub-TLV or
all omt it. The rationale is that m xi ng FC-cl assified and

wei ghted-LB traffic in one Conposite CP would require defining a
residual -traffic policy for unclassified FC values in the presence of
wei ght ed constituents, which is not specified and creates anbi guous
behavior. A nixed encoding is a malforned condition (Section 7,
Condition 6).

4.3. Per-Flow Forwarding O ass (FC) Sub-TLV

The Per-Flow FC sub-TLV is a nested optional sub-TLV within the
Constituent SR Policy sub-TLV. It assigns a 3-bit FC value to the
contai ning constituent SR Policy, enabling QoS-based per-flow

st eeri ng.

*Wre Format:*
0 1

0123456789012345
i S i i S S S

| Type | Length(=2) |
R T i i e R e e e s i i
| O RESERVED | FC |

T S T

The sub-TLV is 4 octets total: 1-octet Type + 1l-octet Length + 2
octets of value content.

The 2-octet value field is laid out as follows, where bit 0 is the
most significant bit of the first value octet:

Bit O : D (Default-Drop flag)
Bits 1-12 . RESERVED (12 bits)
Bits 13-15 : FC (3 bits; LSBs of the second val ue octet)

Al 16 bits of the value field are accounted for: 1 (D) + 12
(RESERVED) + 3 (FC) = 16 bits.

*Fi el ds: *

Type: To be assigned by I ANA fromthe new "Constituent SR Policy
Sub- TLV Types" registry (Section 11.2).

Length: 1 octet. MJST be 2. A value other than 2 is a nalformnmed
condition (Section 7, Condition 5).

D (Default-Drop flag, bit 0): Wen set to 1, if the constituent SR
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Policy referenced by this sub-TLV becones invalid, traffic for
this FC entry MJST be dropped rather than forwarded via the |IGP
path. Wen set to 0 (default), traffic falls back to the IGP
shortest path to the endpoint. This flag provides an extension
poi nt for the default-action choice described in RFC 9256,
Section 8.6; absent this flag the per-flow default action is
resol ved via |l ocal policy per that section

RESERVED (bits 1-12, 12 bits): MJST be set to zero on transm ssion
and MUST be ignored on receipt.

FC (bits 13-15, 3 bits): The Forwarding Cass value for this
constituent SR Policy. Valid range: 0-7. Different Constituent
SR Policy sub-TLVs within the same SR Policy encoding MIUST carry
di stinct FC values (Section 7, Condition 2).

*Nest ed-regi stry Length convention.* Al sub-TLVs registered in the
"Constituent SR Policy Sub-TLV Types" registry (Section 11.2) --
across both the Standards Action range (1-127) and the Expert Review
range (128-254) -- use a *1l-octet Length field*, regardless of Type
value. This nested registry does not follow the RFC 9012, Section 2
hi gh-bit Type / Length-width rule used for the parent BGP Tunne
Encapsul ation Attribute Sub-TLVs registry. The 1-octet Length field
bounds any single nested sub-TLV s value content to 255 octets, which
is sufficient for the per-Constituent extension points anticipated by
this document. Definitions of future nested sub-TLVs in this
registry MIST conformto this convention

*Semantics:* Upon receiving a Conposite CP with Per-Fl ow FC sub-TLVs,
the SRPM builds an FC-i ndexed steering array as follows:

* Al eight FC entries (0-7) are initialized to the |1 GP shortest
path to the endpoint (the default action, consistent with RFC
9256, Section 8.6).

* For each Constituent SR Policy sub-TLV carrying a Per-Fl ow FC sub-
TLV, the array entry at index FCis set to the constituent SR
Policy identified by Col or.

* |f the constituent SR Policy for a given FC entry becones invalid,
the SRPMreverts that entry to the I1GP shortest path (D=0) or
drops traffic (D=1), consistent with RFC 9256, Section 8.6.

* FC val ues not mapped by any Constituent SR Policy sub-TLV retain

the default 1GP action throughout the lifetime of the Conposite
CP.
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5.

Encodi ng Exanpl e

The foll owi ng exanpl e encodes the parent per-flow SR Policy from
Section 1.1 (color 300, endpoint 2001:db8::1, preference 70, CP nane
"pf300"). FC 1 maps to color 100 and FC 2 nmaps to col or 200. Al
other FCs default to IGP (D=0 for both).

The Wei ght value of 1 shown in each Constituent SR Policy sub-TLV
belowis illustrative; because every constituent carries a Per-Fl ow
FC sub-TLV, this is per-flow steering node and the Wight field is

i gnored on receipt (Section 4.2).

*SR Policy SAFI NLRI:*

Di stinguisher : 1
Col or : 300
Endpoi nt : 2001:db8::1 (AFI =2, SAFI=73)

*BGP Tunnel Encapsul ation Attribute (Type 23, Tunnel Type 15):*

Pref erence sub-TLV (Type 12):
Preference: 70

SR Policy CP Nane sub-TLV (Type 129):
Nane: " pf300"

Constituent SR Policy sub-TLV (Type TBAl):
Lengt h: 14 (2 RESERVED + 4 Color + 4 Weight + 4 FC sub-TLV)
RESERVED: 0x0000
Col or: 100
Wei ght : 1
Per - Fl ow FC sub-TLV (Type TBA2):
Lengt h: 2
Val ue octet 0: 0x00 (D=0, RESERVED bits 1-7 = 0)
Val ue octet 1: 0x01 (bits 8-12 = 0; FC bits 13-15 = 001 = 1)
Decoded: D=0, RESERVED=0, FC=1 (FC 1 -> color 100)

Constituent SR Policy sub-TLV (Type TBAl):

Lengt h: 14

RESERVED: 0x0000

Col or: 200

Wei ght : 1

Per - Fl ow FC sub-TLV (Type TBA2):
Lengt h: 2
Val ue octet 0: 0x00 (D=0, RESERVED bits 1-7 = 0)
Val ue octet 1: 0x02 (bits 8-12 = 0; FC bits 13-15 = 010 = 2)
Decoded: D=0, RESERVED=0, FC=2 (FC 2 -> color 200)
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The SRPM on the receiving headend installs the followi ng FC steering
array for SR Policy (color 300, endpoint 2001:db8::1):

6

6. 1.

[§ pleesfsbul ey e o
| FC | Forwarding Action | Fallback on Invalid |
| O | IGP to 2001:db8::1 (default) | -- |
e Tt +
| 1 | SR Policy color 100 -- SID | 1GP (D=0) |
| | 2001: db8:100::1 | |
o m oo oo oooo. o e e e oo +
| 2 | SR Policy color 200 -- SID | I1GP (D=0) |
| | 2001: db8:200::1 | |
e Tt +
| 3 | IGP to 2001:db8::1 (default) | -- |
o e e o et e e e e i e i oo oo o e e e e m oo oo +
| 4 | IGP to 2001:db8::1 (default) | -- |
e e +
| 5 | IGP to 2001:db8::1 (default) | -- |
e Tt +
| 6 | IGP to 2001:db8::1 (default) | -- |
o e e o et e e e e i e i oo oo o e e e e m oo oo +
| 7 | IGP to 2001:db8::1 (default) | -- |
e e +
Table 1
Procedures
Origination

An SR Policy Controller or BGP egress router originating a Conposite
or per-flow SR Policy CP MJST:

1.

Set the SR Policy SAFI NLRI to represent the *parent* SR Policy
(e.g., color 300, endpoint 2001:db8::1).

I ncl ude one Constituent SR Policy sub-TLV per constituent SR
Policy. Each MJST carry a non-zero Color field that does not
equal the parent policy's color or the color of any other
Constituent SR Policy sub-TLV in the sane encodi ng.

For per-flow steering, include a Per-Flow FC sub-TLV wi thin each
appl i cable Constituent SR Policy sub-TLV. All constituents MJST
i nclude the FC sub-TLV (no m xed encodi ng).

MUST NOT include a Segnent List sub-TLV (Type 128) in the sane
encodi ng as any Constituent SR Policy sub-TLV.
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5. Oiginate separate BG® SR Policy SAFlI updates for each
constituent (child) SR Policy using standard RFC 9830 Segnent
Li st sub-TLVs, as these are distinct NLR s

6. Distribute constituent (child) SR Policies *before* the parent
Conposite CP. VWhile the SRPMtol erates transient inversion by
treating unknown constituents as invalid (Section 6.2),
control |l ers SHOULD sequence updates in child-then-parent order to
m nimze disruption during initial convergence.

6.2. Reception and SRPM Processing

Upon receiving a BGP UPDATE carrying an SR Policy SAFI NLRI with one
or nmore Constituent SR Policy sub-TLVs, the BGP speaker applies
standard BGP best-path selection per RFC 9830 to choose the best-path
NLRI for the <Distinguisher, Color, Endpoint> tuple. The resulting
Candi date Path is then offered to the SRPM along with locally
configured and PCEP-signal ed Candi date Paths for the same <Headend,
Col or, Endpoint> SR Policy. The SRPM perforns its own Candi date Path
sel ection across all sources per Section 2.9 of [RFC9256]; the BGP
best-path output is one input to that selection, not the fina

out cone.

The SRPM SHALL:

1. Recognize the CP as a *Conposite CP* type per RFC 9256
Section 2.2.

2. For each Constituent SR Policy sub-TLV, identify the
corresponding child SR Policy at the | ocal headend by matching
<Headend, Col or=sub-TLV Col or, Endpoi nt >.

3. If areferenced constituent SR Policy is not |ocally known or has
no valid CP, treat that constituent as *invalid*. The Conposite
CP remains valid as long as at | east one constituent is valid,
consistent with RFC 9256, Section 5.3. If all constituents are
invalid, the Conposite CPis invalid. If no other CP exists for
the parent SR Policy, the parent SR Policy is invalid, and
service routes steered by the Col or Extended Community fall back
to their unsteered BGP next hop.

4. Install the FCindexed steering array per Section 4.3 semanti cs.
5. The SRPM SHOULD install the FC array *atomically* with respect to

packet classification to avoid transient nmis-steering during
Conposite CP changes
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6

6

6

6. Monitor liveness of constituent SR Policies. |f a constituent

transitions fromvalid to invalid, the SRPM MJST update the
corresponding FC entry to the appropriate fallback (1GP path or
drop per Dflag) without waiting for a BGP update.

*Convergence behavior:* If the parent Conposite CP arrives before one
or more constituent SR Policies have been installed by BGP, the SRPM

MUST treat those mssing constituents as invalid (applying | GP or
drop fallback for their FC entries) and MJST update the FC array when

the constituent |ater becones valid. Liveness nonitoring (step 6)

3.

4.

5

handl es the transition once convergence conpl etes.
Rout e Refl ector Transparency

Route Reflectors (RRs) [ RFC4456] that do not inplenent the sub-TLVs
defined in this document MJST propagate the Constituent SR Policy
sub-TLV and its nested Per-Fl ow FC sub-TLV unchanged, consistent with
the handling of unknown sub-TLVs specified in Section 2 of [RFC9012],
as applied by [ RFC9830].

G aceful Restart

During BG® Graceful Restart [RFC4724] and Long-Lived Graceful Restart
[ RFC9494], stale Conposite CP routes renain installed at the SRPM for
the duration of the stale-routes timer. Constituent SR Policy
liveness is handl ed i ndependently per RFC 4724 /| RFC 9494 for those
NLRIs. The Composite CP need not be re-validated agai nst constituent
|iveness during the stale interval, to avoid blackholing traffic
during BGP session restart.

Capabi lity Adverti senent

A BGP speaker indicates support for Composite CP processing
inplicitly by advertising SR Policy SAFI (SAFl 73) capability in the
BGP OPEN nessage. A headend that supports SAFI 73 but does not

i npl ement this docunent’s extensions will ignore the Constituent SR
Pol i cy sub-TLV as an unknown sub-TLV per RFC 9830, rendering the
parent CP invalid (Section 6.6). This is a safe failure node. No
separate capability code is defined

Qperators SHOULD verify that headend software supports Conposite CP
processing before distributing parent per-flow policy advertisenments.
Where avail abl e, the headend’ s YANG operational state nodel (see
Section 8.5 for conpani on YANG status) or BGP-LS state collection
(Section 8.3) may be used to confirm support; absent such telenetry,
operators may rely on vendor rel ease notes or controlled-roll out
testing.

Ramasany, et al. Expi res 30 Novenber 2026 [ Page 16]



I nternet-Draft BGP Conposite CP and Per-Flow FC May 2026

6.6. Backward Conpatibility

BGP speakers that do not inplenment this docunent will encounter an
unknown sub-TLV type in the SR Policy Tunnel Encapsul ation. Per RFC
9830, unknown sub-TLVs are ignored. The SRPMwi |l see no Segnent
Li st sub-TLVs and no Constituent SR Policy sub-TLVs, treating the
Candi date Path as having no valid forwarding i nformati on and mar ki ng
it invalid. No incorrect forwarding state is installed. This is a
safe failure node.

7. FError Handling

Error handling for BGP UPDATE nessages follows the "treat-as-

wi t hdraw' strategy of [RFC7606] and RFC 9830, Section 5. Each of the
followi ng conditions constitutes a malformed SR Policy NLRI; the
treat-as-w thdraw procedure MJST be appli ed:
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I nternet -
+====+
| # |
+====+
| 1 |
I I
I I
+----+
| 2 |
| |
+----+
| 3 |
I I
I I
I I
| |
I I
I I
+----+
| 4 |
I I
+----+
| 5 |
I I
+----+
| 6 |
I I
+----+
| 7 |
I I
+----+
| 8 |
I I
+----+
| 9 |
I I
+----+
| 10 |
I I
+----+
| 11 |
I I
I I
I I
+----+

Ramasany,

Draft BGP Conposite CP and Per-Flow FC

A Segnent List sub-TLV (Type 128) and one or nore
Constituent SR Policy sub-TLVs co-exist in the sane
SR Pol i cy encodi ng.

Two or more Constituent SR Policy sub-TLVs carry Per-
Fl ow FC sub-TLVs with duplicate FC val ues

I n wei ght ed | oad- bal anci ng node, the Wi ght val ues of
ALL Constituent SR Policy sub-TLVs in the encoding
are zero (so no traffic can be steered into any
constituent). (Per-constituent Wight=0 is a
constituent-level validity outcone -- see Section 4.2
-- and is not by itself a malfornmed NLRI. 1In per-

fl ow steering node, Wight is ignored entirely.)

A Per-Fl ow FC sub-TLV appears nore than once within a
single Constituent SR Policy sub-TLV.

M xed encodi ng: sonme Constituent SR Policy sub-TLVs
carry a Per-Fl ow FC sub-TLV and ot hers do not.

A Constituent SR Policy sub-TLV carries a Col or val ue
equal to the parent SR Policy’s Color in the NLRI

A Constituent SR Policy sub-TLV carries a Length

val ue I ess than 10.

A Constituent SR Policy sub-TLV carries a Col or val ue
of zero.

Two or nmore Constituent SR Policy sub-TLVs within the
same SR Policy encoding carry identical Color val ues.
An SR Policy Tunnel Type encoding contains neither a
Segnent List sub-TLV nor any Constituent SR Policy
sub-TLV (i.e., an enpty Candidate Path with no
forwardi ng contents).
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8.

8.

*Cycl e detection.* Constituent SR Policies SHOULD reference non-
composite SR Policies (i.e., the active CP of each constituent SHOULD
itself be an explicit or dynamc CP, not a Conposite CP). |If
transitive conposition is permtted by local policy, the SRPM MJST
bound recursion to a configurable maxi num depth (default 2) and treat
references that exceed that depth, or that forma transitive
reference cycle, as *invalid at the constituent |evel*: the affected
constituent entry is marked invalid, the Conposite CP remains valid
if at | east one other constituent is valid, and standard treat-as-

wi t hdraw does not apply. A directly self-referential Col or (Color
equal s the parent Color in the NLRI) is already a mal forned NLRI per
Condition 7

A Per-Flow FC sub-TLV is defined only inside a Constituent SR Policy
sub-TLV (Section 4.3). The nested type space (Section 11.2) is

i ndependent of the top-level BGP Tunnel Encapsul ation Attribute Sub-
TLVs registry; a top-level Type value is always interpreted per the
top-level registry, so an "FC sub-TLV at the top level" is not a
detectable error condition and is therefore not enumerated here.

Rel ati onship to O her Docunents
1. RFC 9256 -- SR Policy Architecture

RFC 9256 is the architectural authority. Sections 2.2 and 8.6 define
Conposite CPs and per-flow steering respectively. This docunent

i mpl ements the BGP signaling plane for those constructs. One gap
remains in RFC 9256: the default action drop behavior is nentioned in
sonme i nplenentations but not normatively defined in RFC 9256,

Section 8.6. The D flag in the Per-Flow FC sub-TLV (Section 4. 3)
provi des a forward-conpati bl e extension point for this choice.

*SPRI NG WG coordi nati on required.* The normative semantics of the
per-flow default-action -- and any future w dening of the Forwarding
Class field beyond 3 bits -- are architectural decisions that bel ong
to the SPRING WG (responsi ble for RFC 9256). Adoption and
progressi on of this docunment by the I DR WG SHOULD i ncl ude explicit
confirmation fromthe SPRING W5 that (a) the 3-bit FC encoding
adopted here is conpatible with the RFC 9256 architecture, and (b)
the D-flag semantics described in Section 4.3 are consistent with any
future SPRING work on the defaul t-action choice.

Ramasany, et al. Expi res 30 Novenber 2026 [ Page 19]



I nternet-Draft BGP Conposite CP and Per-Flow FC May 2026

8.2. RFC 9830 -- Advertising SR Policies in BGP

RFC 9830 is the parent docunment extended here. Al SAFI 73
operational procedures remain unchanged. This docunent does not
carry an Updates: RFC 9830 header because it adds new optional sub-
TLVs within the extensibility nodel that RFC 9830 al ready provides
and does not nodi fy any existing RFC 9830 nornative behavi or.

*Note for Last Call review * RFC 9830, Section 1 explicitly scopes
Conposite Candi date Path signaling out of that docunent. A reviewer
may argue that bringing Conposite CPs into scope warrants an Updat es:
clause. The authors take the position that scope is set per-docunent
and does not constrain extensibility, and that addi ng new sub-TLVs
through RFC 9830’ s pre-existing extensibility nodel does not require
an Updates: header. The shepherd witeup should record this position
so the IESG IDR review can resolve it explicitly rather than re-
litigating it on the list.

8.3. BGP-LS Northbound Col | ection

A compani on BGP-LS nechanismis expected to extend RFC 9857 with TLVs
corresponding to the Constituent SR Policy and Per-Fl ow FC sub-TLVs
defined here, enabling northbound collection of Conposite CP state
from headends to a controller. |nplenentati ons SHOULD support both
sout hbound signaling (this docunment) and northbound state collection
for full controller visibility.

8.4. PCEP Per-Fl ow Encodi ng

PCEP- based di stribution of SR Policy Candidate Paths is defined in

[ RFC9862]. Conposite and per-fl ow extensions to PCEP are being
defined separately in the PCE Wrking G oup
([1-D.ietf-pce-nultipath]). The exact TLV nanes and object pl acenent
in that draft should be cross-checked against its |atest revision

bef ore publication; this docunent does not nornmatively depend on

t hose names. The BGP encoding in this docunent and the PCEP encodi ng
are conpl ementary; SRPM behavior on receipt is identical regardl ess
of the signaling protocol used.

8.5. YANG Data Mde

The SPRI NG WG YANG data nodel for SR Policy
([1-D.ietf-spring-sr-policy-yang]) currently excludes Conposite CP
nmodel i ng. A conpanion contribution to that draft is expected to add
a conposite CP type container, a constituent-sr-policy list (color,
wei ght, fc-value, default-drop), and a per-flow forwarding-cl ass
leaf-list. For current observability, BGP-LS [ RFC9857] coll ection of
Conposite CP state (Section 8.3) is recomended.
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9. Operations
9.1. Distribution Ordering

BGP provides no atomicity guarantee across separate NLRI updates.
Controll ers SHOULD distribute constituent (child) SR Policy CPs
before the parent Conposite CP, as specified in Section 6.1
Headends MJST tol erate transient inversions gracefully per
Section 6.2, applying IGP or drop fallback for unresol ved
constituents until convergence conpl etes.

9.2. Per-Peer State Limts

A controller advertising | arge nunmbers of Conposite CPs referencing
nonexi stent or invalid constituents will cause the SRPMto naintain
per-constituent invalid state and | GP-fal |l back entries.

I mpl enent ati ons SHOULD enforce configurable per-peer limts on the
number of Conmposite CP NLRI's and the nunber of Constituent SR Policy
sub-TLVs per CP. Note that per-flow steering naturally caps the per-
CP constituent count at 8 (one per FC value), but weighted | oad-

bal anci ng node does not inpose a conparable cap and is therefore the
primary state-anplification surface. Exceeding configured limts
SHOULD be | ogged and MAY result in treat-as-w thdraw of excess NLRIs
per RFC 7606. Operators SHOULD restrict SR Policy SAFI sessions to
trusted controllers to limt the blast radius of m sconfiguration

9.3. Convergence and Reconvergence

When a constituent SR Policy transitions fromvalid to invalid (e.g.,
due to a link failure or BFD session down), the SRPM updates the
affected FC entries per Section 6.2 without waiting for a BGP update.
The headend need not withdraw and re-advertise the parent Conposite
CP; liveness is handled locally. Wen the constituent recovers, the
SRPM re-installs the original FC-to-color mapping.

9.4. (Cbservability

For operational visibility into installed Conposite CP state --
including constituent validity and FC-array contents -- operators are
RECOMVENDED to use the BGP-LS SR Policy distribution mechani sm

[ RFC9857] combi ned with a Conposite CP conpanion as outlined in
Section 8.3. The SRPM SHOULD expose Conposite CP state in the
operational data nodel (see Section 8.5 for YANG conpani on status).
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10.

Security Considerations

The security considerations of BGP [ RFC4271], BGP SR Policy
[ RFC9830], and SR Policy Architecture [ RFC9256] apply in full to this
docunent .

*Unaut hori zed policy injection.* As with all SR Policy BGP updates,
unaut hori zed injection of Conposite CP advertisements could redirect
traffic across unintended paths. Mtigations: (a) BGP session
integrity via TCP-AO [ RFC5925]; (b) Route Target communities to
restrict SR Policy SAFl propagation to intended headends; (c)
operational policies restricting SR Policy SAFlI peering to trusted
controllers. Note that BGPsec [ RFC8205] protects AS PATH integrity
and does not protect the Tunnel Encapsul ation Attribute carrying SR
Policy contents; RPKI/ROV [ RFC6811] validates origin AS, not policy
contents. These tools are useful conplenents but not direct
mtigations for attribute-level injection

*FC val ue mani pul ation.* An adversary able to inject or nodify SR
Pol i cy SAFI BGP updates could alter FC-to-col or mappings, steering
specific traffic classes onto unintended paths. BGP session
integrity per TCP-AO [RFC5925] is the primary mtigation

*Constituent reference anplification.* A malicious or misconfigured
controll er can advertise |arge nunmbers of Conposite CPs referencing
nonexi stent constituents, causing SRPM state consunption and | GP-
fall back installation for each invalid constituent entry. COperators
MUST apply per-peer SR Policy SAFl session linmts and per-peer CP
count linmts as discussed in Section 9. 2.

*Privacy.* SR Policy content reveals traffic engineering intent and
topol ogy preferences. Conposite CP advertisenents expose QoS cl ass
mappi ngs (FC-to-color) and the SRv6 SID structure of constituent
paths. This content MJST NOT be distributed via untrusted BGP peers.
Rout e Target communities and peer access policies SHOULD be
configured to prevent |eakage beyond intended headend sets.

TCP- AO [ RFC5925] provides integrity and authentication for the BGP
session but does not provide confidentiality; an on-path observer can
still read SR Policy contents in transit. Were confidentiality of
TE intent is required, operators SHOULD additionally rely on
physical /li nk-1ayer protection of BGP-carrying links, or carry BGP
over an authenticated and encrypted transport (e.g., |Psec) between
trusted peers.

*No dat a- pl ane security changes.* This docunent does not alter SRv6
dat a- pl ane forwarding or SID processing. Data-plane security is
governed by [ RFC8754] and [ RFC8986].
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11. | ANA Consi derations
11.1. BGP Tunnel Encapsul ation Attribute Sub-TLVs Registry
I ANA is requested to allocate one value fromthe "BGP Tunnel

Encapsul ation Attribute Sub-TLVs" registry for the Constituent SR
Pol i cy Sub-TLV defined in this docunent:

[ ettty e ————————————————————————— s U
| Value | Description | Reference |
[ bl sty ey o
| TBAL | Constituent SR Policy Sub-TLV | This docunent |
S o m e e e e e e aaa oo oo +

Table 3

Per the registration procedures of that registry (RFC 9012,

Section 13.1; Length-field width per RFC 9012, Section 2), the
registry is partitioned by Type value range, with each range carrying
both a Length-field width and a registration policy:

[ ety sy s e s
| Range | Length field | Registration policy |
E s b e s e
| 1-63 | 1 octet | Standards Action |
B S o e e e e o - o e e e e e e e e aao- +
| 64-125 | 1 octet | First Cone First Served |
R S —— o e oo - o e e e e e oo +
| 126-127 | 1 octet | Experinental Use |
S oo Fom e +
| 128-191 | 2 octets | Standards Action |
B S o e e e e o - o e e e e e e e e aao- +
| 192-252 | 2 octets | First Cone First Served |
R S —— o e oo - o e e e e e oo +
| 253-254 | 2 octets | Experinental Use |
S oo Fom e +
| 0, 255 | -- | Reserved |
B S o e e e e o - o e e e e e e e e aao- +
Tabl e 4

The Constituent SR Policy sub-TLV uses a 1-octet Length field
(Section 4.2). TBAlL MJST therefore be assigned fromthe range *1-63*
(Standards Action, 1-octet Length). The draft does not prescribe a
specific nuneric value within that range.
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I ANA is requested to create a new sub-registry titled *"Constituent

SR Policy Sub-TLV Types"* under the "Border Gateway Protocol

Tunnel Encapsul ation" registry group. Registration

[ Sl b oo

| Range | Policy |

[ ey = emsosfesfespsfsfespssfespeesfespeesfespeenp

| O | Reserved |

O Fom e +

| 1-127 | Standards Action |

S oo +

| 128-254 | Expert Review |

S R o e e e e oo oo +

| 255 | Reserved |

O Fom e +

Table 5
Initial assignments:
[ e e e e
| Val ue | Description |
| O | Reserved |
o e e e e e o e e e e e oo - +
| TBA2 | Per-Flow FC Sub-TLV |
o m oo oo +
| Rermining values in 1-127 | Unassi gned |
| | (Standards Action) |
Tt Tt +
| 128-254 | Unassigned (Expert |
| | Review) |
o m oo oo +
| 255 | Reserved |
o m oo oo +
Table 6

(BGP)
polici es:

TBA2 is to be assigned by | ANA fromthe range 1-127 (Standards

Action) of this new sub-registry.
TBA2 remai n unassi gned and subject to Standards Action.
Revi ew range (128-254) allows vendors to register experinmental
vendor - speci fic nested sub-TLVs wi t hout
mrroring RFC 9012 practice.

docunent,
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