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1. Introduction

The LI SP protocol [RFC9300] defines two nunbering spaces, Endpoint
Identifiers (EIDs) and Routing Locators (RLOCs) supporting an
architecture to build network overlays. Mpping EIDs to RLOC sets is
acconpl i shed with a Mappi ng Dat abase System and the LISP control -

pl ane [ RFC9301] specifies procedures to learn and distribute these
Mappi ngs. Once EIDs are | earned and on-boarded on a LI SP network,
the LISP architecture is flexible to extend subnets and routing
domains with nmobility and traffic optim zation
[I-D.ietf-lisp-eid-mobility].
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Wth increased nobility support requirenments and when operating LISP
networks at scale, it becomes even nore inportant to offer source
address verification of EIDs and protect the system and endpoints
agai nst spoofing and duplication. This support needs to work across
mobility events and routing domains.

To this end, Source Address Validation |Inprovenents (SAVI) procedures
have been specified to provide a set of mechani sms and state machines
to verify Source Address ownership [RFC7039]. A SAVI instance
enforces the EIDs to use legitimate | P source address and al so verify
the source address used in data packet actually belong to the
originator of the packet.

Thi s docunent describes the use of SAVI procedures to provide source
address protection for I P addresses (both IPv4 and I1Pv6) in LISP
networks. To perform Source Address Validation in a LISP network,
the SAVI function is integrated with the LISP xTR Only those El Ds
val idated by the SAVI instance will be detected and on-boarded by

LI SP, thereby protecting the integrity of EIDs distributed in the
network. This integrated function does not require changes to the
endpoi nt protocol stack

2. SAVI LISP Architecture

Source Address Validation |Inprovenent (SAVI) features are enbedded
into the LISP xTRs referenced as SAVI XxTR. The SAVI XxTR follows the
mechani sms nmentioned in [RFC7039] to perform source address
validation of | P addresses used as EIDs. A SAVI instance nonitors
packets exchanged by endpoints and identify which | P source addresses
are legitimate. SAVI creates a binding entry where the |IP address
(the EID) is bound to an imutabl e bi nding anchor. The binding
entries have a state and lifetine which deternmines if the IPis valid
and for how long. Once the EIDs are validated, they are treated as
detected by a LISP xTR, added to the | ocal Mappi ng Dat abase and
registered with the Mappi ng System

2.1. SAVI Perineter in LISP Network

The essential elenents in a SAVI LI SP depl oyment include one or nore
SAVI XxTRs which belong to the RLOC space, endpoints which belong to
the EID space and a LI SP Mappi ng System which holds the EID to RLCC
mappi ngs. SAVI xTRs form a SAVI perineter separating trusted and
untrusted regions of a network. As specified in [RFC6620] and

[ RFC7513], only validated addresses can inject traffic over the
trusted perimeter. This inplies only SAVI validated endpoints can
join the LISP network
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Fi gure 1: SAVI LISP perineter
Bi ndi ng Address

SAVI mainly foll ows packet exchanges used for address assignnment to
| earn the source | P address of a host. As a consequence, the SAVI
specification comes in multiple variants dependi ng on the exchange
used for address assignnent. [RFC7513], describes a mechani smthat
provi des Source Address Validation Inprovements (SAVI) for addresses
assi gned by DHCPv6 or DHCPv4 server. [RFC6620] is another
specification based on First Cone First Serve (FCFS) principle,
applicable to any | Pv6 address including those assigned through | Pv6
Nei ghbor Di scovery and Statel ess Address Autoconfiguration (SLAAC)
Wi |l e [ RFC6620], does not explicitly nention IPv4, a very simlar
approach can be applied to | Pv4 addresses when using ARP packets to
| earn and track a source address.

Fol |l owi ng the above SAVI specifications, |IP address can be validated
by the SAVI instance on the SAVI xTR, and on-boarded as EIDs in the
LI SP net wor k.

Bi ndi ng Anchor

The SAVI instance creates a binding between the I P address and a

bi ndi ng anchor. As discussed in [ RFC7039], a binding anchor is a
physical or link |layer property of an attached device. In SAVI LISP
depl oynents, the Media Access Control (MAC) address is used as the
bi ndi ng anchor.
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2.

3.

3.

As a result, in a SAVI LISP environnment, the |IP address used as an
EID is bound to a binding anchor which is the MAC address of the
endpoint. This is referred as the binding entry present in the SAVI
dat abase.

4. Binding State

Fol | owi ng [ RFC6620], every binding goes through multiple states
before it reaches the "VALID' state. The binding entry in state
"NO BI ND' or "TENTATIVE" are considered not validated by SAVI yet.
When an I[P is in one of these states, SAVI xTR does not detect it as
an EID. An IP binding entry to noves to state VALID is on-boarded as
an EI D LI SP Mappi ng Dat abase.

If the binding entry noves from VALID state to the "TESTING TP_LT"
state, it remains as a detected EID in the LI SP Mappi ng Dat abase,
while the state gets resolved. |If the resolution leads the IP to
NO BIND state, the EIDis renmoved fromthe LI SP Mappi ng Dat abase. On
the contrary, if the TESTING TP LT state resolves to VALID state, the
EID remains in the LI SP Mappi ng Dat abase.

A simlar mechani sm applies when using a DHCP based SAVI i nstance.

In this case instead of "VALID', the host has to reach the "BOUND'
state to be considered validated and on-boarded as an EID in the LI SP
Mappi ng Dat abase.

For compl eteness, note also that during the I P validation process,
the ARP Address Conflict Detection (ARP ACD) is used for an |Pv4
address and the Duplicate Address Detection Neighbor Solicitation
(DAD NS) nessage is used for |Pv6 address.

Qperation of SAVI in a LISP Network
1. | P Discovery

Thi s section describes the endpoint discovery process in a SAVI xTR
The packet flow diagramin Figure 2 illustrates the sequence to
val i date and on-board the I P address of Hostl (IP1 in the figure) as
an EID on the LISP network. Hostl uses MACL as its MAC address.

1. Data sourced with IP1 is received on the SAVI xTR The SAVI
i nstance snoops the packet and | earns about |Pl.

2. A Binding entry for Hostl is created with IP1 in NO BIND state.
3. 1Pl is bound to binding anchor MACL. SAVI XxTR generates a Map-

Request querying the Mappi ng System about | Pl and noves the entry
to TENTATI VE state. It starts a timer TENT_LT.
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4. \Wen the Mapping System does not have any registration for |P1,
it sends a Negative Map-reply back to the SAVI xTR
5. Wien the NVR is received with Action "Native Forward", the SAVI
XTR broadcasts an ARP ACD)DAD NS to the rest of SAVI xTRs and
starts the TENT_TL ti ner.

6. As the timer expires, this confirms the SAVI instance that IPl is
legitimate and is not present anywhere else in the LISP network.

7. The binding entry noves to VALID state and the SAVI instance
starts a timer DEFAULT_LT

8. LISP on-boards IP1 as an EID and adds it to the | ocal Database
Mappi ng tabl e on the xTR

9. The XTR sends a Map-Register with the Mapping <EID: |IP1> -> <xTR
RLOC> that is stored in the Mappi ng System
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Figure 2: I P Discovery Flow

After host discovery, the SAVI binding entry is in VALID state and
has a lifetime DEFAULT LT. Wen the tiner expires, the SAVI wll
probe the host to check for reachability. At any time, if Hostl

| eaves the network the reachability check fails and the binding entry

wil |
is cleared for any reason.

be renoved fromthe database.

Sane applies if the binding ent

The next sections discuss the case when the EID is already present

the LI SP Mappi ng Dat abase,
by the SAVI

XTR resol ves with a conpl ete Mappi ng.
there are two possi bl e cases:

and the Map-Resol ution process initiated
In this case,

the endpoint roaned to a new | ocation

or there is an attenpt to spoof the |IP address.
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In instances where the LI SP Network does no support silent ElIDs and
ARP/ ND fl oodi ng suppression is possible, the onboardi ng of new El D
can be sped up and optim zed by suppressing the ACD/ DAD packet
broadcasted to all SAVI xTRs. 1In this case the Mappi ng System
replies to the Map- Request with a Negative Map-Reply and Action Drop.
This tells the SAVI xTR that the flooding of ACD/DAD is not required
and it can proceed to onboard the EID.

3.2. Host Roam ng and Duplicate Address Detection

Every | P address validated with SAVI is on-boarded in the LISP

Dat abase Mapping, at the xTR, and registered with the LI SP Mappi ng
System At any point of tine, the LI SP Mapping Systemw ||l have a
registration for every IP validated in the SAVI LISP Network. To
complete the interaction between SAVI and LISP, this section

consi ders the behavior of the system when:

* An endpoint roans froma SAVI XTR to a new SAVI XxTR

* A rogue endpoint connected to a different SAVI XxTR attenpts to
spoof an | P address already assigned to another endpoint.

3.2.1. Host Roam ng

The packet flowin Figure 3 illustrates an exanpl e where a host
(hostl) initially connected to SAVI xTRl roans to SAVI xTR2. The
SAVI xTRs gather information fromthe LISP Mapping Systemto
coordinate the old and new SAVI agents and support the roam ng
function. In this case the sequence works as follows:

1. Hostl is initially connected to SAVI xTRL. The |P1-MACL bi ndi ng
is considered VALID and I P1 is on-boarded as an EID in the LISP
network. The Map-Server has a registration for the Mapping:
<EID: IP1> -> <xTRl RLOC>

2. Host1l roanms to SAVI xTR2. Wen SAVI xTR2 sees data-traffic
sourced with IP1, it creates a new entry for IP1 in NO_BI ND
st at e.

3. IP1 is bound to binding anchor MACL. SAVI xTR2 sends a Map-
Request for IP1 to the Mapping System |Pl is noved to
TENTATI VE state pending resolution. It starts a tinmer TENT_LT.

4. A Mapping exists in the Mapping System so SAVI XTR2 receives a
Map- Reply with the Mapping <EID: | P1> -> <xTR1 RLOC>

5. The 1 P1- MACL binding entry at SAVI XxTR2 is noved to
TESTI NG TP_LT.
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10.

SAVI xTR2 sends ARP ACD/ DAD NS request to the SAVI xTRl using
the RLOC address received in Map-Reply.

After receiving the nessage, SAVI xTRl noves IPl to
TESTING TP_LT state and starts a tiner for TENT LT.

Since the end point roaned there is no response and TENT_LT
expires. SAVI xTR1l renoves the binding entry for |P1-MACL.

The binding entry for 1Pl at SAVI xTR2 is noved to VALID state
and added to the LI SP Mappi ng Dat abase.

A new Map-Register is finally sent to the Mapping Systemw th
the Mapping: <EID: I1P1> -> <xTR2 RLOC>. This conpletes the
protected roam process.
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Figure 3: Host Roam ng Fl ow
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3.2.2. | P Theft Prevention

Al ternatively, the packet flowin Figure 4 illustrates an exanpl e
sequence where a nisbehaving EID attenpts to spoof IP1. The SAVI xTR
gathers information fromthe LI SP Mapping Systemto learn that IP1 is
al ready assigned to another EID and bl ocks the spoofed |IP address.
The SAVI - LI SP sequence to bl ock spoofed addresses proceeds as

fol | ows:

1. Host1l is connected to SAVI xTR1. The IP1-MACl binding is
considered VALID and IP1 is on-boarded as an EID in the LISP
network. The Map-Server has a registration for the Mapping:
<EID: IP1> -> <xTR1 RLOC>

2. SAVI XxTR2 sees traffic activity froma m sbehavi ng endpoi nt
attenpting to use IP1. It creates a newentry for IP1 in
NO _BI ND st at e.

3. SAVI xTR2 sends a Map- Request for IP1 to the Mapping System
IP1 is noved to TENTATI VE state pending resolution. It starts a
timer TENT_LT.

4. A Mapping exists in the Mapping System so SAVI XTR2 receives a
Map- Reply with the Mapping <EID: | P1> -> <xTR1 RLOC>

5. The 1 P1-MACL binding entry at SAVI xTR2 is noved to
TESTI NG_TP_LT.

6. SAVI XTR2 sends ARP ACD/ DAD NS request to the SAVI xTRLl using
the RLOC address received in Map-Reply.

7. After receiving the message, SAVI xTRl noves IPl to
TESTING TP_LT state and starts a tinmer TENT_LT.

8. Since the Hostl with IP1l is active behind SAVI xTR1l, a response
is received at SAVI xTRL and the binding entry noves back to
VALI D st ate.

9. XTR1L sends the response to xTR2. This confirns that IP1 is
hosted at SAVI xTRl and reachabl e.

10. SAVI xXTR2 renoves the binding entry for |Pl-MACL, thereby
bl ocki ng the endpoint and preventing IP theft.
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Figure 4: I P Theft Prevention
3.2.3. Fast Detection
Thi s section describes a scenario where there is need for fast
detection. The EID is on-boarded before considered valid by SAVI and

the validation is done after on-boarding. The follow ng exanple
descri bes the sequence for fast detection in a SAVI-LISP environnent.
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1. Hostl is connected to SAVI xTRl. The IP1-MACL binding is
considered VALID and IP1 is on-boarded as an EID in the LISP
network. The Map-Server has a registration for the Mapping:
<EID: IP1> -> <xTRl RLOC>

2. Hostl roans to SAVI xTR2. Wen SAVI xTR2 sees data-traffic
sourced with IP1, it creates a newentry for IP1 (and MACL).

3. SAVI xTR2 sends a Map-Request for IPl to the Mapping System and
nmoves the entry to TENTATI VE state and starts tinmer TENT_LT

4. Wien fast detection is enabled, the IP1 is on-boarded as an EID
at SAVI xTR2 even though it has not noved to VALID state yet.
SAVI xTR2 sends a Map-Register for IP1. It is inmportant to note
that SAVI does not allow any control traffic fromthe host until
it is validated.

5. SAVI xTR2 receives a Map-reply with the RLOC of SAVI xTRl and
sends ARP ACD/ DAD NS request to SAVI xTR1.

6. On receiving this request, SAVI xTRl noves the entry
TESTING TP_LT and starts a tinmer TENT_LT.

7. |If a response is received, then binding entry at SAVI xTRl noves
back to VALID state and entry at SAVI xTR2 is renoved, since this
m ght be a host trying to spoof the | P address which is prevented
now.

8. When no response is received, the binding entry at SAVI xTRl is
renoved and the entry at SAVI xTR2 noves to VALID state.
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Figure 5: Fast detection
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4.

4.

4.

4.

1.

2

SAVI LISP and L2/L3 EID nobility nodels

The LI SP control -plane offers the flexibility to support multiple
overlay flavours. |In particular [I-D.ietf-lisp-eid-nmobility]

descri bes nechani sns to support unified L2 and L3 overlays with
mobility support. This section describes inplenmentations options of
the SAVI LISP function when different L2 and L3 EID nobility options
are used.

L2-only overl ay

In this case, intrasubnet traffic is encapsulated using the L2
overlay. EID detection and nobility with SAVI follows the mechani sns
described in Section 3 Wen a SAVI xTR attenpts to di scover the

| ocation of an I P address and run the ARP ACD/ DAD NS exchange, it
uses the MAC | ocation. The SAVI XTR resolves the |ocation of the IP
using an iterative Map-Resol ution process (as described in
[I-Dietf-lisp-eid-nmobility]):

* First it resolves the | P-MAC binding (follow ng the ARP/ ND
resol uti on procedure)

* Second it resolves the MAC-RLOC binding to discover the candidate
| ocation of the endpoint and start the ARP ACD/ DAD NS exchange.

L2 and L3 unified overlay

This nodel is a co-existence of both L2 and L3 overlay and foll ows
the sane interative sequence as the L2-only overlay described above.

3. L3-only overlay

In this case both intrasubnet and inter-subnet traffic are forwarded
using the L3 overlay. 1P detection and on-boardi ng using SAV

foll ows the sequence described in this docunent. In this case, the
SAVI XTR resol ves the candi date | ocation of the |P endpoint using by
resolving the | P-RLOC Mapping directly. The SAVI ARP ACD/ DAD NS
exchange is done using the RLOC resol ved t hrough I P Map- Resol ution

Consi derations with Epheneral EIDs

[I-D.ietf-lisp-eid-anonymty] describes the use of epheneral EIDs to
provi de source anonymty for endpoints. Epheneral EIDs are
tenmporary, random y-generated | P addresses that can change
frequently. The integration of SAVI with LISP provides critica
source address validation for epheneral EIDs, ensuring that even
short-lived addresses are properly authenticated before being on-
boarded to the LISP network.
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A key challenge with epheneral EIDs is the risk of address collision
when mul tipl e endpoi nts i ndependently generate random addresses.

Thr ough the procedures described in this docunent to protect against
address duplication (see Section 3.1), SAVI xTRs can detect and
val i date epheneral ElIDs. This inherently provides source address
val idation and protection agai nst spoofing attenpts and ensures that
the anonymity benefits of ephemeral EIDs are nmintained without
comprom sing network security or address integrity.
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